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Abstract

Quantum information theory is an area of physics which studies both fun-
damental and applied issues in quantum mechanics from an information-
theoretic viewpoint. The underlying techniques are, however, often re-
stricted to the analysis of systems which satisfy a certain independence con-
dition. For example, it is assumed that an experiment can be repeated
independently many times or that a large physical system consists of many
virtually independent parts. Unfortunately, such assumptions are not al-
ways justified. This is particularly the case for practical applications—e.g.,
in (quantum) cryptography—where parts of a system might have an arbi-
trary and unknown behavior.

We propose an approach which allows to study general physical systems
for which the above mentioned independence condition does not necessarily
hold. It is based on an extension of various information-theoretic notions.
For example, we introduce new uncertainty measures, called smooth min-
and mazx-entropy, which are generalizations of the von Neumann entropy.
Furthermore, we develop a quantum version of de Finetti’s representation
theorem, as described below.

Consider a physical system consisting of n parts. These might, for in-
stance, be the outcomes of n runs of a physical experiment. Moreover,
assume that the joint state of this n-partite system can be extended to an
(n + k)-partite state which is symmetric under permutations of its parts
(for some k > 1). The de Finetti representation theorem then says that
the original n-partite state is, in a certain sense, close to a mixture of prod-
uct states. Independence thus follows (approximatively) from a symmetry
condition. This symmetry condition can easily be met in many natural situ-
ations. For example, it holds for the joint state of n parts which are chosen
at random from an arbitrary (n + k)-partite system.

As an application of these techniques, we prove the security of quantum
key distribution (QKD), i.e., secret key agreement by communication over
a quantum channel. In particular, we show that, in order to analyze QKD
protocols, it is generally sufficient to consider so-called collective atiacks,
where the adversary is restricted to applying the same operation to each
particle sent over the quantum channel separately. The proof is generic and
thus applies to known protocols such as BB84 and B92 (where better bounds

vii



viil

on the secret-key rate and on the the maximum tolerated noise level of the
quantum channel are obtained) as well as to continuous variable schemes
(where no full security proof has been known). Furthermore, the security
holds with respect to a strong so-called universally composable definition.
This implies that the keys generated by a QKD protocol can safely be used
in any application, e.g., for one-time pad encryption—which, remarkably, is
not the case for most of the standard definitions.



Zusammenfassung

Quanteninformationstheorie ist ein Gebiet der Physik, das sich sowohl mit
fundamentalen als auch angewandten Fragen innerhalb der Quantenme-
chanik beschéftigt und diese aus einem informationstheoretischen Gesichts-
punkt betrachtet. Die dabei verwendeten Techniken sind jedoch oft darauf
beschrinkt, Systeme zu analyzieren, welche eine gewisse Unabhingigkeits-
bedingung erfiillen. Beispielsweise wird angenommen, dass ein Experiment
viele Male unabhéngig wiederholt werden kann, oder dass ein grosses phy-
sikalisches System aus vielen nahezu unabhéngigen Teilen besteht. Leider
sind solche Annahmen nicht immer gerechtfertigt. Dies gilt insbesondere fiir
praktische Anwendungen wie z.B. innerhalb der (Quanten)Kryptographie,
wo Teile eines Systems ein beliebiges und unbekanntes Verhalten aufweisen
kénnen.

Wir stellen einen Ansatz vor, welcher es erlaubt, allgemeine physikali-
sche Systeme zu studieren, fiir die keine solche Unabhéngigkeitsbedingung
gilt. Er basiert auf einer Erweiterung verschiedener informationstheoreti-
scher Konzepte. Zum Beispiel fithren wir neue Entropiemasse ein, genannt
Smooth Min-Entropy und Smooth Maz-Entropy, welche die von Neumann-
Entropie verallgemeinern. Zudem entwickeln wir eine quantenmechanische
Version des Darstellungssatzes von de Finetti, die wir im folgenden beschrei-
ben.

Wir betrachten ein physikalisches System, welches aus n Teilen besteht.
Diese konnten beispielsweise durch n Wiederholungen eines physikalischen
Experiments entstanden sein. Weiter nehmen wir an, dass der Gesamtzu-
stand dieses n-teiligen Systems zu einem (n + k)-teiligen Zustand erweitert
werden kann, welcher symmetrisch ist unter Vertauschungen der Teilsyste-
me (fiir k > 1). Der Darstellungssatz von de Finetti besagt dann, dass der
Zustand des urspriinglichen n-teiligen Systems in einem gewissen Sinn na-
he an einer Mischung von Produktzustéinden ist. Die Unabhéingigkeit der
Teilsysteme folgt also ndherungsweise aus einer Symmetriebedingung. Diese
ist in vielen natiirlichen Situationen einfach zu erfiillen. So gilt sie etwa fiir
ein System von n Teilen welche zufillig aus einem (n + k)-teiligen System
ausgew#hlt worden sind.

Als Anwendung dieser Techniken beweisen wir die Sicherheit von Quan-
tum Key Distribution (QKD), d.h., der Schliisselverteilung tiber Quanten-
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kanéle. Insbesondere zeigen wir, dass es zur Analyse von QKD-Protokollen
im allgemeinen geniigt, sogenannte kollektive Attacken zu betrachten, bei de-
nen der Gegner darauf beschrénkt ist, jedes iiber den Quantenkanal gesende-
te Teilchen gleich zu behandeln. Der Beweis ist generisch und daher sowohl
auf bekannte Protokolle wie BB84 und B92 (fiir welche bessere Grenzen
an die Schliisselrate und den maximal tolerierten Gerduschpegel des Quan-
tenkanals folgen) als auch auf Continuous-Variable-Protokolle (fiir welche
kein vollstdndiger Sicherheitsbeweis bekannt war) anwendbar. Dabei ist Si-
cherheit gemiss einer sogenannten universally composable Definition garan-
tiert. Das bedeutet, dass die durch ein QKD-Protokoll erzeugten Schliissel
in jeder denkbaren Anwendung verwendet werden diirfen, so z.B. fiir One-
Time-Pad-Verschliisselung — was bemerkenswerterweise fiir die meisten ge-
brauchlichen Definitionen nicht zutrifft.
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Chapter 1

Introduction

1.1 Motivation

What is needed to establish a secret key between two spatially separated
parties? Clearly, this question is of immediate interest for practical cryp-
tographic applications such as secure message transmission.! More impor-
tantly, however, it is related to fundamental problems in (classical and quan-
tum) information theory. Is information physical? Is classical information
distinct from quantum information? In fact, it turns out that the possibility
of secret key agreement (over insecure channels) strongly depends on the
physical properties of information and that there is indeed a fundamental
difference between classical and quantum information.

In this thesis, we address several basic question of quantum information
theory: What does secrecy mean in a quantum world? (Chapter 2) How can
knowledge and uncertainty be quantified? (Chapter 3) What is the role of
symmetry? (Chapter 4) Can any type of randomness be transformed into
uniform randomness? (Chapter 5) As we shall see, the answers to these
questions allow us to treat the problem of secret key agreement in a very
natural way (Chapters 6 and 7).

1.2 Quantum key distribution: general facts

Cryptographic setting

We consider a setting where two distant parties, traditionally called Alice
and Bob, want to establish a common secrel key, i.e., a string of random
bits which is unknown to an adversary, Fve. Throughout this thesis, we
focus on information-theoretic security, which is actually the strongest rea-

1For example, using one-time pad encryption [Ver26], the problem of secretly exchang-
ing ¢ message bits reduces to the problem of distributing a secret key consisting of ¢
bits.
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sonable notion of security.? It guarantees that an adversary does not get
any information correlated to the key, except with negligible probability.

For the following, we assume that Alice and Bob already have at hand
some means to exchange classical messages in an authentic way.®> In fact,
only relatively weak resources are needed to turn a completely insecure com-
munication channel into an authentic channel. For example, Alice and Bob
might invoke an authentication protocol (see, e.g., [Sti91, GN93]) for which
they need a short? initial key. Actually, as shown in [RW03, RW04], it is
even sufficient for Alice and Bob to start with only weakly correlated and
partially secret information (instead of a short secret key).

Key agreement by quantum communication

Under the sole assumption that Alice and Bob are connected by a classical
authentic communication channel, secret communication—and thus also the
generation of a secret key—is impossible [Sha49, Mau93]. This changes
dramatically when quantum mechanics comes into the game. Bennett and
Brassard [BB84] (see also [Wie83]) were the first to propose a quantum key
distribution (QKD) scheme which uses communication over a (completely
insecure) quantum channel (in addition to the classical authentic channel).
The scheme is commonly known as the BB84 protocol.

Quantum key distribution is generally based on the impossibility to ob-
serve a quantum mechanical system without changing its state. An adver-
sary trying to wiretap the quantum communication between Alice and Bob
would thus inevitably leave traces which can be detected. A quantum key
distribution protocol thus achieves the following type of security: As long as
the adversary is passive, it generates an (arbitrarily long) secret key. On the
other hand, if the adversary tampers with the quantum channel, the pro-
tocol recognizes the attack and aborts the computation of the key.> (Note
that this is actually the best one can hope for: As the quantum channel
is completely insecure, an adversary might always interrupt the quantum
communication between Alice and Bob, in which case it is impossible to
generate a secret key.)

2An example of a weaker level of security is computational security, where one only
requires that it is difficult (i.e., time-consuming, but not impossible) for an adversary to
compute information on the key.

3 Authentic means that, upon receiving a message, Bob can verify whether the message
was indeed sent by Alice, and vice-versa.

4The length of the key only grows logarithmically in the length of the message to be
authenticated.

®More precisely, it is guaranteed that the protocol does not abort as long as the ad-
versary is passive (this is called robustness). Moreover, for any attack on the quantum
channel, the probability that the protocol does not abort and the adversary gets informa-
tion on the generated key is negligible (see Section 6.1.3 for details).
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An example: the BB84 protocol

To illustrate the main principle of quantum key distribution, let us have a
closer look at the BB&4 protocol. 1t uses an encoding of classical bits in
qubits, i.e., two-level quantum systems®. The encoding is with respect to
one of two different orthogonal bases, called the rectilinear and the diagonal
basis.” These two bases are mutually unbiased, that is, a measurement in
one of the bases reveals no information on a bit encoded with respect to the
other basis.

In the first step of the protocol, Alice chooses N random bits Xq,..., Xy,
encodes each of these bits into qubits using at random?® either the rectilinear
or the diagonal basis, and transmits them to Bob (using the quantum chan-
nel). Bob measures each of the qubits he receives with respect to—a random
choice of—either the rectilinear or the diagonal basis to obtain classical bits
Y;. The pair of classical bitstrings X = (X1,..., Xy) and Y = (Y7,...,Yn)
held by Alice and Bob after this step is called the raw key pair.

The remaining part of the protocol is purely classical (in particular,
Alice and Bob only communicate classically). First, Alice and Bob apply a
sifting step, where they announce their choices of bases used for the encoding
and the measurement, respectively. They discard all bits of their raw key
for which the encoding and measurement bases are not compatible. Then
Alice and Bob proceed with a parameter estimation step. They compare
some (small) randomly chosen set of bits of their raw key in order to get a
guess for the error rate, i.e., the fraction of positions ¢ in which X; and Y;
disagree. If the error rate is too large—which might indicate the presence
of an adversary—Alice and Bob abort the protocol.

Let X’ and Y’ be the remaining parts of the raw keys (i.e., the bits of
X and Y that have neither been discarded in the sifting step nor used for
parameter estimation). These strings are now used for the actual compu-
tation of the final key. In an information reconciliation step, Alice sends
certain error correcting information on X’ to Bob.? This, together with Y,
allows him to compute a guess for X’. (Note that, because of the parameter
estimation step, it is guaranteed that X’ and Y’ only differ in a limited
number of positions.) In the final step of the protocol, called privacy ampli-
fication, Alice and Bob use two-universal hashing'® to turn the (generally
only partially secret) string X’ into a shorter but secure key.

SFor example, the classical bits might be encoded into the spin orientation of particles.

"See Section 7.2.1 for a definition.

8n the original proposal of the BB84 protocol, Alice and Bob choose the two bases
with equal probabilities. However, as pointed out in [LCAO05], the efficiency of the protocol
is increased if they select one of the two bases with probability almost one. In this case,
the choices of Alice and Bob will coincide with high probability, which means that the
number of bits to be discarded in the sifting step is small.

9The information reconciliation step might also be interactive.

108ee Section 5.4 for a definition of two-universality.
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The security of the BB84 protocol is based on the fact that an adversary,
ignorant of the actual encoding bases used by Alice, cannot gain information
about the encoded bits without disturbing the qubits sent over the quantum
channel. If the disturbance is too large, Alice and Bob will observe a high
error rate and abort the protocol in the parameter estimation step. On the
other hand, if the disturbance is below a certain threshold, then the strings
X" and Y’ held by Alice and Bob are sufficiently correlated and secret in
order to distill a secret key.

In order to prove security, one thus needs to quantify the amount of
information that an adversary has on the raw key, given the disturbance
measured by Alice and Bob. It is a main goal of this thesis to develop the
information-theoretic techniques which are needed for this analysis. (See
also Section 1.6.3 for a sketch of the security proof.)

Alternative protocols

Since the invention of quantum cryptography, a considerable effort has been
taken to get a better understanding of its theoretical foundations as well
as to make it more practical. In the course of this research, a large variety
of alternative QKD protocols has been proposed. Some of them are very
efficient with respect to the secret-key rate, i.e., the number of key bits
generated per channel use [Bru98, BPG99|. Others are designed to cope
with high channel noise or noise in the detector, which makes them more
suitable for practical implementations [SARGO04].

The structure of these protocols is mostly very similar to the BB84
protocol described above. For example, the siz-state protocol proposed
in [Bru98, BPG99| uses three different bases for the encoding (i.e., siz dif-
ferent states), but otherwise is identical to the BB84 protocol. On the other
hand, the B92 protocol [Ben92] is based on an encoding with respect to only
two non-orthogonal states.

QKD over noisy channels

Any realistic quantum channel is subject to intrinsic noise. Alice and Bob
will thus observe errors even if the adversary is passive. However, as these
errors are not distinguishable from errors caused by an attack, the distribu-
tion of a secret key can only be successful if the noise level of the channel is
sufficiently low.

As an example, consider the BB84 protocol described above. In the
parameter estimation step, Alice and Bob compute a guess for the error
rate and abort the protocol if it exceeds a certain threshold. Hence, the
scheme only generates a key if the noise level of the channel is below this
threshold.
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The amount of noise tolerated by a QKD scheme is an important mea-
sure for its practicability. In fact, in an implementation, the level of noise
inevitably depends on the distance between Alice and Bob (i.e., the length of
the optical fiber, for an implementation based on photons). To characterize
the efficiency of QKD schemes, one thus often considers the relation between
the channel noise and the secret-key rate (see plots in Chapter 7). Typically,
the secret-key rate decreases with increasing noise level and becomes zero
as soon as the noise reaches a certain bound, called the maximum tolerated
channel noise.

Quantum key distribution and distillation

Assume that Alice and Bob have access to some correlated quantum systems
(e.g., predistributed pairs of entangled particles). A quantum key distillation
protocol allows them to transform this correlation into a common secret key,
while using only classical authentic communication.

As explained below, a quantum key distribution (QKD) protocol can
generally be transformed into a key distillation protocol in such a way that
security of the latter implies security of the first. This is very convenient for
security proofs, as key distillation only involves quantum states (instead of
quantum channels) which are easier to analyze (see [Eke91, BBM92]).

The connection between key distillation and key distribution protocols
is based on the following observation: Let X be a classical value chosen
according to a distribution Py and let |¢*) be a quantum encoding of X.
This situation could now equivalently be obtained by the following two-step
process: (i) prepare a bipartite quantum state |¥) := 3" +/Px(x)|z) ®[¢"),
where {|x)}, is some orthonormal basis of the first subsystem; (ii) measure
the first part of |¥) with respect to the basis {|x)},. In fact, it is easy
to verify that the outcome X is distributed according to Px and that the
remaining quantum system contains the correct encoding of X.

To illustrate how this observation applies to QKD, consider a proto-
col where Alice uses the quantum channel to transmit an encoding |¢*) of
some randomly chosen value X to Bob (as, e.g., in the first step of the
BB84 protocol described above). According to the above discussion, this
can equivalently be achieved as follows:!'! First, Alice locally prepares the
bipartite state |W¥) defined above, keeps the first half of it, and sends the
second half over the quantum channel to Bob. Second, Alice measures the
quantum system she kept to get the classical value X. (Such a protocol is
sometimes called an entanglement-based scheme.)

Note that, after the use of the quantum channel-—but before the mea-
surement—Alice and Bob share some (generally entangled) quantum state.

HMore generally, any arbitrary protocol step can be replaced by a coherent quantum
operation followed by some measurement.
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The remaining part of the key distribution protocol is thus actually a quan-
tum key distillation protocol. Hence, if this key distillation protocol is secure
(for any predistributed entanglement) then the original quantum key distri-
bution protocol is secure (for any arbitrary attack of Eve).

1.3 Contributions

This thesis makes two different types of contributions. First, we introduce
various concepts and prove results which are of general interest in quantum
information theory and cryptography.'? These contributions are summa-
rized in Section 1.3.1 below. Second, we apply our techniques to QKD in
order to derive a general security criterion. Some aspects and implications
of this result are discussed in Section 1.3.2.

1.3.1 New notions in quantum information theory

Smooth min- and max-entropies as generalizations of von Neu-
mann entropy

The von Neumann entropy, as a measure for the uncertainty on the state of
a quantum system, plays an important role in quantum information theory.
This is mainly due to the fact that it characterizes fundamental information-
theoretic tasks such as randomness extraction or data compression. For
example, the von Neumann entropy of a source emitting quantum states can
be interpreted as the minimum space needed to encode these states such that
they can later be reconstructed with arbitrarily small error. However, any
such interpretation of the von Neumann entropy only holds asymptotically
in situations where a certain underlying experiment is repeated many times
independently. For the above example, this means that the encoding is over
many (sufficiently independent) outputs of the source.

In the context of cryptography, where an adversary might corrupt parts
of a system in an arbitrary way, this independence can often not be guar-
anteed. The von Neumann entropy is thus usually not an appropriate mea-
sure—e.g., to quantify the uncertainty of an adversary—unless we put some
severe restrictions on her capabilities (e.g., that her attack consists of many
independent repetitions of the same action).

In this thesis, we introduce two entropy measures, called smooth min-
and maz-entropy, which can be seen as generalizations of the von Neu-
mann entropy. While smooth min-entropy quantifies the amount of uniform

2For example, our result on privacy amplification against quantum adversaries is not
only useful to prove the security of QKD. It has also found interesting applications within
other fields of cryptography, as for instance in the context of multi-party computation
(see, e.g., [DFSS05] for a result on bit commitment).
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randomness that can be extracted from a quantum system, the smooth max-
entropy corresponds to the length of an optimal encoding of the system’s
state. Unlike the von Neumann entropy, however, this characterization ap-
plies to arbitrary situations—including those for which there is no underlying
independently repeated experiment.

In the special case of many independent repetitions (that is, if the sys-
tem’s state is described by a density operator which has product form),
smooth min- and max-entropy both reduce to the von Neumann entropy,
as expected. Moreover, smooth min- and max-entropy inherit most of the
properties known from the von Neumann entropy, as for example the strong
subadditivity. (We refer to Section 1.5 for a summary of these results.) On
the other hand, because the von Neumann entropy is a special case of smooth
min- and max-entropy, its properties follow directly from the corresponding
properties of the smooth min- or max-entropy. Interestingly, some of the
proofs are surprisingly easy in this general case. For example, the strong
subadditivity of the smooth min-entropy follows by a very short argument
(cf. Lemma 3.1.7 and Lemma 3.2.7). Note that this immediately gives a
simple proof for the strong subadditivity of the von Neumann entropy.

De Finetti representation theorem for finite symmetric quantum
states

An n-partite density operator p, is said to be N-ezchangeable, for N > n,
if it is the partial state (i.e., p, = trg(pn)) of an N-partite density operator
pn which is invariant under permutations of the subsystems. Moreover, p,
is infinitely-exchangeable if it is N-exchangeable for all N > n. The quantum
de Finetti representation theorem [HMT76| (which is the quantum version of
a theorem in probability theory named after its inventor Bruno de Finetti'?)
makes a fundamental statement on such symmetric operators.'* Namely, it
says that any infinitely-exchangeable operator p, can be written as a convex
combination (i.e., a mizture) of product operators,

J— /aa‘gml/(a) .

We generalize the quantum de Finetti representation theorem for in-
finitely exchangeable operators to the finite case.'> More precisely, we
show that the above formula still holds approximatively if p, is only N-
exchangeable for, some finite N which is sufficiently larger than n. (We
refer to Section 1.5 below for a more detailed description of this statement.)

13See [MC93] for a collection of de Finetti’s original papers.

HMSee [CFS02] for a nice proof of the quantum de Finetti theorem based on its classical
analogue.

The result presented in this thesis is different from the one proposed in a previous
paper [KRO05] (see Section 1.5 for more details).
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The de Finetti representation theorem turns out to be a useful tool in
quantum information theory. In fact, symmetric (and exchangeable) states
play an important role in many applications. For example, the operator
describing the joint state of n particles selected at random from a set of IV
particles is N-exchangeable. Hence, according to our finite version of the de
Finetti representation theorem, the analysis of such states can be reduced to
the analysis of product states—which is often much easier than the general
case. Following this idea, we will use the finite de Finetti representation
theorem to argue that, for proving the security of a QKD scheme against
arbitrary attacks, it suffices to consider attacks that have a certain product
structure (so-called collective attacks, cf. Section 1.3.2).

Universal security of keys in a quantum world

In quantum cryptography, the security of a secret key S is typically defined
with respect to the classical information W that an adversary might obtain
when measuring her quantum system Hg. More precisely, S is said to be
secure if, for any measurement of the adversary’s system Hp, the resulting
outcome W gives virtually no information on S. Although this definition
looks quite strong, we shall see that it is not sufficient for many applications,
e.g., if the key S is used for one-time pad encryption (see Section 2.2).

We propose a security definition which overcomes this problem. Roughly
speaking, we say that a key S is e-secure if, except with probability &,
S is equal to a perfect key which is uniformly distributed and completely
independent of the adversary’s quantum system. In particular, our security
definition is universal in the sense that an s-secure key can safely be used
in any application, except with probability £.'6

Security of privacy amplification against quantum adversaries

Let X be a classical random variable on which an adversary has some par-
tial information. Privacy amplification is the art of transforming this par-
tially secure X into a fully secure key S, and has been studied extensively
for the case where the adversary’s information is purely classical. It has
been shown [BBR&8, ILL89, BBCM95| that it is always possible to gener-
ate an £-bit key S which is secure against any adversary whose uncertainty
on X—measured in terms of the collision entropy'”—is sufficiently larger
than £.

We generalize this classical privacy amplification theorem to include
quantum adversaries who might hold information on X encoded in the state

®Hence, our security definition fits into general frameworks concerned with the uni-
versal security of quantum protocols, as proposed by Ben-Or and Mayers [BOMO04] and
Unruh [Unr04] (see Section 2.2 for more details).

" The collision entropy, also called Rényi entropy of order two, of a probability distri-
bution Px is the negative binary logarithm of its collision probability > Px (x)2
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of a quantum system. We show that, similar to the classical result, X can
be transformed into a key of length ¢ which is secure'® if the uncertainty
of the adversary on X—this time measured in terms of the smooth min-
entropy—is at least roughly £. Because the smooth min-entropy is generally
larger than the collision entropy, this also implies the above classical result.

Our privacy amplification theorem is optimal with respect to the maxi-
mum length £ of the extractable secret key—i.e., smooth min-entropy com-
pletely characterizes the number of secret key bits that can be generated
from a partially secret string (up to some small constant). This also im-
proves our previous results [KMRO05, RK05] which are only optimal in cer-
tain special cases.!?

1.3.2 Properties and implications of the security result

We provide a simple and general? criterion for the security of QKD against
any attack allowed by the laws of quantum physics. The following is a
summary of the most important properties and consequences of this result.
(For a more detailed description of the security criterion and a proof sketch,
we refer to Section 1.6 below.)

Coherent attacks are not stronger than collective attacks

An adversary might in principle apply an arbitrary operation on the quan-
tum states exchanged between Alice and Bob. In the case of the most gen-
eral, so-called coherent attacks, this operation could involve all subsystems
(particles) simultaneously, which makes it (seemingly) difficult to analyze.
One thus often considers a restricted class of attacks, called collective at-
tacks [BM97b, BM97a|, where the adversary is assumed to apply the same
transformation to each of the subsystems that is sent over the channel.?! A
natural and long-standing open question in this context is whether security
against collective attacks implies full security (see, e.g., [BBB102]). Our

¥We prove security according to the strong definition proposed in Section 2.2—i.e., the
security is universal.

¥The result proven in [RKO05] is optimal if the density operator describing the initial
string together with the adversary’s quantum information has product form.

20The security criterion is general in the sense that it applies to virtually all known
protocols. Note that this stands in contrast to previous security proofs, which are mostly
designed for specific protocols.

21 An even more restricted type of attacks are the so-called individual attacks where,
additionally, the adversary is supposed to apply some fixed measurement operation to
each of the subsystems sent through the channel. In particular, this measurement cannot
depend on the classical information that Alice and Bob exchange for error correction and
privacy amplification. As shown in [BMS96], such individual attacks are generally weaker
than collective attacks. Hence, security against individual attacks does not imply full
security.



10 CHAPTER 1. INTRODUCTION

result immediately answers this question in the positive, that is, coherent
attacks cannot be more powerful than collective attacks.??

Security of practical implementations

Because of technical limitations, practical implementations of QKD are sub-
ject to many imperfections. In addition to noisy channels, these might
include faulty sources®® or detector losses. Because of its generality, our
security criterion can be used for the analysis of such practical settings.?*

Keys generated by QKD can safely be used in applications

The security result holds with respect to a so-called universal security defini-
tion. This guarantees that the key generated by a QKD protocol can safely
be used in applications such as for one-time pad encryption. (As mentioned
above, this is not necessarily the case for many of the standard security
definitions.)

Improved bounds on the efficiency of concrete protocols

Our security result applies to protocols which could not be analyzed with
previously known techniques (e.g., a reduction to entanglement purification
schemes, as proposed in [SP00]). In particular, it allows to compute the key
rates for new variants of known protocols.?® For example, we propose an
improved version of the six-state protocol and show that it is more efficient
than previous variants. Moreover, we derive new bounds on the maximum
tolerated channel noise of the BB84 or the six-state protocol with one-way
post-processing.

Explicit bounds on the security of finite keys

The security criterion gives explicit (non-asymptotic) bounds on the secrecy
and the length of keys generated from any (finite) number of invocations
of the quantum channel. Moreover, it applies to schemes which use arbi-
trary (not necessarily optimal) subprotocols for information reconciliation.
This is in contrast to most known security results which—with a few excep-
tions?°—only hold asymptotically for large key sizes and for asymptotically

22This statement holds for virtually any QKD protocol; the only requirement is that the
protocol is symmetric under permutations of the channel uses (see Section 1.6 for more
details).

Z8For example, it is difficult to design sources that emit perfect single-photon pulses.

24 Ag there is no restriction on the structure of the underlying Hilbert space, the security
criterion applies to any modeling of the physical system which is used for the quantum
communication between Alice and Bob.

E.g., we will analyze protocols that use an alternative method for the processing of
the raw key.

26gee, e.g., [ILMO1] for a nice and very careful explicit analysis of the BB84 protocol.
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optimal information reconciliation.

1.4 Related work

The techniques developed in this thesis are partly motivated by ideas known
from classical information theory and, in particular, cryptography (e.g., clas-
sical de Finetti-style theorems, privacy amplification against classical adver-
saries, or universally composable security). For a discussion of these notions
and their relation to our results we refer to Section 1.3. In the following, we
rather focus on work related to the security of QKD.

Since Bennett and Brassard proposed the first QKD protocol in 1984
[BB84], it took more than a decade until Mayers [May96| proved that the
scheme is secure against arbitrary attacks.?” This result was followed by
various alternative proofs (see, e.g., [CRE04] or [LCAO05] for an overview).

One of the most popular proof techniques was proposed by Shor and
Preskill [SP00], based on ideas of Lo and Chau [L.C99]. It uses a connection
between key distribution and entanglement purification [BBPT96] pointed
out by Ekert [Eke91| (see also [BBM92]). The proof technique of Shor and
Preskill was later refined and applied to other protocols (see, e.g., [GLO03,
TKI03]).

In [CRE04], we have presented a general method for proving the secu-
rity of QKD which does not rely on entanglement purification. Instead, it
is based on a result on the security of privacy amplification in the context
of quantum adversaries [KMRO05, RK05|. Later, this method has been ex-
tended and applied to prove the security of new variants of the BB84 and
the six-state protocol [RGK05, KGR05].2® The security proof given in this
thesis is based on ideas developed in these papers.

Our new approach for proving the security of QKD has already found
various applications. For example, it is used for the analysis of protocols
based on continuous systems as well as to improve the analysis of known
(practical) protocols exploiting the fact that an adversary cannot control
the noise in the physical devices owned by Alice and Bob (see, e.g., [Gro05,
NAO05, Lo05]).

1.5 Outline of the thesis

The following is a brief summary of the main results obtained in each chap-
ter.

2TSee also [May01] for an improved version of Mayers’ proof.

%In [RCK05, KCRO5] we use an alternative technique (different from the quantum de
Finetti theorem) to show that collective attacks are equivalent to coherent attacks for
certain QKD protocols.
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Chapter 2: Preliminaries

The first part of this chapter (Section 2.1) is concerned with the representa-
tion of physical (cryptographic) systems as mathematical objects. We briefly
review the density operator formalism which is used to describe quantum
mechanical systems. Moreover, we present some variant of this formalism
which is useful when dealing with physical systems that consist of both
clagsical and quantum parts.

The second part of Chapter 2 (Section 2.2) is devoted to the security
definition for secret keys. We first argue that many of the widely used
definitions are problematic—in the sense that they do not imply the security
of applications such as one-time pad encryption. Then, as a solution to this
problem, we introduce a so-called universal security definition for secret keys
and discuss its properties.

Chapter 3: Smooth min- and max-entropy

This chapter introduces and studies smooth min-entropy H: , and smooth
maz-entropy H: .., which both are entropy measures for density operators.
We first discuss some basic properties (Sections 3.1 and 3.2) which are ac-
tually very similar to those of the von Neumann entropy (Theorem 3.2.12).
For example, the smooth min-entropy is strongly subadditive, that is,?”

H: . (A|BC) < Hj

min m

m(AlB) ) (11)
and it obeys an inequality which can be interpreted as a chain rule,

Hiin(AB|C) < Hpy (A|BC) + Hiax(B) - (1.2)
Moreover, if the states in the subsystems H 4 and H¢ are independent con-
ditioned on a classical value Y then

Hypin (AY[C) 2 Hiyin (Y]C) + Hunin(A]Y) - (1.3)

The second part of Chapter 3 (Section 3.3) treats the special case where
the density operators have product form. In this case, smooth min- and max-
entropy both reduce to the von Neumann entropy. Formally, the smooth
min-entropy HZ, (A" B") of a product state panpn = o' satisfies

lim —H:

1
n—oo qp I

(A"|B") = H(A|B) , (1.4)

where H(A|B) = H(oap) — H(op) is the (conditional) von Neumann en-
tropy evaluated for the operator g 45 (c¢f. Theorem 3.3.6 and Corollary 3.3.7).

2®We use a slightly simplified notation in this summary. For example, we write
H; i, (A|B) to denote the smooth min-entropy of a state pap given the second subsys-

tem (instead of H i, (pap|B) which is used in the technical part).
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Chapter 4: Symmetric states

This chapter is concerned with symmetric states, that is, states on n-fold
product system H®" that are invariant under permutations of the subsys-
tems. We first show that any permutation-invariant density operator has
a symmetric purification, which allows us to restrict our attention to the
analysis of pure symmetric states (Section 4.2).

The main result of this section is a finite version of the quantum de Finetti
representation theorem (Section 4.3). It says that symmetric states can be
approximated by a convex combination of states which have “almost” prod-
uct form (cf. Theorem 4.3.2). Formally, if p,4x is a permutation-invariant
operator on N = n + k subsystems H, then the partial state p, on H®?
(obtained by tracing over k subsystems) is approximated by a mixture of
operators p7, i.e.,

pur [ sia) . (1.5)

where the integral ranges over all density operators ¢ on one single sub-
system H and v is some probability measure on these operators. Roughly
speaking, the states p? are superpositions of states which, on at least n —r
subsystems, for some small r, have product form ¢®"~". Moreover, the dis-
tance®” between the left and the right hand side of the approximation (1.5)
decreases exponentially fast in r and k.3!

The properties of the states p? occurring in the convex combination (1.5)
are similar to those of perfect product states ¢”. The main result of Sec-
tion 4.4 can be seen as a generalization of (1.4). It states that, for a state
pA%,. which has almost product form ¢%7% (in the sense defined above,
where g 4p is a bipartite operator on H4 @ Hp) the smooth min-entropy is
given by

lim —H:

1
n—oo N min

(A”|B") = H(A|B) (16)

(see Theorem 4.4.132).

Analogously, in Section 4.5, we show that states pg which have almost
product form o®” lead to similar statistics as perfect product states o®" if
they are measured with respect to a product measurement. Formally, let
Pz be the distribution of the outcomes when measuring ¢ with respect to

30The distance is measured with respect to the Li-distance, as defined in Section 2.1.4.

31Note that this version of the finite quantum de Finetti representation theo-
rem—although the same in spirit—is distinct from the the one proposed in [KRO05]:
In [KRO5], the decomposition is with respect to perfect n-fold product states c®"—instead
of states p;, which are products on only n — r subsystems—but the approximation is not
exponential.

*Note that Theorem 4.4.1 only implies one direction (>). The other direction (<)
follows from a similar argument for the smooth max-entropy, which is an upper bound on
the smooth min-entropy.
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a POVM M. Moreover, let A\, be the statistics (i.e., the frequency distri-
bution) of the outcomes z = (21, ..., 2,) of the product measurement M©"
applied to pg. Then

lim )\Z = PZ (17)

n—oo

(cf. Theorem 4.5.2).

Chapter 5: Privacy amplification

This chapter is on privacy amplification in the context of quantum adver-
saries. The main result is an explicit expression for the secrecy of a key S
which is computed from an only partially secure string X by fwo-universal
hashing®® (Theorem 5.5.1 and Corollary 5.6.1). The result implies that the
key S'is secure under the sole condition that its length £ is bounded by

£ S Hyyin (X]E) (1.8)
where H: . (X|E) denotes the smooth min-entropy of X given the adver-

sary’s initial information.

Chapter 6: Security of QKD

This chapter is devoted to the statement and proof of our main result on
the security of QKD. In particular, it contains an expression for the key
rate for a general class of protocols in terms of simple entropic quantities
(Theorem 6.5.1 and Corollary 6.5.2). (We refer to Section 1.6 for an overview
on this result and its proof.)

Chapter 7: Examples

As an illustration, we apply the general result of Chapter 6 to specific types
of QKD protocols. The focus is on schemes which are based on two-level
systems. In particular, we analyze different versions of the six-state QKD
protocol and compute explicit values for their rates (see Plots 7.1-7.5).

1.6 Outline of the security analysis of QKD

The following is a summary of our main result on the security of quantum key
distillation which—according to the discussion in Section 1.2—also implies
the security of quantum key distribution. Moreover, we give a sketch of
the security proof, which is based on the technical results summarized in
Section 1.5 above. (For a complete description of the security result and the
full proof, we refer to Chapter 6.)

33That is, S is the output f(X) of a function f which is randomly chosen from a so-called
two-universal family of hash functions (see Section 5.4 for a definition).



1.6. OUTLINE OF THE SECURITY ANALYSIS OF QKD 15

1.6.1 Protocol

We start with a brief characterization of the general type of quantum key
distillation protocols to which our security proof applies. For this, we assume
that Alice and Bob start with N bipartite quantum systems H4 @ Hp (de-
scribing, e.g., pairs of entangled particles). The protocol then runs through
the following steps in order to transform this initial entanglement between
Alice and Bob into a common secret key.

e Parameter estimation: Alice and Bob sacrifice some small number, say
m, subsystems H4 ® Hp in order to estimate their average correla-
tion. For this, they both apply measurements with respect to different
bases and publicly announce the outcomes (using the authentic clas-
sical communication channel). Depending on the resulting statistics,
they either decide to proceed with the computation of the key or to
abort the protocol.

o Measurement: Alice and Bob both apply measurements to their parts
of the remaining subsystems H4 ® Hp to obtain a pair of raw keys.
(Note that these raw keys are generally only weakly correlated and
partially secure.)

e Block-wise processing: Alice and Bob might®* further process their raw

key pair in order to improve its correlation or secrecy. We assume that
this processing acts on n blocks of size b individually. For example,
Alice and Bob might invoke a so-called advantage distillation protocol
(see Section 7.1.3) whose purpose is to single out blocks of the raw key
that are highly correlated. We denote by X™ and Y the strings held
by Alice and Bob after this step.

e Information reconciliation: The purpose of this step is to transform
the (possibly only weakly correlated) pair of strings X" and Y™ into a
pair of identical strings. Typically, Alice sends certain error correcting
information on X" to Bob which allows him to compute a guess X™
of X™.

e Privacy amplification: Alice and Bob use two-universal hashing to
transform their strings X™ and X™ into secret keys of length £.

Additionally, we assume that the action of the protocol is invariant under
permutations of the N input systems. This does not restrict the generality
of our results, because any protocol can easily be turned into a permutation-
invariant one: Before starting with the parameter estimation, Alice and Bob
simply have to (publicly) agree on a random permutation which they use to
reorder their subsystems (see Section 1.6.3 below for more details).

34In many protocols, this step is omitted, i.e., Alice and Bob directly proceed with
information reconciliation.
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1.6.2 Security criterion

The security of a key distillation scheme depends on the actual choice of
various protocol parameters which we define in the following:

e [ is the set of states on single subsystems which are not filtered by
the parameter estimation subprotocol: More precisely, I' contains all
density operators ¢ 4p such that, when starting with the product state
PAN BN = a%’g , the protocol does not abort.

o Exvy i abpops is the CPM?5 on b subsystems which describes the mea-
surement together with the block-wise processing on blocks of size b.

e 1 is the number of blocks of size b that are used for the actual com-
putation of the key (i.e., the number of blocks of subsystems that are
left after the parameter estimation step).

e / denotes the length of the final key generated in the privacy amplifi-
cation step.

In addition, the security of the scheme depends on the efficiency of the
information reconciliation subprotocol, i.e., the amount of information that
is leaked to Eve. However, for this summary, we assume that Alice and
Bob use an optimal®® information reconciliation protocol. In this case, the
leakage is roughly equal to the entropy of X given Y™.37

We are now ready to formulate a general security criterion for quantum
key distillation (cf. Theorem 6.5.1): The scheme described above is secure
(for any initial state) if*®

£ S min H(X|E) - HX|Y) , (1.9)
n oap€el
where the minimum ranges over all states ¢ 4p contained in the set I defined
above and where H(X|F) and H(X|Y) are the (conditional) von Neumann
entropies of
OXYE ‘= 5XYE<—AbBbEb(U%%E)
where 0 4pE is a purification of g4 5. Note that, because the operators ca4p
are on single subsystems, formula (1.9) is usually fairly easy to evaluate for
concrete protocols (cf. Chapter 7).
Typically, the number m of subsystem that are sacrificed for parameter
estimation is small compared to the total number N of initial subsystems.

35 Gee Section 2.1.1 for a definition of completely positive maps (CPM).

36Tn Section 6.3, we show that optimal information reconciliation protocols exist.

3TWe refer to Chapter 6 for the general result which deals with arbitrary—not necessarily
optimal—information reconciliation schemes.

38The approximation < in (1.9) indicates that the criterion holds asymptotically for
increasing n. We refer to Chapter 6 for a non-asymptotic result.
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Hence, the number n of blocks of size b that can be used for the actual
computation of the key is roughly given by n ~ #.3° The criterion (1.9)
can thus be turned into an expression for the key rate of the protocol (i.e.,
the number of key bits generated per channel use):

rate — % min_ H(X|E) — H(X|Y) .

oap€l

1.6.3 Security proof

We need to show that, for any initial state shared by Alice and Bob,
the probability that the protocol generates an insecure key is negligible.4®
Roughly speaking, the proof consists of two parts. In the first (Steps 1-2)
we argue that we can restrict our analysis to a much smaller set of initial
states, namely those that have (almost) product form. In the second part
(Steps 3-5) we show that for each such state either of the following holds:
(i) there is not sufficient correlation between Alice and Bob in which case
the protocol aborts during the parameter estimation or (ii) a measurement
applied to the state generates an outcome with sufficient entropy such that
the key computed from it is secure.

Step 1: Restriction to permutation-invariant initial states

As we assumed that the protocol is invariant under permutations of the
input systems, we can equivalently think of a protocol which starts with
the following symmetrization step: Alice chooses a permutation 7 at ran-
dom and announces it to Bob, using the (insecure) classical communication
channel. Then Alice and Bob both permute the order of their N subsystems
according to m. Obviously, the state p 4~ g~ of Alice and Bob’s system after
this symmetrization step (averaged over all choices of 7) is invariant under
permutations.

Because the state pyn pnv is invariant under permutations, it has a pu-
rification py~ gy gy (with an auxiliary system H%N ) which is symmetric as
well (cf. Lemma 4.2.2). As the pure state p nv gy gy cannot be correlated
with anything else (cf. Section 2.1.2) we can assume without loss of gener-
ality that the knowledge of a potential adversary is fully described by the
auxiliary system.

39This is also true for QKD protocols with a sifting step (where Alice and Bob discard
the subsystems for which they have used incompatible encoding and decoding bases). In
fact, as mentioned in Section 1.2, if Alice and Bob choose one of the bases with probability
close to one, the fraction of positions lost in the sifting step is small.

4ONote that the protocol might abort if the initial state held by Alice and Bob is not
sufficiently correlated.
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Step 2: Restriction to (almost) product states

Because pa~ pv gy is invariant under permutations, it is, according to our
finite version of the de Finetti representation theorem approximated by a
mixture of states which have “almost” product form ang—in the sense

described by formula (1.5).

Step 3: Smooth min-entropy of Alice and Bob’s raw keys

Assume for the moment that the joint initial state p v pv g~y held by Alice,
Bob, and Eve has perfect product form ai?gE. As Alice and Bob’s mea-
surement operation (including the block-wise processing) Exy—ap acts on
n blocks of size b individually, the density operator px»y=»pgn which describes
the situation before the information reconciliation step is given by

'OXnYnEn = (8XY<_AB ® idE)®n(pAanbnEbn) )

where X and Y™ is Alice and Bob’s raw key, respectively. Consequently,
pxnynpn is the product of operators of the form

oxvE = (Exveap ®idp)(05hy) - (1.10)

By (1.4), the smooth min-entropy of px»pgn is approximated in terms of the
von Neumann entropy of oxpg, i.e.,
min(X"[E™) £ nH (X|E) . (1.11)
Using (1.6), this argument can easily be generalized to states p~ gy g~
which have almost product form.

Step 4: Smooth min-entropy after information reconciliation

In the information reconciliation step, Alice sends error correcting infor-
mation C' about X™ to Bob, using the authentic classical communication
channel. Eve might wiretap this communication which generally decreases
the smooth min-entropy of X" from her point of view.

As mentioned above, we assume for this summary that the information
reconciliation subprotocol is optimal with respect to the amount of informa-
tion leaked to Eve. It follows from classical coding theory that the number of
bits that Alice has to send to Bob in order to allow him to compute her value
X" is given by the Shannon entropy of X™ conditioned on Bob’s knowledge
Y™. Formally, if pxny= has product form o%%- then the communication '
satisfies

Hpax(C) — Hyin(C|X™) ® nH(X]Y) , (1.12)

where H(X|Y') is the Shannon entropy of X given Y, evaluated for the
probability distribution defined by oxy. (Note that the entropy difference
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on the left hand side can be interpreted as a measure for the information
that C' gives on X™.)

Let us now compute a lower bound on the smooth min-entropy of X™
given Eve’s knowledge after the information reconciliation step. By the
chain rule (1.2), we have

Fn(XTCE™) > H.

min m

in(X"CIE") = Hnax(C) -

Moreover, because C' is computed from X", we can apply inequality (1.3),
ie.,
Fin(XCIE™) > Hy i (X E™) + Hmin (C]X™) .

min min

Combining this with (1.12) gives

min(X"CE™) 2 Hiin (X7 E™) — (Hmax(C) — Humin (C|X™))
~ He i (X E™) —nH(X|Y) .
Finally, using the approximation (1.11) for HZ

min

(X™ E™), we conclude

e (XMCE™) 2 nH(X|E) — nH(X|Y) . (1.13)

min

Step 5: Security of the key generated by privacy amplification

To argue that the key generated in the final privacy amplification step is
secure, we apply criterion (1.8). Because the adversary has access to both the
quantum system and the classical communication €, this security criterion
reads

{5 H

m

in(X"[E"C) (1.14)

where £ is the length of the key.

As shown in Step 2, the state p 4~ gy g~ has almost product form ang.
Hence, according to (1.7), the statistics obtained by Alice and Bob in the
parameter estimation step corresponds to the statistics that they would
obtain if they started with a perfect product state afg . We conclude that,
by the definition of the set I', the protocol aborts whenever o 45 ¢ T

To bound the smooth min-entropy of the string held by Alice before
privacy amplification, it thus suffices to evaluate (1.13) for all states oap
contained in I'. Formally,

HE

m

1
—H: (X"|CE™) Z min H(X|E) - H(X|Y) .

n ~ oaBE

where the minimum is over all (pure) states c4pg such that 45 € I' and
where H(X|FE) and H(X|Y) are the entropies of the state oxyp given
by (1.10). Combining this with criterion (1.14) concludes the proof.
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Chapter 2

Preliminaries

2.1 Representation of physical systems

2.1.1 Density operators, measurements, and operations

Quantum mechanics, like any other physical theory, allows us to make cer-
tain predictions about the behavior of physical systems. These are, however,
not deterministic—a system’s initial state merely determines a probability
distribution over all possible outcomes of an observation.!

Mathematically, the state of a quantum mechanical system with d de-
grees of freedom is represented by a normalized nonnegative? operator p,
called densily operator, on a d-dimensional Hilbert space H. The normal-
ization is with respect to the trace norm, i.e., ||p|i = tr(p) = 1. In the
following, we denote by P(H) the set of nonnegative operators on H, i.e., p
is a density operator on H if and only if p € P(H) and tr(p) = 1.

Any observation of a quantum system corresponds to a measurement
and is represented mathematically as a positive operator valued measure
(POVM), i.e., a family M = { M,y } ey of nonnegative operators such that
Y wew My = idy. The theory of quantum mechanics postulates that the
probability distribution Py of the outcomes when measuring a system in
state p with respect to M is given by Py (w) := tr(Myp).

Consider a physical system whose state p* depends on the value z of a
classical random variable Z with distribution Py. For an observer which is
ignorant of the value of Z, the state p of the system is given by the convex

1With his famous statement “Gott wiirfelt nicht,” Einstein expressed his doubts about
the completeness of such a non-deterministic theory.
2An operator p on ‘H is nonnegative if it is hermitian and has nonnegative eigenvalues.
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combination?
p=S" Pyz)p . (2.1)
2EZ

The decomposition (2.1) of a density operator p is generally not unique.
Consider for example the fully mized state defined by p = mid% In
the case of a two-level system, p might represent a photon which is polarized
horizontally or vertically with equal probabilities; but the same operator p
might also represent a photon which is polarized according to one of the two
diagonal directions with equal probabilities. In fact, the two settings cannot
be distinguished by any measurement.

A physical process is most generally described by a linear mapping &,
called a quantum operation, which takes the system’s initial state p to its
final state p’.* Mathematically, a quantum operation & is a completely posi-
tive map (CPM)® from the set of hermitian operators on a Hilbert space H
to the set of hermitian operators on another Hilbert space H’. Additionally,
in order to ensure that the image £(p) of a density operator p is again a
density operator, & must be trace-preserving, i.e., tr(E(p)) = tr(p), for any
p € P(H). It can be shown that any CPM & can be written as

E(p) = Y Bupkl, (2.2)
wew

where {Ey }wew is a family of linear operators from H to H’. On the other
hand, any mapping of the form (2.2) is a CPM.® Moreover, it is trace-
preserving if and only if > ), ELE, = idyy.

As we have seen, the state of a quantum system might depend on some
classical event 2 (e.g., that Z takes a certain value z). In this context, it is
often convenient to represent both the probability Pr[Q2] of 2 and the state
p*’ of the system conditioned on € as one single mathematical object, namely
the nonnegative operator p := Pr[Q] - 2.7 For this reason, we formulate
most statements on quantum states in terms of general (not necessarily
normalized) nonnegative operators. Similarly, we often consider general (not
necessarily trace-preserving) CPMs £. The quantity tr(€(p)) can then be

$Because a measurement is a linear mapping from the set of density operators to the set
of probability distributions, this is consistent with the above description. In particular, the
distribution of the outcomes resulting from a measurement of p is the convex combination
of the distributions obtained from measurements of p°.

4A measurement can be seen as a special case of a quantum operation where the
outcome is classical (see Section 2.1.3).

5 Complete positivity means that any extension £ ® id of the map &, where id is the
identity map on the set of hermitian operators on some auxiliary Hilbert space H”, maps
nonnegative operators to nonnegative operators. Formally, (£ ® id)(p) € P(H' ® H”) for
any p € P(H® H").

%This is in fact a direct consequence of Lemma B.5.1.

"The probability of the event 2 is then equal to the trace of 5%, i.e., Pr[Q2] = tr(p®),

and the system’s state conditioned on Q is p% = #[Q]pﬂ.
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interpreted as the probability that the process represented by £ occurs when
starting with a system in state p.

2.1.2 Product systems and purifications

To analyze complex physical systems, it is often convenient to consider a
partitioning into a number of subsystems. This is particularly useful if
one is interested in the study of operations that act on the parts of the
system individually.® Mathematically, the partition of a quantum system
into subsystems induces a product structure on the underlying Hilbert space.
For example, the state of a bipartite system is represented as a density
operator pap on a product space H4 ® Hp. The state of one part of a
product system is then obtained by taking the corresponding partial trace
of the overall state, e.g., pa = trp(pap) for the first part of a bipartite
system.

A density operator p on H is said to be pure if it has rank® one, that
is, p = |6)(0], for some |0) € H. If it is normalized, p is a projector'® onto
|#). A pure density operator can only be decomposed trivially, i.e., for any
decomposition of the form (2.2), p* = p holds for all z € Z. According to the
above interpretation, one could say that a pure state contains no classical
randomness, that is, it cannot be correlated with any other system.

The fact that a pure state cannot be correlated with the environment
plays a crucial role in cryptography. It implies, for example, that the ran-
domness obtained from the measurement of a pure state is independent of
any other system and thus guaranteed to be secret. More generally, let p4 be
an arbitrary operator on H 4 and let pag be a purification of p4, i.e., pag is
a pure state on a product system H4 @ H g such that trg(pag) = pa. Then,
because p4r is uncorrelated with any other system, the partial system Hg
comprises everything that might possibly be correlated with the system H 4
(including the knowledge of a potential adversary).

2.1.3 Quantum and classical systems

Consider a classical random variable Z with distribution Pz on some set Z.
In a quantum world, it is useful to view Z as a special case of a quantum
system. For this, one might think of the classical values z € Z as being
represented by orthogonal!! states |z) on some Hilbert space Hz. The state

8This is typically the case in the context of cryptography, where various parties control
separated subsystems.

®The rank of a hermitian operator S, denoted rank(S), is the dimension of the support
supp(S), i.e., the space spanned by the eigenvectors of § with nonzero eigenvalues.

10A hermitian operator P is said to be a projector if PP = P.

"The orthogonality of the states |2) guarantees that they can be distinguished perfectly,
as this is the case for classical values.
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pz of the quantum system is then defined by

pz =Y Pr(x)|2)(z| . (2.3)

z2EZ

We say that pz is the operator representation of the classical distribution
Py (with respect to the basis {|2)},ez).1?

On the other hand, any operator pz can be written in the form (2.3)
where Pz(z) are the eigenvalues of pz and |z) are the corresponding eigen-
vectors. The right hand side of (2.3) is called the spectral decomposition of
pz. Moreover, we say that Py is the probability distribution defined by pz.

This notion can be extended to hybrid settings where the state p% of a
quantum system H4 depends on the value z of a classical random variable
7 (see, e.g., [DWO05]). The joint state of the system is then given by

paz =Y pa ®|2)(2 (2.4)
zEZ

where p% = Pz(2)p5.

We can also go in the other direction: If a density operator has the
form (2.4), for some basis {|z)}.cz, then the first subsystem can be inter-
preted as the representation of a classical random variable Z. This motivates
the following definition: An operator p4z € P(Ha @ Hyz) is said to be clas-
sical with respect to {|z)}.cz if there exists a family {p? }.ez of operators
on H 4, called (mon-normalized) conditional operators, such that p4z can be
written in the form (2.4). Moreover, we say that paz is classical on Hy if
there exists a basis {|z)}.cz of Hz such that p4z is classical with respect
to {|2)}zez."

A similar definition can be used to characterize quantum operations (i.e.,
CPMs) whose outcomes are partly classical: A CPM & from H to H4 @ Hyz
is said to be classical with respect to {|z)}.ez (or simply classical on Hyz) if
it can be written as

E(0) =Y &)@ 2)(2] ,

z2€EZ

where, for any ¢ € Z, £7 is a CPM from H to H 4. Note that a measurement
on H with outcomes in Z can be seen as a CPM from H to Hz which is
clagsical on Hz.

12This definition can easily be generalized to multi-partite nonnegative (not necessarily
normalized) functions (e.g., Pxy € P(X x Y), where P(X x )) denotes the set of non-
negative functions on X X V) in which case one gets nonnegative operators on product
systems (e.g., pxy € P(Hx ® Hy)).

13The operators p3, for z € Z, are uniquely defined by paz and the basis {|2)}.cz.
Moreover, because paz is nonnegative, the operators p%, for z € Z, are also nonnegative.
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2.1.4 Distance between states

Intuitively, we say that two states of a physical system are similar if any
observation of them leads to identical results, except with small probability.
For two operators p, p/ € P(H) representing the state of a quantum system,
this notion of similarity is captured by the L;-distance, i.e., the trace norm'4
lp— 'l of the difference between p and p/.!® The L;-distance for operators
can be seen as the quantum version of the Li-distance for probability distri-
butions ' (or, more generally, nonnegative functions), which is defined by
|P— Pl :=3,|P(z) — P'(2)|, for P, P € P(Z). In particular, if p and p
are operator representations of probability distributions P and P’, respec-
tively, then the Li-distance between p and p’ is equal to the Li-distance
between P and P'.

Under the action of a quantum operation, the Li-distance between two
density operators p and p’ cannot increase (cf. Lemma A.2.1). Because
any measurement can be seen as a quantum operation, this immediately
implies that the distance ||P — P'||; between the distributions P and P’
obtained from (identical) measurements of two density operators p and g/,
respectively, is bounded by ||p — ¢/|1.

The following proposition provides a very simple interpretation of the
Li-distance: If two probability distributions P and P’ have Li-distance at
most 2¢, then the two settings described by P and P’, respectively, cannot
differ with probability more than &.

Proposition 2.1.1. Let P, P’ € P(X) be probability distributions. Then
there exists a joint distribution Pxx: such that P and P’ are the marginals
of Pxx (i.e., P = Px, P' = Px/) and, for (x,2') chosen according to Px x-,

1
Pr o #a/| < S|P =P .
(z,27) 2

In particular, if the Li-distance between two states is bounded by 2¢,
then they cannot be distinguished with probability more than .

2.2 Universal security of secret keys

Cryptographic primitives (e.g., a secret key or an authentic communication
channel) are often used as components within a more complex system. It is
thus natural to require that the security of a cryptographic scheme is not
compromised when it is employed as part of another system. This require-
ment is captured by the notion of universal security. Roughly speaking,

YThe trace norm ||S||1 of a hermitian operator S on H is defined by ||.S||1 := tx(|S]).
B The Li-distance between two operators is closely related to the trace distance, which
is usually defined with an additional factor %
16The L,-distance between classical probability distributions is also known as variational

distance or statistical distance (which are often defined with an additional factor %)
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we say that a cryptographic primitive is universally secure if it is secure in
any arbitrary context. For example, the universal security of a secret key
S implies that any bit of S remains secret even if some other part of S is
given to an adversary.

In the past few years, universal security has attracted a lot of interest
and led to important new definitions and proofs (see, e.g., the so-called uni-
versal composability framework of Canetti [Can01]| or Pfitzmann and Waid-
ner [PW00]). Recently, Ben-Or and Mayers [BOMO04] and Unruh [Unr04]
have generalized Canetti’s notion of universal composability to the quantum
world.

Universal security definitions are usually based on the idea of charac-
terizing the security of a real cryptographic scheme by its distance to an
ideal system which (by definition) is perfectly secure. For instance, a secret
key S is said to be secure if it is close to a perfect key U, i.e., a uniformly
distributed string which is independent of the adversary’s information. As
we shall see, such a definition immediately implies that any cryptosystem
which is proven secure when using a perfect key U remains secure when U
is replaced by the (real) key S.

2.2.1 Standard security definitions are not universal

Unfortunately, many security definitions that are commonly used in quan-
tum cryptography are not universal. For instance, the security of the key .S
generated by a QKD scheme is typically defined in terms of the mutual infor-
mation [(S; W) between S and the classical outcome W of a measurement
of the adversary’s system (see, e.g., [LC99, SP00, NC00, GL03, LCA05] and
also the discussion in [BOHL1T05] and [RKO05]). Formally, S is said to be
secure if, for some small &,

. < .
mmf}xI(S,W)_e, (2.5)

where the maximum ranges over all measurements on the adversary’s system
with output W. Such a definition—although it looks reasonable—does,
however, not guarantee that the key S can safely be used in applications.
Roughly speaking, the reason for this flaw is that criterion (2.5) does not
account for the fact that an adversary might wait with the measurement
of her system until she learns parts of the key. (We also refer to [RK05]
and [BOHL'05] for a more detailed discussion and an analysis of existing
security definitions with respect to this concern.!?)

"Note that the conclusions in [BOHL™V05] are somewhat different to ours: It is shown
that existing privacy conditions of the form (2.5) do imply universal security, which seems
to contradict the counterexample sketched below. However, the result of [BOHL ™ 05] only
holds if the parameter € in (2.5) is exponentially small in the key size, which is not the
case for most of the existing protocols. (In fact, the security parameter ¢ can only be
made exponentially small at the expense of decreasing the key rate substantially.)
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Let us illustrate this potential problem with a concrete example: Assume
that we would like to use an n-bit key S = (S, ..., S,) as a one-time pad to
encrypt an n-bit message M = (M, ..., M,)."®* Furthermore, assume that
an adversary is interested in the nth bit M, of the message, but already
knows the first n—1 bits My, ..., M,,_1. Upon observing the ciphertext, the
adversary can easily determine!® the first » — 1 bits of S. Hence, in order
to guarantee the secrecy of the nth message bit M,,, we need to ensure that
the adversary still has no information on the nth key bit S,,, even though
she already knows all previous key bits Si,...,5,—1. This requirement,
however, is not implied by the above definition. Indeed, for any arbitrary
£ > 0 and n depending on g, it is relatively easy to construct examples
which satisfy (2.5) whereas an adversary—once she knows the first n — 1
bits of the key—can determine the nth bit S,, with certainty. For an explicit
construction and analysis of such examples, we refer to [Bar05].2

2.2.2 A universal security definition

Consider a key S distributed according to Ps and let p3; be the state of the
adversary’s system given that S takes the value s, for any element s of the
key space S. According to the discussion in Section 2.1.3, the joint state of
the classical key S and the adversary’s quantum system can be represented
by the density operator

pse =Y Ps(s)|s){s| @ p ,
ses

where {|s)}ses is an orthonormal basis of some Hilbert space Hg. We say
that S is e-secure with respect to Hg if

1
§||QSE_PU®PEH1 <e, (2.6)

where py = g |?1|]s><s| is the fully mixed state on Hsg.

The universal security of a key S satisfying this definition follows from a
simple argument: Criterion (2.6) guarantees that the real situation described
by psg is e-close—with respect to the Lji-distance—to an ideal situation
where S is replaced by a perfect key U which is uniformly distributed and
independent of the state of the system Hp. Moreover, since the Li-distance
cannot increase when applying a quantum operation (cf. Lemma A.2.1),
this also holds for any further evolution of the world (where, e.g., the key is
used as part of a larger cryptographic system). In fact, it follows from the

8That is, the ciphertext C = (Cy,...,C,) is the bit-wise XOR of S and M, i.e.,
Ci =8 ® M,

“Note that S; = M; & C;.

20This phenomenon has also been studied in other contexts (see, e.g., [DHLT04,
HLSWO04]) where it is called as locking of classical correlation.
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discussion in Section 2.1.4 that an e-secure key can be considered identical
to an ideal (perfect) key—except with probability £.2! In particular, an
e-secure key is secure within any reasonable framework providing universal
composability (e.g., [BOMO04] or [Unr04]).22

The security of a key according to (2.6) also implies security with respect
to most of the standard security definitions in quantum cryptography. For
example, if S is e-secure with respect to Hg then the mutual information
between S and the outcome of any measurement applied to the adversary’s
system is small (whereas the converse is often not true, as discussed above).
In particular, if the adversary is purely classical, (2.6) reduces to a classical
security definition which has been proposed in the context of information-
theoretically secure key agreement (see, e,g., [DMO04]).

21For this statement to hold, it is crucial that the criterion (2.6) is formulated in terms
of the Li-distance (instead of other distance measures such as the fidelity).

22 These frameworks are usually based on the so-called simulatability paradigm. That is,
areal cryptosystem is said to be as secure as an ideal cryptosystem if any attack to the real
scheme can be simulated by an attack to the ideal scheme (see also [MRHO4]). It is easy
to see that our security criterion is compatible with this paradigm: Consider a (real) key
agreement protocol and assume that, for any possible attack of the adversary, the final key
satisfies (2.6). The adversary’s quantum state after the attack is then almost independent
of the key, that is, the adversary could simulate virtually all her information without even
interacting with the cryptosystem. The real key agreement protocol is thus as secure as
an ideal key agreement scheme which, by definition, does not leak any information at all.



Chapter 3

(Smooth) Min- and
Max-Entropy

Entropy measures are indispensable tools in classical and quantum infor-
mation theory. They quantify randomness, that is, the uncertainty that an
observer has on the state of a (quantum) physical system. In this chap-
ter, we introduce two entropic quantities, called smooth min-entropy and
smooth max-entropy. As we shall see, these are useful to characterize ran-
domness with respect to fundamental information-theoretic tasks such as the
extraction of uniform randomness or data compression.! Moreover, smooth
min- and max-entropies have natural properties which are similar to those
known from the von Neumann entropy and its classical special case, the
Shannon entropy? (Sections 3.1 and 3.2). In fact, for product states, smooth
min- and max-entropy are asymptotically equal to the von Neumann entropy
(Section 3.3).

Smooth min- and max-entropies are actually families of entropy measures
parameterized by some nonnegative real number ¢, called smoothness. In
applications, the smoothness is related to the error probability of certain
information-theoretic tasks and is thus typically chosen to be small. We
first consider the “non-smooth” special case where £ = 0 (Section 3.1). This
is the basis for the general definition where the smoothness ¢ is arbitrary
(Section 3.2).

We will introduce a conditional version of smooth min- and max-entropy.
It is defined for bipartite operators p4p on H 4 ®H p and measures the uncer-
tainty on the state of the subsystem H 4 given access to the subsystem Hp.
Unlike the conditional von Neumann entropy H(A|B) := H(pap) — H(pn),

LRandomness extraction is actually privacy amplification and is the topic of Chap-
ter 5. Data compression is closely related to information reconciliation which is treated
in Section 6.3.

2The Shannon entropy of a probability distribution P is defined by H (P) =
— >, P(x)log P(x), where log denotes the binary logarithm. Similarly, the von Neumann
entropy of a density operator p is H(p) := —tr(plogp).

29
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however, it cannot be written as a difference between two “unconditional”
entropy measures.

To illustrate our definition of (conditional) min- and max-entropy, let
us, as an analogy, consider an alternative formulation of the conditional von
Neumann entropy H(A|B). Let

H(paplog) := —tr(pap(log pap — logida ® op)) , (3.1)

for some state op on Hp. This quantity can be rewritten as

H(paglop) = H(pap) — H(pp) — D(psllos) ,

where D(pg|lop) is the relative entropy® of pp to op. Because D(pgl|lop)
cannot be negative, this expression takes its maximum for g = pp, in which
case it is equal to H(A|B). We thus have

H(A|B) = Sup H(paglog) , (3:2)

where the supremum ranges over all density operators og on Hp.

The definitions of (smooth) min- and max-entropies are inspired by this
approach. We first introduce a quantity which corresponds to (3.1) (cf. Def-
initions 3.1.1 and 3.2.1) and then define our entropy measures by a formula
of the form (3.2) (Definitions 3.1.2 and 3.2.2).

3.1 Min- and max-entropy

This section introduce a “non-smooth” version of min- and max-entropy. It
is the basis for the considerations in Section 3.2, where these entropy mea-
sures are generalized. The focus is on min-entropy, which is used extensively
in the remaining part of the thesis. However, most of the properties derived
in the following also hold for max-entropy.

3.1.1 Definition of min- and max-entropy

Definition 3.1.1. Let pap € P(H4 ® Hp) and o € P(Hp). The min-
entropy of pap relative to op is

Hmin(PAB|UB) = = log)\

where A is the minimum real number such that A -idg ® o — pap is non-
negative. The max-entropy of pap relative to op is

Huax(paglog) :=log tr((idA ® UB)p%B)

where p% 5 denotes the projector onto the support of pap.

3The relative entropy D(p|o) is defined by D(p||o) := tr(plogp) — tr(plog o).
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Definition 3.1.2. Let pap € P(Ha @ Hp). The min-entropy and the
max-entropy of pap given Hp are

Hmin(pAB|B) = sup Hmin(pAB|UB)

OB

Hmax(pAB|B) = SupHmaX(pAB|UB) )

B

respectively, where the supremum ranges over all o g € P(Hp) with tr(op) =
1.

Remark 3.1.3. It follows from Lemma B.5.3 that the min-entropy of pap
relative to op, for op invertible, can be written as

Hin(paBlop) = —10g Amax ((ida @ 0;}1/2)PAB(idA ® 0}__;1/2» :
where Apax(-) denotes the maximum eigenvalue of the argument.

If Hp is the trivial space C, we simply write Hyin(p4) and Hpax(pa) to
denote the min- and the max-entropy of p4, respectively. In particular,

Hmin(ﬂA) - - lOg )\max(pA)
Hpax(pa) = logrank(py4) .

The classical analogue

The above definitions can be specialized canonically to classical probability
distributions.* More precisely, for Pxy € P(X x Y) and Qy € P()), we
have

Hunin(Pxy|Qy) = Hmin(pxv|oy)

HmaX(PXY|QY) = Hmax(pXY|UY)

where pxy and oy are the operator representations of Pxy and Qy, respec-
tively (cf. Section 2.1.3).

Remark 3.1.4. Let Pxy € P(X x Y) and Qy € P(Y). Then®

PXY(xa y)
Hpyin (P = —lo max max ————22~
(Pxvl@) gyesupp(Qy) zeX  Qy(y)

HmaX(PXY|QY) — lOg ZQY(y) : ‘Supp(P)%” )
yeY

where PY denotes the function PY : 2 — Pxy(z,y). In particular,

Hunax(Pxy[Y') = log max|supp(Px)]| -

4Similarly, the Shannon entropy can be seen as the classical special case of the von
Neumann entropy.

®The support of a nonnegative function f € P(X), denoted supp(f), is the set of values
z € X such that f(z) > 0.
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3.1.2 Basic properties of min- and max-entropy
Min-entropy cannot be larger than max-entropy

The following lemma gives a relation between min- and max-entropy. It
implies that, for a density operator p4p, the min-entropy cannot be larger
than the max-entropy.

Lemma 3.1.5. Let pap € P(Ha @ Hp) and op € P(Hp). Then

Hmin(pAB|UB) + lOg tl"(PAB) < Hmax(pAB|0B) .

Proof. Let pOAB be the projector onto the support of pap and let A > 0
such that Hmin(paplop) = —log A, i.e.,, A-id4 ® op — pap is nonnegative.
Using the fact that the trace of the product of two nonnegative operators is
nonnegative (Lemma B.5.2), we have

tr(A- (ida @ op)plip) —tr(pap) = tr((A-ida @ 0B — pan)pip) = 0.
Hence,
log tr((ida @ op)p%p) > logtr(pag) —log A .

The assertion then follows by the definition of the max-entropy and the
choice of . O

Additivity of min- and max-entropy

The von Neumann entropy of a state which consists of two independent
parts is equal to the sum of the entropies of each part, i.e., H(pa @ pa/) =
H(pa) + H(pa). This also holds for min- and max-entropy.

Lemma 3.1.6. Let pap € P(Ha @ Hp), op € P(Hp) and, similarly,
pup € P(Hy @Hp), op € P(Hp). Then
Huin(paB ©® parplop @ o) = Hmin(paplop) + Huin(paplopr)
Hmax(pAB ® pA’B"O'B ® O'B’) = Hmax(pABIUB) + Hmax(PA’B’|UB’) .

Proof. The statement follows immediately from Definition 3.1.1. O

Strong subadditivity

The von Neumann entropy is subadditive, i.e., H(A|BC) < H(A|B), which
means that the entropy cannot increase when conditioning on an additional
subsystem. This property can be generalized to min- and max-entropy.

Lemma 3.1.7. Let papc € P(Ha @ Hp @ He) and opc € P(Hp @ He).
Then

in(paBlos)
aX()OAB|OB) .

Hmin(papclope) < Hm
Hy,

IN A

Hmax(paBclope)
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Note that, for min-entropy, the statement follows directly from the more
general fact that the entropy cannot decrease under certain quantum oper-
ations (cf. Lemma 3.1.12).

Proof. Let A > 0 such that —log A = Hyin(papc|ope), ie., A-idg @ ope —
pABc is nonnegative. Because the operator obtained by taking the partial
trace of a nonnegative operator is nonnegative, A -idg ® op — pap is also
nonnegative. This immediately implies —log A\ < Hpin(paplop) and thus
concludes the proof of the statement for min-entropy.

To show that the assertion also holds for max-entropy, let p% 5 and p% g
be the projectors on the support of pap and papc, respectively. Because
the support of p4pc is contained in the tensor product of the support of pap
and H¢ (cf. Lemma B.4.1), the operator p% g @ ide — p% po is nonnegative.
Moreover, because the trace of the product of two nonnegative operators is
nonnegative (cf. Lemma B.5.2), we find

tr((ida @ op)p%p) — tr((ida @ oc) P pe)
= tr((ida ® opc) (P p @ ide — phpe)) =0 .

The assertion then follows by the definition of the max-entropy. O

Note that the strong subadditivity of the max-entropy together with
Lemma 3.1.5 implies that Hyin(paslos) < Hmax(pa), for density operators

pAp and op.

Conditioning on classical information

The min- and max-entropies of states which are partially classical can be
expressed in terms of the min- and max-entropies of the corresponding con-
ditional operators (see Section 2.1.3).

Lemma 3.1.8. Let papz € P(HAQHB@Hyz) and opz € P(Hp@Hyz) be
classical with respect to an orthonormal basis {|z)}.ez of Hz, and let p%p
and o, be the corresponding (non-normalized) conditional operators. Then

Huwin(papzlopz) = Zlgg Huin(paplos)

Huax(paBzlopz) =log Y _ 2Mmex(Panlrs)
z€Z

Proof. Because the vectors |z) are mutually orthogonal, the equivalence
A-idg @0z —papz E P(HAQ H @ Hyz)
= VzeZ: Aida®@og —pip € P(HA®@HE) (3.3)

holds for any A > 0. The assertion for the min-entropy then follows from
the fact that the negative logarithm of the minimum A satisfying the left
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hand side and the right hand side of (3.3) are equal to the quantities
Huin(papz|opz) and inf,cz Hmin(p%5l0%), respectively.

To prove the statement for the max-entropy, let p% 5, and (p% 5)°, for z €
Z, be projectors onto the support of papz and p% 5, respectively. Because
the vectors |z) are mutually orthogonal, we have

Papz = Z(sz)O ®|2)(z] ,

z2EZ
and thus
tr((ida @ op2)phpz) = Y tr((ida © o) (pap)°) -
zEZ
The assertion then follows by the definition of the max-entropy. O

Classical subsystems have nonnegative min-entropy

Similarly to the conditional von Neumann entropy, the min- and max-
entropies of entangled systems can generally be negative. This is, however,
not the case for the entropy of a classical subsystem. Lemma 3.1.9 below
implies that

Humin(pxclpc) 20,

for any density operator pxc which is classical on the first subsystem®. By
Lemma 3.1.5, the same holds for max-entropy.

Lemma 3.1.9. Let pxpe € P(Hx @ Hp @ He) be classical on Hx and let
oc € P(Hc). Then

Huin(pxpcloc) = Hmin(pacloc) -

Proof. Let A > 0 such that —log A = Hnin(ppc|oc). Because pxpc is
classical on Hx, there exists an orthonormal basis {|x)}sex and a family
{0Be tecx of operators on Hp @ He such that pxpe = - cx [2) (2] © phe-
By the definition of A, the operator

/\~idB®ac—Zp%c:/\'idf;@cfc—PBc
reEX
is nonnegative. Hence, for any z € X, the operator A-idp @ o¢ — p» must
also be nonnegative. This implies that the operator
A-ldxp ® oc — pxBCc = Z Ax)(z| @ idp @ o — |z) (2] @ phe
rEX

is nonnegative as well. We thus have —log A < Hyin(pxpsc|oc), from which
the assertion follows. O

5To see this, let Hp be the trivial space C and set o¢c = pc.
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3.1.3 Chain rules for min-entropy

The chain rule for the von Neumann entropy reads H(AB|C) = H(A|BC)+
H(B|C). In particular, since H(B|C') cannot be larger than H(B), we have
H(AB|C) < H(A|BC)+ H(B). The following lemma implies that a similar
statement holds for min-entropy, namely,

Hmin(pABC’|C) < Hmin(pABC|BC) + Hmax(pB) .

Lemma 3.1.10. Let papc € P(Ha ®@ Hp @ He), oc € P(He), and let
op € P(Hp) be the fully mized state on the support of pg. Then

Hmin(pABC|UC) = Hmin(pABC|UB ® UC) + Hmax(pB) .

Proof. Let Hp := supp(pp) be the support of pp and let A > 0. The
operator op can then be written as op = midgl, where idp is the
identity on Hp/. Hence, because the support of papc is contained in H4 ®
Hp @ He (cf. Lemma B.4.1), the operator A -idyg ® o @ 0¢ — papc is
nonnegative if and only if the operator A - W -idg ®idp ® 0¢c — paBe
is nonnegative. The assertion thus follows from the definition of the min-
entropy and the fact that Hmax(pp) = logrank(pg). O

Data processing

Let A, Y, and C' be random variables such that A « Y « C is a Markov
chain, i.e., the conditional probability distributions Pscpy—, have product
form Pgjy—, X Pojy—y. The uncertainty on A given Y is then equal to
the uncertainty on A given Y and C, that is, in terms of Shannon en-
tropy, H(A|Y) = H(A|YC). Hence, by the chain rule, we get the equality
H(AY|C) = H(Y|C) + H(A|Y).

The same equality also holds for quantum states payc on HoQHy @He
which are classical on Hy and where, analogously to the Markov condition,
the conditional density operators p%, have product form, i.e., p%, = p% ®
pg- The following lemma generalizes this statement to min-entropy.

Lemma 3.1.11. Let payc € P(Ha @Hy @He) be classical with respect to
an orthonormal basis {|y) }yey of Hy such that the corresponding conditional
operators py ., for anyy € Y, have product form and let o € P(Hc). Then

Humin(pavcloc) = Huin(pycloc) + Hmin(pay|py) -

Proof. For any y € Y, let p, = tr(pY%,) and let p%, = épic be the
normalization of pic. The operator p4y¢ can then be written as

pave = Y vy 0y @ Y)Yl © pl -
yeY
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Let A\, N > 0 such that —log A\ = Hpin(pyceloe), —log N = Huin(pay|py).
Because the vectors |y) are mutually orthogonal, it follows immediately from
the definition of the min-entropy that the operators A - ¢ — py - pir and
N -id4 — pY are nonnegative, for any y € Y. Consequently, the operator

AN ida ®@idy @ oo — pave
=Y A Nida@ )yl @oc —py - P4 @Yyl © pb
yeY

is nonnegative as well. This implies
Huin(paycloc) > —log(A- X)) = —log A — log X
from which the assertion follows by the definition of A and . |

3.1.4 Quantum operations can only increase min-entropy

The min-entropy can only increase when applying quantum operations. Be-
cause the partial trace is a quantum operation, this general statement also
implies the first assertion of Lemma 3.1.7 (strong subadditivity).

Lemma 3.1.12. Let pap € P(Hx @HpB), o € P(Hp), 6 € P(Hp) and
let £ be a CPM from Ha@Hp to Ha@Hp such thatidy@cp —E(1d4@0R)
is nonnegative. Then, for pap = E(paB),

Hmin(ﬁA’B’w'B’) > Hmin(pABlgB) .

Proof. Let A > 0 such that —log A\ = Hnin(pan|op), that is, the operator
A-id4 ® op — pap is nonnegative. Because £ is a quantum operation, the
operator \-E(idg @ o) — E(pap) is also nonnegative. Combining this with
the assumption that idy @ 6pr — E(idg ® op) is nonnegative, we conclude
that the operator

)\ ’idA/ ®5'Bl —ﬁA/B/
= Nidy ®6p —E(1da®@op)) + X E(ida ® o) — pap

is also nonnegative. The assertion then follows by the definition of the min-
entropy. [

3.1.5 Min-entropy of superpositions

Let {|)}zex be an orthonormal basis on Hx, let {|")},cx be a family of
vectors on Hyq @ Hp ® Hg, and define

papp =)W where [¢) = |¢7) (3.4)

zEX

pappx = ) W)W @)z . (3.5)

zEX
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Note that, if the states [¢)") are orthogonal then p4pgpx can be seen as the
state resulting from an orthogonal measurement of p4pp with respect to the
projectors along [¥*). While papg is a superposition (linear combination) of
vectors |Y), papr is a mixture of vectors [*). The following lemma gives
a lower bound on the min-entropy of p4pg in terms of the min-entropy of
PABE-

Lemma 3.1.13. Let papp and paprx be defined by (3.4) and (3.5), re-
spectively, and let op € P(Hp). Then

Hmin(pAB|JB) > Hmin(ﬁAB|0'B) - Hmax(ﬁX) .

Proof. Assume without loss of generality that, for all x € X, [¢*) is not the
zero vector. This implies Hypax(px) = log|X|. Moreover, let A\ > 0 such
that —log A = Hmin(pagp|op). It then suffices to show that the operator

A |X]-ida®@op — pan (3.6)

Is nonnegative.
Let |0) € H4 @ Hp. By linearity, we have

(Olpaslo) = @ltca(lw)(@DIO) = Y (Oltra(|¢™) (@™ ])6) . (3.7)
zx' €X

Let {|z)}.cz be an orthonormal basis of Hg and define |0, z) := |0) @ |2).
Then, by the Cauchy-Schwartz inequality, for any z, 2’ € X,

Ol () (W™ IO = >0, 24" )"0, 2)]

z€EZX
< D0, 2010, 2) [ (0, 2107 ) (0|6, 2)
2€EZ zEZX

=\ Ol (=)o) Oltri(ve ) (6= )]0) -

Combining this with (3.7) and using Jensen’s inequality, we find

(Olpanlo) < \/(9\trE(W><WI)|6’><6’|trE(W'>(1/1x'D\9>

x,2' €X

< 1] | Y (Orp(vn) (@ DIo)Oltr(v ) (= )]0)

z,x'€X

=X Y (Olrp(v®) (T )Io)

reX
= |X|-(0paplo) -
By the choice of A, the operator A -id4 ® op — pap is nonnegative. Hence
(01paBl0) < AOlidg @ op|0) and thus, by the above inequality, (f|p4p|0) <
A-| X (0]ida @ op|0). Because this is true for any vector |#), we conclude
that the operator defined by (3.6) is nonnegative. O
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Lemma 3.1.14. Let papg, papex be defined by (3.4) and (3.5), respec-
tively, and let opx € P(Hp @ Hx). Then

Hmin(pAB|UB) > Hmin(ﬁABX|O'BX) - Hmax(pX) .

Proof. The assertion follows from Lemma 3.1.13 together with Lemma 3.1.7.
O

3.2 Smooth min- and max-entropy

The min-entropy and the max-entropy, as defined in the previous section,
are discontinuous in the sense that a slight modification of the system’s
state might have a large impact on its entropy. To illustrate this, consider
for example a classical random variable X on the set {0,...,n — 1} which
takes the values 0 and 1 with probability almost one half, i.e., Px(0) =
Px(1) = %, for some small £ > 0, whereas the other values have equal
probabilities, i.e., Px(x) = %5, for all 2 > 1. Then, by the definition of the
max-entropy, Hmax(Px) = logn. On the other hand, if we slightly change
the probability distribution Py to some probability distribution Px such
that Px(z) = 0, for all 2 > 1, then Hp.(Px) = 1. In particular, for n
large, Hmax(Px) > Hmax(Px), while ||Px — Px||1 <e.

We will see later (cf. Section 6.3) that the max-entropy Hpmax(Px) can
be interpreted as the minimum number of bits needed to encode X in such
a way that its value can be recovered from the encoding without errors. The
above example is consistent with this interpretation. Indeed, while we need
at least logn bits to store a value X distributed according to Px, one single
bit is sufficient to store a value distributed according to Pyx. However, for
most applications, we allow some small error probability. For example, we
might want to encode X in such a way that its value can be recovered with
probability 1 —e. Obviously, in this case, one single bit is sufficient to store
X even if it is distributed according to Px.

The example illustrates that, given some probability distribution Py,
one might be interested in the maximum (or minimum) entropy of any dis-
tribution Px which is close to Px. This idea is captured by the notion of
smooth min- and max-entropy.

3.2.1 Definition of smooth min- and max-entropy

The definition of smooth min- and max-entropy is based on the “non-
smooth” version (Definition 3.1.1).

Definition 3.2.1. Let pap € P(Ha @ Hp), o € P(Hp), and £ > 0. The
g-smooth min-entropy and the s-smooth max-entropy of pap relative to op
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are

Hrfnin(pABlaB) ‘= sup Hmin(ﬁAB|(7B)
PAB

Hrilax(pAB|aB) = })Eg Hmax(ﬁAB|UB) s

where the supremum and infimum ranges over the set B%(pap) of all op-
erators pap € P(Ha @ Hp) such that ||pap — pasll1 < tr(pap) - € and
tr(pap) < tr(pan).

Definition 3.2.2. Let pap € P(H4 @ Hp) and let £ > 0. The z-smooth
min-entropy and the s-smooth maz-entropy of pap given Hp are

Hiin(paB|B) = sup Hy,i (paBlop)
op

Hrilax(pAB‘B) = SupHrEnax(pABlgB) )
oB

where the supremum ranges over all op € P(Hp) with tr(og) = 1.

Note that, similar to the description in Section 3.1, these definitions can
be specialized to classical probability distributions.

Evaluating the suprema and infima

Remark 3.2.3. If the Hilbert space H4 ® Hp has finite dimension, then
the set of operators pap € B*(H4 @ Hp) as well as the set of operators
op € P(Hp) with tr(cg) = 1 is compact. Hence, the infima and suprema in
the above definitions can be replaced by minima and maxima, respectively.

Remark 3.2.4. The supremum in the definition of the smooth min-entropy
H: . (paBlop) (Definition 3.2.1) can be restricted to the set of operators
paB € B*(pap) with supp(pag) € supp(pa) @ supp(op).

Additionally, to compute H:, (papzlopz) where papz and opz are
classical with respect to an orthonormal basis {|z)}.ez on a subsystem Hy,
it is sufficient to take the supremum over operators papz € B*(papz) which
are classical with respect to {|z)}.ez.

Similarly, to compute H: . (pxaplop) where pxap is classical on a sub-
system Hx, the supremum can be restricted to states pxap € B°(pxaB)
which are classical on Hx.

Proof. For the first statement, we show that any operator pap € B*(pap)
can be transformed to an operator £(pap) € B*(pap) which has at least
the same amount of min-entropy as pap and, additionally, has support on

supp(pa) @ supp(op).
Let &£ be the operation on H 4 ® Hp defined by

E(pan) = (P ©idp)pap(ph @idp) .
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Because the operator id4 @ op — £(id4 ® o) is nonnegative, Lemma 3.1.12
implies that the min-entropy can only increase under the action of £. More-
over, supp(pap) C supp(pa) @ Hp (cf. Lemma B.4.1) and thus &(pap) =
pAp. Because & is a projection, the Li-distance cannot increase under the
action of £ (cf. Lemma A.2.1), i.e.,

|E(pas) — pasl|, = |E(pas — pan)||, < ||pas — pasl|, < tr(pas) < .

We thus have pap € B*(pap). The assertion then follows because we
can assume that supp(pap) is contained in H4 @ supp(cp) (otherwise, the
min-entropy is arbitrarily negative and the statement is trivial) and thus

supp(£(paB)) € supp(pa) @ supp(op).
The statements for papz and pxap are proven similarly. O

Remark 3.2.5. Let papz € P(H4@Hp @Hyz) be classical with respect to
an orthonormal basis {|z)}.ez of Hz. Then the supremum in the definition
of the min-entropy Hy; (papz|BZ) can be restricted to operators opyz €
P(Hp ® Hz) which are classical with respect to {|z)}.cz.
Proof. We show that for any p'yp, € B*(papz) and o3, € P(Hp @ Hz)
with tr(o’z,) = 1 there exists papz € B°(papz) and opz € P(Hp @ Hz)
with tr(cpz) = 1 such that opy is classical with respect to {|z)}.ez and
Hmin(ﬁABZ|UBZ) > Hmin(ﬁiquwlgz)-

Let thus plyz, € B*(papz) and o'z, € P(Hp @ Hyz) be fixed. Define

papz = (idap @ €2)(p45,) and opz := (idp @ €z)(0'y,) where £z is the
projective measurement operation on Hz, i.e.,

Ex(p) ==Y l2)(zlpl2)(zl -
z€Z

Note that opz is classical with respect to {|z)}.ez and, because &7 is
trace-preserving, tr(opz) = tr(oz,) = 1. Similarly, tr(papz) = tr(psgy)-
Moreover, because (idap @E2)(papz) = papz and because the distance can
only decrease when applying idap ® £z (cf. Lemma A.2.1), we have

|64z — pazlli < |Papz — paszlh
which implies papz € B*(papz). Finally, using Lemma 3.1.12, we find
Hmin(paBzlopz) = Hmin(Papy10p2)- m
3.2.2 Basic properties of smooth min-entropy
Superadditivity

The following is a generalization of (one direction of ) Lemma 3.1.6 to smooth
min-entropy.
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Lemma 3.2.6. Let pap € P(Ha @ Hp), op € P(Hg) and, similarly,
pap € P(Hy @Hp), op € P(Hp), and let £,6" > 0. Then

HEYE (pap © pap|op © o) > Hign(paglos) + How(parplos) -

Proof. For any v > 0, there exist pap € B*(pan) and pap € B (papr)
such that

Humin(paslos) > Huyw(paBlop) —v
Huin(paplop) > How(parplop) — v
Hence, by Lemma 3.1.6,
Hyin(paB @ parplos © op) > Han(paslos) + Hawm(paslos) — 2 .

Because this holds for any v > 0, it remains to verify that pap ® pap €
Be+5/(pAB ® pap). This is however a direct consequence of the triangle
inequality, i.e.,

HﬁAB @ pap — PAB® pap ||,
<tr(pap) - ||pas — pasl|, +tx(pas) - ||pap — parp|,

< tr(pap @ pap)(e +£) .

Strong subadditivity

The following statement is a generalization of Lemma 3.1.7 to smooth min-
entropy.

Lemma 3.2.7. Let papc € P(Ha @ Hg @ He), opc € P(Hp @ He), and
let £ > 0. Then

Hyin(papclope) < Huin(paslos) -
Proof. For any v > 0, there exists papc € B*(papc) such that
Hwin(papclope) 2 Hyw(papclope) —v .
Hence, by Lemma 3.1.7, applied to the operator p4pc,
Huwin(paBlo) = Hyin(pasclope) —v .

Because this holds for any v > 0, it remains to show that p4p € B*(pan).
This is however a direct consequence of the fact that the Lq-distance cannot
increase when taking the partial trace (cf. Lemma A.2.1), i.e.,

lpae — pasllh < llpaBc — pascli < tr(pase) -« -
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Conditioning on classical information

The following lemma generalizes (one direction of) Lemma 3.1.8 to smooth
min-entropy.

Lemma 3.2.8. Let papz € P(HA @ Hp @ Hz) and opz € P(Hp @ Hz)
be classical with respect to an orthonormal basis {|z)}.ez of Hz, let p%ip
and o% be the corresponding (non-normalized) conditional operators, and
let £ > 0. Then

Hianpa21057) > 108 Higo (5 5l0%)
Proof. For any v > 0 and z € Z, there exists p5 g € B°(p%p) such that

Huin(Papl0%) 2 Huin(phplog) —v -

Let

paBz =Y Pap® )z .
ZEZX

Using Lemma 3.1.8, we find
Huwin(paBzloBz) = I0f Hyin(piaplog) = Inf Hyy(paplog) —v . (3.8)
2EZ zEZ

Because this holds for any value of v > 0, it suffices to verify that papz €
B*(papz). This is however a direct consequence of

|paBz — papz||, = > _|1oas — vasll, <D tr(piag) - = tr(papz) <,
z2€EZX z2EZ

where the first equality follows from Lemma A.2.2. O

3.2.3 Chain rules for smooth min-entropy

The following lemma generalizes (one direction of ) Lemma 3.1.10 to smooth
min-entropy.

Lemma 3.2.9. Let papc € P(Ha @ Hp @ He), oc € P(He), let op €
P(Hp) be the fully mized state on the support of pg, and let € > 0. Then

Hiin(papcloc) < Hoy(papelop @ oc) + Hmax(pB) -

Proof. According to Remark 3.2.4, for any v > 0, there exists papc €
B*(papc) such that

Huin(papcloc) 2 Hyw(papeloc) —v (3.9)

and supp(papc) € supp(pap) @ He = supp(pap @ idc). Hence, from
Lemma B.4.2, supp(pp) C supp(pp). Consequently, the operator pp is
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arbitrarily close to an operator whose support is equal to the support of pp.
By continuity, we can thus assume without loss of generality that supp(pg) =

supp(pp), that is,
Hmax(ﬁB) — Hmax(pB) . (310)

Moreover, since papc € B*(papc), we have
Hiin(papclop @ oc) 2 Hmin(papclop @ oc) . (3.11)

Finally, because op is the fully mixed state on supp(pg) = supp(pn),
Lemma 3.1.10, applied to the state papc, gives

Huin(papcloc) = Hmin(papclos @ o) + Hmax(PB) -

Combining this with (3.9), (3.10), and (3.11) concludes the proof. O

Data processing

The following lemma is a generalization of Lemma 3.1.11 to smooth min-
entropy.

Lemma 3.2.10. Let payc € P(Ha @Hy @He) be classical with respect to
an orthonormal basis {|y) }yey of Hy such that the corresponding conditional
operators pio, for any y € Y, have product form, let oo € P(He), and let
£>0. Then

Hiin(paveloc) = Hy(pycloc) + Huin(pay|py) -
Proof. For any y € Y, let p, := tr(p%) and define p% := épi. Because

p%c has product form, we have

pave = Y 0% @ )yl © pts .
yey

According to Remark 3.2.4, for any v > 0, there exists a nonnegative oper-
ator pyc € B*(pyc) such that

Huin(pycloc) > Hyp(pyeloc) —v (3.12)

where py ¢ is classical with respect to {|y) }yey, that is, pyc = >_ oy [y){(y|@
P, for some family {pf.}yey of conditional operators on He. Let paye €
P(Ha @ Hy @ Hc) be defined by

pave =Y %@ ly)yl @ pf .
yey
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Because the operators p are normalized, we have

|pave — pavel|, = ZHﬁZ ® g — % @ gy
Y
= > ot = el
Yy

= Hﬁyc - PYC“l )

where the first and the last equality follow from Lemma A.2.2. Because
pyc € B*(pyc), this implies payc € B*(payc) and thus

H: i (payeloc) =2 Hmin(paycloc) - (3.13)

Moreover, using Lemma 3.1.8 and the fact that, for any y € Y, the operators
oY% and p% only differ by a factor p,, we have

Hyin(pay|py) = Inf Humin(p% [tr(5%))
= inf Hmin(PyAltr(p%)) (3.14)
yeY
- Hmin(pAYI;OY) .
Finally, applying Lemma 3.1.11 to the state pay o gives
Hyin(paycloc) = Hmin(pycloc) + Huin(pay |py) -
Combining this with (3.12), (3.13), and (3.14) concludes the proof. O

3.2.4 Smooth min-entropy of superpositions
The following statement generalizes Lemma 3.1.14.

Lemma 3.2.11. Let papg, papex be defined by (3.4) and (3.5), respec-
tively, for mutually orthogonal vectors |Y*), let opx € P(Hp @ Hx), and
let £ > 0. Then

Hiiw(paBlop) > Hyw(Papx|0BX) — Hmax(5x)
where & = %.
Proof. By Remark 3.2.4, for any v > 0, there exists an operator papx €
B%(papx) which is classical with respect to the basis {|2)}zex such that

Humin(papx|opx) > How(pasx|opx) — v . (3.15)

Let {p%p}zex be the family of conditional operators defined by papx
and {|2) }zex, 1-€., paBx = D pex Pip @ |z){x|. According to Lemma A.2.7,
for any x € X, there exists a purification |¢)*)(¥"| of p% 5 such that

1%y = 1) < /|78 — Pl -
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Let |¢) := >, cx [¥%) and define papgr = [¢)(¥|. By the triangle inequality,
we find

o) =130 < - My =16 < > /1656 = Pl -
z€EX xeX
Hence, with Jensen’s inequality,

1) = 1y]| < wﬂfl S 1755 - 7l

zEX

= \/|X| |pasx — 5ABXH1 ;

where the equality follows from Lemma A.2.2. Because the vectors |¢")
are orthogonal, we have tr(papx) = tr(pag). Consequently, since papx €
B*(papx), we obtain

[16) = 1) < VIX]- & tr(papx) = V|X]- £ tr(pap) - (3.16)

Assume without loss of generality that |X|-& < ¢ (otherwise, the asser-
tion is trivial). Then, because \/tr(pag) = |||¥)||, we have

O+ M < 201 + [l9) = 1)
< 2+/tr(pas) + étr(pAB) < +/6tr(pan) -
and thus, by Lemma A.2.5,

|pas — pas||, < V6tr(pas) - ||lW) — )| < tr(pas) -,

where the last inequality follows from (3.16). This implies

H:iw(paBlop) > Huin(paslop) - (3.17)

Note that papx can be seen as the operator obtained by taking the
partial trace of

papex = Y [0 )"| @ [a)(a] -

rEX

We can thus apply Lemma 3.1.14 to the operators papr and paprx, which
gives - -

Hmin(ﬁAB|0'B) > Hmin(ﬁABX|O'BX) - Hmax(;aX) .
Finally, beCEmuse the support of px is contained in the support of px, we
have Hmax(px) < Hmax(px) and thus

Hmin(ﬁAB|0'B) > Hmin(ﬁABX|O'BX) - Hmax(ﬁX) .

Combining this with (3.17) and (3.15) concludes the proof. O
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3.2.5 Smooth min-entropy calculus

The properties proven so far are formulated in terms of the smooth min-
entropy H (pap|op) relative to an operator o (Definition 3.2.1). The follow-
ing theorem translates these statements to conditional smooth min-entropy
H(pap|B) (Definition 3.2.2).

Theorem 3.2.12. Let £,&' > 0. Then the following inequalities hold:
o (Super-)additivity:
HEZ (pap @ paw|BB') > Hi(paslB) + Han(pam|B') . (3.18)
for pap € P(Ha @Hp) and pyp € P(Ha @ Hpr).
o Strong subadditivity:
Hiyin(panclBC) < Hiyn (pa51B) | (3.19)
for papc € P(Ha @ Hp @ He).
e Conditioning on classical information:

Hen(paBz BZ) 2 inf Hiy (51 B) (3.20)

for papz € P(Ha @ Hp @ Hyz) normalized and classical on Hyz, and
Jor normalized conditional operators p%p.

e Chain rule:
Hi i (paBe|C) < Hyy(pape| BC) + Huax(pB) (3.21)
for papc € P(Ha @ Hp @ Ho).
e Data processing:

Hiin(paye|C) = Hiy (pyelC) + Huin(paylpy) (3.22)

for payc € P(Ha@Hy @Hc¢) classical on Hy such that the conditional
operators p% o have product form.

Proof. The statements follow immediately from Lemmata 3.2.6, 3.2.7, 3.2.8,
3.2.9, and 3.2.10. O

3.3 Smooth min- and max-entropy of products

In this section, we show that the smooth min- and max-entropies of product
states are asymptotically equal to the von Neumann entropy. In a first step,
we consider a purely classical situation, i.e., we prove that the smooth min-
and max-entropies of a sequence of independent and identically distributed
random variables can be expressed in terms of Shannon entropy (which is
the classical analogue of the von Neumann entropy). Then, in a second step,
we generalize this statement to quantum states (Section 3.3.2).
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3.3.1 The classical case

The proof of the main result of this section (Theorem 3.3.4) is based on
a Chernoff style bound (Theorem 3.3.3) which is actually a variant of the
asymptotic equipartition property (AEP) known from information theory
(see, e.g., [CTI1]). It states that, with high probability, the negative loga-
rithm of the probability of an n-tuple of values chosen according to a product
distribution P™ is close to the Shannon entropy of P".

Typical sequences and their probabilities

Lemma 3.3.1. Let Pxy € P(X x Y) be a probability distribution. Then,

for any t € R with |t| < m;

_ 1
log E [Pxjy (w,y)~"] < tH(X]Y) + ¢*log(|X] + 3)*

where the expectation is taken over pairs (x,y) chosen according to Pxy .

Proof. For any t € R, let r; be the function on the open interval (0, c0)
defined by
ri(z) :=2" —tlnz —1. (3.23)

We will use several properties of this function proven in Appendix B.6.
For any x € X and y € Y, let pyy = Pxy(2,y). If pzy > 0 then

1 1
—t
Dopwy = Tt +tl +3)+tl )
Y <pﬂc,y> Pzy <pm,y ) Pa,y
where the inequality holds because rt is monotonically increasing on the
interval [1,00) (Lemma B.6.1) and - i P;Zipy) > 1. Because ;— +3 €

[4,00) and because r; is concave on this interval (Lemma B.6.3 Which can
be applied because ¢ € [—1,1]), Jensen’s inequality leads to

Y [Tt <p:c,y

§7°t<]E[ !

z,y px}y

1 } 1
Dy
+3]> +t(In2) E

m?y

+3)| +¢E[In

1
-1,

log
[ px,y

where E, ,[] denotes the expectation with respect to (z, y) chosen according
to the distribution Pxy. Because Exyy[pzly | =2 0y Pxv(z, y)m | X]
and E, ,[log Z%y] = H(X|Y), we obtain

E [poy] <re(|X|+3) +t(In2)H(X|Y) + 1.

Furthermore, because loga < 15(a — 1),

1
logliEy[ ] < ﬁr,f(|;‘c| +3) +tH(X|Y) .
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Finally, together with Lemma B.6.4, since |t| < m, we conclude

log I [p75) < (ﬁ ~ 1) log(|X] +3)2 +LH(X]Y) .

The assertion follows because ﬁ —1< % O

Lemma 3.3.2. Let Pxy € P(X x V) be a probability distribution and let
be the function on X x Y defined by

(@, y) = —log Pxpy (z,y) — H(X]Y) .

Then, for any t € R with |t| < m;

E [Qtv(fﬂ,y)} < 9317 log(|X[+3)%
Y -

Proof. The assertion follows directly from Lemma 3.3.1, that is,
x?y m?y
< 9= tH(X[Y)  otH(X|Y)+5t* log(|X|+3)% [

Theorem 3.3.3. Let Pxy € P(X x V) be a probability distribution and
let n € N. Then, for any 6 € [0,log|X|] and (x,y) chosen according to

né?

Pr[—log Pxnjyn(x,y) 2 n(H(X|Y) +0)] <2 2lel¥+3)7
x?y

and, similarly,

né>

Pr[=log Pupyn (x,3) < n(H(X[Y) = 6)] < 27 2wl w07

Proof. Let x = (x1,...,2n), Yy = (Y1,---,Yn), and let 7 be the function
defined in Lemma 3.3.2 for the probability distribution Pxy. Then

n

> @i, ys) = —log Pynpn(x,y) —nH(X[Y) . (3.24)
=1

Using Markov’s inequality, for any ¢ > 0,

n

,}:f, [Z (@i, yi) > nd| = }}:5’ [2'52?:1 Y@y > 2tn6]
- (3.25)
Exy [2t it ’Y(%‘,yi)]

— 9tnd




3.3. SMOOTH MIN- AND MAX-ENTROPY OF PRODUCTS 49

Moreover, because the pairs (x;,y;) are chosen independently,

n

t3 g (Y] ty(21,v:)
E [ ]g[ﬂg ]

ty(245,Ys)
11E, 27 ]

i=1
(2%# log(|X|+3)2 )

N

)

where the inequality follows from Lemma 3.3.2, for any |{| <
Combining this with (3.25) gives

1
log(]X]+3) *

n
Pr[> " (wi, i) > 0o < 250t Pa(XHE?—md
X,y — = =~

With ¢ =
conclude

(note that ¢ < y because § < log |X]), we

6 1
log(|X]+3)2 log([X]+3

né?

Pr Zv(:m,yz) > nb] < 27 TeslxO? |

The first inequality of the lemma then follows from (3.24).
Similarly, if ¢ < 0,

n

. Ay _ _ tz:’;: v(24,Y5) —tnd
}P{’;: [Z Y(@s,y5) < —nd] = Pr[2 1 > 277

X,y
i=1 ’

_ Exy [2° it "/(miyyi)]

- 2—tn6 )
and thus .
Pr[z (s, yi) < —né] < 9gnt?log(|X[+3)* +tns
X,y — — =
. . ‘ B 5
The second inequality follows with ¢ := — AT O

Asymptotic equality of smooth entropy and Shannon entropy

Theorem 3.3.4. Let Pxy € P(X x Y) be a probability distribution and let
n € N. Then, for any £ > 0 and Pxnyn := (Pxy)",

1
—H o (Pxnyn|Pyn) < H(X]Y) 40

1

where § := log(|X| + 3) 2log(1/e)

n
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Proof. We first prove the bound on the (classical) smooth max-entropy
H o (Pxnyn|Pyn). For any y € V" with Pyn(y) > 0, let Ay be the set

max

of all n-tuples x € X™ such that
—log Pxnjyn(x,y) <n(H(X|Y) +0) .
Furthermore, let Pgny» be the nonnegative function on A x V" defined by

Pioyn(x,y) =
oy (%,¥) {O otherwise.

We can assume without loss of generality that § < log|X| (otherwise,
the statement is trivial). Hence, by the first inequality of Theorem 3.3.3,
Prxy[x ¢ Xy] <e. This implies ||Pxnyn — Pgnyn|[1 < ¢ and thus

For any fixed y := (y1,...,Yn) € V" with Pyn(y) > 0,

n
1> 3 ] Py @i ) = | &y |27
x€Xy, i=1
where the second inequality follows from the definition of the set Xy,. Conse-
quently, we have |Xy| < 27(HXIY)+9) Moreover, by the definition of Pgnyx,
the support of the function x — Pgnyn(x,y) is contained in Xy. Hence,
using Remark 3.1.4,

Huax (Psgnyn | Pyn) < log( Y Pyn(y) - |%]) < n(H(X[Y) +3) .
yeYn™

Combining this with (3.27) proves the first inequality of the lemma.
To prove the bound on the min-entropy H:, (Pxn»yn»|Pyn), let Xy, for

any y € V" with Py=(y) > 0, be the set of n-tuples x € X such that

and let again Pgnyn be defined by (3.26). By the second inequality of The-
orem 3.3.3, Prxy[x ¢ Xy] < &, which, similarly to the previous argument,
implies

Hiin (Pxnyn| Pyn) 2 Huin (Pgnyn | Pyn) - (3.28)
Moreover, using Remark 3.1.4

Pgnyn(x,y)

Huin(Psgnyrn | Pyn) = —1 o

mln( XnYy | Y ) OgyESgg&gyn)}IcIel%),{l PY”(Y)

P nyn

~ log  max  max 22X 5Y)

yesupp(Pyn)xeXy  Pyn(y)

>n(H(X[Y) -3),

where the inequality follows from the definition of the set Xy. Combining
this with (3.28) proves the second inequality of the lemma. O
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Because the min-entropy Hpin(Pxnyn|Py=) cannot be larger than the
max-entropy Hpax(Pxnyn|Pyn) (cf. Lemma 3.1.5), Theorem 3.3.4 implies
that

1 1 1

where asymptotically, for increasing n, the approximation becomes an equal-
ity.

Remark 3.3.5. It is easy to see that Theorem 3.3.4 can be generalized
to probability distributions Pxn»y= which are the product of not necessar-

ily identical distributions Py,y,. That is, for any distribution of the form
Pxnyn =i, Px,v;, the approximation (3.29) still holds.

3.3.2 The quantum case

The following theorem and its corollary can be seen as a quantum version
of Theorem 3.3.4 for smooth min-entropy (where the Shannon entropy is
replaced by the von Neumann entropy). The proof essentially follows the
same line as the classical argument described above.” A similar argument
shows that the statement also holds for smooth max-entropy.

Theorem 3.3.6. Let pap € P(HAQHB), o € P(Hp) be density operators,
and let n € N. Then, for any £ > 0,

1 £ (@ 72
EHmin(pi%BhT% ) 2 H(pAB) - H(pB) - D(pBHJB) -9,
where § = 2log(rank(pa) + tr(p% pida @ o5')) + 2) /10g(;/6) 1.

Proof. Define H(pagplop) :== H(pap) — H(pp) — D(pgl|lop). We show that
there exists a density operator panpn € B%(p%'%) such that

Hyin(panpn|a5™) > nH(paplog) —nd . (3.30)

According to the definition of min-entropy, this is equivalent to saying that
the operator \ - (id4 ® og)®® — panpr is nonnegative, for A > 0 such that
—log A =nH(paplog) —no.
Let
(ids@op)™ = 3 g,lz)l
zZEZ™

" An alternative method to prove the statement L H,, (055 1p5™) 2 H(pas)—H(pp) is
to use a chain rule of the form Hg, (p55105") & Ham(pXp) — Haax (057). The entropies
on the right hand side of this inequality can be rewritten as the entropies of the classical
probability distributions defined by the eigenvalues of p%’é and p%’", respectively. The
desired bound then follows from the classical Theorem 3.3.4. However, the results obtained
with such an alternative method are less tight and less general than Theorem 3.3.6.
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be a spectral decomposition of (idg ® o5)®". We can assume without loss
of generality that there exists an order relation on the values Z™ such that
Gz > G, for any z > z’. For any z € Z, let By, be the projector defined by

77>z

Moreover, let 3;, for z € Z”, be nonnegative coefficients such that, for any

7z € Z",
Z ﬁz =dz -

777’

Note that the spectral decomposition above can then be rewritten as

(ida@op)® = > BB, . (3.31)
zZEZ™T

Let
Pan = > pxlx)(x

xXEA™

be a spectral decomposition of p%'%. In the following, we denote by oo an
element which is larger than any element of Z". Moreover, let py,, for
x € X" and z € 2" U {0}, be nonnegative coefficients such that, for any
7z € Z"

Z Px,z = min(pX) )\QZ/)

z:72<z7’

Z Pxz = Px -

z€Z"U{o0}

We show that inequality (3.30) holds for the operator

[_)A"B" = Z Z px7sz’X><X‘BZ .

XEXT zEZ™

Note first that, by the definition of px 5 and [3,, we have px , < A3, for
any x € X" and z € Z7, that is, the operator

Z )\ﬁszBz — PAnBn — Z Z ()\)82 _px,Z)Bz|X><X|BZ

zEZ™ zEZ™ XEXT

is nonnegative. Using (3.31) and the fact that the operators B, are projec-
tors, we conclude that the operator

A (ldA ® O'B)®n — PAnBn — Z /\ﬁZBZ — PAnBn
zEZ"
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is nonnegative, which implies (3.30). It thus remains to be proven that

Using the above definitions and the convention that By is the zero ma-
trix, we have

ot —parell =130 3= pra(i = BB,

XEX™ z€ZnU{oo}

<Y D> pxalx)(x] = Bax)(x|Bd|, -

XEX™ zeZnU{o0}

We can use Lemma A.2.8 to bound the trace distance on the right hand side
of this inequality, that is,

H|X><X| — BZIX)(X\BZH1 < 2\/1 —tr(Bg|x) (x| By) .

Because pap is a density operator, the nonnegative coefficients px , sum up
to one. We can thus apply Jensen’s inequality which gives

1058 — parse|l; <2 )0 Y peaV/T — tr(Bufx)(x[By)

XEX™ z€ZnU{oo}

<2 3 Y prall —tr(Bulx)(x|By))  (3:32)

XEX™ zeZnU{oo}

=2 1—tr(ﬁAan) .
The trace in the square root can be rewritten as

) = 3 @D Y praBalx)(xIB,)I2)

z/€Zn XEX" zEZ"

= Z Z Z pX,Z|<ZI|X>|2'

7/ €EZ™ 7:2<z’ XEA™"

Because the terms in the sum are all nonnegative, the sum can only be-
come smaller if we restrict the set of values x over which the sum is taken.
Consequently,

(panp) 2 Y Y @R Y pxa

7z €EZ" X:px <G, z:72<z7’

By the definition of px , we have 3=,/ pxz = px, for any (x,z’) such that
Px < Aqy, and hence

tr(panpn) > Z px| (2 |x)]* .

(x,2"): px <Agyy
Because >, . px|(z|x)|? = 1, this inequality can be rewritten as

I —tr(panpn) < Z px|(z[x)[*
(x,2): px >Nz
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Recall that we need to prove that pgrnpn € Be(pﬁg). Hence, combin-
ing (3.32) with the above bound on tr(pnpgn), it remains to be shown that

> wdar<(5) (3.3

(%,2): x>z

Let
ida@op = l2)(z
zeZ

pan = Y pal)(al

ZEX

and

be spectral decompositions of id4 ® o and pap, respectively. Moreover, let
Pg 7 be the probability distribution defined by

Pg (2, %) := pal(z]z)]? .

Note that |x) and px, as used above, can be defined as |x) := @i, |2:)
and Px = Play,.wn) = 1lieq Pay- Similarly, we can set |z) := & [2)
and Gy = (s, 2) = [li—1 Gz Then, the left hand side of (3.33) can be
rewritten as

Y pxlEX)? = Pripx > Mg,
(x,2): Px >z 7
= Pr[—logpx +log g, < —log A (3.34)

n

Eﬂi;J%miH%%wO4%A
1=

for (x,z) chosen according to the probability distribution (Pg;)".
By the definition of H(pap|og), we have

H(paglop) = —tr(paplog pas) + tr(papl Og ida ® oB)
= pr |(Z|2)|? log— — log )

Il
ﬁ‘ﬁ z~3

[~ log pz +log ¢z] ,

for (2,7y) chosen according to Pgy. According to Birkhoff’s theorem (cf.
Theorem B.2.2) there exist nonnegative coefficients i, parameterized by the
bijections 7 from X to Z such that 3 pr =1 and |(Z|Z)]* = > pr 6z x(z)
The identity above can thus be rewritten as

_ Ur(z
H(paplop) = Z Pl (212} log 22 — =3 e Y s log &
Dz - Z Dz

(3.35)
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For (z,Z) chosen according to Pyy,

E [2—t(logﬁi—10g§5)] — Zﬁ@|<2| pi Z’u” pr< - )

3 —
z E

&1
W
] |
i)

Al

For any ¢ € R, let r; be the function defined by (3.23). The last term in the
sum above can then be bounded by

(qf;)—t _ ((J;(:)) Y tln p;) 1

< r|t|(—q”,(g”> ey 2) bt E@
Pz Qr(z)

x

where the inequality follows from the fact that, for all z > 0, r(z) <
e (2 + 1) (Lemma B.6.2) and the fact that 7 is monotonically increasing

(Lemma B.6.1) on the interval [1, c0). Because q"(m) + qp:) +2 € [4,00) and

because r; is concave on this interval (Lemma B. 6 3) we can apply Jensen’s
inequality, which gives

E [2—t<10gpz long <y (Z . me 7_5" T 2))

T,z p7 Ar(z)
_ Qﬂ' x
t(In2) Y i Y s log ﬁ;) 11, (3.36)

Note that ), ¢z = tr(id4a @ o) = dim(H4). As we can assume without loss
of generality that H 4 is restricted to the support of p4, we have

Z,Uwr Z {n(z) = rank(pa) .

Moreover,
p ) __ . _
ZM Z L= (@) ot = wr(phplida @ 05") -
Z,Z
Hence, together with (3.35), the bound (3.36) can be rewritten as

B [2-H006< % 9)) <y (4 +2) + t(In D H (panlorm) +1,

z,Z

where v := rank(pa) +tr(p% g(ida®c3")). Furthermore, using the fact that
loga < Z5(a —1) we find

E [Q—t(logﬁi—logfii)] < 210g<7“\t\(“/+2)+t(1n 2)H(PAB|UB)+1>

)

I
N

< 2&%\ (v+2)+tH(paglop)
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With Lemma B.6.4, we conclude

E [21(~ logPatlogd:=H(paplon))| < o(ms—Di?loe(r+2)® < 93t°loe(v42)* (3 37)

f?

|

Let now w(x,z) := > ;(—log py, +log @,; — H(paplop)). Because the
expectation of the product of independent values is equal to the product
of the expectation of these values, we have, for (x,z) chosen according to
(Pgz)"™,

I, [24(~ legpstlogdz:—H(paplog)))n

f?

i)

E [2tw(x,z)]
X,Z
Hence, by Markov’s inequality, for any ¢ < 0,

Pr(w(x,z) < —nd] = Pr[2tv(2) > 9=tnd)

X,7Z
Ex,z [2tw(x,z)]
— 9—1tnd
Ej ,[24(~ legPatlogdz—H(paplos))|n

9—tnd

and thus, using (3.37),

Priw(x,z) < —nd| < o 5t?nlog(v+2)+ind
X,z

Consequently, with ¢ := —W,

n

Pr[> " —logpa; +log s, < nH(paplop) — no]

=1

— ns? £\ 2
O, 2 j—
< Prlu(x,z) < —nd] <27 7017 < (2
Combining this with (3.34) implies (3.33) and thus concludes the proof. [

The following corollary specializes Theorem 3.3.6 to the case where the
first part of the state pap = pxp is classical and where op = pp.

Corollary 3.3.7. Let pxp € P(Hx @ Hp) be a density operator which is
classical on Hx. Then, for any £ > 0,

1
—Hin(pXplog") = H(pxp) — H(pp) =0,

where § := (2Hmax (px) +3) 1/ 28LEL 4
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Proof. Assume without loss of generality that ppg is invertible (the general
statement then follows by continuity). Because the operator

idx © pp — pxp = Y idx @ pf — |2) (2] ® pf
reX

is nonnegative, we can apply Lemma B.5.4 which gives

)\max(p;(/é(id)( ®p§1)p§(/é> <1l.

Hence, since pxp is normalized,

tr(p% plidx ® p5h)) = tr(pxppf3(idx @ pzY)p2) < 1.

Using the fact that, for any a > 2, log(a + 3) < loga + 3, we thus have

log(rank(px) + tr(,o_%(B(idX ® ogl)) + 2) < log(rank(px) + 3)

< logrank(px) + %

3
- max(;OX) + 5 .

The assertion then follows directly from Theorem 3.3.6 with pap = pxn
and op = ppB. O
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Chapter 4

Symmetric States

The state of an n-partite quantum system is said to be symmetric or per-
mutation-invariant if it is unchanged under reordering of the subsystems.
Such states have nice properties which are actually very similar to those of
product states.

The chapter is organized as follows: We first review some basic properties
of symmetric subspaces of product spaces (Section 4.1) and show that any
permutation-invariant density operator has a purification in such a space
(Section 4.2). Next, we state our main result on the structure of symmet-
ric states, which generalizes the so-called de Finetti representation theorem
(Section 4.3). Based on this result, we derive expressions for the smooth
min-entropy (Section 4.4) and the measurement statistics (Section 4.5) of
symmetric states.

4.1 Definition and basic properties

4.1.1 Symmetric subspace of H®"

Let H be a Hilbert space and let S,, be the set of permutations on {1, ..., n}.
For any m € §,, we denote by the same letter m the unitary operation on
H®™ which permutes the n subsystems, that is,

T(|01) @ - @10n)) = 0r-1(1) © -+ @ [Or-1(m)) ,
for any |01),...,|0,) € H.

Definition 4.1.1. Let H be a Hilbert space and let n > 0. The symmelric
subspace Sym(HE™) of H®™ is the subspace of H®™ spanned by all vectors
which are invariant under permutations of the subsystems, that is,

Sym(H®") := {|¥) € H®" : 7|¥) = |W¥)} .
Remark 4.1.2. For any n’,n" > 0,
Sym(HE ") C Sym(H®™) @ Sym(H®"") .

99
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Lemma 4.1.3 below provides an alternative characterization of the sym-
metric subspace Sym(H®™).

Lemma 4.1.3. Let H be a Hilbert space and let n > 0. Then

Sym(H®™) = span{|0)®" : |0) € H} .
Proof. For a proof of this statement, we refer to the standard literature on
symmetric functions or representation theory (see, e.g., [WG00]). O
A basis of the symmetric subspace

Let x = (x1,...,2,) be an n-tuple of elements from X. The frequency
distribution Ax of x is the probability distribution on X defined by the
relative number of occurrences of each symbol, that is,

(@) ::%\{i: 2=},

for any 2 € X. In the following, we denote by QY the set of frequency
distributions of n-tuples on X, also called types with denominator n on X.

Moreover, for any type @ € Q, we denote by A9 the corresponding type
class, i.e., the set of all n-tuples x = (21, ..., 2,) with frequency distribution
Ax = Q.

Let {|2)}+cx be an orthonormal basis of H. For any Q € QX we define
the vector |©%) on Sym(H®") by

1

— )
|A7C7?| (zl,m,mn)e/\,?
n!

where, according to Lemma (B.1.2), |AS| = Lo

|@Q> =

[21) @ - @ |2n) (4.1)

The vectors |©9), for Q € QX are mutually orthogonal and normalized.
We will see below (cf. Lemma 4.1.5) that the family {|©69)}geqx is a basis
of Sym(H®™). In particular, if H has dimension d, then dim(Sym(H®")) =
|QX| = (”+Z_1) (cf. Lemma B.1.1).

4.1.2 Symmetric subspace along product states

Let H be a Hilbert space, let |0) € H be fixed, and let 0 < m < n. We
denote by V(H®™, [0)®™) the set of vectors |¥) € H®™ which, after some
reordering of the subsystems, are of the form |9)®™ @ |W), that is,

VHE™10)9™) = {7(|0)°" @ |¥)) : 7 € Sy, [¥) € HO} L (4.2)

We will be interested in the subspace of Sym(H®™) which only consists
of linear combinations of vectors from V(H®™, |0)®™).
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Definition 4.1.4. Let H be a Hilbert space, let |6) € H, and let 0 < m < n.
The symmetric subspace Sym(HE™,|0)™) of HE™ along |0)©™ is

Sym(H", |0)%™) := Sym(H") N span V(H™", [0)°™)
where V(H®", |0)®™) denotes the subset of H®"™ defined by (4.2).

Note that Sym(H®™, |9)®™) C Sym(H®"), where equality holds if m = 0.
In Section 4.4 and 4.5, we shall see that, if r := n — m is small compared
to m, then the states in Sym(H®™, |0)“™) have similar properties as product
states [0)©™.

Lemma 4.1.5. Let H be a Hilbert space with orthonormal basis {|x)}rex,
let |0) = |x) for some & € X, and let 0 < m <mn. Then the family

B:= {169} geor: 0@z m

of vectors |©%) defined by (4.1) is an orthonormal basis of Sym(H®™, |6)©™).

Note that, for m = 0, Lemma 4.1.5 implies that the family {|®Q>}Q€Q£z
is an orthonormal basis of Sym(H®").

Proof. For any Q € QX, the vector |©%) is invariant under permutations of
the subsystems, that is, |©%) € Sym(H®"). Moreover, if Q(z) > 2 then the
sum on the right hand side of (4.1) only runs over n-tuples which contain
at least m symbols 2, that is, each term of the sum is contained in the
set. V(H®",|0)°™) defined by (4.2) and hence |©%) € span V(H®",|0)%™).
This proves that all vectors |©9) € B are contained in Sym(H®",|0)%™).
Moreover, the vectors |©9) are mutually orthogonal and normalized.

It remains to be shown that Sym(H®™,]0)®™) is spanned by the vectors
|©9) € B. Let thus |¥) € Sym(H®",|0)®™) be fixed. Since {|z)}zecx is a

basis of H, there exist coefficients y, for x = (21,...,2,) € X", such that
"Ij> - Z Oéx‘ZE1> QK ® ’wn> .
XEX™

Because |¥) is invariant under permutations of the subsystems, the coeffi-
cients ax can only depend on the frequency distribution Ax. This implies
that there exist coefficients 3g such that

W) = Y Bole9).

QeQy

To conclude the proof, we need to verify that this sum can be restricted
to frequency distributions @ such that Q(z) > ™. Observe that, for any
Q € 9F with Q(z) < Z, the vector |©9) is orthogonal to any vector
in V(H®™ |0)®™) and thus also to any vector in Sym(H®™,]0)®™). The
corresponding coefficient 3o must thus be zero. ]
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Any vector |W) € Sym(H®™, [0)©™) can be written as a linear com-
bination of at most! 27™/") vectors from the set V(H®",[0)®™) defined
by (4.2).

Lemma 4.1.6. Let |¥) € Sym(H®",|0)®™). Then there exists an or-
thonormal family {|V*)}ses of vectors from V(H®™,|0)©™) with cardinality
|S| < 27h0m/n) sych that | W) € span{|¥®)} 5.

Proof. Let {|x)}.ex be an orthonormal basis of H such that |z) = |6). For
any n-tuple x = (21,...,2,) € X", we denote by |x) the vector |x1) @
<+ @ |ap). Because |W) € span V(H®", |0)®™), there exist coefficients [y,
for x € A", such that

W)= Y Bxlx)- (4.3)

X A (2) 270

Let & be the set of all subsets s C {1,...,n} of cardinality |s| = m.

Moreover, for any x = (1,...,2,) € X" with Ax(Z) > 2, let s(x) € S be a
set of m indices from {1,...,n} such that i € s(x) = x; = 2. Finally, for
any s € S, let
%) = Y Bulx) (4.4)
x: 8(x)=s

The sum in (4.3) can then be rewritten as [¥) = > .5 |¥®), that is, [¥) €
span{|¥*)},cs. Moreover, Lemma B.1.3 implies |S| < 27/(7/7),

It remains to be shown that {|V®)}scs is an orthonormal family of vectors
from V(H®" 10)®™). Let thus s € S be fixed and let 7 be a permutation
such that 7(s) = {1,...,m}. Hence, for any x with s(x) = s, the vector 7|x)
has the form |0)®™ @ |[¥), for some |¥) € HE"~™. By the definition (4.4),
the same holds for 7|W*), i.e., | %) € V(H®™,|6)®™). Furthermore, because
for distinct s,s" € S, the sum in (4.4) runs over disjoint sets of n-tuples x,
and because the vectors |x) are mutually orthogonal, the states |U®) are also
mutually orthogonal. The assertion thus follows by normalizing the vectors
|Ws). O

4.2 Symmetric purification

An operator p, on H®" is called permutation-invariant if Tp,xt = p,, for
any permutation 7 € S,. For example, the pure state p, = |¥)(¥|, for
some vector [W¥) of the symmetric subspace of H®", is permutation-invariant.
More generally, any mixture of symmetric pure states is permutation-invar-
iant.

'h denotes the binary Shannon entropy function defined by h(p) = —plog(p) —
(1 = p)log(1 —p).
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The converse, however, is not always true. Consider for example the
fully mixed state ps on H®? where dim(H) = 2. Because this operator can
be written as pp = ¢©2, it is invariant under permutations. However, po
has rank 4, whereas the symmetric subspace of H®? only has dimension 3.
Consequently, ps is not a mixture of symmetric pure states.

Lemma 4.2.2 below establishes another connection between permutation-
invariant operators and symmetric pure states. We show that any permuta-
tion-invariant operator p, on H®" has a purification on the symmetric sub-
space of (H @ H)®"™.

To prove this result, we need a technical lemma which states that a fully
entangled state on two subsystems is unchanged when the same unitary
operation is applied to both subsystems.

Lemma 4.2.1. Let {|z)}zex be an orthonormal family of vectors on a
Hilbert space H and define

W)=Y fa) @)
rEX

where, for any x € X, |x) denotes the complex conjugate of |x) (with respect
to some basis of H),_Let U be a unitary operation on the subspace spanned
by {|x)}rex and let U be its complex conjugate. Then

U eU)¥) =|T) .

Proof. A simple calculation shows that, for any », 2’ € X,

<<$| ®<7I|> (U ®U>|\Ij> =0z -

The assertion follows because, obviously, {|z) ® |2/)}, .ex is a basis of the
subspace of H @ H that contains |¥). O

Lemma 4.2.2. Let p, € P(H®™) be permutation-invariant. Then there
exists a purification of pn on Sym((H @ H)®").

Proof. Let {|x)}zex be an (orthonormal) eigenbasis of p,, and let A be the set
of eigenvalues of p,. For any A € A, let H) be the corresponding eigenspace
of pn, i.e., pp|@) = A@), for any |¢) € H,.

Because p, is invariant under permutations, we have 7fp,m|¢) = A|¢),
for any |¢) € H) and 7 € S,. Applying the unitary operation 7 to both
sides of this equality gives p,7|¢) = Aw|@), that is, w|¢) € Hx. This proves
that the eigenspaces H) of p, are invariant under permutations.

For any |¢) € H®", we denote by |¢) the complex conjugate of |¢) with
respect to some product basis on H®". Moreover, for any eigenvalue \ € A,

let L
W)= > ) o),

TEX)
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where Xy := {x € X' : |x) € H\}, ie., {|2)}zex, is an orthonormal basis of
the eigenspace H,. Finally, we define the vector |¥) € H®™ @ H®" by

=3 VAT

AEA

It is easy to verify that the operator obtained by taking the partial trace of
| W) (W| satisfies

trpen ([UNT) =D Y M)z

ANEA xEX)

i.e., |W)(V| is a purification of p,. It thus remains to be shown that |¥) is
symmetric.

Let m € S, be a fixed permutation. Note that its complex conjugate ™
is equal to m. (Recall that we defined the complex conjugate with respect
to a product basis of H®™.) Moreover, because 7 is unitary on H®" and,
additionally, for any A\ € A, the subspace H, is invariant under =, the
restriction of 7 to H, is unitary as well. Hence, by Lemma 4.2.1,

(rem¥) = (rom)|¥*) = V)
and thus, by linearity,

(rem¥) =Y Vimromn)|¥) => VAT =) .

AEA AEA

Because this holds for any permutation 7 on H®", we conclude |¥) €
Sym((H @ H)®™). O

4.3 De Finetti representation

While any product state p, = ¢®™ on H®" is permutation-invariant, the
converse is not true in general. Nevertheless, as we shall see, the properties of
permutation-invariant states p, are usually very similar to those of product
states.

The quantum de Finetti representation theorem makes this connection
explicit. In its basic version, it states that any density operator p, on H®"
which is infinitely exchangeable, i.e., p, is the partial state of a permutation-
invariant operator p,4x on n + k subsystems, for all k > 0, can be written
as a mixture of product states ™.

In this section, we generalize the quantum de Finetti representation to
the finite case, where p,, is only (n + k)-exchangeable, i.e., p, is the partial
state of a permutation-invariant operator p,4+r on n+k subsystems, for some
fixed k > 0. Theorem 4.3.2 below states that any pure density operator p,
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on H®" which is (n + k)-exchangeable is close to a mixture of states ﬁl?

which have almost product form |0)©™, for |0) € H. More precisely, for any
|0), ﬁlf )is a pure state of the symmetric subspace of H®" along |9)®"~", for
some small » > 0. Because of Lemma 4.2.2, this statement also holds for
mixed states pp.

The proof of Theorem 4.3.2 is based on the following lemma which states
that the uniform mixture of product states (|6)(0])®", for all normalized
vectors |0) € S1(H) := {|0) € H : |||0)]| = 1}, is equal to the fully mixed
state on the symmetric subspace of H™.

Lemma 4.3.1. Let H be a d-dimensional Hilbert space and let n > 0. Then
n ntd—1\—1 .
/ (10)OD"w(16)) = (") - idsymeren)
S1(H)

where w denotes the uniform probability measure on the unit sphere S1(H).

Lemma 4.3.1 can be proven using techniques from representation theory,
in particular, Schur’s Lemma (see, e.g., [WG00]). In the following, however,
we propose an alternative proof.

Proof. Let
S BRI
S1(H)
We first show that T = ¢ - idgyyen) for some constant c.

Because the space Sym(H®") is spanned by vectors of the form |0)©"
(cf. Lemma 4.1.3), it is sufficient to show that, for any |u),|v) € S1(H),

(u|®"T|v)®" = (u|"c - idsym<H®n>|'U>®n . (4.5)
Let thus |u),|v) € Si1(H) be fixed and define o := (ulv) and |w) :=

|v) — afu), ie., (ulw) = 0. Then

(u| " T|)™" = /8 (H)<u|€>“<6|v>”w(|9>)
! (4.6)
/ (ul0)™ ((0lu) + (Olw))"w(|6)) -
S1(H)

Note that, for any m € {0,...,n},

/ (u]@)"(0lu)" ™ (0lw) ™w(|0)) = / [ (wl )12 (] 0)™ (B w) ™ w(|6)) -
Si1(H)

S1(H)

Because, for any fixed value of (u|@), the integral runs over all phases of
(Alw) (recall that |u) and |w) are orthogonal) and because the probability
measure w is invariant under unitary operations, this expression equals zero
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for any m > 0. The integral on the right hand side of (4.6) can thus be
rewritten as

(Wl EPT|0)e = / o (ul6) 2w (10))
S1(H) (4.7)
— (ulo)" / w6} (10)) -
S1(H)

Using again the fact that the probability measure w is invariant under uni-
tary operations, we conclude that the integral on the right hand side cannot
depend on the vector |u), i.e., it is equal to a constant ¢. This implies (4.5)
and thus proves that 7" = ¢ - idgyy(yen)-

To determine the value of ¢,2 observe that

_ @mn _ _
tr(T) = /51<H> tr((10)(OD)°")w(16)) = /SI<H)W(\9>) =1, (48

where the last equality holds because w is a probability measure on S;(H).
On the other hand, we have tr(T) = ¢ - dim(Sym(H®"?)). Hence, ¢! =
dim(Sym(H®™)) = (**9=1), which concludes the proof. O

We are now ready to state and prove a de Finetti style representation
theorem. Note that Theorem 4.3.2 is restricted to pure symmetric states.
The statement for general permutation-invariant states then follows because
any such state has a symmetric purification (see Lemma 4.2.2).

Theorem 4.3.2. Let p,x be a pure density operator on Sym(HS" %) and
let 0 < r < n. Then there exists a measure v on S1(H) and, for each

|0) € S1(H), a pure density operator ﬁlé% on Sym(H®™,10)°"~") such that

KD 1 g
Htrk(/)nJrk) —/ i) y(|9>)H < 9¢™ 20ty Tg dm(H)nk
S1(H) 1

Proof. Because the density operator p,x is pure, we have p, . = [¥)(V|
for some |U) € Sym(HE"t*). For any |0) € Sy(H), let

W19y = /(1) - Gz @ (01°%) - 1)

where d := dim(H). Because Sym(H®"*) is a subspace of Sym(H®") @

Sym(H®*) (see Remark 4.1.2), |W19) is contained in Sym(H®™). Let pl =

2 Alternatively, the constant ¢ can be computed by an explicit evaluation of the integral
on the right hand side of (4.7). Remarkably, this can be used to prove Lemma 4.1.3:
Observe first that, by the arguments given in the proof, ¢! must be equal to the dimension
of the space spanned by the vectors of the form |#)®™. On the other hand, the explicit
computation of ¢ shows that ¢! equals ("t‘f*l), which is the dimension of Sym(H®™).
Because the space spanned by the vectors |0)®™ is a subspace of Sym(H®™), it follows
that these spaces are equal.
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| Wl (W19} let, P19) be the projector onto the subspace Sym(H®™, [9)27—7),
and define
510 . 1 plo) 10) plo)
Pn’ = (|9>)P Pn' PV

where p(|0)) = tr(P|9>p|,§9>P|9>), ie., ﬁl? is normalized and, because plé% has
rank one, it is also pure. Finally, let v be the measure defined by v := p - w,
where w is the uniform probability measure on S;(H). It then suffices to
show that

k(r+1)
3= erntonn = [ POAIPO (o)) <2 B 0g)
S1(H)

|6)

By the definition of pn’, we have

Pl = (WO W] = (M) -t (15 © (10)0DF - [w)(w]) ,  (4.10)

and thus, by Lemma 4.3.1,

/ w(e) = (1Y) - / trg (id3" @ (10) (0D - W) (W]) w(]6))
81(7‘[) Sl('H)
= try (id5)" @ idgym(pgeny - V) (P]) .

Since Sym(H®"*¥) is a subspace of H®" @ Sym(H®¥), the vector |¥) is
contained in H®" @Sym(H®*). The operation id%”@idsymm@k) in the above
expression thus leaves |W)(¥| unchanged. Because tri(|¥)(V|) = tre(pnik),
we conclude

[ A200) ~ atpar) (4.1)
S1(H)

Using this representation of trg(p, %) and the triangle inequality, the
distance ¢ defined by (4.9) can be bounded by

5 < / o1 — P19 pI0) PIOY | wo((0))
S1(H)

Because the operators P1) are projectors, we can apply Lemma A.2.8 to

bound the distance between p',f ) and P9 plf )

532/ V)i () — (P94 w(0)) -

To bound the integral on the right hand side, we use the Cauchy-Schwartz in-
equality for the scalar product defined by (f|g) : fSl £19))g(10)) w(|0)),

ie.,
(ol el
5 < 2\//81(7-[)t (pre )w(|0>)\//81<m(t (02) = te (P k")) w(|6)) .

P19) which gives
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Because of (4.11), the first integral on the right hand side equals tr(p,ix) =
1, that is,

5< 2\/ / (tr(oh) — tr(P) pl)) w(]6)) . (4.12)
Si1(H)

Let PI) be the projector orthogonal to PI?. i.e., P19 = idgyy,peny — PIO).
With (4.10), the term in the integral can be rewritten as

tr(pl?) — (P19 plf) = 12 (P pl9)
= ("N (P19 @ (10)(0)F - ) (w]) .

Let |#) € H be fixed and let {|x)},cx be an orthonormal basis of H
with |2) = |0), for some z € X. Moreover, for all frequency distributions
Q< QY and Q € foM, let |®f;2> and |é§+k> be the vectors in Sym(H®")
and Sym(HE"tF), respectively, defined by (4.1).

According to Lemma 4.1.5, the family of vectors \@,‘;?>, forall Q € QY is
an orthonormal basis of Sym(H®"). Moreover, the subfamily where Q(z) >
n=r g a basis of Sym(H®",[0)®""). Consequently, the projector P} on
the space orthogonal to Sym(H®™,|0)©"~") can be written as

PO = 3" jeg)ed .
Q:Qm)< ™"

(4.13)

Identity (4.13) then reads

(ol — (PO0) = (4 S [(@%1e @) 1w @)
Q: Q)< -

Because the family of vectors |@§+k>, for @ € QY ., is a basis of the
symmetric subspace Sym(H®"t*) (see again Lemma 4.1.5) there exist coef-
ficients vy such that

Q

where the sum runs over all Q € fo%.

It is easy to verify that, for any Q@ € QF and Q € ij k> the scalar
product ((6F] @ (4|®*) - |@§+k> equals zero unless

nQx) +k ifx==

. (4.16)
n@Q(x) otherwise

(n+ B)Qx) = {

holds for all z € X, in which case

(021 ® (0°F) - 162,,) =

] nl(nQ(@) + k)!
- \/ n BmeE) - 7
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Let Q € QF with Q) < 2= and let Q € foij such that (4.16) holds.
Then, from (4.15) and (4.17),

nl(nQ(z) + k)!
(n + k) (nQ(x))
where Dy, 1, = Wi_r_l)[ Note that Q(z) < =~ implies Q(z) <

n+k)l(n—r—1)1"
ntier . Consequently, from (4.14),

() —te (P < N Dge Y gl < (YD
Q: Q(z) <"

2
(e 01 - 10| = Jag < lagl D

where the last inequality follows from the fact that >4 |agl* = [[|9)]* =

tr(pnyr) = 1. The term Dy, i, can be bounded by

n—r)n—r+1)---(n+k—r—1)
n+1)(n+2)---(n+k)

< (nJrk—r—l)k
- n+k
(4 r+1 k

B n+k/)

Defining 3 := :Lj“rk and using the fact that, for any 8 € [0,1], (1—3)"/# < e~ !,
we find

Dn,k,r -

Bk
Dagr < (1= B = (1= 9)M7) " < e

Finally, because for any k > 2 (note that, for k < 2, the assertion is trivial)

(Hg_l) < k%, we have

tw(pl?) — (P 0y < ke e

Inserting this into (4.12), the bound (4.9) follows because w(|#)) is a prob-
ability measure on S;(H). O

If the symmetric state p,r on Sym(H®"t¥) has some additional struc-
ture then the set of states that contribute to the mixture in the expression of
Theorem 4.3.2 can be restricted. Remark 4.3.3 below treats the case where
the subspaces H = Ha ® Hp are bipartite systems and where the partial

state on H%”J“k has product form.

Remark 4.3.3. Let H := H4 ® Hp be a bipartite Hilbert space, let
pan+kpgnek be a pure density operator on Sym(H®™) such that pynir =
0%”““ ,let 0 < r <n, and let v be the measure defined by Theorem 4.3.2.
Then, for any § > 0, the set

19 :=1{10) € Si(H) : ||trp(|0){0]) — aalr > 8}

has at most weight v(I'%) < e~ 1k6*+dim(H) Ink,
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Proof. Let |W) € Sym(HE™"%) and pl” € P(Sym(HE™)) as defined in the
proof of Theorem 4.3.2. It then suffices to show that

/wtf@l%w(w» < sk rdink (4.18)

where w is the uniform probability measure on the unit sphere S;(H) and
d:=dim(H).
Let |0) € T'Y be fixed, i.e., |trg(|0){0]) — g4l/1 > 6. Then, by (4.10),
tr(pl))) = (1) ey @ (|9><9|)®k e ()
= (N (0 OD - parpr)

(
where parpr = trp(pantepgnir) = trp(|U)(¥|). Since the fidelity cannot
decrease when taking the partial trace (cf. Lemma A.1.5) we get

(10O parpe) = F (paepr, (10)(O)°*)°
< F(par, trp(|0)(6) %)

F oSk trp(]0)( ¢9|)®’<)

F(oa,trp(0)(0])*

Because, by Lemma A.2.4,

F(JA,trB(|0><9|)) <1-— —H(TA —trp(|0)(0)) Hl
we conclude

2
(o) < (1) - (1= 0)F < kRO < itk

where we have used In(1 — a) < —a, for a € [0,1]. Inequality (4.18) then
follows because w is a probability measure. |

4.4 Smooth min-entropy of symmetric states

Let |0) € H, let £ be a quantum operation from H to Hx ® Hp, and define
pxnpn = EC(|W)(W|), for |W) := |0)®™. Obviously, pxnpr has product
form, i.e., pxnpn = o5y, where oxp = £(|0)(0]). Hence, as demonstrated
in Section 3.3 (Corollary 3.3.7), the smooth min-entropy of such a product
state can be expressed in terms of the von Neumann entropy, that is,

1
EHmin(pX"B”|Bn) % H(oxp)— H(op) . (4.19)

Theorem 4.4.1 below states that this still holds if the product state |¥) :=
|6)™ is replaced by a state in the symmetric subspace of H®™ along |0)®™~",
for some r < n.
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Theorem 4.4.1. Let 0 <1 < In, let |0) € H and |¥) € Sym(H®", |9)“"")
be normalized, and let £ be a trace-preserving CPM from H to Hx ® Hp
which is classical on Hx. Define pxnpgn = E"(|U)(¥]) and oxp =
E(16)(0]). Then, for any = > 0,

1
ﬁHrilin(pX”B"|Bn) > H(oxp) — H(op) -0,

where § := (2 Hmax(px) + 4)\/21%@/5> + h(r/n).

Proof. According to Lemma 4.1.6, there exists a family {|¥*®)};es of or-
thonormal vectors from V(H®",[0)"~") of size |S| < 27"/ such that

W) =) ) (4.20)

SES

where 7, are coefficients with > ¢ [7s]? = 1.

Let { By }wew be the family of operators from H to Hx @ Hp defined by
the CPM &, ie., E(0) = > pew EwaEi,, for any operator ¢ on H. Moreover,
let Hw be a Hilbert space with orthonormal basis {|w)},ew and let U be
the operator from H to Hx ® Hp @ Hw defined by

Ui=> Ey®luw).

weW

Because £ is trace-preserving, i.e., >, ELE, = idy, we have UTU = idy,
that is, U is unitary. Furthermore, for any operator ¢ on H,

try (UoUT) = E(0) . (4.21)
Let |®) := U®™|W¥) and, similarly, for any s € S, let |®%) := U®™|¥*).
Then, using (4.20),
|B) = Y l@%) .

sES

Because U is unitary and the vectors |¥®) are orthonormal, the vectors |®%)
are orthonormal as well. Moreover, using (4.21),

pxn g = EX([U)N(W]) = trywn (U W) (W[(UT) ") = tryn (|©)(D]) -

Let fnpn = trwn(|®*)(®*|) and define the operator pxnpgrs on HY" @
H%n ® Hs by
pxnpns i= Y |Ysl*Fnpn @ [8)(s]
SES
where Hg is a Hilbert space with orthonormal basis {|s)}ses. Lemma 3.2.11
then allows us to express the smooth min-entropy of px=»pr in terms of the
smooth min-entropy of pxnprng. Moreover, by Lemma 3.2.8, the smooth
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min-entropy of pxn»png is lower bounded by the min-entropy of the operators
Pnpgn, that is,

Hiin(pxrpr|ppr) = Hon(px»prs|pprs) — Hmax(ps)

= min Hiin (P | ) — Hinax(Ps)

where £ = %. Using the fact that |S| < 27*("/?) we find

Hin(px7 2| ppn) 2 min Hin (D e | P ) — nih(r/n) (4.22)
and
log(1/8) <log(2/¢) +log6 + nh(r/n) . (4.23)

Let us now compute the min-entropies of the operators p5npgn, for s €
S. Since |¥¥) € V(H®™,[0)®"~"), the vector |¥*), after some appropriate
reordering of the subsystems, has the form |¥5) = [0)2"=" @ |¥5), for some
|W5) € HO". Hence, the same holds for the vector |®%), i.e.,

[©%) = UP" W) = (U) " @ U
Consequently, from (4.21) and the definition of oxp,

Penpn = (trw (U10)(O1U) "™ @ trwer (U7 [0°) (09 (UT) ")
=o\E " ©pxrpr
where p%rpgr = EOT(|WS)(F5]). Because & is classical on Hx, pxrpr is
also classical on H?}T. Using the superadditivity of the smooth min-entropy
(Lemma 3.2.6) and the fact that the min-entropy of a classical subsystem
cannot be negative (Lemma 3.1.9) we find

Hiaa Pl ) 2 P 57 o) + Hon cesrlpmr)
= Hn (0X5 " |05") - |

Furthermore, because oxp is classical on Hx, we can use Corollary 3.3.7
to bound the smooth min-entropy of the product state in terms of the von
Neumann entropy,

Hf;in (0?}%_7“‘0%"_7") >(n—r) (H(JXB) — H(op) — 5')

> n(H((TXB) - H(UB)) — rHmax(px) — (n — r)él

with &' := (2Hmax(px) +3) %. Together with (4.22) and (4.24) we
conclude

1 B n—r
Eanin(pX"B"wB") > H(oxp)—H(op)—h(r/n)—r/nHmax(px)—

8
(4.25)
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Moreover, from (4.23),

V=78 < (2Hmax(px) + 3)/log(2/¢) + nh(r/n) +log6 + 1,

and hence, using the fact that ¢ < /¢, for any ¢ <1,

n—r

< [T < ) +3) By

Finally, because 2 < h(r/n) and h(r/n) < \/h(r/n), we find

n—r

h(r/n) + HmaX(/)X) + -
5 2log(2/¢) + 4
< <§Hmax(pX) +4) \/% + h(r/n) .
Inserting this into (4.25) concludes the proof. O
4.5 Statistics of symmetric states
Let z1,...,2, be the outcomes of n independent measurements of a state
|#) € H with respect to a POVM M = {M,},cz. The law of large numbers
tells us that, for large n, the statistics A\, of the n-tuple z = (z1,...,2,) is

close to the probability distribution Pz defined by Pz(z) := tr(M,|0)(d|),
for z € Z. Theorem 4.5.2 below states that the same is true if the n-tuple
z is the outcome of a product measurement M®™ applied to a state |W) of
the symmetric subspace of H®" along |0)®"~", for some small r < n.

For the proof of this result, we need the following technical lemma.

Lemma 4.5.1. Let [¢) = > cx V") and let p € P(H). Then

Wlplw) < 1XYW |ply™)

zEX

Proof. Let p = 7,y pyly)(y| be a spectral decomposition of p. For any
yel,

Kl = > i) P < O Twlen))? < 121 1wl

zeEX zeX rEX

where we have used the Cauchy-Schwartz inequality in the last step. Con-
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sequently,

Wlole) = pullyl)l®

yeY

<10 pllyly)?

yeEY X

=121 pT Iy yly")

rEX yeY

=X Y@ lply®) - O

reX
Theorem 4.5.2. Let 0 < r < in, let |0) € H and |¥) € Sym(H®", |6)"~")
be normalized, let M = {M,},ez be a POVM on H, and let Pz be the

probability distribution of the outcomes of the measurement M applied to
|0)(0|. Then

log(1 Z
I%H&—fmh>2¢3§l9+h@ﬁw+Liba9+n <e,
Z n n 2
where the probability is taken over the outcomes z = (z1,...,2n) of the

product measurement M®™ applied to |W)(¥|.

Proof. According to Lemma 4.1.6, the vector | W) can be written as a super-
position of orthonormal vectors [W) € V(H®" |9)®"~"), that is,

W) =y ) (4.26)

SES

where S is a set of size |S| < 2"%) and where v, are coefficients such that
> oses |ys? = 1.

Let now s € S be fixed. Because |¥*) € V(H®",|0)®"~"), there exists
a permutation 7 which maps |¥®) to a vector which, on the first n — r
subsystems, has the form [0)®"~". We can thus assume without loss of
generality that |¥#) = [0)®"" @ |¥), for some |¥) € HE".

Let z = (21,...,2,) be the outcome of the measurement M®" applied to
| W) (¥ and define z’ := (21, ..., 2p—) and 2"’ := (Zp—py1,. .., 2n). Clearly,
z’ is distributed according to the product distribution P~". Hence, with
high probability, z’ is a typical sequence, that is, by Corollary B.3.3,

Z[logn —7 1+ 1
PZ)}"[H)\Z/ — Pyl > \/2(1n2)(6+| | Ogé”_ r” ))} <9=(=n8 (497)

for any § > 0. Moreover, because A, = “—*

triangle inequality which gives

Ay + Ay, we can apply the

n

%0 = Pl < P W = Pl 5l = Py < = Pl

n
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Using this inequality and the assumption r < %n, (4.27) implies that

£3

n

Prolewy <277 (4.28)

where we write z «+ |U®) to indicate that z is distributed according to the
outcomes of the measurement applied to |¥*) and where Wj is the subset
of Z™ defined by

2|12
Wi :i={z€2": |\ — Pzlr > \/2(1n2)(5+%10g(g+1)) +%} .

Let My := M, @ ---® M,,, for z = (21,...,2,) € 2", be the linear

operators defined by the POVM M®". Then, using Lemma 4.5.1, (4.26),
and (4.28) we get

Pr [z e Ws| = > (U[M,|V)
z—|) 2EWs

< SIS P (W M )

zEW; SES

=18I1> hsl* Pr [ze W
SES z—| )

< 2nh(r/n)2—%5

_ g-n(§=h(r/n))

Hence, with ¢ := 2log(l/e) 4 2h(r/n),

n

log(1/¢) |Z] n r

Pri||A, — P \/4127h —log(=+1 —| <e.
x| = Pzl > (/40 2) (FEL2 4 h(r/m) + Hog(S 4+ 1) + -] <
The assertion then follows from the fact that /c + = < (/¢ + %’, for any

¢ >0 with ¢+ 2 <1, and from 2 < h(r/n). O
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Chapter 5

Privacy Amplification

A fundamental problem in cryptography is to distill a secret key from only
partially secret data, on which an adversary might have information encoded
into the state of a quantum system. In this chapter, we propose a general
solution to this problem, which is called privacy amplification: We show that
the key computed as the output of a hash function (chosen at random from
a two-universal! family of functions) is secure under the sole condition that
its length is smaller than the adversary’s uncertainty on the input, measured
in terms of (smooth) min-entropy.

We start with the derivation of various technical results (Sections 5.1
5.4). These are used for the proof of the main statement, which is first
formulated in terms of min-entropy (Section 5.5) and then generalized to
smooth min-entropy (Section 5.6).

5.1 Bounding the norm of hermitian operators

In this section, we derive an upper bound on the trace norm for hermitian
operators (Lemma 5.1.3). The bound only involves matrix multiplications,
which makes it easy to evaluate.

Lemma 5.1.1. Let S and T be hermitian operators on H. Then
tr(ST) < /tr(S)tr(712) .

Proof. Let S = 37 oy Byly)(y| and T = > = 7:[2)(z| be spectral decom-
positions of S and T, respectively. With the definition a, , = |(y|2)|?, we
have

(ST) =Y Byvte(lydyl - [2)(=1) = Y Byvaay,s -

y?Z

1See Section 5.4 for a definition.

7
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On the other hand, tr(S?) = >y B2 and tr(T?) =3, ~2. It thus suffices to

show that
Z@WWSVQJ@Q)@- (5.1)
Y,z Y z

It is easy to verify that (ay.)yey ez is a bistochastic matrix. Hence,
according to Birkhoff’s theorem (cf. Theorem B.2.2) there exist nonnegative
coeflicients p, parameterized by the bijections 7 from Z to ) such that
>onbx=1land, forany y € Y, 2 € Z, ay. = >, Hx0y r(z).- We thus have

Z Byz0y,z = Z P Z By V20y,x(2) - (5.2)
Y,z m Y,z

Furthermore, by the Cauchy-Schwartz inequality, for any fixed bijec-

tion ,
S B < \/ (20> 2) .

This can be rewritten as
S By abynie) < \/ (5 (> ) .
Y,z Yy z

Inserting this into (5.2) implies (5.1) and thus concludes the proof. O

Lemma 5.1.2. Let S be a hermitian operator on H and let ¢ be a nonneg-
ative operator on H. Then

trlv/oSva| < /tr(S?)tr(o?) .

Proof. Let {|v)}vey be an eigenbasis of \/o.S\/o and let S ="y axl2)(z|
be a spectral decomposition of S. Then

trlVosval =) [(wlVosyalv)l
= i\zwwwww
< iimuvwmmmw
i&ﬁﬂﬁm

= tr(v/o|S]vo) .
Furthermore, by Lemma 5.1.1,
tr(v/a]S|va) = tr(|S]o) < V/tr([SPP)tr(a?) = v/tr(S?)tr(a?)

which concludes the proof. 1
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Lemma 5.1.3. Let S be a hermitian operator on H and let ¢ be a nonneg-
ative operator on H. Then

I1SII < \/tr(U)tr(Sa—1/250—1/2) ‘

Proof. The assertion follows directly from Lemma 5.1.2 with 7 := Vo and
S :=571/286"Y2 that is, ¢ = 6% and S = \/75/3G. O

5.2 Distance from uniform

According to the discussion on universal security in Section 2.2.2, the se-
curity of a key is defined with respect to its Li-distance from a perfect
key which is uniformly distributed and independent of the adversary’s state
(see (2.6)). This motivates the following definition.

Definition 5.2.1. Let pap € P(H4 @ Hp). Then the Li-distance from
uniform of pap given B is

d(pap|B) = ||pas — pv @ psl|, ,
where py = mm‘l 4 is the fully mixed state on H 4.

For an operator pxyz defined by a classical probability distribution Pxz,
d(pxz|Z) is the expectation (over z chosen according to Pz) of the Li-
distance between the conditional distribution Px|z—, and the uniform dis-
tribution. This property is generalized by the following lemma.

Lemma 5.2.2. Let papz be classical with respect to an orthonormal ba-
sis {|2)}zez of Hz and let p5p, for z € Z, be the corresponding (non-
normalized) conditional operators. Then

d(papz|BZ) = d(pip|B) .
z€EZ

Proof. Let py be the fully mixed state on H4. Then, by Lemma A.2.2,

d(paBz|BZ) = ||paBz — pu @ pBzI)h

=Y e — pv @ pilh
z€EZ

=Y dlpaplB) -

z€X
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To derive our result on the security of privacy amplification, it is con-
venient to consider an alternative measure for the distance from uniform.
Let pap € P(Hap) and op € P(Hp). The (conditional) La-distance from
uniform of pap relative to op is defined by

da(paBlop) = U"(((PAB —pu @ pp)(ida @ 031/2)> ) ’

where py is the fully mixed state on H 4. Note that da(pap|lop) can equiv-
alently be written as

da(paplon) = tr(((ida @ 05 pan — pu @ pp)(ida & 05)%) | (5:3)

which proves that da(pap|op) cannot be negative.
The Ls-distance from uniform can be used to bound the Li-distance
from uniform.

Lemma 5.2.3. Let pap € P(Has @ Hp). Then, for any op € P(Hp),

d(paB|B) < \/dim(Ha)tr(op)da(paslos) -

Proof. The assertion follows directly from Lemma 5.1.3 with S := pap —
pu ® pp and ¢ :=idyg ® op, where py is the fully mixed state on Hy. 0O

The following lemma provides an expression for the Ls-distance from
uniform for the case where the first subsystem is classical.

Lemma 5.2.4. Let pxp € P(Hx @ Hp) be classical with respect to an
orthonormal basis {|x)}zex of Hx, let pf, for x € X, be the corresponding
(non-normalized) conditional operators, and let o € P(Hp). Then

1
ttpcstrn) = S s ) ~ (o7 o )

Proof. Let py be the fully mixed state on Hx. Because pxp is classical on
Hx, we have

pxB—pu @ pp =Y |2)(@| @ (pf — =pB)
x

1
|X]
and thus

(idx ® o5 (pxn — pv @ pp)(idx ® o5

1/4 5 —1/4 1 i —1/4
=Y lnal @ (o5 ooy - |X|JB/p sop")
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Hence, since {|x)}rex is an orthonormal basis,
r(((idx © 05" pxs — pu © pp)idx @ 05"/))
_ %:tr<(0;/4p%0;/4 _ %0;/%30;/4)2)

_ _ 1 _ _
=S tr((05" oo )?) - mtr«o;/“pgo;/“)?) ,

where the second equality holds because ), p; = pp. The assertion then
follows from (5.3). O

5.3 Collision entropy

Definition 5.3.1 below can be seen as a generalization of the well-known
classical (conditional) collision entropy to quantum states.

Definition 5.3.1. Let pap € P(H4s @ Hp) and o € P(Hp). Then the
collision entropy of pap relative to op is

1 . -
Ho(paglop) = —log m‘ﬂ"((ﬂAE(ldA 207/)?)

Remark 5.3.2. It follows immediately from Lemma B.5.3 that

Huin(paglop) < Ha(paglop) -

Remark 5.3.3. If pxp € P(Hx @ Hp) is classical with respect to an or-
thonormal basis {|x)},ex of Hx such that the (non-normalized) conditional
operators p% on Hp, for x € X, are orthogonal then

1

o—Ha(pxBlop) _ e (o= e =2y
tr(pXB)zw: (o " po ™))

5.4 Two-universal hashing

Definition 5.4.1. Let F be a family of functions from X to Z and let Pp be
a probability distribution on F. The pair (F, Pr) is called two-universal if
Pry[f(x) = f(2)] < |—é|, for any distinct 2,2’ € X and f chosen at random
from F according to the distribution Pp.

In accordance with the standard literature on two-universal hashing,
we will, for simplicity, assume that Pp is the uniform distribution on F.
In particular, the family F is said to be two-universal it (F, Pr), for Pp
uniform, is two-universal. It is, however, easy to see that all statements
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proven below also hold with respect to the general definition where Pp is
arbitrary.

We will use the following lemma on the existence of two-universal func-
tion families.

Lemma 5.4.2. Let 0 < ¢ < n. Then there exists a two-universal family of
hash functions from {0,1}" to {0,1}%.

Proof. For the proof of this statement we refer to [CW79] or [WC81]|, where
explicit constructions of hash function families are given. O

Consider an operator px p which is classical with respect to an orthonor-
mal basis {|)}.ex of Hx and assume that f is a function from X to Z.
The density operator describing the classical function output together with
the quantum system Hp is then given by

PF(X)B = Z |z)(z| @ pp  for p = Z PB ; (5.4)
2EZ x€ef—1

where {|2)}.ez is an orthonormal basis of Hz.

Assume now that the function f is randomly chosen from a family of
functions F according to a probability distribution Pr. The function output
f(x), the state of the quantum system, and the choice of the function f is
then described by the operator

X)BF ‘= Z Pr(f)psxys @ 1) {/f] (5.5)

fer

on Hy @ Hp ® Hp, where Hp is a Hilbert space with orthonormal basis

{15)}rer.

The following lemma provides an upper bound on the expected Lo-
distance from uniform of a key computed by two-universal hashing.

Lemma 5.4.3. Let pxp € P(Hx @ Hp) be classical on Hx, let op €
P(Hp), and let F be a two-universal family of hash functions from X to Z.
Then

[d2(Pf B|(TB) Str(pXB)Q—Hz(PXB|¢7B)7
for prixyp € P(Hz @Hp) defined by (5.4) and f chosen uniformly from F.

Proof. Since pyx)p is classical on Hz, we have, according to Lemma 5.2.4,

_ 1 ~
da(pyx)Blos) = Ztr 1/4PB 31/4) ) — Etr«(ﬁgl/ p3031/4) )

(5.6)
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where p%, for z € Z, are the conditional operators defined by (5.4). The
first term on the right hand side of (5.6) can be rewritten as

Ztr 031/40']23 31/4))

S IED IR (Gl L (Gl L)

z zefl(z)
2 ef~1(z)

14 5 —1/4y, —1/4 o/ —1/4
*Zéf rantr(( JB/p op /)(UB/pBaB/)).
Similarly, for the second term of (5.6) we find

1 N -
Etr((O'B 1/4 PB O'Bl/4 thr O_B1/4p O_B1/4)(O_Bl/4pr0_ 1/4)> .

Hence,

E[da(psx)5los)

1 14 g
fZIE 8 p(ey fat) — |Z|] tr<(031/403031/4)(031/4,03031/4)). (5.7)

x,x!

Because f is chosen at random from a two-universal family of hash functions
from X to Z, we have, for any x # 2/,

1 1
) N ——| =Pr[f(x) = f(2")] - = <0,
B[35(o),s0) = 7] = PHlI@) = f@)] = 71 <
Since the trace tr(cc’) of two nonnegative operators o, ¢’ € P(H) cannot be
negative (cf. Lemma B.5.2) the trace on the right hand side of (5.7) cannot
be negative, for any x,2’ € X. Consequently, when omitting all terms with
x # o', the sum can only get larger, that is,

E[da(pscoplon)] < 3 (o5 oho!")?) -

The assertion then follows from Remark 5.3.3. O

5.5 Security of privacy amplification

We are now ready to state our main result on privacy amplification in the
context of quantum adversaries. Let X be a string and assume that an
adversary controls a quantum system Hp whose state is correlated with X.
Theorem 5.5.1 provides a bound on the security of a key f(X) computed
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from X by two-universal hashing. The bound only depends on the un-
certainty of the adversary on X, measured in terms of collision entropy,
min-entropy (cf. Corollary 5.5.2), or smooth min-entropy (Corollary 5.6.1),
where the latter is (nearly) optimal (see Section 5.6).

Theorem 5.5.1. Let pxp € P(Hx @ Hp) be classical with respect to an
orthonormal basis {|x)}zex of Hx, let op € P(Hp), and let F be a two-
universal family of hash function from X to {0,1}*. Then

dprix)rBF) < Vitloxs) - t(og) - 23 Hloxslon =0
for ppcxypr € P(Hz @ Hp @ HF) defined by (5.5).

Proof. We use Lemma 5.2.2 to write the Lj-distance from uniform as an
expectation value,

d(ppoxypp|BF) =Y Pe(f) - d(psx)s|B) = ]}%[d(Pf(X)B|B)] :
feF

With Lemma 5.2.3, the term in the expectation can be bounded in terms of
the Lo-distance from uniform, that is, for any o € P(Hp),

d(ppx)pr|BEF) < 2“1"(03)1]@[ d2(pyx)BloB)]

< \/25 tr(aB)\/I]@ [da(psxyBloB)]

where we have used Jensen’s inequality. Finally, we apply Lemma 5.4.3 to
bound the La-distance from uniform in terms of the collision entropy, which
gives

d(pr(x)pr|BF) < \/25 tl"(O'B)\/tr(pXB)Q_HQ(PXB|UB) , O

Corollary 5.5.2. Let pxp € P(Hx @ Hp) be classical with respect to an
orthonormal basis {|x)}zex of Hx and let F be a two-universal family of
hash functions from X to {0,1}. Then

d(ppx)Br|BF) < \/tr(pxB) - 93 (Hmin(px B|B)—0) :
for ppcxypr € P(Hz @ Hp @ Hp) defined by (5.5).

Proof. The assertion follows directly from Theorem 5.5.1 and Remark 5.3.2.
O
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5.6 Characterization using smooth min-entropy

The characterization of privacy amplification in terms of the collision en-
tropy or min-entropy is not optimal.? Because of Remark 5.3.2, the same
problem arises if we replace the collision entropy by the min-entropy (as in
Corollary 5.5.2). However, as we shall see, the statement of Theorem 5.5.1
still holds if the uncertainty is measured in terms of smooth min-entropy.
That is, the key generated from X by two-universal hashing is secure if its
length is slightly smaller than roughly H: . (pxp|B), where pxp is the joint
state of the initial string X and the adversary’s knowledge. This is essen-
tially optimal, i.e., H;; (pxp|B) is also an upper bound on the maximum
number of key bits that can be generated from X .3

Corollary 5.6.1. Let pxp € P(Hx @ Hp) be a densily operator which is
classical with respect to an orthonormal basis {|x)}rex of Hx, let F be a
two-universal family of hash functions from X to {0,1}¢, and let = > 0.

Then )
d(PF(X)BFIBF) < 9¢ 4 2~ 2(Hoin(pxn]B)=0) ’

for ppixyBr € P(Hz @ Hp @ HF) defined by (5.5).

Proof. Consider an arbitrary operator pxp € B*(pxg) and let pp(x)pr €
P(Hz @Hp @Hr) be the corresponding operator defined by (5.5). Because
the Li-distance cannot increase when applying a trace-preserving quantum
operation (cf. Lemma A.2.1), we have pp(x)pr € B*(pp(x)pr). Hence, by
the triangle inequality,

dprz)rIBF) = ||proxysr — pu @ par||,
< HPF(X)BF - ﬁF(X)BF”l + HﬁF(X)BF —pUu @ ﬁBFHl + ||ﬁBF - PBFH1
< 2¢+ ||preyBr — U @ pBrF||, = 26 + d(pp(2)BFIBF) |
where pyr is the fully mixed state on Hz. Corollary 5.5.2, applied to pxp,

gives )
d(pp(x)pr|BF) < 22 +/tr(pxp) - 272 e @xBIB)=0

Because this holds for any pxp € B*(pxp), the assertion follows by the
definition of smooth min-entropy. O

2This also holds for the classical result, as observed in [BBCM95]. In fact, depending
on the probability distribution Px of the initial string X, it might be possible to extract
a key whose length exceeds the collision entropy of Px.

3To see this, let F' be an arbitrary hash function. It follows from Lemma 3.1.9 that the
smooth min-entropy cannot increase when applying a function on X, i.e., Hy;, (pxp|B) >
Hiin(prixypr|BE). Moreover, it is easy to verify that the smooth min-entropy of a secret
key given the adversary’s information is roughly equal to its length. Hence, if F(X) is a
secret key of length £, we have H:;, (pr(x)pr|BF) > £. Combining this with the above
gives Hiy(pxs|B) = (.
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Chapter 6

Security of QKD

In this chapter, we use the techniques developed in Chapters 3—-5 to prove
the security of QKD.! (The reader is referred to Section 1.6 for a high-level
description of the material presented in the following, including a sketch
of the security proof.) Typically, a QKD protocol is built from several
subprotocols, e.g., for parameter estimation, information reconciliation, or
privacy amplification. We first describe and analyze these subprotocols (Sec-
tions 6.2—6.4) and then put the parts together to get a general security cri-
terion for quantum key distillation (Section 6.5), which directly implies the
security of quantum key distribution (QKD) (Section 6.6).

6.1 Preliminaries

6.1.1 Two-party protocols

A protocol P between two parties, Alice and Bob, is specified by a sequence
of operations, called (protocol) steps, to be performed by each of the parties.
In the first protocol step, Alice and Bob might take (classical or quantum)
inputs A and B, respectively (e.g., some correlated data). In each of the
following steps, Alice and Bob either perform local computations or ex-
change messages (using a classical or a quantum communication channel).
Finally, in the last protocol step, Alice and Bob generate outputs A’ and B,
respectively (e.g., a pair of secret keys).

We will mostly (except for Section 6.6) be concerned with the analysis
of protocols P that only use communication over a classical and authentic
channel. In this case, Alice and Bob’s outputs as well as the transcript of the
communication do not depend on the attack of a potential adversary. Let
pap and papro be the density operators describing Alice and Bob’s inputs
A and B as well as their outputs A’ and B’ together with the communication

'As discussed in Chapter 1, we actually consider quantum key distillation, which is
somewhat more general than quantum key distribution (QKD).

87
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transcript C, respectively. The mapping that brings pap to papro, in the
following denoted by €% 5 o 4p, is then uniquely defined by the protocol
P. Moreover, because it must be physically realizable, £%, p/ 4 p 15 a CPM
(see Section 2.1.1).

To analyze the security of a protocol P, we need to include Eve’s infor-
mation in our description. Let papgr be the state of Alice and Bob’s inputs
as well as Eve’s initial information. Similarly, let pa p g be the state of
Alice and Bob’s outputs together with Eve’s information after the protocol
execution. As Eve might get a transcript C' of the messages sent over the
clagsical channel, the CPM that maps papr to pap g is given by

P P :
Expr—apr = Eypooap@idy ,

where Hg := He @ Hg.

6.1.2 Robustness of protocols

Depending on its input, a protocol might be unable to produce the desired
output. For example, if a key distillation protocol starts with uncorrelated
randomness, it cannot generate a pair of secret keys. In this case, the best
we can hope for is that the protocol recognizes this situation and aborts?
(instead of generating an insecure result).

Clearly, one is interested in designing protocols that are successful on
certain inputs. This requirement is captured by the notion of robustness.

Definition 6.1.1. Let P be a two-party protocol and let pap € P(H4 @
Hp). We say that P is e-robust on pap if, for inputs defined by pap, the
probability that the protocol aborts is at most <.

Mathematically, we represent the state that describes the situation after
an abortion of the protocol as a zero operator. The CPM & p 45 (as
defined in Section 6.1.1) is then a projection onto the space that represents
the outputs of successful protocol executions (i.e., where it did not abort).
The probability that the protocol is successful when starting with an initial
state pap is thus equal to the trace tr(pa pg) of the operator paypp =
gE/B/C&—AB(pAB)‘ In particular, if P is e-robust on a density operator pap
then tr(pA/B/E) >1—c.

6.1.3 Security definition for key distillation

A (quantum) key distillation protocol KD is a two-party protocol with clas-
sical communication where Alice and Bob take inputs from H4 and Hp,
respectively, and either output classical keys s4,sp € S, where § is called
the key space of KD, or abort the protocol.

2Technically, the protocol might output a certain predefined symbol which indicates
that it is unable to accomplish the task.
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Definition 6.1.2. Let KD be a key distillation protocol and let papgr €
P(Ha @ Hp @ Hg). We say that KD is e-secure on papg if ps spr =
SSKESBE’HABE(pABE) SatiSﬁeS

1
§HPSASBE’ —puu Qpprl|; L€,
where pyy =3 s ﬁ|s)(s|®|s>(s|, for some family {|s) }ses of orthonormal
vectors representing the values of the key space S.

Moreover, we say that KD is e-fully secure if it is e-secure on all density
operators papr € P(Ha @ Hp @ HE).

According to the discussion on universal security in Section 2.2.2,% this
definition has a very intuitive interpretation: If the protocol is e-fully secure
then, for any arbitrary input, the probability of the event that Alice and
Bob do not abort and the adversary gets information on the key pair? is at
most £.° In other words, except with probability &, Alice and Bob either
abort or generate a pair of keys which are identical to a perfect key.

Remark 6.1.3. The above security definition for key distillation protocols
KD can be subdivided into two parts:

e '-correctness: Prlss # sp| < g’ % for s4 and sp chosen according to
the distribution defined by ps,sp.

o &/'-secrecy of Alice’s key: 3d(ps,cr|CE) <&".7

In particular, if KD is &/-correct and £”-secret on pxy g then it is (¢/ +&")-
secure on pxveE-

6.2 Parameter estimation

The purpose of a parameter estimation is to decide whether the input given
to the protocol can be used for a certain task, e.g. to distill a secret key.
Technically, a parameter estimation protocol PE is simply a two-party pro-
tocol where Alice and Bob take inputs from H 4 and Hpg, respectively, and
either output “accept” or abort the protocol.

3If a key S is e-secure, one could define a perfectly secure (independent and uniformly
distributed) key U such that Pr[s # u] < € (see also Proposition 2.1.1).

4According to Footnote 3, one could say that the adversary gets information on a key
S whenever the value of S is not equal to the value of a perfect key U.

5Note that the adversary’s information on the key, conditioned on the event that Al-
ice and Bob generate a key, is not necessarily small. In fact, if, for a certain input,
the probability that Alice and Bob generate a key is very small (e.g., smaller than &)
then—conditioned on this rare event—the key might be insecure (see also the discussion
in [BBB105]).

6Pr[sA # sp] is the probability of the event that Alice and Bob do not abort and the
generated keys s4 and sp are different.

"See Definition 5.2.1.
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Fig. 6.1 Parameter estimation protocol PEq, o.

Parameters:
M:  Dbipartite POVM { My, }wew on Ha @ Hp
Q:  set of frequency distributions on W

Alice Bob
input space: H%n input space: H%”
HEm meas. ME" Hom
- w=(Wi,..., W)
if \w ¢ Q
then abort

else output “acc.”

Definition 6.2.1. Let PE be a parameter estimation protocol and let pap €
P(Hs @ Hp). We say that PE e-securely filters pap if, on input p4p, the
protocol aborts except with probability e.

A typical and generic example for parameter estimation is the protocol
PEa,o depicted in Fig. 6.1. Alice and Bob take inputs from an n-fold
product space. Then they measure each of the n subspaces according to a
POVM M = {My}wew.® Finally, they output “accept” if the frequency
distribution Ay of the measurement outcomes w = (wy, ..., w, ) is contained
in a certain set Q.

For the analysis of this protocol, it is convenient to consider the set
Fﬁg of density operators g4p for which the measurement M leads to a
distribution which has distance at most u to the set Q. Formally,

o= {oan: CIQIIEiIQIIIPé’V“‘B —Qlli <}, (6.1)

where P## denotes the probability distribution of the outcomes when mea-
suring o 4p according to M, i.e., Py (w) = tr(Myoap), for any w € W.
Assume that the protocol PE 4 ¢ takes as input a product state panpn =
afg. Then, by the law of large numbers, the measurement statistics Aw
must be close to M(o4p). In particular, if the protocol accepts with non-
negligible probability (i.e., Ay is contained in Q) then o4p is likely to be
contained in F/S\/’l"Q, for some small ¢ > 0. In other words, the protocol

8 M might be an arbitrary measurement that can be performed by two distant parties
connected by a classical channel.
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aborts with high probability if 045 is not an element of the set F/S\fi"g The
following lemma generalizes this statement to permutation-invariant inputs.

Lemma 6.2.2. Let M := { My }wew be a POVM on HAQHp, let Q be a set
of frequency distributions on W, let 0 < r < %n, and let £ > 0. Moreover,
let |0) € Hapr == HAQ@Hp @Hpg and let panpnpn be a density operator on
Sym(HY %5, |0)"7). If trg(10)(0]) is not contained in the set Fiﬁg defined
by (6.1), for

- 2\/% 4 hirfmy + Y log(g ),

n
then the protocol PEag o defined by Fig. 6.1 e-securely filters panpn.

Proof. The assertion follows directly from Theorem 4.5.2. O

Similarly to (6.1), we can define a set fiﬁg containing all density oper-
ators g4p for which the measurement M leads to a distribution which has
distance at least 1 to the complement of Q. Formally,

TWe = {oap: min |77 — Qlli > u} - (6.2)

Analogously to the above argument, one can show that the protocol
PEa,o defined by Fig. 6.1 is e-robust on product operators ¢%7%, for any

=2

6.3 Information reconciliation

Assume that Alice and Bob hold weakly correlated classical values x and
y, respectively. The purpose of an information reconciliation protocol is to
transform 2 and y into a pair of fully correlated strings, while leaking only
a minimum amount of information (on the final strings) to an eavesdropper
(see, e.g., [BS94)).

6.3.1 Definition

We focus on information reconciliation schemes where Alice keeps her input
value x and where Bob outputs a guess & for x. Hence, technically, an
information reconciliation protocol IR is a two-party protocol where Alice
and Bob take classical inputs x € X and y € ), respectively, and where Bob
outputs a classical value 2 € X or aborts.

Definition 6.3.1. Let Pxy € P(X x )) and let ¢ > 0. We say that an
information reconciliation protocol IR is s-secure on Pxy if, for inputs z
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and y chosen according to Pxy, the probability that Bob’s output 2 differs
from Alice’s input  is at most ¢, i.e., Pr[2 £ 2] <&.?

Moreover, we say that IR is e-fully secure if it is -secure on all probability
distributions Pxy € P(X x V).

The communication transcript of an information reconciliation scheme
IR generally contains useful information on Alice and Bob’s values. If the
communication channel is insecure, this information might be leaked to Eve.
Clearly, in the context of key agreement, one is interested in information
reconciliation schemes for which this leakage is minimal.

Definition 6.3.2. Let IR be an information reconciliation protocol where
Alice and Bob take inputs from X and Y, respectively. Let C be the set of all
possible communication transcripts ¢ and let Pojx—,y -, be the distribution
of the transcripts ¢ € C conditioned on inputs (z,y) € X x Y. Then the
leakage of IR is

leakir := log |C| — lmnzf Hunin (Po)X=2,y —y)

where the infimum ranges over all (x,y) € X x Y.

Note that the leakage is independent of the actual distribution Pxy of
Alice and Bob’s values.

6.3.2 Information reconciliation with minimum leakage

A typical information reconciliation protocol is the protocol IR F defined
by Fig. 6.2. It is a so-called one-way protocol where only Alice sends mes-
sages to Bob. We show that the leakage of this protocol, for appropriately
chosen parameters, is roughly bounded by the max-entropy of X given Y
(Lemma 6.3.3). This statement can be extended to smooth max-entropy
(Lemma 6.3.4), which turns out to be optimal, i.e., the minimum leakage of
an information reconciliation protocol for Pxy is exactly characterized by
H: . (X]Y). In particular, for the special case where the input is chosen ac-
cording to a product distribution, we get an asymptotic expression in terms
of Shannon entropy (Corollary 6.3.5), which corresponds to the Shannon
coding theorem.

Lemma 6.3.3. Let Pxy € P(X x V) and let £ > 0. Then the information
reconciliation protocol IR » defined by Fig. 6.2, for an appropriate choice
of the parameters X and F, is O-robust on Pxy, e-fully secure, and has

leakage
leakir, . < Hnax(Pxy|Y) 4+ log(2/e) .

®We denote by Pr[# # z] the probability of the event that the protocol does not abort
and % is different from x.
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Fig. 6.2 Information reconciliation protocol IR ¢ .

Parameters:

X:  family of sets /fy C X parameterized by y € V.
F: family of hash functions from X to Z.

Alice Bob
input: x € X input: y € Y
ferF
z = f(x) _hE D=
{ieXy: [(@) =2}
it D A0 A
then 2 €er D
else abort
output =

Proof. Let k := [Hmax(Pxy|Y) + log(1/¢)] and let F be a two-universal
family of hash functions from X to Z := {0,1}* (which exists according to
Lemma 5.4.2). Furthermore, let X = {X,},ey be the family of sets defined
by /'?y := supp(PY), where supp(Py) denotes the support of the function
Py x— Pxy(2,y).

For any pair of inputs # and y and for any communication (f,z) =
(f, f(x)) computed by Alice, Bob can only output a wrong value if the set
/f’y = supp(P¥%) contains an element & # 2 such that f(&) = z. Because f is
chosen uniformly at random from the family of two-universal hash functions
F, we have Pry[f(2) = f(z)] < % = 27F for any @ # 2. Hence, by the
union bound, for any fixed (z,y) € X x ),

Prlz # x| < ljcr[EI:% esupp(PY) : & £x A f(&) = f(2)]
< [supp(PY)| - 27" .
Because, by Remark 3.1.4, max,, | supp(P)y(/)| — 2Hmax(PxyY) e conclude
Prli #£ ] < 2Hmax(Pxy[V)=[Hmax(Pxy[V)Hog(1/2)] <

that is, IR %.F Is e-secure on any probability distribution.

Moreover, if (x,y) is chosen according to the distribution Pxy, then,
clearly, x is always contained in 28y = supp(Py), that is, Bob never aborts.
This proves that the protocol is 0-robust.
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Since f is chosen uniformly at random and independently of z from
the family of hash-functions F, all nonzero probabilities of the distribution
Peox—, are equal to |—Jl_| Hence, using the fact that C = F x Z,

leakm)?f =log|C| — ;2}? Humin (Po|x=2)

=log|F x Z| —log|F| <log|Z| =k .
The claimed bound on the leakage then follows by the definition of k. [

Lemma 6.3.4. Let Pxy € P(XxY) and let £,&' > 0. Then the information
reconciliation protocol IR 3  defined by Fig. 6.2, for an appropriate choice

of the parameters X and F, is ' -robust on Pxy, e-fully secure, and has
leakage
leakmxf < H: . (Pxvy|Y)+log(2/s) .

Proof. For any v > 0 there exists Pxy € P(Hx @ Hy) such that
| Pxy — Pxyl|, <€ (6.3)
and
HmaX(pXYD/) < Hriax(PXYly) +v. (6.4)
According to Lemma 6.3.3, there exists X and F such that IR)&f is e-fully
secure, 0-robust on Pyy, and has leakage

leakig, , < Hmax(Pxy|Y) +log(2/e) .

The stated bound on the leakage follows immediately from this inequality
and (6.4). Moreover, the bound on the robustness is a direct consequence
of the bound (6.3) and the fact that the protocol is 0-robust on Pxy. O

Corollary 6.3.5. Let Pxy € P(X x ) be a probability distribution, let n >
0, and let £ > 0. Then there exists an information reconciliation protocol
IR which is e-fully secure, =-robust on the product distribution Pxnyn =
(Pxy)™, and has leakage

1 log(2

Zleakir < H(X|Y) + 3log(2/¢)
n n

Proof. Using Lemma 6.3.4 (with ¢ = ¢’) and Theorem 3.3.4, we find

%leakm < H(X|Y) + 1og(§/g) e logél/g) log (|| +3) .

Let a := % and b :=log(|X| +3). The last two terms on the right hand
side of this inequality are then upper bounded by a + v2ab < (5 + V2a)b,
which holds because b > 2. We can assume without loss of generality that
3a < 1 (otherwise, the statement is trivial). Then § + v2a < v/3a. The
last two terms in the above inequality are thus bounded by v/3ab, which

concludes the proof. |

log(|X] +3) .
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Fig. 6.3 Classical post-processing protocol PPr .

Parameters:

IR: information reconciliation protocol.
F: family of hash functions from X to {0,1}".

Alice Bob
input: x € X input: y € Y
IR .
x s Y — X
JerF — 7 .
output s4 := f(x) output sp := f(2)

For practical applications, we are interested in protocols where Alice and
Bob’s computations can be done efficiently (e.g., in time that only depends
polynomially on the length of their inputs). This is, however, not neces-
sarily the case for the information reconciliation protocol IR 2F described
above. While Alice’s task, i.e., the evaluation of the hash function, can be
done in polynomial time,'” no efficient algorithm is known for the decod-
ing operation of Bob. Nevertheless, based on a specific encoding scheme,
one can show that there exist information reconciliation protocols which
only require polynomial-time computations and for which the statement of
Corollary 6.3.5 (asymptotically) still holds (see Appendix C).

6.4 Classical post-processing

Classical post-processing is used to transform an only partially secure!! pair
of raw keys x and y held by Alice and Bob, respectively, into a fully se-
cure key pair. A classical post-processing protocol is thus actually a key
distillation protocol that starts with classical randomness.

In this section, we analyze the security of the generic post-processing
protocol depicted in Fig. 6.3. It consists of an information reconciliation
subprotocol (see Section 6.3) followed by privacy amplification (see Chap-
ter 5).

10Recall that Alice only has to evaluate a function which is randomly chosen from a
two-universal family of functions. For most known constructions of such families (see, e.g.,
[CW79, WC81]), this can be done efficiently.

HThat is, = and y are only weakly correlated and partially secret strings.
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Lemma 6.4.1. Let IR be an information reconciliation protocol and let F
be a two-universal family of hash functions from X to {0,1}. Additionally,
let pxyep € P(Hx @ Hy @ Hg) be a density operator which is classical on
Hx @Hy and let ', > 0. If IR is '-secure on the distribution defined by
pxy and if
0 < Hon(pxe|E) — leakir — 2log(1/z)

Jor = == 2", then the key distillation protocol PP & defined by Fig. 6.3 is
(e' + &")-secure on pxyE.

Proof. For simplicity, we assume in the following that the protocol IR is one-
way. It is straightforward to generalize this argument to arbitrary protocols.

Note first that the keys s4 and sp generated by Alice and Bob can only
differ if & # x. Hence, because the information reconciliation protocol IR is
g’-secure on the distribution defined by pxy, the classical post-processing
protocol PPr # is &’-correct on pxyg. According to Remark 6.1.3, it thus
remains to show that Alice’s key is ”-secret.

For this, we use the result on the security of privacy amplification by
two-universal hashing presented in Chapter 5. Because f is chosen from a
two-universal family of hash functions, Corollary 5.6.1 implies that the key
computed by Alice is £”-secret if

Hin(pxcrplC'E) > 2log(1/e) + £, (6.5)

where py ¢ 1= (ER@idg)(pxyE) is the operator describing the situation
after the execution of the information reconciliation protocol IR (where C’
is the transcript of IR). It thus suffices to verify that the bound on the
entropy (6.5) holds.

Using the chain rule (cf. (3.21) of Theorem 3.2.12), the left hand side
of (6.5) can be bounded by

Hrilin(pXC’E|ClE) 2 Hrain(pXC’E’E) - Hmax(pC’) .

Moreover, because the communication ¢’ is computed only from z, the con-
ditional operators p¢, have product form and thus (cf. (3.22) of Theo-
rem 3.2.12)

Hiin(pxop|C'E) > Hiy (px 5| E) + Huin(porx|px) — Hmax(per) - (6.6)

Using the fact that Hpmax(por) = logrank(pes) and Lemma 3.1.8, the last
two terms in the above expression can be bounded by

Hmax(pc”) - Hmin(pC’X|pX) < log rank(PC’) - zlngf Hmin(ﬁé/) )

where, for any x € X, p7, is the normalized conditional operator defined by
pcrx- Hence, by the definition of leakage,

Hmax(pC’) - Hmin(pC’X|pX) < leakIR .
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Combining this with (6.6), we find
HE: . (pxop|C'E) > HE . (pxp|E) — leakg ,

which, by the assumption on the length of the final key £, implies (6.5) and
thus concludes the proof. O

6.5 Quantum key distillation

We are now ready to describe and analyze a general quantum key distillation
protocol, which uses parameter estimation and classical post-processing as
discussed above. (For a high-level description of the content of this section,
we refer to Section 1.6.)

6.5.1 Description of the protocol

Consider the quantum key distillation protocol QKDpggipp depicted in
Fig. 6.4. Alice and Bob take inputs from product spaces H%N and H%N ,
respectively. Then, they subsequently run the following subprotocols (see
also Table 6.1):

e Random permutation of the subsystems: Alice and Bob reorder their
subsystems according to a commonly chosen random permutation .

e Parameter estimation (PE): Alice and Bob sacrifice m subsystems to
perform some statistical checks. We assume that they do this using a
protocol of the form PE ¢ (see Fig. 6.1), which is characterized by a
POVM M = {My }wew on Ha @ Hp and a set Q of valid frequency
distributions on W.

e Block-wise measurement and processing (BI®™): In order to obtain
classical data, Alice and Bob apply a measurement to the remaining
b - n subsystems, possibly followed by some further processing (e.g.,
advantage distillation). We assume here that Alice and Bob group
their b - n subsystems in n blocks of size b and then process each of
these blocks independently, according to some subprotocol, denoted
Bl. Each application of Bl to a block H%b ® H%b results in a pair of
classical outputs x; and ;.

e Classical post-processing (PP): Alice and Bob transform their classical
strings (x1,...,2,) and (y1,...,¥yn) into a pair of secret keys. For
this, they invoke a post-processing subprotocol of the form PPjr £ (see
Fig. 6.3), for some (arbitrary) information reconciliation scheme IR and
a two-universal family of hash functions F for privacy amplification.
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Fig. 6.4 Quantum key distillation protocol QKDpg g| pp.-

Parameters:
PE: parameter estimation protocol on H{™ @ HE™.
Bl:  subprotocol on H5" @ HE? with classical output in &' x V.
PP: classical post-processing protocol on X" x V™.
N:  Number of input systems (N > bn + m)

Alice Bob
input space: H%N input space: H%N
™ ER SN —ﬂ-"
permute subsyst. permute subsyst.

— acc./abort

(HEYyem — (HE)®"
—>($1,...,£En) H(ylv-"vyn)
PP
(mh,,,;.’ﬂn)—)SA P m—— (y],--‘yyn)HSB
output s4 output sg

Table 6.1 Subprotocols used for QKDpg g1 pp (cf. Fig. 6.4).

PE := PExr0 prot. on H4™ @ HE™ defined by Fig. 6.1

M ={My}tweww POVMon H4q @ Hp

Q set of freq. dist. on W
BI prot. on H%b ® H%b with cl. output in X x Y
PP := PPRrr prot. on X" x V" defined by Fig. 6.3

IR inf. rec. prot. on A" x Y"

F two-univ. fam. of hash func. from & to {0,1}*




6.5. QUANTUM KEY DISTILLATION 99

Table 6.2 Security parameters for QKDpg g1 pp (cf. Fig. 6.4).

N bm+m+k
r 2(2log(9/¢) + dim(Ha @ Hp)? Ink)

o (3log|X| +4)y/h(r/n) + Zlog(18/e)
2\/h(r/m) + % (log(9/2¢) + W] log(% + 1))
5 &+ W logdim(H4 @ Hp) + 2 log(3/2¢)

6.5.2 Robustness

The usefulness of a key distillation protocol depends on the set of inputs for
which it is robust, i.e., from which it can successfully distill secret keys. Ob-
viously, the described protocol QKDpE gipp is robust on all inputs for which
none of its subprotocols PE, Bl, or PP aborts. Note that the post-processing
PP = PPir r only aborts if the underlying information reconciliation scheme
IR aborts.

Typically, the subprotocols Bl and IR are chosen in such a way that they
are robust on any of the input states accepted by PE. In this case, the
key distillation protocol QKDpE gipp is successful whenever it starts with an
input for which PE is robust. According to the discussion in Section 6.2, the
protocol PE = PE 4 ¢ is robust on product states afg if 04p is contained

in the set fiﬁg defined by (6.2). Consequently, QKDpg g pp is robust on
all inputs of the form aiﬂg, for oap € fﬁg

6.5.3 Security

The following is a generic criterion for the security of QKD.

Theorem 6.5.1. Let QKDpgpipp be the quantum key distillation protocol
defined by Fig. 6.4 and Table 6.1, let £,2" > 0, let §, u be defined by Table 6.2,
and let I‘fff,g be defined by (6.1). Then QKDpgpipp is (¢ + &')-fully secure
if the underlying information reconciliation protocol IR is &'-fully secure and
if
(<n min H(X|E)-leakr —nd ,
OAB EFJSM’U‘,Q
where the entropy in the minimum is evaluated on

_ Bl @b
oxvE = Exye_pprm(Tape)

for a purification c Apg of cAB.

Proof. Let pan gn be any state held by Alice and Bob after they have applied
the random permutation 7 (averaged over all possible choices of 7). Because,
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obviously, p 4~ g~ is permutation-invariant, Lemma 4.2.2 implies that there
exists a purification p 4n gy gy of pyn gy on the symmetric subspace of (H4®
Hp @HE)®N. We show that the remaining part of the protocol is secure on
pangNpn. This is sufficient because any density operator p,n pv 7 which
has the property that taking the partial trace over H gives p v gy can be
obtained from the pure state p v gy g~ by a trace-preserving CPM which
only acts on Ive’s space.

Let pgbn+m gontmpgontm be the operator obtained by taking the partial
trace (over k subsystems Hq @ Hp @ HEg) of pavpnpy. It describes the
joint state on the m subsystems used for parameter estimation and the b-n
subsystems which are given as input to BI®™. According to the de Finetti
representation theorem (Theorem 4.3.2) this density operator is approxi-
mated by a convex combination of density operators, where each of them
is on the symmetric subspace along vectors |#) € Hqa @ Hp @ Hg. More

precisely, with & := 2,

% _
“pAbn+men+mEbn+m - /S p|Al>7n+men+mEbn+mU(|9>) Hl S £ 9 (67)
1

where the integral runs over the set S; := S1(H4 @ Hp @Hg) of normalized
vectors in H4 @ Hp @ Hg and where, for any |0) € H4 @ Hp @ Hg,
0 _
P o i oo € P (Sym((Ha @ Hg @ H) S, [0)0mm=r)) - (6.)
We first analyze the situation after the parameter estimation is com-
pleted. Let SEE pm be the CPM which maps all density operators on (H4 ®

Hp)®™ either to the scalar 0 or 1, depending on whether the parameter
estimation protocol PEa o accepts or aborts. Moreover, define

PE . : PE :

pAb"anEN = (ldAbn Bbn ® gAmBm ® ldEN)(pAbn+m an+mEN)
10),PE (i PE : 10)

PAszszbn T (ldAb"Bb" ® gAmBm ® 1dEb")(pAbn+men+mEbn) .

Because of (6.8), we have

PP o € P(Sym((Ha @ Hp © Hp)®, [0)°* 7)), (6.9)

for any |0) € H4@Hp@Hg. Moreover, from (6.7) and the fact that the L;-
distance cannot increase when applying a quantum operation (Lemma A.2.1)
we have

PE 0),PE _
|65 s = [ i), <. (6.10)
1
According to Lemma 6.2.2, the parameter estimation PEa o &-securely fil-
|6),PE

' 4bn gon gron. fOT Which |#) is not contained in the set

ters all states p

V= {10) € 81 trp(10)(0]) € TH o



6.5. QUANTUM KEY DISTILLATION 101

We can thus restrict the integral in (6.10) to the set V¥, thereby only losing
terms with total weight at most £, i.e.,

0),PE _
658 = [ AT i) < 22 (6.11)

To describe the situation after the measurement and blockwise processing
BI®™, we define

. PE
PxnynEnpmtk t= <(8XYE<—AbBbEb) " ® ldEm+k>(pAanbnEbn+m+k)
0 2] 6),PE
p|X>”Y”En = (Exy peavprms)” (p|Al>7annEbn) :

Using once again the fact that the Li-distance cannot decrease under quan-
tum operations (Lemma A.2.1), we conclude from (6.11) that

0 _
Josvee = [ #nugurtion]], <2z (6.12)

According to (6.9), the density operator pr;PBE,m gon lies In the symmetric

subspace of the (b-n)-fold product space (Ha @Hp @ Hg)®" along |0)",

i.e., it has product form except on r subsystems. Equivalently, we can
view pfznPBEbn Ebn as a density operator on the n-fold product of subsystems

Havpgoms = HY ®H%b®7{%b. It then has product form an all but (at most)

6),PE

r of these subsystems. That is, p is contained in the symmetric

Abn gbn pon
subspace of HAbBbEb along |0°)©"~7 where [0°) := |0)®® € H 4o goge. This
allows us to apply Theorem 4.4.1 in order to bound the entropy of the
symmetric states p'?,lyn n- With the definition

|9> @b
OxvE " gXYE<—AbBbEb (o ABE) )

where gapg = |0)(0], we obtain
0 0 0
Hisn(p gl E™) = n(H(0\p) = H(og)) = 8') .
Consequently, using (6.12) together with the inequalities (3.19) and (3.20)
of Theorem 3.2.12,

9 — H(ol) -4 .

HE (pxnpn|E™) >n min (H(o &

o)
|6y eVr XE
Moreover, by the chain rule for smooth min-entropy (cf. (3.21) of Theo-
rem 3.2.12)
Hoso (pxn e | EVE™ )

. |6) 16) ! H
> -} — — — — m .
”|9?QBH<H(OXE) H((TE )—0 ) 2Hyax (ppm+)
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Finally, we use Lemma 6.4.1 which provides a criterion on the maxi-
mum length £ such that the secret key computed by the post-processing
subprotocol PP is (¢ + &')-secure,

£ <mn min (H(aw> - H(a?) — ') — 2Hmax(pgmr) — leakig —2log(3/2¢) .

6y eVe XE

~—r’

The assertion then follows from
Hmax(pEM+k) < (m + kf) log dlm(HA & HB) ,

the fact that |#) € V¥ if and only if the trace oap of capr = |0)(f] is
contained in the set F/%{’Q, and the definition of ¢ (cf. Table 6.2). O

Note that the protocol QKDpg g pp takes as input N subsystems and
generates a key of a certain fixed length £. In order to make asymptotic
statements, we need to consider a family {QKDgEyBLpp}NeN of such pro-
tocols, where, for any N € N, the corresponding protocol takes N input
systems and generates a key of length £(N). The rate of the protocol family

is then defined by
_ UN)
rate := lim —= .
N—ooo
Corollary 6.5.2. Let §, > 0, a protocol Bl acting on blocks of length b, a
POVM M = {My}wew, and a set Q of probability distributions on W be
fized, and let F/SV’{,Q be the set defined by (6.1). Then there exist v > 0 and
parameters n = n{N),m = m(N),£ = L(N) such that the class of protocols
QKD{,VEBLPP (parameterized by N € N) defined by Fig. 6.4 and Table 6.1 has
rate
rate — ~  min  H(X|E) — H(X|Y) 6 ,

<
TAB EFM“’Q
where the entropies in the minimum are evaluated on

S @b
oxviE = Exyi arprm(TapE) >

for a purification capr of cap. Moreover, for any N > 0, the protocol
QKD{,VEBLPP is e~ "N -fully secure.

Proof. The statement follows directly from Theorem 6.5.1 combined with
Corollary 6.3.5. O

6.6 Quantum key distribution

As described in Section 1.2, one can think of a quantum key distribution
(QKD) protocol as a two-step process where Alice and Bob first use the
quantum channel to distribute entanglement and then apply a quantum key
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distillation scheme to generate the final key pair. To prove security of a
QKD protocol, it thus suffices to verify that the underlying key distilla-
tion protocol is secure on any input. Hence, the security results for key
distillation protocols derived in the previous section (Theorem 6.5.1 and
Corollary 6.5.2) directly apply to QKD protocols.

We can, however, further improve these results by taking into account
that the way Alice and Bob use the quantum channel in the first step im-
poses some additional restrictions on the possible inputs to the distillation
protocol. For example, if Alice locally prepares entangled states and then
sends parts of them to Bob (note that this is actually the case for most QKD
protocols, viewed as entanglement-based schemes), it is impossible for the
adversary to tamper with the part belonging to Alice. Formally, this means
that the partial state on Alice’s subsystem is independent of Eve’s attack.

Using this observation, we can restrict the set F/S\flfg of states o4p (as
defined by (6.1)) over which the minimum is taken in the criterion of Theo-
rem 6.5.1 and Corollary 6.5.2. In fact, it follows directly from Remark 4.3.3
that it suffices to consider states o 4p such that o4 = trp(cap) is fixed.
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Chapter 7

Examples

To illustrate the general results of the previous chapter, we analyze cer-
tain concrete QKD protocols. We first specialize the formula for the rate
(cf. Corollary 6.5.2) to protocols based on two-level quantum systems (Sec-
tion 7.1). Then, as an example, we analyze different variants of the six-state
protocol and compute explicit values for their rates (Section 7.2).

7.1 Protocols based on two-level systems

A large class of QKD protocols, including the well-known BB84 protocol or
the six-state protocol, are based on an encoding of binary classical values
using the state of a fwo-level quantum system, such as the the spin of a
photon. For the corresponding key distillation protocol (see Fig. 6.4), this
means that Alice and Bob take inputs from (products of) two-dimensional
Hilbert spaces on which they apply binary measurements. In the following,
we analyze different variants of such protocols.

7.1.1 One-way protocols

We start with a basic key distillation protocol which only uses informa-
tion reconciliation and privacy amplification (as described in Section 6.4) to
transform the raw key pair into a pair of secret keys. More precisely, after
the measurement of their subsystems, Alice and Bob immediately invoke
an information reconciliation protocol (e.g., the protocol IR PF depicted in
Fig. 6.2) such that Bob can compute a guess of Alice’s values; the final key is
then obtained by two-universal hashing. Because this post-processing only
requires communication from Alice to Bob, such protocols are also called
one-way key distillation protocols.*

Note, however, that bidirectional communication is always needed for the parameter
estimation step.

105
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Clearly, the one-way key distillation protocol described above is a special
case of the general protocol QKDpg g pp depicted in Fig 6.4, where Bl :=
Meas is the subprotocol describing the measurement operation of Alice and
Bob. Additionally, assume that the parameter estimation subprotocol PE
is the protocol PE, o depicted in Fig. 6.1, where M is a POVM and Q is
the set of statistics for which the protocol does not abort. We can then use
Corollary 6.5.2 to compute the rate of the protocol, that is,

rate = min H(X|E) — H(X|Y) . (7.1)

oap€l

Here, the minimum ranges over the set
I:={oap: PiA? € Q} (7.2)

of all density operators g 4p on the 2 x 2-dimensional Hilbert space H4 ®@Hp
such that the measurement with respect to M gives a probability distribu-
tion Py#¥ which is contained in the set Q. Moreover, the von Neumann (or
Shannon) entropies H(X|E) and H(X|Y) are evaluated for the operators

oxvE = (EVFS 4p ©idE)(0aBE)

where g 4pE is a purification of g4p.

Let {]|0)4,|1)4} and {|0)p5,|1)p} be the bases that Alice and Bob use
for the measurement Meas.? Lemma 7.1.1 below provides an explicit lower
bound on the entropy difference on the right hand side of (7.1) as a function
of c4pr. The bound only depends on the diagonal values of oc4p with
respect to the Bell basis, which is defined by the vectors

(@) — %|O,0>+\%]1,1)
1) = —510.0) = 511
[92) 1 —=10.1) + —[1.0)
93) 1= —=10.1) = —=[1.0)

where |z,y) == |2)4 @ |y)B.

Lemma 7.1.1. Let both Ha and Hp be two-dimensional Hilbert spaces, let
oaBE € P(HA@Hp @HEg) be a density operator, and let oxy g be obtained

2Meas describes the measurement that generates the data used for the computation of
the final key. It might be different from the measurement M which is used for parameter
estimation.
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from capg by applying orthonormal measurements on Ha and Hp. Then

H(X|E) — H(X|Y)

A
> 1= (ot Ah(y jM) — (Mg + Aa)h(

A2

—h(Xho+ A1),
)\2+)\3) o+ )

where A\; := (P;|loap|P®;) are the diagonal values of o 4p with respect to the
Bell basis (defined relative to the measurement basis).

Proof. Let D be the CPM defined by

D(oag) == », 720477,

1
4
Te{id,Ucc,Uy,Uz}

where 0,0y, 0, are the Pauli operators

() () (0

and let d4pp be a purification of 45 := D(c4p). Moreover, let 6455 be
an arbitrary purification of 6 4p with auxiliary system Hg and define

Gxye = (ENES 45 ©idg)(GaBE) -

A straightforward calculation shows that the operator G 4p has the form
3
GaB = > Ai|®i)(D4]
i=0

i.e., it is diagonal with respect to the Bell basis. Moreover, because D com-
mutes with the measurement operation on H4 @ Hp, it is easy to verify
that the entropy H(X|Y") evaluated for oxy is upper bounded by the corre-
sponding entropy for &xy. Similarly, because ¢ 4pg is a purification of 5 4p,
the entropy H(X|FE) evaluated for oxg is lower bounded by the entropy of
dxg. It thus suffices to show that the inequality of the lemma holds for the
operator Gy g, which is obtained from the diagonal operator g4p.

Let |e;); be an orthonormal basis of a 4-dimensional Hilbert space Hg.
Then the operator G app == |¥)(V| € P(H4 @ Hp ® Hg) defined by

W) = Z Vil ®i)ap © le)m
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is a purification of G45. With the definition

) = 2240+ /2L
PR LT
o) = 2200 /22
[f10) = \/§|€2> - \/§|€3> :

the state |¥) can be rewritten as

‘\I[> - Z |$,y> ® ’fm,@» .

z,Y

Because the operator dxy g is obtained from G4pgr by orthonormal mea-
surements on H 4 and Hpg, we conclude

OXYE = Z |z) (x| @ |y)(yl © 55"
m?y

where 5%72/ = | o) (fal-
Using this representation of the operator Gxyg, it is is easy to see that

H(oxg) =1+h(ho +\1)

)\o )\2

H(og)=h(Ao + X A A h Ao+ A3)h

(0E) (Ao + A1) + (Mo + A1) <)\o+/\1)+(2+ 3) <)\2+)\3>
H(X|Y)=h(X+ \1),

from which the assertion follows. ]

Using Lemma 7.1.1, we conclude that the above described one-way pro-
tocol can generate secret-key bits at rate

Ao
te > i 11—+ A)h
rate = ()xo,m,f;l)léldiag(f‘) (ho Y <)\o + )\1)
A
— o+ M)h(+=L2=) — (o + A1), (T4)

A2 + A3

where diag(I') denotes the 4-tuples of diagonal entries (relative to the Bell
basis) of the operators o4p € I', for I' defined by (7.2).
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7.1.2 One-way protocols with noisy preprocessing

The efficiency of the basic QKD protocol described in Section 7.1.1 can
be increased in different ways. We consider an extension of the protocol
where, before starting with information reconciliation, Alice applies some
local preprocessing operation to her raw key. A very simple—but surpris-
ingly useful—variant of preprocessing is to add noise, i.e., Alice flips each
of her bits independently with some probability ¢. In the following, we call
this noisy preprocessing.

To compute the rate of the one-way protocol enhanced with this type of
preprocessing, we need a generalization of Lemma 7.1.1.

Lemma 7.1.2. Let both Ha and Hp be two-dimensional Hilbert spaces,
let capr € P(Ha ®@ Hp @ HE) be a density operator, and let cxyg be
obtained from ogapg by applying orthonormal measurements on Ha and Hp
where, additionally, the outcome of the measurement on H 4 is flipped with
probability q € [0,1]. Then

H(X|E) - H(X|Y)
>1— (o + A1) (@) — he, q)) — (A2 + As) (R(B) — k(S q))
— h(()\o +A)g+ Ao+ A3) (1 — q)) ,

where A; := (Piloap|Ps), o = /\Oﬁ\fkl, 3= ﬁ, and

hp,q) == h(% + %\/1 — 16p(1 —p)g(1 —q)) .

Proof. The statement follows by a straightforward extension of the proof of
Lemma 7.1.1. O

Similarly to formula (7.4), the rate of the one-way protocol with noisy
preprocessing—where Alice additionally flips her bits with probability ¢—is
given by the expression provided by Lemma 7.1.2, minimized over all 4-
tuples (Ao, ..., As) € diag(l"). It turns out that this rate is generally larger
than the rate of the corresponding one-way protocol without preprocessing
(see Section 7.2 below).

7.1.3 Protocols with advantage distillation

To further increase the efficiency of the key distillation protocol described
above, one might insert an additional advantage distillation step after the
measurement Meas, i.e., before the classical one-way post-processing.® Its
purpose is to identify subsets of highly correlated bit pairs such as to separate
these from only weakly correlated information.

3The concept of advantage distillation has first been introduced in a purely classical
context [Mau93], where a secret key is generated from some predistributed correlated data.
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Fig. 7.1 Advantage distillation protocol ADs.

Parameters:
b:  block length

Alice Bob

input: (21,...,2s) input: (y1,...,vs)
rERr {07 1}

(Cla"':cb) =

(1 ®©7r,..., 2 D7) (o) (W1 der, ..y Dep)
€ {0,1}
then acc := true
acc

if acc if acc
then output x; then output y;
else output A else output A

A typical advantage distillation protocol is depicted in Fig. 7.1: Alice
and Bob split their bitstrings into blocks (21, ...,2s) and (y1,...,ys) of size
b. Then, depending on a randomly chosen binary value r, Alice announces
to Bob either (x1,...,23) or (11, ..., 2P 1) (where @ denotes the bitwise
xor). Bob compares this information with his block (y1,. .., y,) and accepts
if it either differs in none or in all positions, i.e., if the difference equals
either 0 := (0,...,0) or 1 := (1,...,1). In this case, Alice and Bob both
keep the first bit of their initial string. Otherwise, they output some dummy
symbol A.* Obviously, if the error probability per bit (i.e., the error rate
of the channel) is e then the probability psyec that advantage distillation
on a block of length b is successful (i.e., Alice and Bob keep their bit) is
Psuce = eb + (1 - e)b~

Let us now consider the general protocol QKDpg g| pp where the subpro-
tocol Bl consists of b binary measurements Meas of Alice and Bob followed
by the advantage distillation protocol AD; described in Fig. 7.1, i.e.,

Bl ~ oAD Meas : b
ExvE—arprm = Exyi xvyom © (Exyeap @1dE) (7.5)

4 As suggested in [Mau93], the efficiency of this advantage distillation protocol is further
increased if Alice and Bob, instead of acting on large blocks at once, iteratively repeat the
described protocol step on very small blocks (consisting of only 2 or 3 bits).
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It is easy to see that the subprotocol AD, commutes with the measurement
Meas, that is, (7.5) can be rewritten as
BI M b oo s AD
EXY A B D = (EXV24p)?’ @idg) o E A BE AP BV ED -
Moreover, a straightforward computation® shows that, if 045 has diagonal
entries Ag, ..., A3 with respect to the Bell basis then, with probability

Psuce = (Ao + A1)+ (A2 + A3)?,

D
B—AbRBY
induced by AD, (conditioned on the event that it is successful) maps 0%’3

to an operator ¢4 p with diagonal entries

the advantage distillation AD; is successful and the operation 82‘

_ ()\0 + )\1)b + ()\0 — )\1)b

Ao
2Psucce
- (Mo +A1)% — (Ao — AP
2pSuCC
3, (A2 + )\3)b + ()\2 — )\3)b
2 2pSuCC
f ()\2 + )\3)b — ()\2 — )\3)b
3 — .
2pSuCC

Inserting these coefficients into the expressions provided by Lemma 7.1.1
gives a bound on the entropy difference which can be inserted into the for-
mula for the rate (7.1).5° We conclude that the key distillation protocol
enhanced with advantage distillation on blocks of length b can generate key
bits at rate

1 . ~ ~ A0
te > — suce * (1 — (Ao + A h(= -
e = b(Ao,”.,AI?)léldiag(F)p ( (Ao 1) </\0+/\1
- - o - -
— (A2 + A3)h(= —) —h(M+ A1), (76
(A2 + As) ()\2+A3> Qo+ A1), (7.6)

where T" is the set defined by (7.2). Note that, in the special case where the
block size b equals 1, the advantage distillation is trivial, that is, \; = A,
and (7.6) reduces to (7.4).

Similarly to the discussion in Section 7.1.2, one might enhance the pro-
tocol with noisy preprocessing on Alice’s side, i.e., Alice flips her bits with
some probability ¢ after the advantage distillation step. The rate is then

given by a formula similar to (7.6), where the expression in the minimum is

5For this computation, it is convenient to use the mapping D defined above, which
allows to restrict the argument to the special case where oap is Bell diagonal.

®Note that, conditioned on the event that AD; is not successful (i.e., Alice and Bob’s
outputs are A), the entropy difference is zero.
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replaced by the bound on the entropy difference provided by Lemma 7.1.2,
evaluated for the coefficients \;.

Note that, as the block size b increases, the coefficients Ao and Az ap-
proach zero, while A\g and A; both tend to % To get an approximation, it is
thus sufficient to evaluate the expression of Lemma 7.1.2 up to small orders
in Ay and As.

Lemma 7.1.3. Let Ao, -~ A3 and oxyg be defined as in Lemma 7.1.2, where

Xo = (1—8)X=, A\ = (1 —8)155, Ao = \s = & for some 6,2 > 0. Then
H(X|E) — H(X[Y)
4

1
1— _ 1 3.8 (2 _ 3y
> 8)(£? 6&( 0) +0(5+¢ +(3 9)°)
In particular, this quantity is positive if £ > 66.

Proof. The assertion follows immediately from a series expansion of the
bound provided by Lemma 7.1.2 about £ = 0 and 6 = 0. O

Lemma 7.1.3 can be used to compute a bound on the rate of the protocol
described above (advantage distillation followed by noisy preprocessing).

Under the assumption that the coefficients Ao, ..., A3 are of the form
fo= (1 —)12
1—¢
L
Ao = A3 = 2>

for some small §,c > 0, we get, analogously to (7.6),

4

=D - 60) (5 - )’

1 .
- min .
b (Ao,... \s)€Ediag(I) Psuce (

+O(5% 425 + (5 - q)3)) G

7.2 The six-state protocol

To illustrate the results of Section 7.1, we apply them to different variants
of the six-state QKD protocol, for which we explicitly compute the rate and
the maximum tolerated channel noise. The six-state protocol is one of the
most efficient QKD schemes based on two-level systems, that is, the rate
at which secret key bits can be generated per channel use is relatively close
to the theoretical maximum. On the other hand, it is not very suitable for
practical implementations, as it requires devices for preparing and measuring
two-level quantum systems with respect to six different states.
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7.2.1 Description

Instead of describing the actual six-state QKD protocol, we specify the un-
derlying key distillation scheme: Alice and Bob take as input entangled
two-level systems and measure each of them using at random one of three
mutually unbiased bases, which results in a pair of raw keys.” Usually, these
are the rectilinear or z-basis {|0),,|1).}, the diagonal or x-basis {|0)x, 1)z},
and the circular or y-basis {|0)y,|1)y}), which are related by

00 = (0 1) 100y = L300 +il1).)
e = H(0.—[10) Dy = J5(0). —il1).)

Next, in a sifting step, Alice and Bob compare their choices of bases and
discard all outcomes for which these do not agree. Note that, if Alice and
Bob choose one of the bases with probability almost one, they only have to
discard a small fraction of their raw keys (see discussion in Section 1.2).

In the parameter estimation step, Alice and Bob compare the bit values
of their raw keys for a small fraction of randomly chosen positions. They
abort if the error rate e—i.e., the fraction of positions for which their bits
differ—is larger than some threshold. For the following analysis, we as-
sume that Alice and Bob additionally check whether the error e is equally
distributed among the different choices of the measurement bases and sym-
metric under bitflips.

Finally, Alice and Bob use the remaining part of their raw key to generate
a pair of secret keys. For this, they might invoke different variants of ad-
vantage distillation and one-way post-processing subprotocols, as described
in Section 7.1.

7.2.2 Analysis

To compute the rate of the six-state protocol (for different variants of the
post-processing) we use the formulas derived in Section 7.1. The set I, as
defined by (7.2), depends on the error rate e. For any fixed e, we get six
conditions on the operators g4 p contained in I', namely

e
({blu © (Flu)oan([b)u @ [)a) = 3 (7.8)
for any u € {x,y,2} and b,b' € {0,1} with b £ ¥. Tt is easy to verify that

the only density operator that satisfies these equalities is Bell-diagonal and
has eigenvalues A\g = 1 — 3—26, A = Ay = A3 — % I' is thus the set of all

"Because each of the three bases consists of two orthonormal vectors, the information
is encoded into six different states, which explains the name of the protocol.
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density operators of the form (with respect to the Bell basis)

3e

L=:3

OAB —

ol O O

o oo |
o Cwie ©
e O O O

for any e > 0 below some threshold.

One-way six-state protocol

In a basic version of the six-state QKD protocol, Alice and Bob apply post-
processing (i.e., information reconciliation followed by privacy amplification)
directly to their measured data, as described in Section 7.1.1. The rate of
this protocol can be computed using (7.4) where, according to the above
discussion, A\ = 1 — 32—6 and Ay = Ay = A3 = % Plot 7.1 shows the result of a
numerical evaluation of this formula. In particular, the maximum tolerated
channel noise for which the key rate is nonzero is 12.6%.

Next, we consider the one-way six-state protocol enhanced with addi-
tional noisy preprocessing as described in Section 7.1.2. That is, before
the information reconciliation step, Alice applies random bitflips with prob-
ability ¢ to her measurement outcomes. The rate of this protocol can be
computed with Lemma 7.1.2. A little bit surprisingly, it turns out that noisy
preprocessing increases its performance (see Plot 7.2). As shown in Plot 7.3,
the optimal value of the bit-flip probability ¢ depends on the error rate of
the channel e. The protocol can tolerate errors up to 14.1% and thus beats
the basic version (without noisy preprocessing) described above. Note that
this result also improves on the previously best known lower bound for the
maximum error tolerance of the six-state protocol with one-way processing,
which was 12.7% [Lo00]. (Similarly, the same preprocessing can be applied
to the BB84 protocol, in which case we get an error tolerance of 12.4%,
compared to the best known value of 11.0% [SP00].)

Six-state protocol with advantage distillation

The performance of the six-state protocol is increased if Alice and Bob addi-

tionally use advantage distillation as described in Section 7.1.3. For example,

Alice and Bob might invoke the protocol AD, depicted in Fig. 7.1 to pro-

cess their measurement outcomes before the information reconciliation and

privacy amplification step. The rate of the protocol is then given by (7.6).
3e 3

Because Ao = 1 — 5 and A\; = Ay = A3 = %, the coeflicients \; occurring in
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Plot 7.1 Rate of the basic one-way six-state protocol (without noisy pre-
processing) as a function of the error rate e.

rate
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Plot 7.2 Rate of the one-way six-state protocol with noisy preprocessing
(where Alice flips her bits with probability ¢ as depicted in Plot 7.3).

rat =
1
0.8 ”“\
S
0.6 \%&m
.
S,
0.4 "‘“ﬂ\%
‘%\%‘
o \
R
 —

0.0 0.04 0O.0& 0O.08 0.1 0.12 0.14

Plot 7.3 Optimal value of the bit-flip probability ¢ for the noisy prepro-
cessing used in the one-way six-state protocol.
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Plot 7.4 Rate of the six-state protocol with advantage distillation on blocks
of length 4.

rats

0.I5

0.z \

this formula are

(1 —e)?+ (1 —2e)

Xo =
2psucc
< (1—e)’—(1—2e)P
A =
2psucc
b
< e
Ao =
2psucc
b
N e
A3 = :
2psucc

where psuce = (1 — ) + eb. Plot 7.4 shows the result of this computation
for a block size of b = 4.

Finally, we have a look at an extended protocol which combines ad-
vantage distillation and noisy preprocessing. That is, after the advantage
distillation ADy, Alice flips her bits with probability ¢ (see Plot 7.5). For
large block sizes b, the rate of the protocol is given by (7.7), for

ob
NErET
1 —=2eNt
87(1—6) '

In particular, for b approaching infinity, the secret-key rate is positive if (see

Lemma 7.1.3)
b

(Lo2eym s,

l—e/ — (1—e)b+teb’

Some simple analysis shows that this inequality is satisfied (for large b) if
e < % — % ~ 0.276. We conclude that the protocol can tolerate errors up
to 27.6%.
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Plot 7.5 Rate of the six-state protocol with advantage distillation (on blocks
of optimal length) followed by (optimal) random bit-flips on Alice’s side.

rate

1

Note that this value coincides with the corresponding error tolerance of
another variant of the six-state protocol due to Chau [Cha02] and is actually
optimal for this class of protocols (cf. [ABBT04]). However, compared to
Chau’s protocol, the above described variant of the six-state protocol is
simpler® and has a higher key rate.

8nstead of adding noise, Chau’s protocol uses xor operations between different bits of
the raw key.
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Appendix A

Distance measures

A.1 Fidelity

The fidelity between two (not necessarily normalized) states p, o’ € P(H) is

defined by
F(p,p') i= try/ p!/2p/ pl/2 .
In particular, if p = |¢) (| and p/ = |[¢0") (/| are pure states,
Fp,p') = ()] -
Remark A.1.1. For any «, 3 € Rt

F(ap, Bp') = /aBF(p,p) .

Fidelity of purifications

Uhlmann’s theorem states that the fidelity between two operators is equal
to the maximum fidelity of their purifications.

Theorem A.1.2 (Uhlmann). Let p,p’ € P(H) and let |) (| be a purifica-
tion of p. Then

Flp,p) = l%&gﬁ'F(IWWI, WD)

where the maximum is taken over all purifications ') ('] of p'.

Proof. The assertion follows directly from the corresponding statement for
normalized density operators (see, e.g., Theorem 9.4 in [NC00]) and Re-
mark A.1.1. O

Remark A.1.3. Because the fidelity F(|¥)(¥)], |[¥')(¥']) does not depend
on the phase of the vectors, the vector [¢') which maximizes the expres-
sion of Theorem A.1.2 can always be chosen such that (¢|¢)') is real and
nonnegative.

119
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Fidelity and quantum operations

The fidelity between two density operators is equal to the minimum fidelity
between the distributions of the outcomes resulting from a measurement.

Lemma A.1.4. Let p,p’ € P(H). Then

F(p,p) = min F(Pz, Py)

zJz

where the minimum ranges over all POVMs {M;},ez on H and where
Pz, P}, € P(Z) are defined by Pz(z) = tr(pM,) and Py(z) = tr(p'M,),
respectively.

Proof. The statement follows directly from the corresponding statement
for normalized density operators (cf. formula (9.74) in [NC00]) and Re-
mark A.1.1. O

The fidelity between two operators cannot decrease when applying the
same quantum operation to both of them.

Lemma A.1.5. Let p,p € P(H) and let € be a trace-preserving CPM on'H.
Then

F(E(p), () = F(p,p') .

Proof. See Theorem 9.6 of [NC00] and Remark A.1.1. O

A.2 [-distance

Lqi-distance and quantum operations

The Li-distance between two density operators cannot increase when ap-
plying the same (trace-preserving) quantum operation to both of them.

Lemma A.2.1. Let p,p’ € P(H) and let & be a CPM such that tr(E(c)) <
tr(o) for any o € P(H). Then

1€ = @I < llp— Pl -

Proof. Tt suffices to show that ||E(T)||1 < ||T]|1, for any hermitian operator
T. The assertion then follows with 7" := p — p’ because & is linear.

For any hermitian operator S, let [|S|le = supjger: o<1 15191 be
the Loo-operator norm. Note that the L.,-operator norm can equivalently
be written as

[Slo = sup  tr(So) .
oc€P(H):tr(0)<1
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Moreover, it is easy to see that for any hermitian operator 7°

17l = sup  [er(ST)| . (A1)
$:[|8loe <1

Let {Eg}r be the family of linear operators from H to H’ defined by the
CPM &, ie., E(o) = EkaE;L, for any o € P(H). Moreover, let £ be the
CPM defined by E7(S") == 3, E,ZS’E;C, for any hermitian operator S’ on
‘H'. We then have the identity

tr(E1(S") o) = tr(S'E(0)) .

Hence

1ET(S") [loo sup tr(€7(S)o)

o€P(H):tr(o)<1

= sup tr(S’E(0)) (A.2)
oc€P(H):tr(o)<1

15" oo

IN

where the inequality holds because (o) € P(H') and tr(&(a)) < tr(o) = 1,
for any o € P(H). Using (A.1), this implies that

IEM)Ih = sup |te(E(T)S")]
S5 oo <1

= sup [tr(TEN(S"))
S7: |18 ||oo<1

< sup tr(75)
S:|1Sllee<1

=17l

where the inequality follows from (A.2).

Lq-distance of mixtures

Lemma A.2.2. Let pay and paz be classical with respect to an orthonormal
basis {|z2)}.ez of Hz and let {p%}.cz and {p%}.cz be the corresponding
conditional operators. Then

lpaz — pazl, =Y _|lea —ral, -
zZEZX

Proof. For any z € Z, let {|¢7) }zcx be an eigenbasis of p% — p%. Then, the
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family {|¢7) @ [2)}(x,2)exxz is an eigenbasis of paz — paz. Hence,

loaz = pazll, = 32 21021 @ D (S0 (05 — ) @ 120N (67) @ 1))]

ZeZ xeX 2€Z
=3 " [(@ilon — paled)]
zEZ xEX
- ZHP% B ﬁAH1 :
2€EZ

Lq-distance of pure operators in terms of vector distance

The scalar product of a Hilbert space H induces a canonical norm, defined by
)] := +/(@|¢), for any |¢) € H. In particular, the norm of the difference
between two vectors |¢) and [¢'), |[|) — [¢¥)]], is a metric on H.

The following lemma relates the Li-distance between two pure states

|) (1| and ') (1’| to the vector distance |[|v) — [¥')]].
Lemma A.2.3. Let |¥),|V') € H such that (¢|y') is real. Then
[10) ol = 1 5|y = (1w = 1| - (1) + 1] -

Proof. Define |o) := [1) + [), |6) = |¢) — [¢) and let a := [[|a)[], b =
l3)]|. We then have

iyl — 15wl = tellsd sl — 19 1| = Sellad (8] +18)al |

Moreover, because (1|1} is real, the scalar product («|3) = (¥|w) — (W' [¢)
is real as well. Using this, it is easy to verify that b|a) +a|3) and bla) —al3)
are eigenvectors of |a) (3| +|3)(a| with eigenvalues («|3) +ab and («|3) — ab,
respectively. Hence,

tr||e) (8] + B)(al| = [(a|B) + ab| + (| B) — ab| = 2ab ,

where the last equality holds because the Cauchy-Schwartz inequality im-
plies [{|3)] < ab. O

Upper bound on Li-distance in terms of fidelity
Lemma A.2.4. Let p,p € P(H). Then

lo— ol < \/(6x(p) + tr()? — 4F (p, )2 .
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Proof. Tt follows from Uhlmann’s theorem (see Theorem A.1.2 and remark
thereafter) that there exist purifications |¢) (1| and [¢')(¢'| of p and p', re-

spectively, such that (1|¢') is nonnegative and F(p, p') = F(|¢) (%], | (]).
Using Lemma A.2.3, a simple calculation leads to

1wy ] — (") @[] = /(@) + (W [0))2 — 4(g[)2

Since (Y|y) = tr(|¥)(]) = tr(p), (W'|¢) = tr(p), and F(|¥) @, [ ) (']) =
(1|, this identity can be rewritten as

Iyl — 11| = /(o) + te(p))? = 4F (p, )2 .

The assertion then follows from the fact that the Li-distance can only de-
crease when taking the partial trace (cf. Lemma A.2.1). O

Upper bound on L;-distance in terms of vector distance

The following lemma is a generalization of one direction of Lemma A.2.3 to
mixed states.

Lemma A.2.5. Let p,p' € P(H) and let |v) (] and |¢") ('] be purifications
of p and p, respectively. Then

lp = £'lls < (Vtr(p) + Vte() - ||l = [)]] -
Proof. Let v € [0,27x] such that e® (14 is nonnegative and define [¢)') :=
e |¢'). Then, from Lemma A.2.3,

[0 ol = 1)@, = ([l = 10 i) + 18]
< |[l) = 1| - ([[l)]] + [[1%)]])

where the inequality follows from the triangle inequality for the norm || - ||
and |||v)| = ||[¢")||. Moreover, since (¥[¢)') is nonnegative, it cannot be

smaller than the real value of the scalar product (Y]'), that is, §R(<@ZJ|1E’>) =
(W[N] = [y = R(([¢')), and thus

Iy = 19| = \/@leeh + (@14) — 2R(G1))
< V@) + W) — 2R((P[0))
= |l = 1]l -
Combining this with (A.3) gives
1yl = 1) @I = [} (] = 1)
< (Il + 1) - 1) = 11| -

The assertion follows from the fact that the Li-distance cannot increase
when taking the partial trace (cf. Lemma A.2.1). O
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Lower bound on L;-distance in terms of fidelity

The following statement is the converse of Lemma A.2.4.

Lemma A.2.6. Let p,p' € P(H). Then

tr(p) +tr(p) —2F(p, ") < llp—¢llr -

The proof is a direct generalization of an argument given in [NC00| (see
formula (9.109) of [NCO00]).

Proof. According to Lemma A.1.4, there exists a POVM M = {M,},cz
such that

F(p,p') = F(Pz,Py)
for Pz and P}, defined by Pz(z) = tr(pM.) and P(z) = tr(p'M,). Using
the abbreviation p, := Pz(z) and p), :== Pz, we observe that

S VI = 0 1 2V
2€Z 2€Z (A4)
= tr(p) + tr(p) — 2F(p, o) .

Moreover, because |\/pz — /PL| < \/Dz + /P,
> (Vs = VL) < 3V = VL] (Vs + VD)

z€EZ z€EZ

= lp=— 1l

z2EZ
S ||p_ pIHl ’

where the last inequality follows from the fact that the trace distance cannot
increase when applying a POVM (cf. Lemma A.2.1). The assertion then
follows by combining this with (A.4). O

Lower bound on [i-distance in terms of vector distance

The following statement can be seen as the converse of Lemma A.2.5.

Lemma A.2.7. Let p,p' € P(H) and let |) ()| be a purification of p. Then
there exists a purification || of p/ such that

1) =1 < Vlle =2l -

Proof. Uhlmann’s theorem (see Theorem A.1.2 and remark thereafter) im-
plies that there exists a purification [)"){(¥/| of p’ such that F(p, p') = (¢|¢').
Hence,

1) — [@')]| = V@) + W) — (@) — (W[h)
=/tr(p) + tr(p)) —2F(p, p)) .

The assertion then follows from Lemma A.2.6. |
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Lq-distance and trace

A slightly different variant of the following statement is known as the Gentle
Measurement Lemma [Win99).

Lemma A.2.8. Let p,p € P(H) such that p = PpP for some projector P
on H. Then,

lo = plls < 24/t2(p) (ix(p) — tr(p)) -
Proof. We first show that the assertion holds if p is normalized (i.e., tr(p) =
1) and pure, that is, p = |¢)(¢| for some normalized vector |¢). Since

P is a projector, the vector |¢) can be written as a weighted sum of two
orthonormal vectors |a) and |b), |¢) = ala) + B]b), for a, 3 > 0, such that
Pla) = |a) and P|b) = 0. In particular, p = a?|a)(al. A straightforward
calculation then shows that

lp = plli = [(ala) + Blb)) (edal + B(O]) — a®la)(all],
<28 =21 —tr(p)

which concludes the proof for normalized pure states p.

To show that the assertion holds for general operators p € P(H), let p =
> wex Pz|2) (x| be a spectral decomposition of p. In particular, > -y p. =
tr(p). Define p, := |x)(z| and p, := Pp, P. By linearity, we have

ﬁ:PpP:meﬁm-
reX

Hence, using the triangle inequality and the fact that the assertion holds for
the normalized pure states p,, we find

lp =Pl < Y pallpe = pallt €2 Y pa/T = tr(pn) -

rEX reX

Moreover, with Jensen’s inequality we find

Z Px tr(px = tr(p Z P \/ — tr(px)
rEX
Z m(l — tr(pz))

= \/tr p) —tr(p)) ,

which concludes the proof. ]
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Appendix B

Various Technical Results

B.1 Combinatorics

For proofs of the following statements, we refer to the standard literature
on combinatorics.

Lemma B.1.1. The set Q of types with denominator n on a set X has

cardinality
+ X -1
o ().
n

Lemma B.1.2. Let Q € QF be a type with denominator n on a set X.
Then the type class AY has cardinality

n!

[Teex Q@)

Lemma B.1.3. A set of cardinality n has at most 2""/™) subsets of car-
dinality r.

A7 =

Proof. A set of cardinality n has exactly (7;‘) subsets of cardinality r. The
assertion thus follows from the inequality® () < 27(r/n), O

B.2 Birkhoff’s Theorem

Definition B.2.1. A matrix (asy)zex yey is bistochastic if a,, > 0, for
any x € X, y € ), and Zyey Ary = D pex Qoy = 1.

It is easy to see that a matrix (a.y)zex yey can only be bistochastic if
|X| = |V|. The following theorem due to Birkhoff [Bir46| states that any
bistochastic matrix can be written as a mixture of permutation matrices.
(See, e.g., [HJ85] for a proof.)

'See, e.g., [CT91], Formula (12.40).
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Theorem B.2.2 (Birkhoff’s theorem). Let (asy)zecx yey be a bistochastic
matriz. Then there exist nonnegative coefficients i, parameterized by the
bijections 7 from Y to X, such that > _pr = 1 and, for anyx € X, y € Y,?

Gay = D Hrbin(y) -
K
It follows immediately from Birkhoft’s theorem that any sum of the form

S = E :aﬂc,ysm,y
m?y

can be rewritten as

S=) > Hnbo)Sey =Y Hr Y Sety)y -
™ Y

Yy w

B.3 Typical sequences

Let x be an n-tuple chosen according to an n-fold product distribution
(Px)™. Then, with probability almost one, x is a typical sequence, i.e., its
frequency distribution Ax is close to the distribution Py.

Theorem B.3.1. Let Px be a probabilily distribution on X and let x be
chosen according to the n-fold product distribution (Px)"™. Then, for any
6 >0,

PF[D()\XHPX) > 5] < 2_n<6_|X|l%(nil)) .

Proof. See Theorem 12.2.1 of [CT91]. O

Theorem B.3.1 quantifies the distance between Ax and Px with respect
to the relative entropy. To obtain a statement in terms of the Li-distance,
we need the following lemma.

Lemma B.3.2. Let P and Q be probability distributions. Then
[P = QI < +v2(In2)D(P|Q) .
Proof. See Lemma 12.6.1 of [CT91]. O

Corollary B.3.3. Let Px be a probability distribution on X and let x be
chosen according to the n-fold product distribution (Px)™. Then, for any
0 >0,
2 (e} 7

Pr[||Ac — Pxly > 8] < 27 {ahma— X0

X
Proof. The assertion follows directly from Theorem B.3.1 combined with
Lemma B.3.2. Il

2617“@/) denotes the Kronecker symbol which equals one if © = 7 (y) and zero otherwise.
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B.4 Product spaces

Lemma B.4.1. Let pap € P(H4 @ Hp). Then

supp(pap) € supp(pa) @ supp(ps) -

Proof. Assume first that pap is pure, i.e., pap = |[¥)(¥]. Let |¥) =
> ez 0|¢7) @ |¥7) be a Schmidt decomposition of [W), i.e., {|¢*)}.cz and
{|¥*)},ez are families of orthonormal vectors in H4 and Hp, respectively.
Then

supp(pap) = {[¥)} S span{|¢”)}.cz @ span{|Y*)}zez -

Because span{|¢®)},cz = supp(pa) and span{|y*)},ez = supp(pp) the
assertion follows.

To show that the statement also holds for mixed states, let pap =
Y wex Pap be a decomposition of pap into pure states p%p, for x € X.
Then, because the lemma holds for the states p% 5,

supp(pas) = span | J supp(p%p)
reX

C span | J supp(py) @ supp(pf)
reX

- (span U SUPP(PQ)) @ (span U supp(pfg))

zeEX reX
= supp(pa) @ supp(pn) -

Lemma B.4.2. Let pap,pap € P(Ha @ Hp) such that supp(pap) C
supp(pap). Then supp(pa) € supp(pa).

Proof. Assume first that pap is pure, i.e., pap = |[¥)(¥]. Let |¥) =
Y ez z|¢%) @ [¢*) be a Schmidt decomposition of |V), i.e., {|¢*)}.cz and
{|¥*)}.ez are families of orthonormal vectors in H4 and Hp, respectively.
Then supp(pap) = {|¥)}. Moreover, by Lemma B.4.1,

supp(pas) € supp(pap) € supp(pa) @ supp(ps) ,

e, |W) € supp(pa) @ supp(pp). This implies |¢*) € supp(p4), for any
z € Z, and thus span{|¢*)}.cz C supp(pa). The assertion then follows

because span{|¢*) }zez = supp(pa).

To show that the statement holds for mixed states, let pap = >, cy Pun
be a decomposition of p4p into pure states p% 5, for x € X. We then have
supp(p% ) € supp(pag), for any x € X, and thus, because the lemma holds
for pure states, supp(p%) € supp(pa). Consequently,

supp(pa) = span |_J supp(p%) < supp(pa) -
r€EX
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B.5 Nonnegative operators

Lemma B.5.1. Let p € P(H) and let S be a hermitian operator on H.
Then SpS is nonnegative.

Proof. Let p = >y pel2){x| be a spectral decomposition of p. Then, for
any vector |0) € H,

(015pS10) = > pal0]S|2) (@] S10) = Y pal(01S]a)* 2 0 .
zEX reX

The assertion then follows because SpS is hermitian. O
Lemma B.5.2. Let p,o € P(H). Then tr(po) > 0.

Proof. The assertion is an immediate consequence of the fact that tr(po) =
tr(c'/2po'/?) and Lemma B.5.1. O

Lemma B.5.3. Let p,o € P(H) such that o is invertible. Then the operator
A0 — p is nonnegative if and only if

)\max(a_l/2pa_1/2) <\.

Proof. With D := X\ -id — 67 2pc=Y2 we have \ -0 — p = o/2Dg1/2.
Because of Lemma B.5.1, this operator is nonnegative if and only if D is
nonnegative, which is equivalent to say that all eigenvalues of o=/2ps=1/2
are upper bounded by A. O

Lemma B.5.4. Let p,o € P(H) such that A- o — p is nonnegative and o is
invertible. Then
)\max(pl/QO_—lpl/Q) S /\ .

Proof. Assume without loss of generality that p is invertible (otherwise,
the statement follows by continuity). Because the operator A - o — p is
nonnegative, the same holds for p='/2(A-o — p)p~ /2 = X- p~126p=1/2 —id
(cf. Lemma B.5.1). Hence, all eigenvalues of p~1/20p=1/2 are at least A~!.
Consequently, the eigenvalues of the inverse p/20=1p!/2 cannot be larger
than A. O

B.6 Properties of the function r,

The class of functions 7 : 2 +— z' —tlnz —1, for t € R, is used in Section 3.3
for the proof of a Chernoff style bound. In the following, we list some of its
properties.

Lemma B.6.1. For any t € R, the function r; is monotonically increasing
on the interval [1,00).
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Proof. The first derivative of r; is given by

%rt(z)ftz —Zfz(z 1) .

The assertion follows because the term on the right hand side is nonnegative
for any z € [1, 00). O

Lemma B.6.2. For anyt € R and z € (0, 00),
1

re(z) < rpg (2 + ;) X
Proof. Observe first that r4(z) = r_¢(2). It thus suffices to show that the
statement holds for £ > 0. If z > 1, the assertion follows directly from
Lemma B.6.1. For the case where ¢ > 0 and 2z < 1, let v := —tIlnz. Then
re(2) = e —v—1and r(z) = e +v — 1. Because v > 0, we have
e’ —e~Y > 2v, which implies r(2) < rt(%). The assertion then follows again
from Lemma B.6.1. O

Lemma B.6.3. For any t € [—3%,1], the function v is concave on the
interval [4, 00].

Proof. We show that dijgrt(z) < 0 for any z > 4. Because dij;rt(z) =
t(t —1)z"=2 4 %, this is equivalent to t(1 —t)z* > ¢. It thus suffices to verify

that )
1\t

> (—)
> (1)

for any z > 4. Using some simple analysis, it is easy to see that the term on

the right hand side is monotonically increasing in ¢ on the interval [—1, 1]
and thus takes its maximum at ¢t = %, in which case it equals 4. O
Lemma B.6.4. For any z € [1,00) and t € [_10;27 loéz],
re(2) < (1 —1n2)(log 2)%* .
Proof. Let v :=tInz. Then
re(z) etz _tlnz —1 : e”—fu—l(lnz)2 ‘ (B.1)

12 12 v2
We first show that the term on the right hand side of (B.1) is monotonically

increasing in v, that is,

de! —v—1 e —1 e —p—1
d e’ —v e L, >0,
dv v?2 2 3

A simple calculation shows that this inequality can be rewritten as

2 ev/2 _ e—v/2
1>——
— pev/2 +e—v/2 ’
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which holds because, for any v € R,

ev/2 _ e—v/2

ev/2 4 e—v/2

‘ = ‘tanhg‘ < M .
2 2
Hence, in order to find an upper bound on (B.1), it is sufficient to evalu-
ate the right hand side of (B.1) for the maximum value of v. By assumption,
we have v <1In2, i.e.,

e —v—1

5 (Inz)? < (1 —In2)(log 2)? ,

v

which concludes the proof. O



Appendix C

Computationally Efficient
Information Reconciliation

In Section 6.3, we have proposed a general one-way information reconcilia-
tion scheme which is optimal with respect to its information leakage. The
scheme, however, requires the receiver of the error-correcting information to
perform some decoding operation for which no efficient algorithm is known.
In the following, we propose an alternative information reconciliation scheme
based on error-correcting codes where all computations can be done efi-
ciently.

C.1 Preliminaries

To describe and analyze the protocol, we need some terminology and basic
results from the theory of channel coding. Let € be a discrete memoryless
channel which takes inputs from a set ¢ and gives outputs from a set V.!
An encoding scheme for € is a family of pairs (C,, dec,,) parameterized by
n € N where C, is a code on U of length n, i.e., a set of n-tuples u € U”,
called codewords, and dec, is a decoding function, i.e., a mapping from V"
to C,. The rate of the code C,, is defined by rate(C,) := < log|C,|. Moreover,
the mazimum error probability of (Cy, decy,) is defined by

Emax(Ch, dec,) 1= max Pr[u # dec(v)] ,

uGCn v
where, for any u = (uq,...,u,) € C,, the probability is over all outputs
v = (v1,...,0,) of n parallel invocations of € on input u.

We will use the following fundamental theorem for channel coding (cf.,
e.g., [CT91], Section 8.7).

LA discrete memoryless channel € from U to V is defined by the conditional probability
distributions Py -, on V), for any v € U.
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Proposition C.1.1. Let € be a discrete memoryless channel from U to V
and let § > 0. Then there exists an encoding scheme {(Cy,decy) }nex for €
such that the following holds:

e rate(C,) > maxp, H({U) — H(U|V) — ¢, for any n € N. (The en-
tropies in the mazimum are compuled for the distribulion Pyyv of an
input/output pair (u,v) of €, where u is chosen according to Py.)

e lim, o0 Emax(Cn, decy,) = 0.

C.2 Information reconciliation based on codes

Let us now consider an information reconciliation protocol based on chan-
nel coding. For this, we assume that Alice’s and Bob’s inputs are strings
x = (x1,...,2,) and y = (y1,...,Yn), respectively. Our protocol shall be
secure if the inputs x,y are distributed according to a product distribution
Pxnyn = (Pxy)™.

Let € be the channel which maps any v € X to v := (x ®u,y), where
the pair (x,y) is chosen according to the probability distribution Pxy and
where @ is a group operation on X. For any n € N, let IR¢, dec,, be the
information reconciliation protocol specified by Fig. C.1, where C, is the
code and dec, the decoding function defined by Proposition C.1.1.

It is easy to see that X = x holds whenever dec,, decodes to the correct
value & = u. Hence, the information reconciliation protocol IR¢, gec, is
gp-secure, for e, = £max(Cpn,dec,). Because, by Proposition C.1.1, the
maximum error probability £max(Cp,dec,) of (C,, decy,) goes to zero, for n
approaching infinity, the protocol IR¢, dec, is asymptotically secure.

Moreover, by Proposition C.1.1,

rate(C,) > HIlDaXH(U) —HU|Xa®UY)—-0.
U

Using the fact that the input « is chosen independently of the randomness of
the channel (x,y), a simple information-theoretic computation shows that
the entropy difference in the maximum can be rewritten as H(X & U|Y) —
H(X|Y). Hence, because maxp, H(X ® U|Y) = Hmax(Pr) = log|X|, we
find

1
Elog|Cn| = rate(C,) > log |X| — H(X|Y) -9 . (C.1)

The communication ¢ of the protocol is contained in the set X™. Further-
more, because u is chosen uniformly at random from C,, the distribution
Pgjxn—x of the communication ¢, conditioned on any input x € A", is
uniform over a set of size |C,|. The leakage of IR¢, dec, is thus given by

leakire, 4., = log|X"| — m}in Hpin(Pojxn—x) = nlog |X| —log |Cy| .
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Fig. C.1 Information reconciliation protocol IR¢, gec, -

Parameters:
Cn: set of codewords from X™
dec,: decoding function from X" x V" to C,
D group operation on X (with inverse ©).
Alice Bob
input: x € X" input: y e Y"
c.=xXxdu — u:= decn(C7Y)

if decoding not succ.
then abort

output X :=cot

Combining this with (C.1) we conclude
1
ﬁleakchn,decn < HX|Y)+46.

Because Proposition C.1.1 also holds for efficient? encoding schemes (see,
e.g., [Dum98]), Corollary 6.3.5 is asymptotically still true if we restrict to
computationally efficient protocols (see also [HR05]). More precisely, this
result can be formulated as follows.

Proposition C.2.1. Let Pxy € P(X x Y) be a probability distribution and
letd > 0. Then there exists a family of computationally efficient information
reconciliation protocols |R¢, dec, (parameterized by n € N) which are &,-
fully secure, ,-robust on the product distribution (Pxy)™, and have leakage
Leakire ... < H(X|Y)+4, for any n € N, where limp,_o0 £ = 0.

2An encoding scheme {(C,,,dec,)}nen is said to be efficient if there exist polynomial-
time algorithms (in n) for sampling a codeword from the set C,, and for evaluating the
decoding function dec,,.
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Appendix D

Notation

General

log binary logarithm

In natural logarithm

Oy Kronecker symbol: 6., € {0,1}, 0y =1 iffz =y
C complex conjugate of ¢

R(c) real value of ¢

P(X) set of nonnegative functions on the set A’

Sn set of permutations on the set {1,...,n}
E.|f(z)] expectation of f(z) over random choices of x
supp(f) support of the function f

[a, b] set of real numbers r such that a <r <

la, b) set of real numbers r such that a <r <b

Frequency distributions and types

A frequency distribution of the n-tuple x

X
QX set of types with denominator n on the set X
AY type class of the type ¢ with denominator n
Vectors
span V space spanned by the set of vectors V
(p|v) scalar product of the vectors |¢) and [¢)
lo)l norm of the vector |¢)
|o) (9] projector onto the vector |¢)
S1(H) set of normalized vectors on H
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Operators
P(H) set of nonnegative operators on H
id identity
tr(S) trace of the hermitian operator S
supp(S) support of the hermitian operator S
rank(.S) rank of the hermitian operator S
Amax (S) maximum eigenvalue of the hermitian operator §
1S |1 trace norm of the hermitian operator S

Distance measures for operators

llp— ¢l L;-distance between p and p/

F(p,p") fidelity between p and p'.

d(pap|B) Ly-distance from uniform of p4p given B
da(paBlos) Lo-distance from uniform of p4p relative to op
Entropies

H(Px) Shannon entropy of the probability distribution Px
h(p) binary Shannon entropy with bias p

H(pa) von Neumann entropy of the density operator p4
H(A|B) conditional entropy H(pap) — H(pg)

D(p|lo) relative entropy of p to ¢

Hmin(pAB|UB>
Hmax(pAB|UB)
Hii(paslon)
Hrgnax(pAB|O-B)
Hrgnin(pAB|B)
Hrgnax(pAB|B)
i (AlB)
Hpax (Al B)
H(paBloB)

min-entropy of p4p relative to op
max-entropy of pap relative to op
£-smooth min-entropy of pap relative to op
e-smooth max-entropy of pap relative to op
£-smooth min-entropy of pap given Hp
g-smooth max-entropy of pap given Hp
abbreviation for H:, (pap|B)

abbreviation for H: . (pap|B)

collision entropy of pap relative to op

Symmetric spaces

Sym(H®™)

Sym(H®", 6)°™)

Symmetric subspace of H®™
Symmetric subspace of H®"™ along [0)®™
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