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Abstract of a trusted device in the presence of an adversary, and
In this paper, we propose and implement a novel ip-that the infrastructure is able to verify a claimed physical

based secure ranging protocol. Our protocol is inspireénocat'on of an untrusted device. Secure localization sys-

by existing authenticated ranging and distance—boundintgMs that fulfill (one or both) these goals, such as [5], [9]
protocols, and is tailored to work on existing Ultra Wide @nd [7], rely on secure ranging based on time-of-arrival

Band (UWB) ranging platforms. Building on the imple- _(ToA) measurements. However., ToA based secure rang-
mentation of secure ranging, we further implement a selNd Protocols have only been implemented with mixed
cure localization protocol that enables the computation oRF/SONic channels so far [14]. RF/sonic-based ranging
a correct device location in the presence of an adversarg.rld localization systems have been shown, however, to
We study how various implementations of secure rang®® vulnerabl_e to distance reduction and enlargement at-
ing and localization protocols impacts their security andi@cks resulting from RF wormhole attacks on the slower
performance. We further propose modifications to thes§ONiC Signals [15]. Although RF/sonic-based ranging and
protocols to increase their security and accuracy. To thdistance bounding can be used in some application sce-
best of our knowledge, this is the first implementation of@rios [5], [16], their applicability is limited due to the
a RF Time—of—Arrival (ToA) secure localization system. &f0ré mentioned attacks.
The implementation of RF-only based secure ranging
|. INTRODUCTION systems, which would prevent distance reduction attacks
) and would enable, among other applications, secure local-
A number of secure ranging ([1], [2], [3], [4]) jzation and location verification, is a difficult problem for
and secure localization protocols ([S], [6], [7], [8]. seyeral reasons. High bandwidth signals are required to
[91, [10], [11]) have been proposed in the recent years, nieye 4 range resolution in the order of decimeters [17];

Secure ranging protocols were first described in [1] 10,00 rate clocks and fast processing need to be available
protect againsmafia fraudattacks [12]. The term secure | 1o qevices to enable accurate and secure ranging.
ranging covers the categories authenticated ranging and

distance bounding. In authenticated ranging, one entity !N this paper, we propose and implement a novel secure
(the verifier) measures its distance to another (honest) ef@Nging protocol. Our protocol is inspired by existing
tity (the prover), while denying a third entity (the attacke authenticated ranging and distance-bounding protocols,
the chance to shorten the measured distance [9] (i.eand is tailored to work on existing Ultra Wide Band
the verifier obtains an upper-bound for the distance t6UWB) ranging platforms. Building on the implementa-
the prover). By executing distance bounding, the verifietion Of secure ranging, we further implement a secure
obtains an even stronger result — an upper-bound on tHEcalization protocol, that enables the correct compoitai
distance to an untrusted prover. In both protocols, th@f @ device location in the presence of an adversary.
attacker is always able to enlarge the distance betweeff® Study how various implementations of secure rang-
the verifier and the prover (by appropriately delayingind and localization protocols impacts their security and
signals exchanged between the devices). Applications dterformance. We further propose modifications to these
authenticated ranging and distance-bounding include tHg0tocols to increase their security and accuracy. We
prevention of relay (wormhole) attacks [2] and physi- 2SO Show that, although existing secure ranging protocols
cal proximity verification (e.g., for access control pur- could be implemented using UWB ranging platforms, this
poses) [13]. would require a redesign and (in most cases hardware)
Secure localization protocols were proposed to prol€mplementation of these ranging platforms.
vide trusted location information in security- and safety- Our main contributions are as follows:
critical applications like location-based access control
asset monitoring, protection of critical infrastructyres « We propose a new secure ranging protocol that can
emergency and rescue, and to enable secure networking be implemented on available UWB ranging plat-
functions (i.e., location-based routing, secure data har- forms. The proposed protocol lowers the complexity
vesting). Secure localization has two main goals: that the  of the implementation and does not require hard-
infrastructure is able to obtain a correct physical logatio ware and/or firmware modifications of existing UWB



ranging platform& It can further operate in two committing to a message of sizeb bits and by sending
modes: as an authenticated ranging or as a distanctiis commitment to the verifiel. V then generate$
bounding protocol. secret challenge bitsy; ... |, after which both parties
« We implement the proposed protocol (in its authen-performb rounds of rapid bit exchange. In each round,
ticated ranging mode) and we show that it enablesends the current round’s challengg P then computes
secure and accurate ranging. We discuss possiblg, = «; @ m; and immediately sends; to V. After
design choices in this implementation and we showb rounds are completed? concatenates the received
that secure ranging is vulnerable to attacks on rangehallenges into a bit stringn, opens the initial commit
aggregation (from multiple protocol rounds). We to V and sends a signech to V. ¥V now verifies the
propose and validate solutions to these attacks.  commitment and the signature of. In the case that both
o Based on our secure ranging implementation, weests are successfof,computes the round-trip time RTT
implement a secure localization protocol; we showfor each challenge and response. The distance bounding
that our implementation enables accurate and securgperation was successful if each distante= %
localization. We further show several new attackswas shorter than the maximal possible distance between
on secure localization, specifically those that can bg’ andP (c is the speed of light). This maximal distance
performed by mobile provers. We propose solutionscould for example be determined By and P’s power
to these attacks and validate them using resultganges.
obtained from our implementation. In the case of authenticated ranging, the verifier trusts
o We measure the additional cost of securing thethat P will correctly execute the protocol and will not
ranging protocols which is due to the increasedcheat in the ranging process. As a consequence, the
complexity of the ranging and localization processinstantaneous reply % is not required anymore; instead,
and we propose modifications to these protocols td® measures its local processing tinde between the
increase their security and accuracy. reception of the challeng€’ and the transmission of the
To the best of our knowledge, this paper presents firsteplyt? and transmits this value . Authenticated rang-
implementations of a ToA-based authenticated rangingng was proposed in [18]. Figure 1(b) shows a possible
and secure localization systems. realization of this protocol, using rapid bit exchange (in
The structure of the paper is as follows. Backgroundhe original protocola and 5 are exchanged as packets
on secure ranging is given in Section Il. Our securen one transmission instead). In particular, authentitate
ranging protocol is described in Section 1ll. Methods forranging also allows constant, non-zero processing times.
resilient measurement data aggregation for ranging andor example, consider the case in which the processing
secure localization are discussed in Section IV. The detime at? always equals”. Instead of computing thé;
scription of the implementation of the secure localizationin each round)’ could know the constant processing time
is given in Section V. Further possible improvements ofof P and take it into account, thus reducing the length of
secure ranging and secure localization are discussed the final message.
Section VI. Related work is described in Section VII. In The main differences between distance bounding and
Section VIII, we conclude the paper. authenticated ranging protocols are summarized in Ta-
ble 1.
Il. BACKGROUND ON SECURERANGING

) ) ) ) Characteristic | Distance bounding | Authenticated ranging
Secure ranging aims at detecting attacks on distandey trusts? not required required

measurements in scenarios in which the ranged devicesZJ’ replies after Zefo_d?t'ay fcat Va“a_b'_et delay

. Se case roximity veritication roximity measuremen
are either trusted or untrusted. If we assume that the P y L y d
prover P cannot be compromised by an attacker and TABLE |
. - CHARACTERISTICS OF DISTANCE BOUNDING AND AUTHENTICATED
if the verifier V can trust’? to follow the protocol RANGING.

honestly, authenticated ranging can be used by the verifier

Y to determine the upper-bound on its distancePtolf

P cannot be trusted, the verifier needs to use distance Theoretically, the only way that an attacker can com-

bounding to determine its upper-bound & In both  promise secure ranging protocols (and thus reduce the

cases, the goal of is to obtain an upper-bound on the measured distance) is to either guess all the challenge

distance to?. Note that in both cases, the attacker isbits sent by the verifier or all the replies sent by the

always able to delay messages betw®esand” and thus  prover in the rapid bit exchange phase. The probability

enlarge their measured distance by jamming/replayingf a successful attack therefore depends on the amount

or overshadowing the signals, but he cannot reduce thef rounds of rapid bit exchange and is equal ta2~°.

measured distance since the attacker cannot speed up tBeveral attacks have been discussed in [19] on possible

propagation of RF-signals betwe&hand P. implementations of distance bounding protocols, where
In Brands and Chaum’s original distance boundingtraditional communication channels are used for rapid

protocol [1] (Figure 1(a)), an untrusted prov@rstarts by  bit exchange. These include early detection attacks, ex-
3 _ _ , , ploitation of packet level latencies and late commits by a
We note that available ranging platforms are still proprietand ..

implemented such that they do not allow access to device firmarmde malicious. For example, an external attackef can try

thus cannot be easily reprogrammed. to overclock” in channels where the clock is provided
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Fig. 1. Secure ranging protocols: a) distance boundingopaobt b) authenticated ranging protocol

by V, or try to speed up the replies by replying earlytwo of which are of special interest for us: thanging

and committing late, when the true reply starts. If morecommand (that allows one device to measure its distance

than one bit is transmitted with each challenge, additionalo another device) and the ability tiiscoverother devices

attacks are possible for a malicio®s such as modified in the same subnet. Every radio has a unique address

guessing attacks [19]. consisting of a 8 bit subnet number and a 8 bit unit
The rapid bit exchange in secure ranging protocolsdentifier. Only devices which are in the same subnet

relies on minimal processing delays at the prover andan communicate which each other. To perform a ranging

requires high communication frequencies (to achieveperation, devic® broadcasts a request containing the 1D

a 30 e¢m ranging resolution, 2GHz signals are re- of a device that it wants to range (e.®;s ID). These

quired [17]). These requirements also suggest that norrequests consist of a preamble, the data and redundancy

negligible error rates are to be expected during signafor error correction. No medium access control (MAC) is

transmission. To prevent these errors from causing fredsed, the message length is fixed to/&6 Upon reception

guent protocol repetitions, distance bounding protocol®f this message? processes it in a constant time of about

that tolerate or correct such errors have been introduced5 ps and sends back a reply messagemeasures the

In [3], Hancke and Kuhn propose a distance boundindRTT between transmitting the request and receiving the

protocol that tolerates up té incorrect bit exchanges. reply, and from this time computes its distanceRo

In [20], Singeke and Preneel propose a noise resilient

version of the Mutual Authenticated Distance-bounding

protocol of Capkun et al. [4]; they use error correcting

codes (ECC) to eliminaté unsuccessful bit exchanges. |n the request messages for the distance measurement,

In Section 11I-D, we measure the robustness of the MSSho additional data can be transmittedo This prevents

ranging platform [21] and show that in Non-Line-of-Sight the transmission of a challenge, which is an integral

environments, such loss-resilience is important for theart of secure ranging protocols described in Section 1.

efficient execution of the secure ranging protocols. Furthermore, current MSSI ranging devices cannot com-
pute the XOR of values in the time-critical processing
I1l. THE ID BASED SECURE RANGING PROTOCOL phase; this means that none of the existing secure ranging

In this section, we present our ID-based secure ranginBrOtOCOIS can be implemented on this platform without

protocol. This protocol is designed to work on a commer-modifying the firmware or even hardware of the devices.

cially available UWB ranging platform. To motivate the We note that available ranging platforms are proprietary

design of a new protocol, we first describe the ranging?"d implemented such that they do not allow access to
platform that we use, then we discuss why existing securd€Vvice firmware and thus cannot be easily reprogrammed.
ranging protocols cannot be simply implemented on thidn addition, no feedback is given to the computer control-

platform or on other similar platforms. Finally, we present/ind the device if a device was queried for its distance.
our protocol and discuss its performance.

Also ranging authorization is not supported; any unit
may perform ranging with any other device. This allows
. an attacker to query the distance to any device with a
A. The MSSI UWB ranging system known ID; or to scan for devices with unknown IDs

The ranging devices by MSSI [21] operate in theon the network. The devices also implement a discovery
frequency range of 6.1-6.6 GHz both for communicationcommand, which prompts all devices in the same group
and for ToA ranging measurements. Their serial interfacéo report their presence; this allows an attacker to find all
currently only provides a very limited set of operations,devices in the same subnet.



Y P only be able to shorten its distance Yowith probability

1/2 by sending an early reply message because it does not
know if its current 1D or a random ID will be queried.
Start of measurement rounds, repeat b times In summary, in every round < b’ Y can d|st|ngu|sh
In every round 7, : .
between the following cases:

{IDy, ..., IDy} = f(k) {IDy,....IDy} = f(k)

With probability 1/2: «; =ID; Change ID to ID;: : |
o o —random 1) vV ranges ID and receives a reply from IDV

P | concludes that the distance computed by this mea-
surement is a valid upper bound @is distance.

! 2) V ranges ID and receives no reply’ concludes
Ifa=ID;: | that a transmission error or an attack could be the

cause. The handling of this event depends on the

quality of the communication channel; if no signal

losses are to be expected, we can assume an attack.
3) V ranges a random ID and receives a reply from

End of measurement rounds

V processes measurements, Vi < b: : .

If a; =ID; and answer is received, use d; provided by the device thlS lD V CO”Cludes that an attaCker rep“ed' as no

If a; #1D; and answer is received, report attack honestP would I’eply to a random ID.

ON T B e 4) V ranges a random ID and receives a reply from
(i ;A answer is received, i )

Final distance bound: max(d;) ID;. V concludes that a dishoneBttried to shorten

the distance by sending an early reply.

Fig. 2. ID-based secure ranging protocol: Initial setup,rtieasurement 5) V ranges a random ID and no reply 1S reC_e'V@’d-
rounds and postprocessing. The steps in the dashed boxeretest on concludes that no attack was attempted this round.

ranging devices, requiring only standard ranging commands. After b rounds, the distance bound is computed by
taking the maximum of all valid measured distances.
Depending on the security policyy can decide not to

B. ID-based secure rangin
ging accept the upper bound if it detects attempted attacks such

In this section, we propose an ID-based secure rangingy g 2, 3, or 4 in one (or more) rounds of the protocol.
protocol which can be implemented on existing ranging

platforms like the one of MSSI. This protocol enables o
devices whiclcannotadd binary challenges to the ranging COmmunication cost ,
messages anthnnotcompute XOR () operations on the As we show in the next section, the ID-based secure

challenge to still perform secure ranging. We believe tha{anging protocol is as secure as the original distance
even if our protocol is designed for the MSSI platform, it Punding protocol of Brands and Chaum. Equally, for a

will be easy to implement it on other ranging platforms,g'ven level of security guarantees, our protocol requires
since the only requirement for the ranging devices is that'® Same number of rounds as Brands and Chaum's pro-

they can be instructed to change their IDs. We assumB0Sal- This means that in order to have@ probability
that the verifier)’ and proverP each control one ranging of attacker’s or dishonest prover’s chance of successfully

device (in the case of MSSI devices via their serig/shorten the distance to the verifier, our protocol requires

interfaces) can communicate directly (e.g., using theif SECUre ranging rounds. The size of the ID space usually
IEEE 802.11 interfaces) and that they share a secret kdj?S @ very low impact on the security and is discussed
or hold each other’s valid public keys before the start off€Parately in Section llI-C2. In the original Brands and
the protocol. Chaum’s proposal, only single bits of information are

The ID-based secure ranging protocol is executed gansmitted betweerv and 7 in each. round of t'he
follows (Figure 2). In the protocol initialization phage, ~Protocol- In the ID-based secure ranging protocehit

and P agree on a shared key, from which they derive IDs are being transmitted in each round. From this, it
a secret ID sequence ID....ID,. V and P then runb might seem that the ID-based protocol incuk$imes

rounds of the ID-based secure ranging primitive. In the"i9her communication cost than Brands and Chaum's
ith round, V initiates ranging with ID with probability protocol. However, in existing UWB ranging systems,

1/2, else it will range a random ID. An honegt will  ~ 10 byte long preambles need to be sent with each
reply only to the ranging requests sent to,|Dhe ID  Message for the receiver to recognize (i.e., synchronize

corresponding to théth protocol round. Afte rounds, ©) the ranging signals of the sender. With the IDs

the distance bound is computed by taking the maximun®' Size £ = 16 bit, ID-based secure ranging protocol
of all valid measured distances. will therefore have about 20% higher communication

Unlike P, an external attacke¥ can only guess which overhead than the original Brands and Chaum'’s protocol

ID to reply to, since he does not know the ID sequencd!n the same implementation).
shared betweeiv andP. The attacker will therefore be

able to shorten the range betwegnand P only with C. Security analysis
probability 1/2 in each round; in case that the attacker™
answers to the random 1D} will not accept the range In this section, we discuss the security of the ID-based
and will detect the attack. Equally, an untrust@dwill secure ranging protocol.
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Fig. 3. Attacks on our protocol: (a) External early-seneédedmmit attack ofAM: While P is still receiving the challengeM is already sending
a reply. If P reacts to the challenge\t completes its early reply. Otherwisd/ interrupts its early reply, making the attack harder to detiéc
the attack was successful/t shortened the distance by the time its reply started eaffiptD-scanning attacks: Example values fbt’s scanning
rate fs (logarithmic), round timet,- and length of the ID¥ in the case that the gain of the attackeRis® per round.

1) Attacker model:We distinguish between two types External early-send late-commit attacks
of attackers: an external attackévl and a dishonest As Clulow et. al. pointed out in [19], a maliciou®
proverP’. The goals of these two attackers are the samecan exploit packet level latencies to his advantage. When
to shorten the measured distance betw®eand P and  using the ID based secure ranging, the replyPofarries
thus to make) believe thatP is closer than it really basically one bit of information (to reply or not), this
is. When we consider attacks by external attackers, wenables early-send late-commit attacks by a malicf@us
assume that the prover is honest and trustedVbyo  In authenticated ranging; trustsP, but a similar attack
correctly follow the protocol. We assume th&t controls  is possible byM. When using MSSI’s devices, which use
the communication channel in the sense that he capackets with a length of 56s, M could start a reply early
eavesdrop, jam, insert and modify transmitted message@eplying to the verifier's challenge), but only finishingeth
More specifically, we assume that the attacker can relayeply (i.e., completing it) if it observes the answer7ef
and delay transmitted messages. However, the attack#ér M does not receive the answer frg® he knows that
cannot transmit messages at a speed higher than the spaédent the challenge to a random ID and he will stop the
of light. We further assume that1 cannot obtain the early response. This way, the attacker could shorten the
secret key shared betweghand P. distance up to the length of one packet, which ig:$6

using our devices. This attack is displayed in Figure 3(a).
2) Analysis: As we showed earlier, our protocol pre- g pay g @

vents external attackers and dishonest users from sendingTo detect this attack)’ has to listen for incomplete
early replies to the verifier's challenges by randomizingPacket transmissions. I is able to detect a single UWB
the challenges. Sinc#1 does not know the 1D sequence Signal on the channel, the early-send late-commit attack
shared betweey and P, it can only guess which ID it is defeated, and all that remains is the same attack on the
should reply to in order to impersonafe The attacker signal level, only yielding a gain of half the signal length
will therefore be able to shorten the range betweeand ~ as described in [19].

P only with probability 1/2 in each round; in case the
attacker answers to the random IR will not accept the
range and will detect the attack. Equally, an untrusted Our protocol relies on the fact that the current IDs of

will not be able to shorten its dista}nce ® by sending V and P are unknown toM until they send messages.

an early reply message, bec_ause I do_es not know if th“Ia’his implies that we have to make sure that there is no

current I or a random ID will be queried. efficientway to query the current ID from one of the
Although we have shown the resistance of our protocotwo entities. The external attackgév! could try to send

to attacks from external attackers and dishonest proversut distance bounding challenges to random addresses,

different implementations of secure ranging protocols carrying to hit the right ID of P. The chance for this is

be vulnerable to physical layer attacks [19]. We will now2~¢, in our case2~'6. As the attacker has to use the

describe three possible attack on our implementation ofiormal message format with messages of lefgils, the

authenticated ranging, discuss their effectiveness amd homaximum frequency with which it can query the devices

to prevent them. The first attack concerns packet levek f, = %. Hence, the chances of success for this attack

latencies, whereas the other two are based on scannimigpend on the delay betweéhchanging its ID and/’s

the space of possible ID values. If we do not tr@#t  distance measurement. In our implementation, this takes

more attacks by a maliciouB’ are possible. less than 20ns, which means that in the worst case, the

Preemptive challenge attack



D. Implementation and measurement results

We implemented our secure ranging protocol to allow
authenticated ranging (assuming a trusf@dusing two
UWB ranging devices controlled by PCs over serial
connections; our implementation setup is shown in Figure
4. A client program running on a PC initiates an au-
thenticated ranging session and specifies the number of
protocol rounds. At the end of the protocol, the verifier
program returns the results from individual measurements,
which are later processed in Matlab [22]. All commu-
nication between the programs besides the ranging is
done over standard TCP/IP sockets, using IEEE 802.11
wireless channels. This communication consists of the
Fig. 4. The implementation setup for the authenticated rangystem.  iNitial authentication of the involved parties, secure key

establishment, and the synchronization of the individual
protocol rounds. For simplicity in our experiments, keys
were manually preloaded on the PCs.

In our implementation, individual protocol rounds are
attacker is able to query 400<(2°) IDs between two about 20ms long; this could possibly be improved in
rounds of the protocoR~7 is therefore an upper bound the future. Upon reception of the signal to start the next
for the attacker’'s success chance. round, the prover PC sets the ranging devices ID over the

serial connection and sends an acknowledgment to the

verifier program. The verifier then commands its ranging
ID querying attack device of the serial connection to perform the ranging
MSSI ranging devices allow to query each subnet foroperation with either IR (in round:) or with a random
present devices. This operation takes at least/s3per ID. The results of the successful distance measurements
subnet. Comparable to the preemptive challenge attackre computed internally in the ranging devices. The con-
the efficiency of this attack depends on the round lengtlirolling program on the PC queries the ranging device for
of secure ranging. If these rounds are faster thamssQ  results, which are provided to the PC as the message RTT
the chances forM to find P's ID are less than 1% in nanoseconds. This whole process, as mentioned earlier,
per round as there arg® subnets. As each protocol has a duration of 2@ns.
round in our implementation takes less thans28, this We tested the accuracy and the robustness (to packet
means that the attacker will never be able to completédosses) of our secure ranging protocol on MSSI plat-
a full scan. In this scan, the devices send queries tforms. We performed 1000 measurements in a line—
each potential unit, at a rate eﬂ% which is much less of-sight (LoS) outdoor environment and 1000 in non—
than in the preemptive challenge attack. During ondine—of-sight (NLoS) environment (indoor office area),
round of our protocol, about 100 IDs are scanned, whichor distances up to 40 meters. The results from LoS
results in a chance of success of ab®ut. This renders measurements are given in Table li(a), and the results
the attack inefficient because the attacker has a highdfom NLoS measurements are listed in Table II(b).
chance of guessing the reply ID with 50% chance. The Since secure ranging protocols take the maximum mea-
discovery feature could also trivially be removed fromsured distancé,,, (over all protocol rounds) as an upper
the controlling software by the manufacturer. bound on the distance betwe¥mandP, we measurd,,

and calculate how much it differs from the actual distance

d between the nodesi(, — d). This value gives us the

Because the two latter attacks block the channel, theanging error of our secure ranging system. Given that
attacker can only conduct one of them at a time, mostanging errors are typically positive and due to multipath
likely choosing the preemptive challenge attack. Thiseffects, this error will be higher than the mean ranging
increases the chance of a successful attack feorh  value d. We validate this through our results (Table 1),
to < 27! +27% per round. A generalized formula for and show that the ranging error would be smaller if the
M'’s gain using the preemptive challenge attack is thémeand range was used as an upper bound on the distance
following: given an ID space of size’, a round length (columnd — d). Using the mean, however, would make
ty, and M's ID scanning ratiof; = &Stﬁf}%ﬁg the  secure ranging more vulnerable to attacks; if the attacker
gain is ézﬁ per round. To illustrate this, we plotted the (e.g., by guessing a reply) shortens a distance in only one
required values fot,., £ and f to get an additional chance round, he could significantly affect the computed mean.
of 278 for each round in Figure 3(b). We conclude thatFrom this, we can see that secure ranging trades security
both attacks seenmefficientcompared taM'’s chance of for accuracy. In Section IV, we discuss this further. In
simply guessing the answer with 50 % chance per roundhe LoS measurements, the standard deviation of the
If the devices would report a successful ranging to thaneasurements was around 9-@ for all distances and
controlling PC, both are easily detected. no signals were lost. Similarly to LoS environment, in our




(a) LoS measurements (b) NLoS measurements

d o losses| d—d | dm —d d o losses| d—d | dm —d
inm | incm in cm incm inm | incm in cm in cm
5 10.23 0 -5.00 9.25 5 8.64 0 40.81 57.10
10 9.60 0 8.25 30.65 10 11.54 0 63.61 82.10
15 9.05 0 17.32 36.75 15 19.46 0 105.57 | 132.60
20 9.66 0 24.41 38.95 20 16.37 0 123.23 | 158.35
25 9.54 0 31.94 48.20 25 14.92 0 148.54 | 177.65
30 9.97 0 39.30 58.50 30 14.41 0 120.06 | 147.15
35 9.31 0 44.22 65.65 35 253.33 483 240.68 | 722.35
40 10.23 0 289.99 | 304.40 40 52.78 30 448.13 | 527.37

TABLE I

SECURE RANGING RESULTS OFLOOOMEASUREMENTS (A) LOS CASE, (B) NLOS CASE. d IS THE CORRECT DISTANCE BETWEEN) AND P, &
THE STANDARD DEVIATION OF THE MEASUREMENTS d THE MEAN OF THE MEASUREMENTS ANDd,;, THE MAXIMUM VALUE OF ALL
MEASUREMENTS

NLoS setup, the mean measured distance was about 108stimation, assuming that instead of a maximum range,
larger than the real distance, even for distances with higthe verifiers computes the upper bound as the average
loss rates, whereas using the maximum distance nearbf measured rangeg over all successful measurement
tripled the measurement error at some points. rounds. If the attacker wants to increasand we assume
Our measurements further show that ranging abovéim in total control of the channel, then he can simply
30 m in NLoS environments is lossy. Under the assumpeelay the correct replies without risking any detection. In
tion that ranging in future localization systems will not be secure ranging protocols, we assume that the attacker (be
free of interference, these results justify the design sdo it an external attacker or an untrusted prover), wants to
resilient secure ranging protocols by Hancke and Kuhmeduce the measured distance (i.e., appear closer to the
in [3] and Singete and Preneel in [20]. The same lossverifier). In a worst case scenario, an external attacker
tolerance can be used in our protocol as well, althougltould be collocated to the verifier and inject an early
there are some security implications discussed in Sectioreply with minimal response time, thus convinciighat

IV-B. P is few centimeters away. Similarly, a dishonest prover
Compared with insecure ranging, the additional effort incould issue an early reply and makebelieve that it is
our implementation is the following: very close. If an attacker launches this attack on a single

« The frequent changing of the device’s ID requires aprotocol round, its success rate is 50 %.
control program to handle the initial protocol setup
and the actual ID changes. A. Probabilistic attacks

o Instead of performing measurements subsequently Here, we assume that the attacker tries this attack on
as for insecure ranging, in secure ranging we have 9, protocol rounds and succeeds in reducing the measured
split those operations in multiple rounds. In our cur-gjistance to 0 in all the rounds. In this case, if the data
rent implementation, one measurement takes aboy§ aggregated using simple mean value computation, the
40 ms on average, while unauthenticated ranginginal distance estimaté will be reduced by”d, where
can perform up to 16 measurements invb8. These  js the number of protocol rounds. Figure 5(a) displays
numbers could be improved by using dedicated hardne influence the attacker can have on the result of the
ware to control the radios and perform the normalmean computation and the chances to detect these attacks

communication required in the protocol. because the attacker replied to a random ID. The graph
shows that the risk of detection for the attacker grows

IV. DATA AGGREGATION FOR RESILIENT SECURE rapidly with an increasing number of rounds. If the at-
RANGING tacker wanted to influence the result by 50 %, his chances

In secure ranging, multiple rounds of challenges andirop from 50 % in the case of two rounds to almost zero
replies are performed to prevent an attack whéteis  for more than 10 rounds. These results show that mean
pretending to beP. This results in multiple range mea- can be used to aggregate ranging measurements and to
surements, of which the maximum is taken to determineompute the upper bound between the devices; however,
P’s distance. As shown in the previous section, we couldshortening attacks can be launched on this aggregation
also use the results to aggregate a more accurate distarened affect the accuracy of the measurement.
estimated of the real distancel. But once we begin to As a trade-off between security and estimation quality,
consider not only the slowest received correct reply (i.e.the median of range values can be computed instead of
the maximum distance), we have to consider a new attackhe mean values. The median is much more resilient to
the attacker can try to inject early replies for only a lindite the influence of the attacker, if less thénrange values
number of rounds. As the attacker has a 50 % chance @fre compromised (shortened). The chances to perform an
guessing the right reply in most secure ranging protocolsattack on the median aggregator are the same as for an
the chances to inject few early replies are not negligibleattack aiming to influence 50 % of the mean aggregator,
We will now discuss the attacker’s impact on the rangeand are shown as black triangles in Figure 5(a). This was
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aggregated.

also noted in [23], in the context of data aggregation in

.
30

L
35

Ranging error for different range aggregation fiors: max,
mean and median, in the LoS and NLoS scenarios. The results we
obtained experimentally, 100 data sets of 10 measurementsweseh

the protocol execution. Ip is the attacker’s chance to
successfully reply early each round, the attacker can try to
induce%p) replies, of which on average = (1’“_’;) will
be correct.k of these early replies will be incorrect, but
as the wrongly guessédreplies are ignored, the attacker
successfully injectech replies. Therefore, the attacker
does not risk to be detected in this attack. The influence
the attacker gets if those injected replies are used in a
mean or median computation is displayed in Figure 5(b).
As the amount of errors tolerated by the protocol is
known, this vulnerability can be avoided by ignoring
the n shortest measurements, and then aggregating the
remaining samples. To get an unbiased approximation for
a mean,n slowest replies should also be ignored when
aggregating. However, depending on the ratiovdb the
number of rounds, this can lead to a significantly smaller

re

basis for the mean computatidh = b — 2n. Again, an
alternative is the computation of the median value for the
remaining measurements.

V. SECURE LOCALIZATION

sensor networks. To compare the accuracy of different

aggregation functions, we ran 1000 protocol rounds at Based on the secure ranging primitive presented in
distances between 5 and 40 meters and aggregated thection Ill and its authenticated ranging implementation
results using mean, max and median; the results of OLpresented in Section ”l-D, secure localization can be
measurements are shown in Figure 6. The NLoS resulténplemented using Verifiable Multilateration as proposed
were measured in an office environment, the LoS data wa8 [18]. Verifiable Multilateration requires three trusted
collected outdoors. These results show that the mediaifrastructure nodes’;, Vs, Vs with the UWB ranging
range vyields typically a lower error than max, and isdevices and known positions to localize a trusted or an
Comparab|e to the mean. However, as we pointed ouﬂntrusted prOVeP. In our implementation of Verifiable
earlier, the median provides a h|ghe|’ resi"ency to rangéﬂultilateraﬂon, we assume that the prover is trusted and
shortening attacks; in order to shift a median value, aive therefore use authenticated ranging to determine its
attacker would need to compromise measurements in location.

rounds, which it can do only with the probabiliaﬁ.

A. Background: Verifiable Multilateration
B. Attacks exploiting protocol loss tolerance The goal of Verifiable Multilateration (VM) with a

As already discussed in Section Il, fault tolerant pro-trusted prover is to determine the correct location of the
tocols will allow up tok round errors to happen during prover in the presence of an external adversary. Verifiable



(a) Verifiable Multilateration (b) Perfect location estimate (c) Imperfect location estimate

Fig. 7. Verifiable multilateration: (a) Basic localizatioetsp, three verifierd’;, Vo, Vs measure the distance ® and localize it within the
verification triangle. IfAM1 wants to influence the measurements to result in a locgligrhe would have to reduce at least one measured range,
which it cannot due to authenticated ranging as it preveistante reduction attacks; (b) Localization with err@efrranging; (c) Localization with
erroneous ranging.

Multilateration relies on secure ranging (distance boundusing the minimum mean square estimate (MMSE) [18].
ing or authenticated ranging). It consists of measurements step 3, the authority runs the following two tests: 1)
from at least three reference points (verifiers) to the provedo the distances between the computed location and the
device and of subsequent computations performed by averifiers differ from the measured ranges by less than the
authority. In this description, we will assume that theexpected distance measurement error and 2) test if the
verification is performed with authenticated ranging. Forcomputed location falls within the verification triangle
simplicity, we discuss the algorithm for 2-D localization. (point in the triangle test). If both tests are positive, the
The intuition behind the VM algorithm is the following: authority accepts the estimated position of the prover as
due to the authenticated ranging properties, the attackeorrect; else, the position is rejected. The first test preve
can only increase the measured distance between tlatacks on MSSE by range enlargement. The details of
prover and the verifier. If it increases the measured/erifiable Multilateration and its security analysis can be
distance to one of the verifiersy{ needs to prove that found in [18].

at least one of the measured distances to other verifiers

is shorter than it actually is in order to keep the positiong  |mplementation

consistent, which it cannot because of the authenticated We implemented Verifiable Multilateration as a natural

ranging. This property holds only if the position of the extension of our secure ranging implementation. Our

prover is determined within the triangle formed by the. . : e

o . . . : implementation consists of a set of three verifying MSSI
verifiers. This can be explained with a simple example: : :
. L s . . ranging devices, controlled by a PC, and a prover also us-
if an object is located within the triangle, and it moves.

to a different position within the triangle, it will certdin ing a ranging device. Secure localization can be initialize

o ) . with a variable number of rounds in each individual secure
reduce its distance to at least one of the triangle vertices,

This is illustrated in Figure 7(a). Verifiable Multilateiai ranging. In our m_wplementaﬂon, the resuilting d|stanpes
uarantees the following property: an external attackefrom the localization are processed by the controlling
9 g property: PC in Matlab to display a visual representation of the

performing a distance enlargement attack cannot trick the . . ) S ; .
verifiers into believing that a prover, which is located position and provide statistical information. If required

o ; he localization pr itself can X inal
at a location in the verification triangle, is located att e localization process itself can be executed in a loop

some other location in the triangle. Equally, the attacketo continuously update the location plot, providing real

. o . L time location information.
cannot trick the verifiers into believing that a prover .
. e : . In the following, we present the measurement results
located outside of the verification triangle is located

within the triangle. Verifiable Multilateration therefore from our implementation of Verifiable Multilateration,

o L (:imd discuss improvements to this scheme.

prevents attacks on localization within an area covere
by the localization infrastructure (i.e., by the verificati ) . o
triangles). C. The influence of ranging accuracy on localization

More precisely, the Verifiable Multilateration algorithm S€curity and accuracy
is executed as follows. In step 1 of the algorithm, the Due to the measurement noise, it is often not possible
verifiers perform authenticated ranging with the proverto get a perfect position estimate. Visualizing this, the
These distance bounds, as well as the positions of the vetfiree circles constructed around the verifiers using their
ifiers (which are known) are then reported to the centratespective measured distances do not intersect in a single
authority. In step 2, the authority computes an estimatgoint like in the perfect case (Figure 7(b)). If the measured
of the prover’s location; this location is computed usingdistancea?,; is larger than the actual distancg, the
distance bounds from all verifiers iRs neighborhood, circles will intersect pairwise in two points, otherwise
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4000 ‘ ‘ ‘ ‘ ‘ ‘ D. Interleaved verifiable multilateration

2 median Depending on the time that one secure ranging protocol
wor—=— B ] run takes, the accuracy of localizing a moving target can
s000k ] suffer. If P is moving during this process, its position

can be different for each of the three secure rangings
2500¢ ] with the verifiers. Figure 9(a) illustrates the localizatio

of a target moving fronpy to pg if only three rounds
of measurements are performed by each verifiér.
15001 | measures its distance to the target at positi@ng: and
p2, thenV, ranges tops, p4 and ps. When Vs conducts
the measurements, the target is already at positiens;
‘ ‘ ‘ ‘ ‘ ‘ and pg, respectively. In our implementation, when 10
5 O e catna ounds 30 3 rounds of secure ranging are performed, on average 5
measurements are successful. The total duration of secure

Fig. 8. Implementation of verifiable multilateration: the acuuated ranging with 19 rqunds Is about 60&5.’ therefore the
squared erroe in cm? for different range aggregation functions, for 2, COmplete localization takes 1.8 s. This means that an
4, 8, 16, and 32 rounds of the secure ranging protocol. object travelling at a speed of 10 km/h or 2.78 m/s already
moved 5m during the localization process.

To improve the accuracy of the sequential measure-

they will not intersect at all. Taking the maximum value ments, we modify the localization protocol. Instead of

measured during the secure ranging will result in |arge|performiné; full rg”}f o:‘l securedranging betwedh and
overlapping areas, effectively returning an area where ’ V? an P and fina y_Vg.an P, we run .rounds of
P could equally likely be from a security perspective. ocalization. Each localization round consists of three
This effect is displayed in Figure 7(c). The case of non__r'nglng (rj“_”s’ one betvl\)/een each ve_r|f|e_r dndThis IS
intersecting circles is less likely, since measured valuellustrated in Figure 9(b). Each localization round gives

are typically longer due to multipath effects, although itZ])S Iobcat|on at a c(;artam t_u:]]e (0; wh|ch12<3§ch EOUId
can occur, for example due to measurement errors. ave been answered byt with a chance o or be

find th , y ) ifiabl il partially influenced with a chance @f!). These single
To find the prover's position using Verifiable Multilat- |57 ati0ns can now be used to tragk (e.g., using a

eration, we used to the minimum sum of squared errorg aiman filter [24]). When a new range is measured, the

(MSSE) error between the predicted distance and the measurement
5 result can be computed. If this error exceeds a certain
Z( di — d;)? threshold, an attack can be detected. This way, the attacker
= would have to continuously and successfully compromise
the measured distances, the probability of which is small
(i.e., <27,

2000

Accumulated error in cm?

1000

500
0

e =

To detect possible attacks, a threshoéltbr e is defined
according to the characteristics of the measurement sys-
tem. This threshold defines the maximum accumulate@®. Randomized Interleaved Verifiable Multilateration

error of the estimated position (i.e., the size of the over- Here, we consider the following attack on Verifiable
lapping area between the range circles, if these overlappyltilateration. An untrusted proveP’ can defeat Ver-

We compared the different aggregation functions hyifiable Multilateration by changing its location between
conducting an experiment using our implementation. Wehe two range measurements. In the case of sequential
usede as quality metric of the localization process, andVerifiable Multilateration, after each ranging run, the
compared the performance of the maximum, median andttacker can move (e.g., closer) to the verifier with which
mean function when aggregating a variable number oft will range nextV; and thus violate the assumption of
measurements. The distances between the verifiers am@n-reduceable distances. This attack could be used by the
P were in the range of 10 to 20 meters. To see thettacker, for example, to claim a location in the middle of
influence of the number of rounds the secure ranginghe verification triangle, which is otherwise not reachable
protocol is run, we measured these values for 2,4,8,16)y the attacker. This attack is illustrated in Figure 9(c).
and 32 rounds. The results are given in Figure 8 and\fter the first range measurement fram the P’ changes
show that the accumulated error of the max functionits position closer td’. This step is denoted by. in the
is 3 times higher than the error of the median andfigure. After),; has completed secure rangirfg, moves
mean aggregation function if more than 10 rounds ofcloser toV; (step 2.). If there is another round of ranging,
secure ranging are performed each. This confirms ouhe attacker will then move back to its initial position.
analysis from Section IV-A: aggregating with the median To prevent this attack, we randomize the ranging se-
function yields comparable results to the mean, while thejuence from the verifiers. Therefore, the attacker cannot
resilience is improved if enough rounds are run. The mayredict the position he should move to, and can only guess
aggregation will result in a much higher error. the right position (the right verifier) witlé chance. Failure
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Fig. 9. (a,b) Secure localization of an object moving frpmto ps: dashed lines represent sequential rangings (a) andeated rangings (b). In
this simple example, each verifier executes only 3 rangingdsuft) Movement attack on localization: The attacker mdveshanging its location
between range measurements to claim a location that is o#efai him unreachable (in this example, the shaded regiatddan the middle of
the triangle).

to predict the next location to move to will lead to larger Section IV-B, has the property that in some cases, signal
distances being measured, and a resulting highethich  loss is better than reception of a degraded signal from
will indicate to the authority that there is an attack on thea delayed multipath channel. If the line of sight signal
localization process. Although the sequential Verifiableof P’s reply to V’s challenge is lost due to noise, the
Multilateration can profit from this randomization as well, severely delayed echo could still arrive at the If the
having more rounds of localization as in the interleavednaximal RTT of all measurements is taken to determine
variant forcesP’ to move more frequently and to predict the distance bound, this event could possibly cause the
the locations much more often. distance bounding process to fail. Counterintuitive tg,thi

if the echo would have been lost as well, the measured
range would have been accepted by the error tolerant
protocol. We therefore propose to count measurements

In this section, we will briefly discuss further ideas for larger thanD as incorrect replies. If the total amount
improvements of secure ranging and secure localizationef these errors exceeds, the protocol will still fail,

Device modifications:Two simple modifications of otherwise it will result in a better range estimate.
our ranging devices would already improve the security
against attacks on our implementation as discussed in
Section III-C2. The first one is to disable the command
to discover all radios in one subnet. This would prevent Several secure ranging and secure localization systems
the ID querying attack. The second modification shouldvere proposed. The first distance-bounding protocol was
enable the radios to report to their controlling PCs ifdescribed in [1]; this protocol was later applied to a
they were ranged to detect attacks. This would defeat theireless scenario and extended to provide mutual authen-
preemptive challenge attack. In addition, more compretication in [4]. A noise resilient version of this mutual
hensive changes could be made, for example the introdu@uthentication protocol was proposed in [20] by Siégel
tion of user defined data in the ranging message and thend Preneel, they use error correcting codes (ECC) to
capability to XOR these values with data in the device'seliminate unsuccessful bit exchanges. To allow more
memory before replying to a ranging request. Shorteresource constrained devices like RFID tags to perform
messages would also help to mitigate the attacks possibiistance bounding in noisy environments, Hancke and
due to the packet latencies as discussed in Section I[I-CXuhn proposed an alternative distance bounding protocol
Because MSSI's ranging devices have a closed firmwarén [3]. An authenticated ranging protocol for wireless
we were not able to perform these changes. devices was proposed in [10].

Simultaneous ranging by multiple device pairo They were also the first to discuss a possible imple-
guarantee precise RTT time measurements between tingentation of distance-bounding in hardware. This proto-
devices, currently, no medium access control is usedol was the first to be implemented, using wired com-
by the devices. This has the effect that the number ofmunication in [25]. This implementation used a FPGA
concurrent secure ranging sessions has to be limited t@ transmit, receive and process the challenges with a
avoid signal and packet collisions. In case of secursampling frequency of about 66 MHz, allowing for a
localization, the trusted infrastructure of verifiers @bul spatial resolution of 2.2 meters. The first implementations
implement a protocol to schedule the individual secureof wireless distance bounding for RFID tags appeared
ranging sessions and avoid collisions. in [26] and [27]. They have a crude distance resolution of

Improving the accuracy of fault tolerant rangin@oler- 150 meters and 45 meters, respectively. Attacks on pos-
ance to incorrect replies and signal losses, as explained Bible implementations of secure ranging protocols were

VI. DISCUSSION

VIl. RELATED WORK



discussed in [28]. A system for secure localization was[8]
proposed in [5], based on ultrasound and radio wireless
communications. It is limited by the use of ultrasonic
signal, which requires that no attackers are present ing9]
the area of interest as shown in [15]. Kuhn [6] proposed
an asymmetric security mechanism for navigation signal 10]
based on hidden message spreading codes. Lazos et al. [7]
proposed a set of techniques for secure positioning of ?11]
network of sensors based on directional antenBagkun
and Hubaux [9], [18] propose a technique called verifi-
able multilateration, based on distance-bounding, which
enables a local infrastructure to verify positions of the,
nodes. Lazos et al. [8] propose an extension of their work
in [7] that copes with the replay of navigation signals.

- 2 T3]
In [10], Capkun et al. propose a secure localization
scheme based on hidden and mobile base stations. In [11],
the authors propose and implement a system for broadcast
localization and time-synchronization; the implemermtati
of this system, however, provides only coarse grained
localization. Li et al. [29] and Liu et al. [30] propose [15]
statistical methods for securing localization in wireless
sensor networks. [16]

VIIl. CONCLUSION [17]

In this work, we proposed a new secure ranging proto-
col, called ID-based secure ranging. We implemented this
protocol in its authenticated ranging mode on availablgg,
UWB ranging platforms. We showed that our authenti-
cated ranging system provides high resiliency to rang?lg]
manipulation attacks. Building on the implementation of
secure ranging, we further implemented a secure local-
ization protocol that enables the correct computation of
a device location in the presence of an adversary. Wgy,
analyzed the implemented secure ranging and localization
protocols and we discussed a number of improvementg1]
that increase their security and accuracy. To the best g5y,
our knowledge, this is the first implementation of an RF
Time—of-Arrival (ToA) authenticated ranging and securel23]
localization system.
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