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ARTICLE INFO ABSTRACT

Blockchain and other forms of Distributed Ledger Technology (DLT) provide an opportunity to integrate digital
information, management, and contracts to increase trust and collaboration within the construction industry.
DLT enables direct peer-to-peer transactions of value across a distributed network by providing an immutable
and transparent record of these transactions. Furthermore, there is potential for business process optimization
and automation on the transaction level through the use of smart contracts, which are code protocols deployed
on supported DLT systems. However, DLT research in the construction industry remains at a theoretical level;
there have been few implementation case studies to date. One potential reason for this is a knowledge gap
between use-case ideas and the DLT technical system implementation. This paper aims to reduce this gap by (1)
reviewing and categorizing proposed DLT use cases in construction literature, (2) providing an overview of DLT
and its design options, (3) proposing an integrated framework to match DLT design options with desired
characteristics of a use case, and (4) analysing the use cases using the new framework. Together, the use case
categories and proposed decision framework can guide future implementers toward more connected and
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structured thinking between the technological properties of DLT and use cases in construction.

1. Introduction
1.1. Distributed ledger technology

The concept of Distributed Ledger Technology (DLT) provides a
distributed peer-to-peer system for value transactions without any in-
termediation from a central authority. The most prominent type of DLT
is blockchain, which has its origin in the peer-to-peer cryptocurrency
Bitcoin [1]. Bitcoin solved for the first time the double-spending pro-
blem through its proof-of-work consensus algorithm. The overarching
idea was to timestamp transactions and proof-of-work by hashing them
into a sequential record (also called chain) that cannot be changed
without redoing the proof-of-work. As long as the nodes controlling the
network and performing the proof-of-work do not collaborate to attack
the network, these inherent system properties enable participants to
trust that the history of transactions is correct. These properties are
called “fundamental properties” of a DLT [2].

Overall, high fundamental properties lead to a more secure and
trustworthy system. Of course, this security comes at a cost. There is a
tradeoff between performance (in terms of transaction speed and
overhead of the system) and the fundamental properties. Therefore, one
type of DLT (e.g. Bitcoin) is unlikely to meet the prerequisites for all
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usage scenarios [2]. Other implementations of DLT have emerged to
meet the different implementation requirements. In this paper, DLT
design options refers to the potential selection of various DLT im-
plementations. Therefore, DLT is an overarching term that captures
various potential design options [3,4].

Furthermore, there are other constraints regarding the functionality
of certain DLT implementations. Most important, newer DLT im-
plementations enable the use of smart contracts. Smart contracts have
been popularized by the DLT Ethereum [5], which allows the execution
of code protocols on the DLT. Smart contracts enable the automation of
business logic for assets and data managed on the DLT. They also enable
the creation of new types of tokenized digital assets.

To summarize, the fundamental properties of DLT enable the
building of trust between transacting parties and devices, as well as the
potential to increase the settlement time of transactions and reduction
of costs associated with intermediaries [6]. In combination with smart
contracts, the potential applications of DLT in society and industry are
manifold. Industries such as financial services, insurance, and supply
chain envision DLT to be a future game changer on how these sectors
interact and transact. Future peer-to-peer interactions and process au-
tomation using DLT can be more trustworthy and transparent compared
to traditional applications.
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Most literature agrees that DLT should not be neglected when
looking at future business development (e.g. Tapscott and Tapscott [7]
and Nowinski and Kozma [8]). This is a proposition that should also be
considered in the construction industry.

1.2. DLT for the construction industry

While various industries have already developed different DLT
prototypes and applications, the construction sector is only at the be-
ginning of DLT implementation as a tool. However, the application of
DLT in construction might be especially promising [9,10]. In contrast to
many other industries, the construction industry structure can be
characterized as a decentralized, loosely-coupled network [11]. This
leads to various unique challenges regarding its structure. Construction
is delivered by project teams that work in cross-functional, geo-
graphically distributed teams [12] composed of complex and frag-
mented supply chains [70]. The successful completion of complex
projects requires the development of trust and mutual confidence be-
tween the interacting parties for each individual project [14]. This has
been found to be a major challenge for large, complex, and long-term
projects that rely on the interdependent actions of numerous stake-
holders [12,15]. Mistrust leads to guarded behaviors and conflicts
within project teams. It often results in individuals pursuing and pro-
tecting their own interests instead of the benefit of the overall projects
[14]. Furthermore, without a strong foundation of trust, it is difficult to
reach consensus and information exchange in a meaningful manner
[16].

To summarize, the decentralized and project-based structure of the
construction industry requires many stakeholders with various in-
centives to interact over long time horizons. This leads to coordination
challenges such as a lack of trust, poor information exchange, and
supply chain fragmentation. In theory, the potential benefits of trusted
transactions that DLT can provide aligns with these coordination
challenges. There is opportunity for DLT to help make construction
more efficient, transparent, and accountable between all involved
participants [10]. However, despite theoretical alignment of DLT value
propositions and coordination challenges in construction, there are few
implementations of DLT in a construction context.

Most literature to date instead provides an overview of the potential
use cases for DLT in construction. For example, early literature sees the
vision for DLT as a complementary technology to building information
modelling (BIM) and internet of things (IoT) [10,17-19]. BIM allows
designers and builders to design, visualize, and coordinate construction
systems with greater efficiency through the use of three-dimensional
modelling tools and processes. While helpful for individual firms, BIM
provides significantly more value when it can integrate information
across multiple firms and organizations in the supply chain [20]. De-
spite its potential, the adoption of BIM has lagged as project teams
struggle with trust and liability concerns associated with sharing in-
formation on the project [21-23]. It seems that new technologies such
as BIM that promise to increase collaboration in the construction in-
dustry are again hindered by issues of trust and liability found
throughout the industry [21,24]. IoT describes an environment where
physical objects connect with the digital world using sensors and con-
nected devices [25]. Ye et al. [19] see DLT as a way to hold the data
produced by IoT in a transparent, secure and convenient environment
and BIM as the baseline tool to digitize the construction project data. De
La Pena and Papadonikolaki [26] suggest that the combination of DLT
and IoT can increase inter-firm trust in construction. Eventually, this
could lead to a future industry state characterized by the “circular
economy of BIM things” [10,18]. The produced data from projects and
IoT can be integrated into a common data environment — first devel-
oped and visualized through BIM during design and construction —
enabling a digital twin consistently maintained over the whole life cycle
of a building. DLT acts as an immutable track-record for higher trans-
parency and potential automation through smart contracts.
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1.3. Goal and scope of the study

The mentioned vision for DLT use cases is ahead of the current state
of research. Very few documented implementations of DLT for the
construction industry exist. There is now need for prototypes and use-
case implementations to assess and validate these value propositions for
DLT in construction. More specific use cases on how DLT can be used in
construction have been proposed by various authors. Some of them can
align with the above vision and rely on combination with BIM and IoT,
but some can also stand on their own. Little research has attempted to
structure these use cases into categories according to the different value
propositions of DLT. A categorization for use cases can align the pre-
requisites of specific use cases with the needed DLT design options. This
is helpful because DLT use cases in construction have been mostly un-
derstood at the theoretical level and often lack a detailed understanding
of the technical system implementation [19]. Most importantly, the
DLT design option with its fundamental properties should match the
trust requirements of the proposed use case. In addition, other con-
straints regarding technical capabilities of the needed DLT should be
considered. Finally, the fast-moving and vast landscape of DLT is
challenging for potential implementation of the diverse DLT use cases
in construction. There is need of a framework so that researchers
looking to implement DLT for a use case can start by choosing an ap-
propriate system. Without a good understanding of both use case
function and DLT design options, it can be difficult for implementers to
begin development of a proof-of-concept for a use case.

This paper aims to reduce the gap between DLT use cases and DLT
technical system implementation in construction. To do so, the paper
first reviews and categorizes DLT use cases proposed in existing lit-
erature into higher level categories aligned with the specific value
propositions of DLT. Second, the paper describes the technical features
of DLT and from this summarizes four different DLT design options next
to traditional database solutions. Third, the paper proposes a decision
framework to answer the question “do you need a blockchain in con-
struction?” and if so, which type of DLT design option should be se-
lected. Fourth, the paper uses the framework to evaluate each proposed
use case and reports the potential DLT design options that could be
used. Finally, interesting findings are discussed and limitations stated.

2. Categorization of DLT use cases in construction

Beginning in 2017, a number of research papers and consultancy
reports have identified potential use case scenarios to deploy DLT in the
construction sector. A review of fifteen sources (see Table 1) identifies
the potential use cases proposed for DLT in construction. Because lit-
erature on DLT in construction is still limited, both scholarship and
consulting reports are considered. The review scope is limited to lit-
erature focusing on the construction industry and excludes literature
about the energy sector, smart cities and homes, and very general work
about the built environment.

This review of the DLT use case literature identifies twenty-four
potential use cases. These cases can be further clustered into higher-
level use case categories (see Table 2). Table 2 provides a summary of
the categorized use-cases by source. This is an extension and update of
the use case categorization originally performed by Hunhevicz and Hall
[27] with addition of six relevant recently-published papers. Further-
more, a specific refinement of Hunhevicz and Hall [27] is made by
splitting the use case category of “record of transactions, changes,
ownership” into two separate categories related to “immutable records
of transactions” and “immutable records of assets/ownership” (Table 2,
Categories 3 & 4).

On a high level, the categories shown in Table 2 are in line with the
main value propositions of DLT:

(1) Higher transparency and trust in the project and supply chain due
to the fundamental properties of DLT (Table 2, category 3, 4).
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Table 1
Literature for use-case analysis (S: scholarly papers, C: consulting reports).
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# Author (1 Year) Title Type
[1] Belle [28] The architecture, engineering and construction industry and blockchain technology S
[11] Heiskanen [29] The technology of trust: How the Internet of Things and blockchain could usher in a new era of construction productivity S
[II1] Kifokeris and Koch [30] Blockchain in construction logistics: state-of-art, constructability, and the advent of a new digital business model in Sweden S
[IV] Kinnaird and Geipel [18] Blockchain Technology: How the Inventions Behind Bitcoin are Enabling a Network of Trust for the Built Environment C
V] Li et al. [9] Blockchain in the built environment and construction industry: A systematic review, conceptual models and practical use cases S
[v1l Lietal. [31] A Proposed Approach Integrating DLT, BIM, IoT and Smart Contracts: Demonstration Using a Simulated Installation Task S
[viI] Luo et al. [32] Construction Payment Automation through Smart Contract-based Blockchain Framework S
[VIII] Mason [33] Intelligent Contracts and the Construction Industry S
[IX] Mathews et al. [17] BIM + Blockchain: A Solution to the Trust Problem in Collaboration? S
[X] Nawari and Ravindran [34] Blockchain and the built environment: Potentials and limitations S
[X1] O’Reilly and Mathews [35] Incentivising Multidisciplinary Teams with New Methods of Procurement using BIM + Blockchain S
[XI1] Penzes [10] Blockchain technology: could it revolutionise construction? C
[X111] Turk and Klinc [36] Potentials of Blockchain Technology for Construction Management S
[XIV] Wang et al. [37] The outlook of blockchain technology for construction engineering management S
[XVI] Ye et al. [19] Cup-of-Water theory : A review on the interaction of BIM, IoT and blockchain during the whole building lifecycle S

(2) The use of smart contracts for higher efficiency and accuracy in
business process optimization and automation (Table 2, category 1,
2, 6, 7), as well as to create tokens for financial, incentive, or other
purposes (Table 2, category 5).

2.1. Category 1 - Internal use for administrative purposes

DLT can be used for notarization and synchronization of documents
(Table 2, 1.1). This includes the storage and perfect notarization of each
creation, deletion, and updating of files across an inter-organizational
system [37]. This can simplify and automate administrative processes.
Wang et al. [37] mentions the recording of quality data or resource
consumption data as examples.

2.2. Category 2 - Transaction automation with smart contracts
Using smart contracts, DLT can automate transactions between

Table 2

external stakeholders. The most mentioned use case is automatic trig-
gering payments (Table 2, 2.1). This is helpful because delays for
monetary transactions are mentioned repeatedly as a factor causing
conflicts and disputes (Eastman 2011). In addition, automatic trig-
gering contract deliverables are mentioned multiple times, where an
updated state in the ledger causes a predefined contractual action
(Table 2, 2.2). Once a smart contract is written, its behavior is un-
ambiguous and predictable. This can be used for self-executing contract
administration (Table 2, 2.3), such as monitoring and updating of the
contract status [37]. Smart contracts are also mentioned as a way to
enable automated information and data sharing in projects (Table 2,
2.4), ensuring consistent reporting for (sub)contractors and owners.
Finally, Nawari and Ravindran [34] introduce a framework for auto-
mated code compliance checking (Table 2, 2.4) in the BIM design re-
view process. All use cases are independent of the construction project
phase and can be applied for procurement and supply chain activities
for higher accuracy and efficiency.

Use-Case clustering into seven categories, based on the literature listed in Table 1 (adapted from Hunhevicz and Hall [27]).

Literature

Use-Case Category m L T om [ovi [ v Joove Jovan Tovin [ o [ [ ooxan [ oo | o [ xavi [ xvi
1 Internal Use for Administrative Processes
1.1 Notarization and Synchronization of Documents | | | | | | | | | | | | ‘ X ‘
2 Transaction Automation with Smart Contracts
2.1 Triggering Payments X X X X X X X X X
2.2 Triggering Contract Deliverables X X X X
2.3 Self-executing Contract Administration X X X
2.4 Automated Data/Information Sharing X X X
2.5 Automated Code Compliance Checking X
3 Immutable Record of Transactions
3.1 Timestamping of “Value” Transactions X X X X X
3.2 Record of Changes in digital models (BIM) X X X X X X X X X
3.3 Tracking of Supply Chain Logistics X X X X X X
3.4 Tracking of Project Progress and Worked Hours X
3.5 Record of Maintenance and Operations Data X
3.6 Tracking of Health & Safety Incidents X
3.7 Verification of Installation Tasks X
3.8 Record/Notarization for Regulation and Compliance X X
4 Immutable Record of Assets/Ownership
4.1 Record of Ownership in BIM (IP-Rights) X X X X X X X X
4.2 Record of Ownership for Physical Assets (e.g. Property) X X X X
4.3 Managing Identities for Reputation (People, Contractors) X X X
4.4 Material & Product Passports (Provenance and Properties) X X
5 Coins/Tokens as Payment or Incentive Scheme
5.1 Payment in Cryptocurrencies X X
5.2 Shared Accounts & Insurances X X
5.3 Incentives over the Whole Building-Lifecycle X X
6 Decentralized Applications (DApps)
6.1 Decentralized Market Places for Products and Services | | | X | | | | | | | | | ‘ X ‘
6.2 Decentralized Common Data Environments (CDE) | | | X | | | | | | X | | | [ [ X
7 Decentralized Autonomous Organizations (DAOs)
7.1 Automated Building Maintenance Systems X | | | | | | | | | | | X | ‘ ‘ X
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2.3. Category 3 - Immutable record of transactions

DLT can provide immutability and transparency for transactions. On
a high level, DLT can providetimestamping of value transactions
(Table 2, 3.1). The most mentioned use case is the record of changes in
digital models, especially in combination with BIM (Table 2, 3.2). One
other often mentioned use case is the tracking of supply chain logistics,
including procurement, transportation, and storage of goods (Table 2,
3.3). Penzes [10] expands on the tracking of processes towards tracking
of project progress and worked hours (Table 2, 3.4), maintenance and
operations data of buildings and machines (Table 2, 3.5), and health &
safety incidents (Table 2, 3.6). Li et al. [31] describes verification of
installation tasks as a use case for DLT, in particular correct installation
of insulation panels (Table 3, 3.7). Finally, two papers [9,37] describe
the record/notarization for regulation and compliance as potentially
advantageous in construction (Table 2, 3.7).

2.4. Category 4 - Immutable record of assets/identities

As in the use case category 3, the focus lies on the immutability and
transparency provided by DLT. In addition to recording transactions,
DLT can also record information of both physical and digital assets. One
potential use case mentioned is the record of ownership in BIM for IP-
protection (Table 2, 4.1). If not a digital asset, a unique digital coun-
terpart of the respective physical asset can be created. For example, a
record of ownership for physical assets such as property (Table 2, 4.2).
Furthermore, managing identities for reputation of people or organi-
zations on DLT (Table 2, 4.3) for clear and trustworthy identification is
possible. Similarly, material and product passports with product and
provenance-related information (Table 2, 4.4) can be maintained
throughout the supply chain. This can be used for quality assurance in
global construction projects [37] or to enable the reuse of materials at a
later stage of a building towards a circular economy [18]. Also, certi-
fication of products and buildings could profit from the availability of
this trusted data.

2.5. Category 5 - Coins/tokens as payment or incentive scheme

DLT enables new financial and incentive related use cases by
creating coins or tokens. A well-documented use case is payment in
cryptocurrencies (Table 2, 5.1). This allows participants to send money
across borders instantly and with small transaction fees. This can be
extended even further with shared risk and reward structures for shared
accounts and insurances among multiple, independent stakeholders
(Table 2, 5.2). Finally, Mathews et al. [17] propose the use of an
#AECoin as a token to provide incentives over the whole building life-
cycle to reward project contributors for the contributed value even after
project handover to the client (Table 2, 5.3). This can create superior
value for the project owner, as participants can be incentivized to make
long-term life-cycle decisions in order to increase their own rewards.
Similarly, O’Reilly and Mathews [35] describe a DLT based incentive
approach in BIM in order to create more energy efficient buildings and
save energy in the use phase.

2.6. Category 6 - Decentralized applications (DApps)

DApps are applications based on a DLT not run by any intermediary.
This means that no censorship of users beyond rules encoded in the
smart contracts is possible. DApps enable direct user interaction with
DLT, typically through web user interfaces. Even though it is possible to
create web applications for the use cases in the previous categories for
very project-specific cases, this category refers to DApps for long-term
and global users across project boundaries. Users of such applications
might be unknown and involved in various projects simultaneously.
Different use cases for DApps are mentioned in the literature.
Decentralized marketplaces for products and services (Table 2, 6.1) can
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be set up based on digital identities (Table 2, 4.3). This can enable
access to objective data (e.g. the most-qualified person or company in
tendering) without the need to disclose sensitive data to third parties
[28]. Also, decentralized common data environments (CDE) (Table 2,
6.2) for digital models as a combination of cloud storage and DLT are
proposed to store digital models without the need to trust a third party
server provider or run private servers vulnerable to attacks [19].

2.7. Category 7 - Decentralized autonomous organizations (DAOs)

DAOs represent a fully autonomous organization based on smart
contracts that run on DLT without any human involvement.
Governance rules are coded in smart contracts and incentive mechan-
isms are implied through crypto-economic design (CED). Often, DAOs
make use of IoT to interact with the real world and a digital model to
provide location context. Even though fully automated construction
companies seem futuristic, three sources [10,19,28] mentioned auto-
mated building maintenance systems as one possibility for a DAO
(Table 2, 7.1). The idea is that building performance can be monitored
through sensors (IoT) in combination with BIM. This enables an auto-
matized reaction to certain conditions based on predefined rules. Spe-
cific examples include the automatic ordering of spare parts or reg-
ulating technical installations based on predefined performance
indicators.

3. Overview of DLT technology and design options

After having categorized use cases in construction into higher level
categories aligned with different value propositions of DLT, technical
aspects of DLT and how they relate to the fundamental properties need
to be introduced in order to design a connecting framework. This helps
to understand the relationship of technical DLT-features with the dif-
ferent expectations of use cases regarding their capabilities.

3.1. DLT technology stack

While a full explanation of the underlying base technologies of DLT
is beyond the scope of this paper, this section provides an overview of
the most important factors that influence DLT design options. This
section sources from more detailed explanations of DLT (e.g.
Wattenhofer [38]) and scholarship that introduces taxonomies for DLT
while providing in-depth explanations on different components
[2,39,40]. Information is structured based on an adapted version of the
technology stack used in Shermin [41], pictured in Fig. 1. The internet
layer acts as the base technology for information sharing. A DLT,
sometimes also referred to as protocol layer [3], is built on top of the
internet layer with three main components impacting its characteristics:
Ledger, Peer to Peer (P2P) Network, and Governance. If code can be
executed on the protocol layer, an application layer is possible with
smart contracts.

3.1.1. Ledger

The ledger represents the data structure of DLT. The most-well
known ledger type as in the case of Bitcoin is a blockchain with se-
quential entries and total order [39]. Blockchain links the latest block
containing the most recent transaction information with the previous
blocks to create a chain. Integrity of the ledger is reached through the
process of hashing, applying mathematical one-way functions re-
peatedly to the transaction data. These hashes are included in a block
together with the block-hash of the previous block, making it possible
to notice if past data has been tampered. With every new block, the
chances of attacking a previous block decrease exponentially [1]. Be-
sides blockchain, other types of ledgers are possible. For example, the
directed acyclic graph (DAG) is a ledger with a stream of individual
transactions entangled together that can be confirmed in parallel (e.g.
IOTA [42]). Typically, there is only one ledger per DLT. However, new



J.J. Hunhevicz and D.M. Hall

Table 3
Fundamental Properties of DLT.
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Fundamental Property

Explanation

Immutability
Non-repudiation
Integrity
Transparency
Equal Rights

The ledger cannot be tampered after transactions were added.

Each transaction is added only once to the ledger.

Data can be verified to be complete and as initially written to the ledger.
Transactions and data are visible to everyone.

Everyone has the possibility to read and write transactions.

research focuses on how to process transactions in more than one ledger
(sidechains as e.g. in Back et al. [43]) or among multiple smaller groups
of nodes (sharding as e.g. in Zamani et al. [44]) in a network to make it
more scalable.

Various elements of a ledger can be defined such as the storage
capabilities or data encryption. Next to the defined size of a block or
transaction, the ledger can store the default transaction information
and/or additional data. Transactions on the ledger are usually en-
crypted through hashing, but might be still linkable and therefore reveal
further information about the sender and receiver. Some systems allow
obfuscatable transactions by using advanced cryptography (for an
overview and comparison of existing systems see e.g. Yocom-Piatt
[45]). Encrypted transactions and data become important for privacy
considerations in public DLT systems (see Section 3.1.2).

Finally, if the ledger supports turing complete language on the
protocol layer, an application layer for coded relations is possible (see
Fig. 1). This enables the use of smart contracts, described the first time
by Szabo [46]. Smart contracts represent code protocols that execute
certain logic based on the state of the ledger. The name “smart con-
tracts” can be misleading. They do not represent a contract per se, but
could be coded in such a way. Since they run on a DLT, the code is also
unchangeable unless programmed to be updateable. These smart con-
tracts can be used to create autonomous work flows or containers of
value (e.g. representing currencies, securities, utilities, or other), so-
called tokens [47]. Many smart contracts can be combined to build
decentralized applications (DApps) or decentralized autonomous or-
ganizations (DAOs) (see Section 2.6 and 2.7).

3.1.2. P2P network

The ledgers are distributed on different nodes in the network.
Setting up these nodes can be either permissionless or permissioned.
Permissionless nodes allow anyone to set up a node and write transac-
tions to the ledger by participating in the consensus mechanism (see
Section 3.1.3). Permissioned nodes cannot be set up by anyone and/or
limit write-access to the ledger. The second distinction is between public
and private ledgers in the network. Public ledgers allow anyone to read
the ledger. Private ledgers allow only defined members to access trans-
actions on the ledger. The distribution and ownership of nodes impacts
the decentralization of the system. In general, public permissionless DLT
naturally lead to higher network decentralization. Because anyone can
set up a node, this leads to more nodes and a higher variability in the
interests of the participating users. Typically, data is replicated on all
participating nodes. However, there exists DLT design options that do
not replicate data on all nodes but only on nodes that are allowed to

DLT Application Layer

’ Relations Smart Contracts ‘

DLT Protocol Layer ‘ P2P Network Distribution of Ledger ‘

‘ Governance ‘ ‘ Consensus Rules, Crypto Economic Design

‘ Ledger Record of Transactions ‘

Fig. 1. Technology stack of DLT (adapted from Shermin [41]).

access data (e.g. in Corda [48] or Holochain [49]).

3.1.3. Governance

The governance of the DLT defines the set of rules for users interacting
with the system. The most important component is the consensus me-
chanism. It is responsible for defining how to write, validate, and agree on
entries to the ledger. Proof-of-work was the first blockchain consensus
mechanism and the greatest innovation behind Bitcoin (see Nakamoto
[11), protecting the network effectively from double-spending and attacks
to ensure immutability and non-repudiation of data [50]. In the case of
proof-of-work, the honest nodes need to control the majority of CPU power
to protect the network. The more network decentralization, the less likely
it becomes that nodes can collaborate to attack the network. Since proof-
of-work is very resource intensive, other types of consensus mechanisms
have been introduced such as proof-of-stake, where nodes validating and
adding transactions need to put money at stake that they can lose if they
behave dishonestly (see e.g. Tasca and Tessone 2017). All types of con-
sensus mechanisms in public DLT are enabled by a crypto-economic design
(CED) [51]. A native coin of the DLT incentivizes participants to behave in
the interest of the system (e.g. bitcoin in Bitcoin or ether in Ethereum). This
is important to prevent attacks, but also to compensate nodes that validate
and add transaction (sometimes called miners) for their expenditures. A
successful CED incentivizes honest behaviour in a DLT network. Multiple
properties of a CED can be defined, influencing the DLT’s governance (see
also Ballandies et al. 2018). A private DLT might not necessarily need a
CED, as consensus is often based on permissions (e.g. practical byzantine
fault tolerance by Castro and Liskov [52]). This can have an impact on the
cost structure for users when interacting with different systems. Often,
users pay for transactions on a public DLT with transaction fees in its native
token. In contrast, users do not have to pay for transactions on a private
DLT. Costs are predominantly accrued in the acquisition and maintenance
of the infrastructure, while making transactions involves usually no fee.

3.2. Fundamental properties

The reason why a DLT is used is given by its fundamental properties.
Fundamental properties of DLT are immutability, non-repudiation, in-
tegrity, transparency, and equal rights [2]. If the network is decen-
tralized and protected through a working consensus-mechanism, the
ledger is immutable. Each transaction is added only once to the ledger,
which leads to non-repudiation of the stored data. The cryptographic
tools used on the ledger support data integrity, allowing to verify that all
the data is complete and as initially written into the ledger. Public
access of ledgers for everyone ensures transparency, and equal rights
allow every user the same ability to read and write to the ledger.
Table 3 gives a summary of the five fundamental properties.

Trust in the DLT is achieved because the participants rely on the
fundamental properties of a DLT itself rather than on trusted third-
parties. Different DLT design options exist with varying fundamental
properties. Table 4 (inspired by Xu et al. [2]) summarizes this for
central databases and four typical design options of DLT: private per-
missioned, private permissionless, public permissioned, and public permis-
sionless. The more permissions, the less trust in the technical system can
be accomplished with lower overall fundamental properties. This
missing trust in the system needs to be compensated by more trust in
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The inversely related impact of the fundamental properties and performance in different design option (n: no; y: yes). (For interpretation of colour in this table, the

reader is referred to the web version of this article.)
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YExamples classified by Ballandies et al. [39]: Ethereum, EOS, Hyperledger Fabric, and Corda.

2Example classified by Daniels [55]: Holochain.

the participating users or a third party. In some use cases, this high trust
in the technical system might not be needed. A more centralized system
offers a better performance, as fewer nodes and/or less resource in-
tensive consensus algorithms are used. In addition, privacy can be of
concern with public DLT. For example, on-chain data encryption can
have insufficient protection or encryption might not be appropriate for
a use case. Furthermore, a private DLT gives users the possibility to
control more aspects of the DLT on the protocol layer (e.g. for easier
implementation of system changes).

The relationship of the five different design options can be related to
the five fundamental properties (see Table 4). The only fundamental
property unaffected by permissions is integrity of the data because it is
ensured through the cryptographic hash-functions used in all DLT de-
sign options. All aspects of a centralized database are controlled by a
third party and hence none of the fundamental properties applies. In
contrast, public permissionless DLT is able to achieve the highest level of
trust by maintaining all five fundamental properties. Public permissioned
DLT restrict write access or even the set-up of nodes and hence do not
maintain equal rights for all users. In addition, private permissioned DLT
further limit read access of the ledger and are therefore not transparent
to users outside a network, but also inside a network without the re-
spective read-permissions. Furthermore, these permissions might have
an impact on the immutability and non-repudiation of data, since de-
pending on the set up of the DLT governance, outsiders have no as-
surance when shown the ledger that it has never been modified by the
majority of network users (this is why a conditional “yes” (y) was used
in Table 4). However, this might be irrelevant to network participants
that trust their DLT governance and/or the participating users. Finally,
there is the emerging case of private permissionless DLT design option not
considered by Xu et al. [2], where private records can be pegged to
permissionless ledgers for proof-of existence [53]. For example, Ho-
lochain [49] uses private ledgers connected through distributed hash
tables (DHT) [54] to validate data. With this, nodes can be set up in a
permissionless way and start interacting with other nodes by only
sharing defined information of the private ledger. The DHT ensures non-
repudiation and immutability of the shared data (but not the private
data). Furthermore, equal rights are guaranteed since the network is
permissionless. But because read access is limited to shared data,
transparency to anyone is not ensured.

4. A decision framework for DLT design options in construction
4.1. Review of existing frameworks

Decision frameworks for DLT aim to guide users to the best-suited
DLT design option for their use case in a structured way. Overall, many
factors can be considered with a large solution space. This is aggravated
by the fact that the technical landscape of DLT is fast moving and
changing. However, some contributions already dealt with this ques-
tion. Eight sources were identified (see Table 5) and analyzed regarding
their approach.

4.2. Proposed stages for DLT decision framework

An integrated framework was created pictured in Fig. 2, combining
the analyzed approaches (Table 5). The most frequent connection be-
tween the analyzed framework was the consideration of trust as a cri-
teria to decide on a DLT. Since Hunhevicz and Hall [27] also rely on
trust as the main decision criterion, the authors base the main idea of
the framework on this approach. An assessment of the trust relations in
a use cases is made according to the fundamental properties needed by
the DLT design option. This leads to an optimization of the chosen
solution regarding the performance of the system, while ensuring that
the chosen DLT option actually provides the needed properties. Wes-
sling et al. [59] also follow this procedure; participants and interactions
are determined first and then the network architecture is designed. For
the more detailed structure of the framework the approach of Wiist and
Gervais [60] is used for two reasons. First, the framework is aligned
with the chosen approach to assess in an initial step the fundamental
properties needed for a use case (Stage 1 — Do you need a DLT?).
Second, it is the most extensive in terms of outputs of DLT design op-
tions (Stage 2 — which DLT design option?). Each question or evaluation
step of the other frameworks were cross-compared and the framework
of Wiist and Gervais [60] was modified where chosen appropriate.
Modifications include the addition of question 4, renaming question 7 &
8, and adding a third stage to consider other important, mostly tech-
nical constraints (see Fig. 2). To be complete with the introduced DLT
design options (see Table 4), the private permissionless DLT option was
added by the authors including question 7 and 9 (see Fig. 2). This was
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Table 5

The eight reviewed DLT decision frameworks and their different approaches to determine the right DLT design option.

Outputs

Inputs

Type

Source (1 Date)

Three options: No DLT, permissioned DLT, public DLT.

Seven questions: Participants, Likelihood of Attack, Trust, Possibility of Third Party, Privacy,

Updateability of Data.

Sequential Framework

Peck [56]

[a]

Eight questions: Possibility for Traditional Database, Trust, Alignment of Interests, Possibility of Third ~ Four options: No DLT, public DLT, hybrid DLT, private DLT.
Party, Control of Functionality & Privacy, Type of Consensus.

Sequential Framework

Turk and Klinc [36], based on
Suichies [57]

[b]

Trusted authority, Ability to Decentralize Authority, Various Technical Configurations, Other Design ~ DLT, Traditional Database

Decisions

Sequential Framework

Xu et al. [2]

[c]

Five options: No DLT, not ready for DLT applications, further research

needed, private DLT, public DLT.

Eleven questions: Possibility of Traditional Database, Technical Limitations, Relationship of

Participants, Trust, Control of Functionality.

Step 1: Identify participants.

Step 2: Trust relations.
Step 3: Interactions.

Sequential Framework

Rangaswami et al. [58]

[d]

Step 4: Derive system architecture by overlaying trust and

interactions.

Four Steps

Wessling et al. [59]

[e]

Four options: No DLT, private permissioned DLT, public permissioned

DLT, permissionless DLT.

Six questions: Database Type, Participants Known & Trusted, Alignment of Interests, Need for Public

Verifiability.

Sequential Framework

Wiist and Gervais [60]

[fl

Four options: Fully centralized, private DLT, public permissioned DLT,

public permissionless DLT.

Three questions to determine the proxy “level of trust” in a use case. Table with fundamental

properties of the DLT design options for the mapping.

Mapping Based on Trust

Proxy

Hunhevicz and Hall [27]

[g]

Five options as in Rangaswami et al. [58].

14 questions: a combination of Peck [56] and Rangaswami et al. [58].

Sequential Framework

Li et al. [9]

[h]
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not considered by any other framework reviewed (Table 5). The de-
tailed reasoning and sources are given in the explanations below.

4.2.1. Stage 1: Do you need DLT?

The first stage intends to evaluate whether DLT is needed or no/
another database is better suited. It is based on the framework from
Wiist and Gervais [60], using three more fine-grained questions instead
of just one general question whether another database can be used (as
proposed by the frameworks in Table 5, [d], [h]). In addition, question
4 was added from the frameworks of Rangaswami et al. [58] and Li
et al. [9], and is in line with the question from Xu et al. [2] whether a
trusted authority can be decentralized.

1) “Do you need to store state?” If storing state is not a requirement, a database is not
needed (Sources: Table 5 [b], [f]).

2) “Are there multiple writers?” Without multiple writers requiring shared write access,
a regular database provides better performance (Sources: Table 5 [d], [f], [h]).

3) “Can you use an always online trusted third party (TTP)?” A TTP could operate as a
verifier for state transactions using traditional databases with better perfor-
mance. (Sources: Table 5 [f]).

4) “Do you want to use a TTP?” Other reasons such as avoiding intermediaries might
be more important than better performance. (Sources: Table 5 [c], [d], [h]).

After question (4), the relationship of the involved participants and
their trust setup needs to be assessed with question (5) and (6), asking
whether participants are known and whether their interests are aligned.
If these two question can be answered with “yes”, DLT is not needed.
Some questions that appeared in the analyzed frameworks were not
considered, since it is already covered by one of the above questions or
it is not a finite criteria to use DLT. These are: “Use case deals with digital
assets?” (Table 5 [d], [h]), “Permanent record wanted?” (Table 5 [d],
[h]), “Manages contractual or value exchange?” (Table 5 [d], [h]).

4.2.2. Stage 2: What DLT design?

Stage 2 of the framework evaluates the best suited DLT design op-
tion for a use case. Notably, all analyzed sources (Table 5) mention the
trust setup of the participants to decide for a certain DLT design option.
As discussed previously (chapter 3.2), DLT can be seen as a mean to
manage missing trust relations in a use case through the implied fun-
damental properties (Table 4). The reviewed frameworks vary in their
approach to trust. Peck [56] and Wiist and Gervais [60] (Table 5 [a],
[f]) only ask whether the parties are trusted and leave to the reader
what trust means. Rangaswami et al. [58], Hunhevicz and Hall [27] and
Li et al. [9] (Table 5 [d], [g], [h]) split it into two questions asking
whether contributors are known (which is a separate question also in
Wiist and Geravais [60]), and if there interests are aligned. Wiist and
Gervais [60] further links the two questions to different DLT design
options by relating them to write and read operations on the DLT. Fi-
nally, the approach of Wiist and Gervais [60] was used with slightly
reformulated questions taken from the other frameworks. It is in-
vestigated whether a permissioned or a permissionless system is better
suited (question 5 & 6) and whether a public or private DLT makes
more sense (question 7 & 8):

(5) “Are all participants known?” If not, a permissionless DLT is suited, since
the system allows everyone to join the network and write transactions.
(Sources: Table 5 [f]).

(6) “Are all participants interest aligned?” If the participants are known, but
interests are not aligned, a permissioned system offers better performance.
(Sources: Table 5 [f])

(7) & (- “Is public verifiability required/wanted?” Public DLT allow everyone to see

8)  transactions in the ledger, private DLT have permissions on the visibility

and accessibility of data. (Sources: Table 5 [f]).

Since data can be kept private in both private permissioned and private
permissionless DLT, the main difference is the added control on the
protocol level in the first. Private permissioned DLT need to be run as an
own network with all necessary infrastructure. If this is not needed,
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Stage 1: Do you need DLT?

Stage 2: Which DLT design option?
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Stage 3: Constraints?

1) Do you 2) Are there ) Can you use 5) Are all

need to
store state?

multiple
writers?

an always
online TTP?

participants
known?

6) Are all
participants

4) Do you

8) Is public

Public permissi DLT
Private permissionless DLT

Other

Throughput
Data storage

Interoperability
Privacy
Smart Contracts
Cost Structure

interests

want to use a
UG aligned?

| Do not use DLT

required/
wanted?

Public permissi DLT
Private permissioned DLT

9) Control
functionality
on protocol
level?

Fig. 2. Combined framework sourcing from eight decision frameworks (see Table 5) to decide for a DTL design option in three stages based on their fundamental

properties (TTP = trusted third party).

using a private permissionless DLT could be considered, since the net-
work already exists. Therefore, a question whether participants need to
control functionality on the protocol level was included as proposed by
some of the frameworks:

9) “Control functionality on protocol level?” Private permissionless could be an
alternative to private permissioned networks if control on protocol level is not
needed. (Sources: Table 5 [bl, [d], [h])

4.2.3. Stage 3: Constraints?

The framework in stage 1 and 2 is based on the assumption that a
DLT design option should be chosen based on the needed fundamental
properties in a use case, which are in general inversely related to the
performance of a DLT (see Table 4). This approach assumes that per-
formance should be optimized. It means that a better performing DLT
will be chosen, if the higher fundamental properties of DLT are not
required. This decision is in the end directly related to the security of
the system. More decentralized, public systems protected by strong
consensus mechanisms allow for high security of data without the need
to trust an intermediary (see Section 3.2). Choosing more permissioned
systems might bring other benefits (e.g. higher throughput), but com-
promise the fundamental properties of the system (less security).

Having said that, the decision might shift to another DLT design
option, if more importance on other factors is placed. Therefore, stage 3
is introduced in the framework to assess other constraints. For example,
the frameworks of Rangaswami et al. [58] and Li et al. [9] (Sources:
Table 5 [d], [h]) have limited throughput and storage of large amounts
of non-transactional data as a question at the beginning, excluding use
cases from using DLT if this holds true. In contrast, the proposed fra-
mework (Fig. 2) analyses first if DLT is suited for the use case and in-
vestigates then in stage 3 whether there are constraints that are pro-
blematic for a use case. This is proposed because of different reasons.
First, technological constraints are subjective to fast progress and
change. A framework including them early in the evaluation is likely to
be outdated soon. Second, the proposed constraints in stage 3 can be
adapted based on the use case, leading to a flexible framework. Third,
there is an emerging ecosystem around DLT, where DLT is seen as only
part of the bigger technology stack. This will increase the possible so-
lution space, where some limitations of DLT can be solved through al-
ternative technologies interacting with it.

In Table 6, six constraint dimensions that could be considered for a
final DLT solution are proposed. They intend to summarize the most
important technical considerations and are based on the reviewed lit-
erature, especially the framework of Xu et al. [2] and KannengieBer

et al. [71]. However, they do not claim to be complete. Hence, a di-
mension “Other” to account for any constraint relevant to a use case not
captured by the six dimensions is included. Often, to have all benefits in
one system is not possible and compromises need to be made based on
the use case requirements.

5. Analysis of use cases

Having identified the categories based on use-case clustering
(Table 2), they are analyzed regarding suited DLT design options based
on the framework introduced in Fig. 2. The analysis was performed by
the authors, following the rational of the framework by simulating and
assuming possible use case constellations. Since the use cases are often
described on a high level, sometimes multiple design options could be
appropriate, dependent on the final constellation and relationships of
the participants. In Fig. 3, the nine combinations leading to a certain
DLT design option after applying the framework to the analyzed use
cases are pictured. Table 7 shows then the results for each use case after
stage 1 and 2 of the framework. In the following, the analysis is dis-
cussed in more detail, going through the three stages of the introduced
framework.

5.1. Stage 1 - Do you need DLT?

All analyzed use cases need to store state and involve multiple
writers (Fig. 2, Question 1 & 2). Question 3 then asks whether an always
online trusted third party (TTP) can be used. This is definitely possible
for many of the described use cases, especially for category 1 (internal
use for administrative purposes), category 3 (immutable record of trans-
action), and category 4 (immutable record of assets/ownership). Also use
case 5.2 (shared account & insurances) could make use of a third party
operating this service. As soon as a TTP is possible, using DLT is not
needed. However, there might be good reasons to still use DLT, such as
reduced costs without a TPP or avoiding control by a TTP as an inter-
mediary. Furthermore, the size and complexity of a solution might
favor a decentralized network structure using DLT, e.g. in the case of
supply chain tracking (Table 7, use case 3.3). Hence, if DLT seems
desirable despite the possibility of having a TTP, question 4 (Fig. 2, “Do
you want to use a TTP?”) can be answered with “no”.

The framework then leads to the questions assessing the relationship
of the involved participants, in particular whether they are known
(Fig. 2, Question 5) and whether their interests are aligned (Fig. 2,
Question 6). In the analyzed construction use cases, participants are
generally known if a TTP is possible, so question 5 can always be an-
swered with “yes”. If also question 6 (interests not aligned) can be
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Table 6

Proposed constraint dimensions for stage 3 in the framework (see Figure 2).

Throughput:

Data storage:

Interoperability:

Privacy:

Smart contracts:

Cost structure:

Throughput is an important constraint for DLT applications and is known to be a limitation for certain DLT design options. Throughput is generally
contradicting decentralization of DLT. More centralized systems offer better performance. Next to variations on the protocol layer (such as the data structure,
ledger type, and consensus protocols), possible solutions are sharding or side-chains (see Section 3.1.1). If off-chain transaction are anchored to an existing
DLT, they are referred to as 2nd layer solutions. Examples are the plasma side-chain for Ethereum [61], or the Lightning state channels for Bitcoin [62].
Large data storage on-chain can be costly and bloat up the chain. Non-transactional data storage could be saved off-chain and linked to the DLT. This decision
were to store data should be considered before selecting a DLT design option [2]. Some options for decentralized off-chain data storage already exist (e.g. IPFS
[63], or bigchainDB [64]).

Connection of the DLT with other parts of the technology stack [65] is very important for successful use cases. DLT either have no interoperability, explicit
implemented tools to allow for interoperability or an implicit interoperability by connecting via smart contract to any API tool or interface [40]. This
interoperability also involves connectivity to “oracles”. Entries on the DLT do not verify the correctness of the data itself, it just promises that data cannot be
altered. To securely bring data onto the ledger, so-called “oracles” are needed [66]. This can be human manual data input or data from sensors or third-party
services.

Privacy is an important constraint. Businesses might not want to share data on public ledgers, or GDPR protections do not allow to make certain data publicly
available. On-chain encryption can be an option (see Section 3.1.1), but is sometimes also limited, since smart contracts cannot read and act upon encrypted
information. Private permissionless systems might allow for more flexibility in this regard.

If a use case relies on the use of smart contracts for automation or tokenization, the chosen DLT design should support computation on its application layer. In
the future their might be also the possibility to add smart contracts retrospectively to a DLT that does currently not support smart contracts (e.g. as proposed in
Wiist et al. [67]).

An existing DLT usually involves fees to pay for transactions. In contrast, a private network involves the initial investment costs of servers and the overhead
costs in running the network, but often involves no transaction fees. Dependent on the chosen DLT design option, cost and capital structure might differ and
affect the decision for a certain DLT design option.

affirmed, the framework suggests to not use DLT. This acts as a fallback participants in the analyzed use cases was in general not described and
mechanism, even though not using a TTP was wanted (Fig. 2, Question at least a non-alignment of interests was possible, this combination was
4), because the drawbacks of using a DLT (in terms of performance, not considered in Fig. 3 and Table 7.

cost, or other) is most likely not justified. Since the exact relationship of For some use cases a TTP is not possible, directly leading to the

(i)

(iii)

(v)

(vii)

(ix)

(ii)

(iv)

(vi)

(viii)

Fig. 3. Possible combinations for the analyzed use cases after stage 1 & 2 in the framework (Fig. 2). Each rectangle stands for the respective question (1-9, see Fig. 2),
red for “no” and green for “yes”. (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)
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Table 7
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Results of applying stage 1 and 2 of the framework (Fig. 2) to the identified use cases (Table 2), leading to possible combinations pictured in Fig. 3. (For interpretation

of colour in this table, the reader is referred to the web version of this article.)

No DLT | DLT (TTP possible) DLT (TTP not possible)

(i) (i) [ i) W) [ i) i) ] (vii) [ (ix)

1 Internal Use for Administrative Processes

1.1 | Notarization and Synchronization of Documents X X | X | | ‘ | |
2 Transaction Automation between Stakeholders with Smart Contracts

2.1 Triggering Payments X X X X
2.2 | Triggering Contract Deliverables X X X X
2.3 | Self-executing Contract Administration X X X X
2.4 | Automated Data/Information Sharing X X X

2.5 | Automated Code Compliance Checking X X X X
3 Immutable Record of Transactions

3.1 Timestamping of “Value” Transactions X X X X
3.2 | Record of Changes in digital models (BIM) X X X X
3.3 | Tracking of Supply Chain Logistics X X X X
3.4 | Tracking of Project Progress and Worked Hours X X X X
3.5 | Record of Maintenance and Operations Data X X X X
3.6 | Tracking of Health & Safety Incidents X X X X
3.7 | Verification of Installation Tasks X X X X
3.8 | Record/Notarization for Regulation and Compliance X X X X

4 Immutable Record of Assets/Ownership

4.1 | Record of Ownership in BIM (IP-Rights) X X X X

4.2 | Record of Ownership for Physical Assets (e.g. Property) X X

4.3 | Managing Identities for Reputation (People, Contractors) X X

4.4 | Material & Product Passports (Provenance and Properties) X X

5 Coins/Tokens as Payment or Incentive Scheme

5.1 Payment in Cryptocurrencies X
5.2 | Shared Accounts & Insurances X X X X

5.3 | Incentives over the Whole Building-Lifecycle

6 Decentralized Applications (DApps)

6.1 | Decentralized Market Places for Products and Services

6.2 | Decentralized Common Data Environments (CDE) for Digital Models

7 Decentralized Autonomous Organizations (DAOs)

7.1 | Automated Building Maintenance Systems

evaluation of relationships between the participants (Fig. 2, Question 5
& 6). This applied to use cases that rely on some functionality of a DLT,
such as the payment in cryptocurrencies (Table 7, use case 5.1 & 5.3) or
the decentralized characteristics of the solution (Table 7, categories 6 &
7). These are also use cases that do not already exist in construction, but
would be knew solutions enabled through DLT.

5.2. Stage 2 — Which DLT design option?

If a DLT is a suited solution after stage 1, the final DLT design option
depends on whether the starting point for the assessment is that par-
ticipants are unknown (Fig. 2, Question 5) or interests are not aligned
(Fig. 2, Question 6). If participants are known but interests not aligned
(mostly the case if a TTP is possible), three options (ii), (iii), and (iv) in
Fig. 3 need to be considered. If participants are unknown (mostly the
case if a TTP is not possible), both question 5 & 6 appear as starting
points, depending on the specific relationship of participants. Often, the
use cases were not described in enough detail, so both options had to be
considered, leading to five possible combinations (v) to (ix) in Fig. 3.

As a next step, question 7 & 8 (Fig. 2) filter use cases where public
verifiability is required or wanted. E.g. for use case 2.4 (Automated
Data/Information Sharing), most likely no public verifiability is wanted,
since the documents can contain sensitive information. A similar si-
tuation is use case 1.1 (Notarization and Synchronization of Documents),
where documents are only shared internally. In contrast, use case

10

category 4 (Immutable Record of Assets/Ownership) most likely requires
public verifiability to ensure trust and transparency to outside parties.
For use case 4.1 (Record of Ownership in BIM (IP-Rights)), it could be
both depending on the needs of the involved parties, since ownerships
in a BIM model could also be managed internally. Similarly, for all the
other use cases were a TTP is possible, public verifiability could be
either wanted or not depending on the details of the use case. Looking
at use cases were it was assessed that a TTP is not possible, it is clear
that use case 5.1 (Payment in Cryptocurrencies) and 6.1 (Decentralized
Market Places for Products and Services) both need public verifiability to
be trustworthy. For all other use cases, whether public verifiability is
needed depends on the participants and type of data and cannot be
finally assessed based on the provided information.

The last question in stage 2 assesses if control of functionality on the
protocol level is required (Fig. 2, Question 9) when using a private DLT
option. This highly depends on the involved parties in a use case and
their preferences in how to set up a private DLT. Therefore, always both

(Table 7).
5.3. Stage 3 — Constraints?
In stage 3 additional constraints relevant to the final DLT design

options should be discussed (see Fig. 2). Since this is an assessment
based on the final relationship of involved parties in the specific use
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case and the proposed DLT design option resulting from stage 2, it was
not possible to facilitate specific discussions without further specifica-
tion of the use cases. An exemplary discussion around some possible
constraints is provided to clarify the procedure for use case category 2.
A detailed assessment of constraints would need to be conducted for
each final use case. If the proposed DLT design option after stage 2
cannot be realized, or other constraints are more important, another
DLT option or no DLT might be chosen.

Example: Category 2 (Table 7, Transaction Automation with Smart
Contracts) needs to consider constraints related to smart contracts. First,
the chosen DLT needs to support smart contracts on the application
layer. If the purpose of a smart contract is to act on external state in-
formation in the ledger, a publicly verifiable system that replicates data
on all nodes is needed (interoperability). Throughput might be an issue if
many smart contract interactions are needed. Private DLT generally
provide better performance. Alternatives would be to use 2nd layer
solutions for public DLT. Regarding privacy, on-chain encryption in
public systems would in most cases not allow a smart contract to exe-
cute logic based on that data. Private DLT would still allow for privacy,
but mostly comes with less security. And since all DLT design options
are possible, preferences regarding the different cost structures should be
considered.

6. Summary and discussion

This section was structured according to the three main contribu-
tions of this paper: (1) the categorization of use cases in construction,
(2) the introduced framework to choose a DLT design option for a
specific use case, and (3) the analysis of the reviewed use cases with the
proposed framework.

6.1. Use case categorization

6.1.1. Contribution

DLT use cases in construction were summarized from state-of-the art
literature, extending the work of Hunhevicz and Hall [27]. A more
detailed assessment with the new framework allowed the identification
of an additional use case category and some relocations of use cases to
another category. The reviewed use cases show the broad potential
application field of DLT use cases in construction, of which many pro-
mise improvements regarding transparency and process optimizations
through automation and disintermediation. While not identifying many
new use cases compared to reviews in past literature (e.g. in Li et al.
[9]), the categorization according to specific value propositions of DLT
can lead to a more structured thinking and better overview of the
commonalities and differences between construction DLT use cases.
This can be particularly helpful in the decision process when trying to
implement the use case with the best-suited DLT design option.

6.1.2. Limitations

For the purpose of this paper, even though trying to include all
relevant literature, no systematic literature review was conducted.
Therefore, there is no claim in being complete with the identified use
cases. Moreover, because of the early state of research, it is expected
that the use case categorization is subject to change while the use cases
and technology evolve. If needed, the use cases and categories should
be revised or extended.

6.1.3. Future research

Considering the early stage of DLT research in construction and its
manifold applications, there is potential to identify additional and in-
novative use cases of DLT in construction. The authors expect that more
use cases will be introduced as a refinement or combination of different
use cases. Especially the categories 6 (Table 2, DApps) and 7 (Table 2,
DAO) will likely grow in importance as a combination and extension of
use cases. E.g. Li et al. [9] mention single shared access BIM models as a
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combination of use case 3.2 (Table 2, record of changes in BIM), 4.1
(Table 2, record of ownership in BIM), and 6.3 (Table 2, decentralized data
storage). Having said that, there seems to be a tendency to apply DLT to
existing processes in construction, which raises the question about the
actual benefits in comparison. There is need to move beyond the the-
orization of use cases towards prototypes and case studies to further
advance the research in this field. Either to quantitatively compare the
existing processes with and without an implementation of DLT, or to
showcase and assess the benefit and change to construction processes
through innovative and new use cases enabled by DLT.

6.2. Decision framework for DLT design options

6.2.1. Contribution

A framework was introduced to link the use cases to DLT design
options. Eight existing frameworks were reviewed and cross-compared
(see Table 5). This allowed to supplement the various frameworks with
aspects not considered previously, while prioritizing points that were
considered more often. The final logic of the framework is based on
what fundamental properties of a DLT design option are required for a
given use case, optimizing the performance of the chosen DLT design
option (stage 1 & 2). Since the different DLT design options always
compromise one or the other aspect, it is important to consider con-
straints in stage 3. This allows to readjust the technical solution to
factors that might be limiting or of higher importance for certain use
cases. In contrast to the reviewed frameworks that also consider some
technical constraints (e.g. Rangaswami et al. [58] and Li et. al [9]), the
proposed framework determines first whether DLT would be suited
based on the fundamental properties and only then assesses various
constraints. The authors expect that this will lead to longer validity of
the framework, since the fundamental properties of DLT are not ex-
pected to change as fast as technical constraints. Finally, in addition to
the underlying framework of Wiist and Gervais [60], the authors in-
cluded also the emerging design option of private permissionless DLT to
be complete in the currently available DLT design options.

6.2.2. Limitations

The proposed framework is based on the reviewed frameworks in
Table 5, highlighting the theoretical connection between the trust re-
lationships of participants in a use cases and the varying fundamental
properties of DLT design options. This theoretical connection should be
verified with future practical implementation. Furthermore, while stage
1 and 2 guide the reader through the different aspects without much
knowledge about DLT, a potential limitation is that stage 3 requires in-
depth technical knowledge of the user to assess the different con-
straints.

6.2.3. Future research

Future research should examine how to create more extensive fra-
meworks to decide for a certain DLT design option. One potential
starting point could be a structured decision tree for stage 3 (similar to
stage 1 and 2). Furthermore, as more combined DLT use cases emerge
(e.g. within one construction project), the question arises how to deal
with the potentially different technical prerequisites between them. For
that, emerging hybrid solutions combining different DLT design options
could be considered in the framework. Having said that, some hybrid
solutions might be categorized in the private permissionless DLT design
option, such as Ark [68] or LTO network [69], and might therefore
already be implicitly considered. Moreover, the emerging com-
plementary technology stack (see e.g. Web3 Hub [65]) together with
existing software solutions used in construction could be included when
searching for the best possible technical solutions for a use case. Finally,
once a DLT design option was chosen with the framework, a product in
the market needs to be selected for implementation. Future research
should list and look at these products and map them to the different
DLT design options, highlighting also specific constraints.
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6.3. Use case analysis

6.3.1. Contribution

The introduced framework was used to classify DLT design options
of proposed use cases in construction. The main contribution here is
that the assessment can hint whether or not DLT would be a good so-
lution for use cases in construction based on the need for a trusted
solution, and if true, which specific DLT design option should be
chosen.

Regarding whether DLT would be a good solution, the analysis of
the use cases with the framework indicate at least that the fundamental
properties provided by DLT could be beneficial for the described use
cases. Having said that, for many of the described use case a trusted
third party (TTP) would be possible to achieve the same result. This
means a DLT would not necessarily be needed. In general, this was
found to be true if DLT should be applied to existing processes. This
does not mean there are no benefits by using DLT in these cases. It is
then up to the more detailed assessment whether the savings from not
having a TTP justify the cost of having a DLT. Only few of the proposed
use cases actually require the use of DLT. Often, they are described even
more high level than the use of DLT in existing solutions. Overall, de-
spite a theoretical alignment of DLT fundamental properties and use
case requirements, it is currently not possible to assess if and to what
extent DLT use cases benefit construction. It seems that an answer to
“Do you need a blockchain (or another type of DLT) in construction?”
can only be given once prototypes have been built and the benefits have
been validated through case studies.

Regarding the best-suited DLT design options, the framework results
in more than one possible option for most of the considered use cases.
This is likely due to the fact that use cases are not described in enough
detail. In a specific implementation of DLT for construction, the best-
suited DLT design option will be dependent on the final constellation of
participants. Having said that, there is some consistency of possible DLT
design options recognizable within the categories.

6.3.2. Limitations

Even though the performed use case analysis can help to understand
potential DLT design options for individual use cases, the picture is
somewhat diluted and needs further refinement. This is mostly due to
the fact that the participants’ trust relationship was mostly hard to as-
sess with the provided use case descriptions. Hunhevicz and Hall [27]
expected that the different use case categories will have an increasing
need towards higher fundamental properties with decreasing level of
trust. Looking at the performed classification (Table 7), this relationship
could not be clearly recognized. Multiple DLT design options are pos-
sible for most use cases without better specifications between the par-
ticipant’s trust relationships. Finally, the analysis was performed by the
authors with the best of knowledge about the use case constellations
and should be verified by construction industry experts and DLT do-
main experts.

6.3.3. Future research

As mentioned in the limitations, most use cases do not describe the
exact relationship of participants, which would be important to assess
the best-suited DLT design option. Therefore, more in-depth analysis of
use cases and the relationships of the participants is needed in future
research for a more insightful analysis and classification of suited DLT
design options. Moreover, there might be barriers for future use case
implementation related to other socio-technical challenges that should
be also carefully studied. A starting point for this could be the frame-
work of implementation challenges by Li et al. [9] in four dimensions
(technical, process, social, policy). Finally, the use case analysis is based
on current processes in construction. Having a DLT solution in place
could potentially change processes and the relationship of participating
parties, which would lead to a different assessment using the frame-
work (e.g. allowing unknown parties to participate in a construction
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process). Future research could try to incorporate and analyze these
relationships.

7. Conclusion

This paper structures and assesses use cases in construction for
blockchain and other types of distributed ledger technology (DLT) re-
garding their actual need for such a technical solution. For this, an
overarching decision framework based on previous work is introduced.
This decision framework can be used to link use cases to four DLT de-
sign options based on the needed fundamental properties of the use
case.

Indeed, many of the analyzed construction use cases could poten-
tially profit from using DLT. However, this paper also finds that many of
the use cases identified in literature apply DLT to existing processes
where a DLT is not necessarily required. In these cases, further in-
vestigation is needed to determine if DLT adds sufficientvalue to justify
its application. Only a few use cases propose DLT as a tool to enable
innovative implementations that cannot be realized without DLT. For a
better perspective on whether DLT can be overall beneficial for the
construction industry, more in-depth analysis of the use cases is needed
regarding their added value and socio-economic impacts, best trough
prototypes and case studies. To do this, different possible DLT design
options should be considered, since the proposed use cases in con-
struction seem to vary considerably in the constellation of trust re-
lationship among participants. However, this was found to be challen-
ging, since most use cases do not describe the exact relationship of
participants, which would be important to assess the best-suited DLT
design option. More in-depth analysis of use cases and the relationships
of the participants is needed for a better assessment.

Nevertheless, this paper finds there is alignment of construction use
cases with fundamental properties of DLT. This should encourage re-
searchers and practitioners to further explore the topic. The decision
framework and use case categorization introduced in this paper can
serve as a valuable tool to structure interconnected thinking between
use cases in construction and DLT design options to advance the re-
search in this field.
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