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Trusted Timestamping
via the Bitcoin Blockchain
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Agenda

* What is trusted timestamping?

* What are blockchains? Why and how do we use them?
* Our service OriginStamp

* Q&A
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Projekt Teams

Data & Knowledge Engineering Group at Uni Wuppertal OriginStamp AG

Team

We are a team that is passionate and enthusiastic about making the
benefits of blockchain-based timestamping accessible to everyone.

Friedrich Kisters Prof. Dr. Bela Gipp Thomas Hepp Philip Ehret Christopher Gondek

Co-Founder & CEO Co-Founder & CIO Co-Founder & CTO Co-Founder & CMO Co-Founder & COO

www.dke.uni-wuppertal.de www.originstamp.com
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OriginStamp is a trusted timestamping service for digital content. You can &
charge to prove that you were in possession of information or a file, e.g..
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Retraction Watch

Peer reviewer steals text for his own chemistry paper, gets
sanctioned by journal

with 6 comments

A peer reviewer apparently thought portions of a manuscript he was reviewing were so good
he wanted them for himself.

Substantial sections of a paper that Junwei Di reviewed appear in his own paper on a method
for making tiny particles of silver to precise specifications. Di is a chemist at Soochow
University in China. The journal has banned Di from submitting papers or serving as a peer
reviewer “for a certain time.”

This retraction has been agreed upon because the above mentioned manuscript
contains substantial sections of text from a manuscript (still unpublished) that the corresponding
author has reviewed for a different journal,

The paper has been cited twice, according to Thomson Scientific's Web of Knowledge.

We asked the journal’s EIC Greta Heydenrych if there were any consequences for Di beyond the retraction:

Yes, he has been sanctioned: No submissions or peer review for a certain time.

Source: http://retractionwatch.com/2016/02/18/peer-reviewer-steals-text-for-his-own-chemistry-paper/
24.09.19 Bela Gipp - www.gipp.com 5
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Trusted Timestamping

How can you prove that a certain information
existed at a certain point in time?
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Trusted Timestamping

How is it currently done?
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What is Real? What is Fake?

Interactive Editing

2x Speed

Source: https://www.youtube.com/watch?v=qc5P2bvfl44
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What does this chart display?
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Crypto-currencies...

SILK ROAD PAYMENT SYSTEM N=

~

Buyer exchanges Vendor exchanges BTC
currency for BTC for currency
EXCHANGER EXCHANGER
Buyer transfers BTC Vendor moves BTC
to SR account BTC held in escrow from SR account

until order finalized

L 5 XAV

) 570 )
=L
=D

Buyer makes purchase Vendor is paid

VENDOR

> Wana DecryptOr 2.0

Qoops, your files have been encrypted!

P

'What Happened to My Computer?

'Your important files are encrypted. Silk Road takes l‘\ GOVERNMENT
Many of your documents, photos, videos, databases and other files are no longer g &7 L EXHIBIT
accessible because they have been encrypted. Maybe you are busy looking for a way to commission - 113 A

recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

Sl Can I Recover My Files?
5152017 12:36:07 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 da}s, you won’t be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on

bl How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
end the correct amount to the address specified in this window.
your payment, <Check Payment>. Best time to check: 9:00am - 11:00am

5192017 12:36:07

24/09/2019 Bela Gipp - www.originstamp.com 10



@3 originstam
= Originstamp

History
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Blockchain vs. Bitcoin

“[Blockchain] is to Bitcoin, what the internet is to email. A big
electronic system, on top of which you can build applications.
Currency is just one.”

—Sally Davies, FT Technology Reporter

24/09/2019 Bela Gipp - www.originstamp.com 12



Blockchain Concept

The blockchain is a public distributed record (ledger) of all

transactions that occurred in a cryptocurrency network.

24/09/2019

Block 12
Prev_Hash Timestamp
Tx_Root Nonce

Block 10 Block 11
Prev_Hash Timestamp Prev_Hash Timestamp
Tx_Root Nonce Tx_Root Nonce

|
HashO1 Hash23
7} 7}
HashO Hash1 Hash2 Hash3
7 7 7
Tx1 X2 Tx3
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Characteristics

centralised decentralised distributed o
Source: Wikipedia

* Distributed

 Secure by design
 Collaboratively maintained
* Open source protocol

. “Cr?/]ptqgraphic proof instead of trust” (Nakamoto, 2008) (independent of centralized
authority, banks or governments) = Tamperproof using hashing.

24/09/2019 Bela Gipp - www.originstamp.com 14



Why are Blockchains Tamperproof?
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Why You Can’t
Cheat at Bitcoin

1. Say everybody
is working on
block 91.

2. But one minerwants
to alter a transaction
in block 74. .

v

3. He'd have to make his
changes and redo all the
computations for blocks

74-90 and do block 91.
That's 18 blocks of
expensive computing.

4. What's worse, he'd have to do it all before everybody else
in the Bitcoin network finished just the one block (number 91)
that they're working on.

Bela Gipp - www.originstamp.com
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Cryptographic Hash Functions

24/09/2019

Hash

function:

Takes any string
as input

Fixed-size output

—  (we’ll use 256

bits, SHA-256)

Efficiently
computable

J

Security
properties:

Collision-
resistant

(S

Puzzle-friendly

Bela Gipp - www.originstamp.com
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Hashing Demo via OriginStamp.org

ORIGIN

STAMP Start About Timestamps FAQ Publications Team

Hash

‘1532eaabd9574880dbf76b9b8cc00832c20 ‘
|a6630113d68229955od7a6eof345ezs

4
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Why does Bitcoin work?
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Security of

blockchain

Health of

- Value of
mining G
ecosystem

currency

Bela Gipp - www.originstamp.com

@)

originstamp

18



é\) originstam
>, originstamp

With OriginStamp, you can prove that

a data record already existed at a certain
point in time

and that the record has not been
manipulated since then

24/09/2019 Bela Gipp - www.originstamp.com 19



Our App

24/09/2019

roach using the Blockchain
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Free trusted
timestamping

OriginStamp is a trusted timestamping service for digital content. You can use our service anonymously and free of
charge to prove that you were in possession of information or a file, e.g., PDF, image, video, at a specific time

Fri13:32

1
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B3 Misc

Froe trusted
timestamping

20



”’”,WN agg’regated N
hash
collected hashes

1DpsR91YmH

Bitcoin address

information stored and published
for timestamp verification

. generate hash

Live Demo T ]

OriginStamp

terface or
lock chain

W
U
J =
N
il
Se
send to——M———

Bitcoin block chain

prev. hash
c4e2b12f0a

nonce

4329827448

merkle root
} df302c64cf ‘

www.originstamp.org (Research)

www.originstamp.com (Commercial)
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How does it work?

Creator provides a digital file. On behalf of client: DTT service
1.  Fie content is hashed either 2 sends minimum transactional
client-side or by the DTT service. *  amount of Bitcoin (1 Satoshi) to a
new Bitcoin address computed
G from the hash.

DTT -
g’ submit— Servicge_mlnlmum

transaction |
rovider
— — 0 _ P
0110
0001 O - -

File 01101 7 N
creator e.g. SHA-256 [ \
Timestamp record is: |
- decentralized |

- distributed . 1T
- transparent Unique Bitcoin address |
- anonymous . . cryptographically |
 tamper-proof B ItCOI n generated from hash |
supplies . | BIOCkChaI n |
4 Anyone can verify the presence | |
* ofthe hash and transaction time | |
in the public blockchain l |

transaction
N - time - 7
still '_-’ C——1 anyone can integrated
[e) results . ) g |
omputes— o;'¢s I — —verify transaction

to 5%3 o L &time 3 The transaction is secured

®  with a timestamp and

unal_tered hash address perS|sten_tIy stored in the
file blockchain.
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Selected Extensions

& (8] - K

API GIT (version-control Content JavaScript plugin for Time Machine
system) Management plugin web-based Backup (Mac OS)
for Wordpress applications

24/09/2019 Bela Gipp - www.originstamp.com 23



Develop your own Service

* Orlngtamp API @ OriginStamp API Documentation

* Create an API-Key from
originstamp.org/com

Collapse samples

retrieving
https://doc.ariginstamp.org/json/swa h aSh
TOKEN information
Enter api key or token - @ /{hash_string}
requesting information for a certain hash
AP| REFERENCE
default
retrieving hash information Parameters
storing a hash
hash_string (required)

storing a hash

get the complete seed file

OriginStamp v2
Contact: thomas.hepp @ uni-

konstanz.de
Test this endpoint

BASE URL: /api APl version: 1.0.0

TRY

24/09/2019 Bela Gipp - www.originstamp.com

string
Hash in HEX
representation

@

RESPONSE SAMPLE

"email_hash":
"send_status":
"verified":

te_created": "s
5

originstamp
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Try yourself (Playstore)

OriginStamp - Trusted
Timestamping

BLOC Productivity *hhkkk 10 &

[*] Add to Wishlist m

Timestamp Location= | Prove contracts,
your based accidents and
documents [ Exploration LR Hore

,-—"EU-UMESTA' .
5 Mo,

'ORIGIN|

< USK: All ages
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Mobile Phone App

¥ 7 .Ml 47%1a13:41 N 5. 47%E13:41

< O

MemoStamp

MEDIENLISTE MEDIENKARTE

Vertrag < Idee: Publi..

Mediendetails

Ausparken Unfall /’

OriginStamp Status

Der eindeutige Fingerabdruck ist mindestens @
eine Ebene tief in der Blockchain und somit
manipulationssicher.

Mietwagen < Ausparken...

Bitcoin Zeitstempel
2017-06-10 13:41:51

Lokaler Aufnahmezeitpunkt

24/09/2019 Bela Gipp - www.originstamp.com

Timestamp
Certificate

RTELAA \\
"n‘\x,.\-‘,y\t.‘\“\\,‘\\\\\\\\‘\\\\ \\\\\\\\\\\\3

\\\\;\\\\\\\\\\\\\\\\\\\\\\\\&*iq\iii:‘ :

/AN

S, orig

This timestamp was . .
created with Bitcoin

Timestamp

21-December-2018 00:42:12 UTC

Hash:

07bbd20ac370c22761211590404b2d2a76333437002dnd4 74b31 1b9354acH6c

Private Key:

Transaction:

b9ace95casicba52301009989630692¢ IBML5675C915 1l 20 MESdC171c25T

Detalled instructions can be found at originstamp.com

nstamp
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Other Applications

Dashboard camera (“dashcam”) recordings are not considered
“tamperproof evidence”

24/09/2019 Bela Gipp - www.originstamp.com 27



@3 originstam
= originstamp

Dashcam Evidence

23.07.2018
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System: Frontend

4:54PM 5 % 4:57PM

4:57PM 4:55PM
Dashlt g Recording Recording < History
Journey: ¢3 Journey: &R Collision!! RS 15
19-04-2016 14:52
© © 19-04-2016 16:32
25-05-2016 16:53
o’g 5 laccVideol.mp4
Wohnanlage Wohnanlage
Scnnenbuﬁ\ Ost @ Sonnenbulgl Ost Q 2aCCVide02.mp4
[ ] ) = () .
3accVideo3.mp4
hash.txt
Jacob'BUfc/(;mA\'%“a%e Jacab'5urc/(/7,a‘6\’“’@$e
km kulturmagazin km kulturmagazin
Go gle bodensee Go gle boden

Please keep the phone on Dash Cam Holder O
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Current Users or Originstamp.org

Journalists e.g. from guardian Spektrum.de -

[
Archdologie | Astronomie | Biologie = Chemie = Erde/Umwelt = Mathematik = Medizin | Phy:
to timestamp photo and video evidence S
° Hintergrund | 13.07.2016 | Drucken | Teilen
* Researchers to timestamp
research data and Die Verkettung der Welt
p re p ri n tS Eine unscheinbare Innovation lockt Investoren in Scharen: Die Blockchain ist
radikal offen, kaum zu manipulieren - und konnte bald Wirtschaft und

Gesellschaft gehorig aufmischen.

* Insurance
» Patent lawyers

 Several timestamps per minute -
4.000.000+ timestamps since 2012

24/09/2019 Bela Gipp - www.originstamp.com 31
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Potential use cases in the are of digital libraries

* Preprinting services such as zenodo & arXiv?
* The Wayback Machine by Internet Archive

* Paper submission systems such as Easychair or the Open Journal
Systems (0JS)
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Questions?

Bela Gipp
WWWw.gipp.com
Bela@Gipp.com
Twitter: @BelaGipp

Try yourself:

www.originstamp.org (Research)
www.originstamp.com (Commercial) .

Or the Android / iOS app from the App Store
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