mzuriCh ETH Library

International Zurich Seminar on
Communications - Proceedings

Conference Proceedings

Publication date:
2016

Permanent link:
https://doi.org/10.3929/ethz-a-010602015

Rights / license:
In Copyright - Non-Commercial Use Permitted

This page was generated automatically upon download from the ETH Zurich Research Collection.
For more information, please consult the Terms of use.



https://doi.org/10.3929/ethz-a-010602015
http://rightsstatements.org/page/InC-NC/1.0/
https://www.research-collection.ethz.ch
https://www.research-collection.ethz.ch/terms-of-use

International Zurich Seminar

on Communications
March 2 -4, 2016

Sorell Hotel Ziirichberg, Zurich, Switzerland

Proceedings



Acknowledgment of Support

The International Zurich Seminar on Communications (IZS) is organized jointly by
the IEEE Switzerland Chapter on Digital Communication Systems and the
Department of Information Technology and Electrical Engineering of ETH Zurich.

<©IEEE

ETHzurich



Conference Organization

General Co-Chairs

Amos Lapidoth and Stefan M. Moser

Technical Program Committee

Ezio Biglieri
Helmut Bolcskei
Terence H. Chan
Alexandros G. Dimakis
Giuseppe Durisi
Robert Fischer
Bernard Fleury
Deniz Gunduz
Martin Hanggi
Franz Hlawatsch
Johannes Huber
Ashish Khisti
Tobias Koch
Gerhard Kramer

Organizers of Invited Sessions

Joseph Boutros
Giuseppe Durisi
Albert Guillén i Fabregas

Local Organization

Conference Secretary
Silvia Tempel

Frank Kschischang
Hans-Andrea Loeliger
Thomas Mittelholzer
Bernhard Plattner
Ron Roth

Igal Sason

Jossy Sayir

Robert Schober
Giorgio Taricco
Emre Telatar
Emanuele Viterbo
Michele Wigger
Armin Wittneben
Ram Zamir

Ashish Khisti
Anelia Somekh-Baruch

Web and Publications
Michael Lerjen



Table of Contents

Keynote Talks

Wed 08:30 - 09:30
Martin Bossert, Universitit Ulm
On Decoding Reed-Solomon Codes Beyond Half the Minimum Distance

Thu 08:30 — 09:30
Shlomo Shamai (Shitz), Technion

An Information Theoretic View of Fronthaul-Constrained Cloud Radio Access Net-

works

Fri 08:30 — 09:30
Prakash Narayan, University of Maryland
Common Randomness, Querying and Large Probability Sets

Session 1 Wed 10:00 - 12:00

Topics in Shannon Theory

Chaired by Yuval Kochman (Hebrew University of Jerusalem)

Channel Detection in Coded Communication. . ........ouunue e,

N. Weinberger and N. Merhav

A Converse for Lossy Source Coding in the Finite Blocklength Regime...........

L. Palzer and R. Timo

Frequency Hopping does not Increase Anti-Jamming Resilience of Wireless

Canmels . . o .o e

M. Wiese and P. Papadimitratos

Tracking Unstable Autoregressive Sources over Discrete Memoryless Channels. . ..

R. Timo, B. N. Vellambi, A. Grant, and K. D. Nguyen

Strong Converse for General Compound Channels ........................... ...

S. Loyka and C. D. Charalambous

Refined Error Probability Approximations in Quasi-Static Erasure Channels .. ...

J. Font-Segura, A. Martinez, and A. Guillén i Fabregas

*Invited papers are marked by an asterisk.

25



Session 2 Wed 13:20 — 15:00
Codes on Graphs and Lattices

Invited session organizer: Joseph J. Boutros (Texas A & M University at Qatar)

*A Deterministic Construction and Density Evolution Analysis for Generalized
Product Codes ........ ..o 40
C. Hiiger, H. D. Pfister, A. Graell i Amat, F. Brinnstrom, and E. Agrell

*Locally Repairable Codes with Availability and Hierarchy: Matroid Theory

via Examples. ... ... 45
R. Freij-Hollanti, T. Westerbiick, and C. Hollanti

*Reed-Muller Codes: Thresholds and Weight Distribution ........................ 50
M. Mondelli, S. Kudekar, S. Kumar, H. D. Pfister, E. Sasoglu, and R. Urbanke

*From LDPC Codes to LDA Lattices: A Capacity Result........................... 51
N. di Pietro, G. Zémor, and |. |. Boutros

*Multilevel Coded Modulation and Lattice Construction D ....................... 56
R. Zamir

Session 3 Wed 15:30 — 16:50

Wireless Communication (with emphasis on Finite
Blocklength Information Theory)

Invited session organizer: Giuseppe Durisi (Chalmers University of Technology)

*Design Considerations for Downlink Broadcast Frame with Short Data Pack-
S L 57
K. F. Trillingsgaard and P. Popouvski

*The Dispersion of Nearest-Neighbor Decoding for Additive Non-Gaussian

Chanmnels. . ... 62
. Scarlett, V. Y. F. Tan, and G. Durisi

“Resource-Aware Incremental Redundancy in Feedback and Broadcast ....... .... 63
R. D. Wesel, K. Vakilinia, S. V. S. Ranganathan, T. Mu, and D. Divsalar

*A Beta-Beta Achievability Bound with Applications ......................... ..., 68

W. Yang, A. Collins, G. Durisi, Y. Polyanskiy, and H. V. Poor



Session 4 Wed 17:00 - 18:00

Privacy and Secrecy
Chaired by Roy Timo (Technische Universitdt Miinchen)

Pairwise Secret Key Agreement based on Location-derived Common Random-

S. Salimi and P. Papadimitratos

Strong Secrecy for Cooperative Broadcast Channels............................... 74
Z. Goldfeld, G. Kramer, H. H. Permuter, and P. Cuff

Context Trees for Privacy-Preserving Modeling of Genetic Data................... 79
L. Kusters and T. Ignatenko

Session 5 Thu 10:00 - 12:00

Communication Techniques
Chaired by Richard Wesel (University of California, Los Angeles)

Hybrid DF-CF-DT for Buffer-Aided Relaying................................ ... 84
M. Shagfeh, A. Zafar, H. Alnuweiri, and M.-S. Alouini

Extended Delivery Time Analysis for Opportunistic Secondary Packet Trans-
mission without Work-preserving ............... ..o 89
M. Usman, H.-C. Yang, and M.-S. Alouini

Beamforming towards Regions of Interest for Multi-Site Mobile Networks......... 94
P. Hurley and M. Simeoni

EXIT Chart Analysis of the UMTS Turbo Code in VLF Channels .................. 99
A. Hamilton

Channel Vector Subspace Estimation from Sample Covariance of Low-
Dimensional Projections. ............. ... i 103

S. Haghighatshoar and G. Caire

Factorization Approaches in Lattice-Reduction-Aided and Integer-Forcing
Equalization ........ ..o i 108
R. F. H. Fischer, M. Cyran, and S. Stern



Session 6 Thu 13:20 — 15:00

Information Theoretic Security
Invited session organizer: Ashish Khisti (University of Toronto)

“Recent Results on Broadcast Networks with Layered Decoding and Secrecy:
AN OVeIVIEW . .o 113
S. Zou, Y. Liang, L. Lai, H. V. Poor, and S. Shamai

*Semantic Security using a Stronger Soft-Covering Lemma ....................... 114
P. Cuff, Z. Goldfeld, and H. H. Permuter
*The Gap to Practical MIMO Wiretap Codes......................ooiiii . 115

A. Khina, Y. Kochman, and A. Khisti

*On Secure Broadcasting Over Parallel Channels with Independent Secret Keys. ... 116
R. F. Schaefer, A. Khisti, and H. V. Poor

“Privacy Preserving Rechargeable Battery Policies for Smart Metering Systems. ... 121
S. Li, A. Khisti, and A. Mahajan

Session 7 Thu 15:30 - 17:30

Network Information Theory
Chaired by Elza Erkip (New York University)

A Rate-Distortion ApproachtoCaching ..................... ... .. 125
R. Timo, S. Saeedi Bidokhti, M. Wigger, and B. C. Geiger

Improving on the Cut-Set Bound via a Geometric Analysis of Typical Sets......... 130
X. Wu and A. Ozgiir

The Capacity of the State-Dependent Semideterministic Relay Channel ........... 135
R. Kolte, A. Ozgiir, and H. H. Permuter

Random Coding Error Exponents for the Two-User Interference Channel ..... .... 140
W. Huleihel and N. Merhav

A Necessary and Sufficient Condition for the Asymptotic Tightness of the Shan-

non Lower Bound ........ ... 145
T. Koch

Rate-Distortion of a Heegard-Berger Problem with Common Reconstruction
Constraint. ... ... 150

M. Benammar and A. Zaidi



Session 8 Fri 10:00 - 12:00

Coding Techniques
Chaired by Erik Agrell (Chalmers University of Technology)

On the Burst Erasure Correctability of Spatially Coupled LDPC Ensembles ... .... 155
N. Rengaswamy, L. Schmalen, and V. Aref

The Fractality of Polar Codes................coo i i 160
B. C. Geiger

Sampling Algorithms for Lattice Gaussian Codes................................ 165

A. Campello and ].-C. Belfiore

Fixed-Energy Random Coding with Rescaled Codewords at the Transmitter .. .... 170
D. Fehr, ]. Scarlett, and A. Martinez

Quantization and LLR Computation for Physical Layer Security .................. 175
O. Graur, N. Islam, A. Filip, and W. Henkel

An Importance Sampling Algorithm for the Ising Model with Strong Couplings. . .. 180
M. Molkaraie

Session 9 Fri 13:20 — 15:00
Shannon Theory

Invited session organizer: Anelia Somekh-Baruch (Bar-Ilan University)
*Capacity Scaling Bounds in Wideband Cellular Networks........................ 185
F. Gémez-Cuba, S. Rangan, E. Erkip, and F. |. Gonzilez-Castafio

*On the Secrecy Capacity of the Z-Interference Channel........................... 190
R. Bustin, M. Vaezi, R. F. Schaefer, and H. V. Poor

*Two Applications of the Gaussian Poincaré Inequality in the Shannon Theory .. .. 195
S. L. Fongand V. Y. F. Tan

*Cooperation Strategies for the Broadcast and Multiple Access Channels.......... 196
Y. Steinberg
*Mismatched Decoding: DMC and General Channels............................. 197

A. Somekh-Baruch



Session 10 Fri 15:30 — 16:50
Hypothesis Testing and Converse Bounds

Invited session organizer: Albert Guillén i Fabregas (Universitat Pompeu Fabra)

*Classical and Classical-Quantum Sphere Packing Bounds: Rényi vs Kullback

and Leibler. .. ... 198
M. Dalai

*Converses from Non-Signalling Codes and their Relationship to Converses

from Hypothesis Testing ....... ... 203
W. Matthews

*Combining Detection with Other Tasks of Information Processing ............... 208
N. Merhav

*Hypothesis Testing and Quasi-Perfect Codes............................... ..., 209

G. Vazquez-Vilar, A. Guillén i Fabregas, and S. Verdii



International Zurich Seminar on Communications (IZS), March 2 -4, 2016

Channel Detection in Coded Communication

Nir Weinberger and Neri Merhav
Dept. of Electrical Engineering, Technion - Israel Institute of Technology
{nirwein@campus, merhav@ee}.technion.ac.il

Abstract—We consider the problem of block-coded commu-
nication, where in each block, the channel law belongs to one
of two disjoint sets. The decoder is aimed to decode only
messages that have undergone a channel from one of the sets,
and thus has to detect the set which contains the underlying
channel. We begin with the simplified case where each of the
sets is a singleton. For any given code, we present the optimum
detection/decoding rule in the sense of the best trade-off among
the probabilities of decoding error, false alarm, and misdetection.
Then, we derive the exact single-letter characterization of the
random coding exponents for the optimal detector/decoder, as
well as an expurgated bound for low rates. We then extend the
random coding analysis to general sets of channels, and derive
the optimal detector/decoder under a worst case formulation of
the error probabilities, and derive its random coding exponents.

I. INTRODUCTION

Consider communicating over a channel with input X and
output Y, for which the underlying channel law Py |x is
supposed to belong to a family of channels WV, but the receiver
would also like to examine an alternative hypothesis, in which
the channel Py | x actually belongs to a different set ), disjoint
from W. Examples for which such a detection procedure is
useful are: (i) Detection of an abrupt change in the channel
statistics, e.g., a deep fading event in wireless communication
[1], the presence of excessively large number of interferers,
or loss of tracking in adaptive equalization or timing recovery
algorithms [2]. (ii) Detection of an imposter, which transmits
the same codewords as the authorized transmitter, but
via a significantly different channel. The distinctive channel
statistics of the authorized transmitter could be used to identify
such intrusions, which is crucial, if, e.g., the messages are
used to control a sensitive equipment at the receiver side,
(iii) detection of the active user in a sparse multiple access
channel (with no collisions between the two users). Even if
both users use the exact same codebook (as might be dictated
by practical considerations), and even if no header is used
to identify each of the users, the receiver could still identify
the sender with high reliability, utilizing the different channel
of each user. Thus, beyond the ordinary task of decoding the
message, the receiver would also like to perform hypothesis
testing between the null hypothesis Pyx € W and the
alternative hypothesis Py|x € V. For example, if the channel
quality is gauged by a single parameter, say, the crossover
probability of a binary symmetric channel (BSC), then W
and V could be two disjoint intervals of this parameter.

This problem of joint detection/decoding belongs to a larger
class of hypothesis testing problems, in which after performing

the test, another task should be performed, depending on the
chosen hypothesis, e.g. Bayesian estimation [3], and lossless
source coding [4]. More recently [5], we have studied the re-
lated problem of joint detection and decoding for sparse com-
munication [6], which is motivated by strongly asynchronous
channels [7]. In these channels the transmitter is either com-
pletely silent or transmits a codeword from a given codebook.
The task of the detector/decoder is to decide whether trans-
mission has taken place, and if so, to decode the message. The
performance is judged by: (i) the false alarm (FA) probability -
deciding on a message when the transmitter was silent, (ii) the
misdetection (MD) probability - deciding that the transmitter
was silent when it transmitted some message, and (iii) the
probability of inclusive error (IE) - namely, not deciding on the
correct message sent (either misdetection or erroneous decod-
ing). We have then found the optimum detector/decoder that
minimizes the IE probability subject to given constraints on the
FA and the MD probabilities for a given codebook, and also
provided single-letter expressions for the exact random coding
exponents. While this is a joint detector/decoder, we have
also observed that an asymptotic separation principle holds,
in the following sense: A detector/decoder which achieves the
optimal exponents may be comprised of an optimal detector in
the Neyman-Pearson sense for the FA and MD probabilities,
followed by ordinary maximum likelihood (ML) decoding.
In case of two simple hypotheses, W = {W} and
V = {V'}, the problem of [5] is a special case of the problem
studied here, for which the the output of the channel V' is
completely independent of its input, and plays the role of
noise. It turns out that the optimal detector/decoder and its
properties for the problem studied here are straightforward
generalizations of [5]. However, the analysis of the random
coding detection exponents is much more intricate here than
in [5]. The detector in [5] compares a likelihood which
depends on the codebook with a likelihood that depends on
the noise. So, when analyzing the performance of random
coding, the random choice of codebook only affects the
distribution of the likelihood of the ‘codebook hypothesis’.
By contrast, here, since we would like to detect the channel,
the random choice of codebook affects the likelihood of both
hypotheses, and consequently, they may be highly dependent.
In this paper, we study the problem of joint channel detec-
tion between two disjoint sets of memoryless channels W, V),
and decoding. We begin by considering the case of simple
hypotheses, namely W = {W} and V = {V} (Section II).
As in [5], we derive the detector/decoder which achieves the
optimal trade-off between the FA, MD and IE probabilities,

10
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where here too, an asymptotic separation principle holds
(Section III). Then, we derive single-letter expressions for
the exact random coding exponents, as well as improved
(expurgated) bound for low rates (Section IV). Afterwards, we
discuss a generalization to composite hypotheses, i.e., W, V
that are not singletons (Section V), and finally, we discuss the
archetype example for which (W, V') are a pair BSCs (Section
VI). Due to the space limitation, some details and full proofs
are omitted, but can be found in [8].

II. PROBLEM FORMULATION

We begin with the following notation conventions. Alpha-
bets and other sets will be denoted by calligraphic letters,
e.g. X. Random variables and vectors will be denoted by
capital letters, e.g. X = (Xy,...,X,), (n - positive in-
teger), and specific values for them by lower case letters,
x = (x1,...,2,) in X™, the n-th order Cartesian power
of X. A joint distribution of a pair of random variables
(X,Y) on X x ), the Cartesian product alphabet of X
and ), will be denoted by Qxy and similar forms, e.g.
Qxy. We will usually abbreviate this notation by omitting
the subscript XY, and denote, e.g, Qxy by Q. The X-
marginal (Y -marginal), induced by @ will be denoted by Q) x
(respectively, QQy), and the conditional distributions will be
denoted by Qy|x and Qx)y. The joint distribution induced
by Qx and Qy | x will be denoted by Q = Qx X Qy|x. The
mutual information of a joint distribution ) will be denoted
by I(Q). The conditional information divergence between the
conditional distributions Qy|x and Py |x, averaged over Qx,
will be denoted by D(Qy x| Py|x|Qx). The probability of
an event A will be denoted by P{A}, and the expectation
operator will be denoted by E{-}. The complement of a set
A will be denoted by A°. Logarithms and exponents will be
understood to be taken to the natural base, and we will denote
[t]+ = max{t,0}. We adopt the standard convention that
when a minimization (respectively, maximization) problem is
performed on an empty set the result is co (respectively, —o0).

Consider a discrete memoryless channel, characterized
by a finite input alphabet X, a finite output alphabet )/,
and a given matrix of single-letter transition probabilities
{Py|x (¥|%) }ocx yey- Let Cn = {x1,x0...,xp} C &A™,
denote a codebook for blocklength n and rate R, for which
the transmitted codeword is chosen with a uniform probability
distribution over the M = [e"lﬂ codewords. The conditional
distribution Py |x may either satisfy Py x = W (the null
hypothesis), or Py|x =V (the alternative hypothesis). It is re-
quired to design a detector/decoder which is oriented to decode
messages only arriving via the channel W. Formally, such a
detector/decoder ¢ is a partition of Y™ into M + 1 regions,
denoted by {R,,}M_,. If y € R,, for some 1 < m < M then
the m-th message is decoded. If y € R (the rejection region)
then the channel V is identified, and no decoding takes place.

For a codebook C,, and a detector/decoder ¢, we define!

'The meaning of FA and MD here is opposite to their respective meaning
in [5], as sanctioned by the motivating applications.

11

M
A 1
Pi(Cos0) £ 57 D~ W(Rolxm), ()
m=1
1 M
Bu(Cn,®) £ 77 Z V(R§lxm), @)
RJ: Z W m|X’m (3)

m=1

as the false alarm (FA) probability, misdetection (MD) proba-
bility, and inclusive error (IE) probability, respectively. Thus,
the IE event is the total error event, i.e., when the correct
codeword is not decoded either because of a FA or an ordinary
erroneous decoding. When possible, we will omit the notation
of the dependence of these probabilities on C,, and ¢.

For a given code C,,, we are interested in achievable trade-
offs between P, P, and Pj. Consider the following problem:

minimize Py
subject to Py < €, Pup < €wn (€]

where €, and €, are given prescribed quantities, and it
is assumed that these two constraints are not contradictory.
Indeed, there is some tension between P, and F;, as they are
related via the Neyman-Pearson lemma [9, Theorem 11.7.1].
For a given ¢, the minimum achievable P, is positive, in
general. It is assumed then that the prescribed value of e, is
not smaller than this minimum. In the problem under consid-
eration, it makes sense to relax the tension between the two
constraints to a certain extent, in order to allow some freedom
to minimize P, under these constraints. While this is true
for any finite blocklength, as we shall see (Proposition 2), an
asymptotic separation principle holds, and the optimal detector
in terms of exponents has full tension between the FA and MD
exponents. The optimal detector/decoder for the problem (4)
will be denoted by ¢*. Our goal is to find the optimum detec-
tor/decoder for the problem (4), and then analyze the achiev-
able exponents associated with the resulting error probabilities.

III. THE OPTIMAL JOINT DETECTOR/DECODER

Let a b € R, and define the detector/decoder ¢* =
{R:,YM_,, where R is defined as

M
{ T a Z W(y|xm) + mde(y|xm )<b Z V(y|xm)

m=1
&)
and

R 2 R {3: Wivben) > Wil ). ©

Lemma 1. Let a codebook C,, be given, let ¢* be as above,
and let ¢ be any other partition of Y" into M + 1 regions. If
PFA(CTH ¢) S pFA(CTH ¢*) and PMD(C’rL7 (75) S PMD(C'm ¢*) then
Pi(Cry ) > Pi(Chy ¢7).

Note that this detector/decoder is optimal (in the Neyman-
Pearson sense) for any given blocklength n and codebook
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Cp. Thus, upon a suitable choice of a and b, it solves the
problem (4) exactly. As common, to assess the achievable
performance, we resort to large blocklength analysis of error
exponents. For a given sequence of codes C £ {C,}22; and
a detector/decoder ¢, the FA exponent is defined as

E (C,¢) £ lim inf —

n—00

% log P, (Cna ¢) ) @)
and the MD exponent FE,p(C,¢) and the IE exponent
Ey; (C, @) are defined similarly. The asymptotic version of (4)
is then stated as finding the detector/decoder which achieves
the largest E; under constraints on Ey, and E,;,. To affect
these error exponents, the coefficients a,b in (5) need to
exponentially increase/decrease as a functions of n, and so
we set @ £ e and b £ enP, Evidently, for o > 0, the ML
term on the right-hand side (r.h.s.) of (5) is negligible w.r.t.
the left-hand side (l.h.s.), and the obtained rejection region is
asymptotically equivalent to

M M
Ry = {y ;e Z W(y|xm) < emf Z V(yxm)} ®)
m=1 m=1

which corresponds to an ordinary Neyman-Pearson test be-
tween the hypotheses that the channel is W or V. Thus,
unlike the fixed blocklength case, asymptotically, we obtain a
complete tension between the FA and MD probabilities. The
resulting detector (8) is indeed quite intuitive: It compares the
likelihoods of each of the channels, assuming nothing on the
transmitted message. The ‘max’ term in the optimal detector
(5), is, however, more difficult to intuitively explain, but it
naturally arises in the proof of Lemma 1.

Consequently, as the next proposition shows, there is no loss
in error exponents when using the ¢’, whose rejection region
is as in (8), and if y ¢ R{ then ordinary ML decoding for
W is used, as in (6). This implies an asymptotic separation
principle between detection and decoding: the optimal detector
can be used without considering the subsequent decoding,
and the optimal decoder can be used without considering the
preceding detection. As a result, asymptotically, there is only a
single degree of freedom to control the exponents. Thus, when
analyzing error exponents in Section IV, we will assume that
¢’ is used, and since (8) depends on the difference o — 3
only, we will set henceforth 3 = 0 for ¢’. The parameter «
will be used to control the trade-off between the FA and MD
exponents, just as in ordinary hypothesis testing.

Proposition 2. For any given sequence of codes C
{Cn 3324, and given constraints on the FA and MD exponents,
the detector/decoder &' achieves the same IE exponent as ¢*.

Proposition 2 is proved by noticing that conditioned on the
mth codeword, the IE probability (3) is the union of the FA
event and the event {W(Y|x,,) < maxyzm, W(Y|xx)}, ie.,
an ordinary ML decoding error. So, as the union bound is
asymptotically exponentially tight for a union of two events

EIE (Ca¢*) = min {EO (C7¢*) 7EFA (C7¢*)}7 (9)

12

which implies that the best IE exponent is obtained for the
best FA exponent.

The achievable exponent bounds will be proved by random
coding over some ensemble of codes. Letting over-bar denote
an average w.r.t. some ensemble, we will define the random
coding exponents, as

Eo (4) 2 lim —

l—o0

1 log Pis (Cpys @) s (10)
ny

where {n;}°, is a sub-sequence of blocklengths. When we
assume a fixed composition ensemble with distribution Px,
this sub-sequence will simply be the blocklengths such that the
type class associated with Px is not empty. To comply with
definition (7), one can obtain codes which are good for all
sufficiently large blocklength by slightly modifying the input
distribution. The MD exponent Ey;, (¢) and the IE exponent
Ey: (¢) are defined similarly, where the three exponents share
the same sequence of blocklengths.

Now, if we provide random coding exponents for the FA,
MD and ordinary decoding exponents, then the existence of
a good sequence of codes can be easily shown. Indeed, the
Markov inequality implies that

P (Per(Cryy @) > exp [—ny (B (¢) — (11

for all [ sufficiently large. Thus, with probability tending to 1,
the chosen codebook will have FA probability not larger than
exp [—n (Er (¢) — )]. As the same can be said on the MD
probability and the ordinary error probability, then one can
find a sequence of codebooks with simultaneously good FA,
MD and ordinary decoding error probabilities, and from (9),
also good IE probability. For this reason, henceforth we will
only focus on the FA and MD exponents. The IE exponent
can be simply obtained by (9) and the known bounds of
ordinary decoding, namely, the random coding bounds [10,
Theorem 10.2] (and its tightness [10, Problem 10.34]) and the
expurgated bound [10, Problem 10.18].

0)]) < e,

IV. ACHIEVABLE ERROR EXPONENTS

Let Q represent the joint type of the true transmitted
codeword and the output, and @ is some type of a competing
codeword. We denote the normalized log-likelihood ratio of a
channel W by

(@2 > Qa,y)logW(ylz),

zeX,yey

(12)

with the convention fy (Q)
W (y|x) = 0. We define the set

—oo if Q(z,y) > 0 =

Qw ={Q: fw(Q) > —o0} (13)
and for v € R,
s(Qy,v) 2 min Q) + [~a— fw(Q) +7], .
QEQw: Qy=Qy
(14)
Further, define the sets
72{Q: w@<-a+ @}, 09



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

2{Q: s(0v. (@) = R} (16)
the exponent
Ea2 min  D(Qyx|W|Px), amn
QEN_, T;
the sets o ~
2 {@Q.Q): Qv =Qv}, (8)
2{QQ): W@ <-a+ @}, (9

Ky 2 {(Q@) L fv(@) = a+ fw(Q) — [R— I(Q)]+}’
(20)

K= {(QQ): s (@ 5@+ [R-1@],) = R}
2D
and the exponent

Eg2
(Q.Q)en?_ K

{P@vixIWIPx) + [1@) - R }.

(22)
In addition, let us define the type-enumeration detection ran-
dom coding exponent as

Ei (R o, Px,W,V) £ min{E4, Ep} . (23)

Theorem 3. Let Px ando € R be given. Then, there exists a
sequence of codes C = {C,}>2, of rate R such that for any
0>0

EFA (Cv ¢*) > E?E (R,Oé, PX7 W V) - (5»

EMD(Ca¢*) > E:.f(R,O(,Px,W,V) —a—4d.

(24)
(25)

The proof of Theorem 3 relies on the type-enumeration
method, and omitted due to space limitations. For the FA expo-
nent, the exponent 4 (Ep, respectively) pertains to the event
that the scaled likelihood of the true codeword (sum of scaled
likelihoods of all competing codewords, respectively) under
V is larger than Zﬁle W(Y|X,,). The MD exponent is ob-
tained by proving that the difference between the FA and MD
exponents of ¢ is always a. The main challenge in analyzing
the random coding FA exponent, is that the likelihoods of both
hypotheses, namely Zf&le W(Y|X,,) and Z%zl V(Y |X.)
are very correlated due to the fact the once the codewords
are drawn, they are common for both likelihoods. This is
significantly different from the situation in [5], in which
the likelihood Zf\le W(Y|X,,) was compared to the noise
likelihood Qo (Y), of a completely different distribution.

We next turn to derive expurgated exponents. Throughout,
Py + will represent a joint type of a pair of codewords. Let
us define

dy(x, &) £ —log[Y W' (yla)V*(yl7)]  (26)
yey
and the set
L2{Pyg: Py =Px,I(Pyg)<R}. (27)

In addition, let us define the fype-enumeration detection ex-
purgated exponent EEX (R, o, Px, W, V') as
{as +E [ds(X, X)} +1(Pyyg) — R} . (28)

max min
0<s<1Py €L

Theorem 4. Let a distribution Px and a parameter o € R be
given. Then, there exists a sequence of codes C = {C,}52; of
rate R such that for any 6 > 0

EFA (C;¢*) 2 E-El)g( (R,(X,PX7W, V) _67
EMD(C7¢*) ZE.??(R,O(,PX,W,V)*(M*(S

(29)
(30)

We summarize this section with the following discussion.

1) Monotonicity in the rate: Unlike the ordinary random
coding exponent, the detection exponents do not necessarily
decrease with the rate R. Thus, the required detection does
not necessarily cause a rate loss, i.e. nulls the IE exponent at
rates below I(Px x W).

2) Choice of input distribution: Thus far, the input dis-
tribution Px was assumed fixed, but it can obviously be
optimized. Nonetheless, there might be a tension between the
optimal choice for channel coding versus the optimal choice
for detection, and so a compromise should be made.

3) Simplified Detectors: The optimal detector (5) is rather
difficult to implement, as it requires computations of the form
Zi‘r{:l W (y|Xm), which involve the sum of exponentially
many likelihood terms, and each likelihood term is exponen-
tially small. For low rates, a plausible approximation in (5)
is Zﬁfil W(y|Xm) =~ maxi<m<m W(y|xm) (and the same
for V'), and in [8] we have shown that the random coding ex-
ponents of th resulting approximated detector, denoted by ¢,,
can be derived just as for the optimal detector. For high rates,
the output distribution of a capacity achieving code tends to be
close to a memoryless distribution w2 (Px x W)y, and an
appropriate approximation is 7 Zf\le W(y[xm) = W(y).
The random coding FA and MD exponents of such a detector
follow directly from standard results [9, Section 11.7].

4) Gallager/Forney style exponents: In [8], we also derived
Gallager/Forney-style lower bounds on the exponents. While
these bounds can be strictly loose, it is indeed useful to
derive them since: (i) They are simpler to compute, as they
require solving at most two-dimensional (four-dimensional)
optimization problems when there are no input constraints
(with input constraints, respectively), irrespective of the in-
put/output alphabet sizes. (ii) The bounds are translated almost
verbatim to memoryless channels with continuous input/output
alphabets, like the AWGN channel.

V. COMPOSITE DETECTION

Up until now, we have assumed that detection is performed
between two simple hypotheses, W and V. Next, we discuss
the generalization of the random coding analysis to composite
hypotheses, i.e., a detection between a channel W € W
and a channel V' € V, where W and V are some disjoint
compact sets. Due to the nature of the problems outlined in the
introduction (Section I), we adopt a worst case approach. For
a codebook C,, and a given detector/decoder ¢, we generalize
the FA probability to

M
(3D
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and analogously, the MD and IE probabilities are obtained by
maximizing over V' € V and W & W, respectively. Then,
the trade-off between the IE probability and the FA and MD
probabilities in (4) is defined exactly the same way.

Just as we have seen in (9), for any sequence of codebooks
C and decoder ¢

Ex(Ch, ¢) = min {Eo(Cp, @), Eea(Cr, d)} (32)

where here, E,(C,,, ¢) is the exponent achieved by an ordinary
decoder, which is not aware of W. Thus, the asymptotic sep-
aration principle holds here too, in the sense that the optimal
detector/decoder may first use a detector which achieves the
optimal trade-off between the FA and MD exponents, and then
a decoder which achieves the optimal ordinary exponent.

We next discuss the achievable random coding exponents.
As is well known, the maximum mutual information [10,
Chapter 10, p. 147] universally achieves the random coding
exponents for ordinary decoding. So, as in the simple hypothe-
ses case, it remains to focus on the optimal trade-off between
the FA and MD exponents, namely, solve

PFA

subject to Py < e~ "B

minimize
(33)

for some given exponent E,;, > 0. The next lemma shows that
the following universal detector/decoder ¢", whose rejection
region Ry is defined as
M M
. no |
y: e max W(y|x,) < ZII&IS‘)}( V(ylxm) ¢,
f—

wew
(34)
solves (33). The universality here is in the sense of (33), i.e.,
achieving the best worst-case (over W) FA exponent, under
a worst case constraint (over V') on the MD exponent. There
might be, however, a loss in exponents compared to a detector
which is aware of the actual pair (W, V') (cf. Corollary 6).

m=

Lemma 5. Let C be a sequence of codebooks, let ¢' be
as above, and let ¢ be any other detector/decoder. Then, if
Ew(C,9) > EFA(Ca ¢U) then EMI)(C7 ¢) < EMD(C'IL7 ¢U)

It remains to evaluate the random coding exponents for
some (W, V) € W x V when ¢ is used. Fortunately, this is a
simple corollary to Theorem 3. Let us define the generalized
normalized log-likelihood ratio of the set of channels W as

L
(@ = max > Qr.y)logW(yla).  (39)
TEX yeY
Corollary 6. Let Px and o € R be given. Then, there exists

a sequence of codes C = {C,}52, of rate R, such that for
any 6 >0

EFA (C7 ¢U) > E’?}SU (Ra «, PX7 VV? V) - 67 (36)
EMD (C7¢U) 2 E—f-{]gu (R,Oé,Px,VV,V) —CM—(S (37)
where Ex (R, a, Px, W, V) is defined as

EX (R, o, Px,W, V) of (23), but replacing fw (Q) (fv(Q))
with with fiy(Q) (fv(Q), respectively) in all the definitions
preceding Theorem 3.

— Exact random coding exponent ¢’ at R =0
\ ——Expurgated exponent at R =0

04 \ |:=Exact random coding exponent ¢ at R = 0.5 - Cyy
\
0.351
\
\
0.3 AN
AN
90'25 : N
« 0.2 BN
0.155 = <
3 ~
0.1 e
\ —
0.051x: T
0 \\\. \\ \‘\\<~\\>;7;;u;
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35

Figure 1. Achievable MD and FA exponents for ¢’ .

VI. AN EXAMPLE

Let W and V' be a pair of BSCs with crossover probabilities
w = 0.1 and v = 0.4, respectively, and assume that Py =
(1, 1), which results a capacity of Cyy £ I(Px x W) ~
0.37 (nats). Interestingly, the output distributions (Px x W)y
and (Px X V)y are both uniform, and so a detector which
assumes a memoryless output distribution is useless, whereas
the optimal decoder ¢’ produces strictly positive exponents.

We have plotted the the trade-off between the FA exponent
and the MD exponent. Figure 1 shows that at zero rate, the
expurgated bound significantly improves the random coding
bound, and that in this case the exponents decrease as the
rate increases to R = 0.5 - Cyy. Following the discussion
at the end of Section IV, in this example, the simplified
low-rate detector/decoder ¢, performs as well as the optimal
detector/decoder ¢’ for all rates less than R ~ 0.8 - Cyy. In
addition, the Gallager/Forney-style random coding exponents
turn out to be strictly loose when R = 0.5 - Cy, which
exemplifies the importance of the ensemble-tight bounding
technique of the type enumeration method used here.
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Abstract—We present a converse bound for lossy source coding
in the finite blocklength regime. The bound is based on d-tilted
information, and it combines ideas from two different converse
techniques by Kostina and Verdi. When particularised to the
binary and Gaussian memoryless sources, the new bound gives
slightly tighter results in certain blocklength regimes.

I. INTRODUCTION AND MAIN RESULTS

Kostina and Verdu recently presented two general converse
bounds in [1] for the problem of lossy source coding at finite
blocklengths. These bounds were respectively based on d-
tilted information and binary hypothesis testing arguments.
Matsuta and Uyematsu [2] presented a converse at ISIT 15
that is tighter than Kostina and Verdd’s meta-converse, but,
unfortunately, this bound is not (yet) numerically computable.

The main purpose of this paper is to report a new converse
bound for general sources, and to particularise the bound to the
binary memoryless source (BMS) with Hamming distortions
and the Gaussian memoryless source (GMS) with squared-
error distortions. The new bound is simply stated and (we
believe) quite intuitive. Its proof combines ideas from Kostina
and Verdd’s d-tilted and meta-converse bounds, and it gives
slightly better numerical results for the BMS and GMS at
certain blocklengths.

A. Problem Statement & Basic Functions

Our presentation will follow the one-shot paradigm in [1]:
We first consider an abstract rate-distortion (RD) problem that
consists of compressing and reconstructing a single random
variable. We then specialise this one-shot problem setup to
the block encoding and decoding of memoryless sources.

Let X be the output of a general source with distribution
px on an alphabet X'. A (possibly stochastic) encoder

f:Xx—->M:={1,2,... .M}

maps the source output X to an index 7" := f(X) from which
a (possibly stochastic) decoder

g:M—= X
outputs X := g(T) as its estimate of X. Let
d: X x X —[0,00)
denote the distortion function.

Definition. An (M, d,¢)-code consists of an encoder f and
decoder g, as described above, with P[d(X,X) > d] <e.

In this paper, the main problem is to find lower bounds on
the smallest M for which there exists an (M, d, €)-code.

The abstract problem formulation above can be specialised
to block encoding/decoding of memoryless sources as follows.

Definition. An (n, M, d, ) code for a memoryless source with
distribution px = p'% = px X ... X px putting out strings
X of length n from X" = X x ... x X and reconstruction
alphabet X™ consists of an encoder f: X" > M and a
decoder g : M — xn satisfying P[d(X7 X) > d} <e.

Let

R(d) = inf E[ey. ¢ (X; X)), (1)
Py x: Ed(X,X)]<d ’
denote the usual RD function, where
de\X:z

tx.x(732) = log ————

is the information density of py ¢ = Px|xPx- As in [1], we
make the following two basic assumptions:

Al. The distortion constraint d satisfies R(d) < oo.

A2. The infimum in (1) is achieved by a unique' p}‘x.

Let p} denote the X -marginal on X induced by p’}(‘ x and
px, and define A :== —R/(d) to be the negative slope of the
RD function at distortion d. Let

1

Ep- [exp(A(d — d(z, X))]’

where the expectation is taken with respect to p*, . The function

. X .
Jx(x,d) is called d-tilted information, and, intuitively, it
corresponds to the number of bits required to represent a
particular source realisation z to within distortion d. For
example, one can show [3], [4] that R(d) = E[jx (X, d)]. We
now summarise the main results of the paper. These results
are proved in Sections II, IIT and IV.

Ix(x,d) = log

B. General Sources

We start with a converse for general sources.

Theorem 1. Any (M,d,e) code must satisfy

Plx(X,d) >8] —¢
zeX
!'We make this assumption for clarity of presentation. As mentioned in [1,
Remark 9], it can be relaxed.

M > sup
BER

(@)
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C. Binary Memoryless Sources (BMS)

The next corollary specialises Theorem 1 to the special

case of a BMS with Hamming distortions. Let X = (X1, Xa,

.., Xp) be a string of n iid instances of X ~ Bernoulli(p),
and choose the distortion function to be

d(X,X) = % Z 1{X; # X;}.
=1

Corollary 2 (BMS). Fix p € (0,1/2) and d € [0,p). Any
(n,M,d, ) code must satisfy

M > max (ZZZb (Z)pk(l —p - E)v 3)

~ 0<b<n an,d,p(b)

where

lnd] & . -
nq n—ny
Cn,ap(b) =max Py < ;)( k-1 )
k=0 1=0
phtk=2l(y p)nfﬁ17k+2l1{ﬁ1 +k—20> b}
and the maximisation is taken over all ny € N satisfying

max{0,b— |nd]} <y < min{n,b+ [nd]}.

It is worth noting that Corollary 2 does not weaken Theo-
rem 1; that is, the right hand sides of (2) and (3) are equal for
the BMS with Hamming distortions.

Remark: For p = 1/2, jx(X, d) does not depend on X [1,
Example 1]. In this case, Theorem 1 coincides with [1, Thm.
20] which is derived from the meta-converse bound.

D. Gaussian Memoryless Sources (GMS)

Now let X = (X1, X, ..., X,,) be a string of n iid instances
of X ~ N(0,1), and consider the squared-error distortions

. 1 <& .
d(X,X) = - > I - X
=1

A slight weakening of Theorem 1 yields the next corollary.
Here fy2 (-) denotes the x; probability density function.
Corollary 3 (GMS). Fix d € (0,1). Any (n,M,d,e) code
must satisfy

[e o]
frz(w)dw — ¢
M > sup <1 f”ﬂj“f )W* . @
vznd\ 5Inasy ("5 3) f’y frz (w) dw
where I (+,-) is the regularized incomplete beta function and
Q(nd)”/2 ’ /2:| 2/n
= | gy . 5)
L"d/v (%75 3)

E. Comparions to Existing Bounds

We now compare Theorem 1 and Corollaries 2 and 3 to
Kostina and Verdu’s d-tilted information and meta-converse
bounds in [1]. Let us first recall the d-tilted information bound.

Theorem KV-1. Any (M, d, €) code must satisfy [1, Thm. 7]

e > sup(Phx(X.d) > log M +9] 7). (©)
v=>0

To compare Theorem 1 with Theorem KV-1, it is helpful
to first rewrite (2) as a lower bound on &:

€ > sup <P[jx(X, d) > f]
BER
- M sup Pix(X.d) 2 6. 4(X,3) < ). )
zEX

Given the similarities between (6) and (7), one might guess
that Theorem KV-1 can be recovered as a special case of
Theorem 1 by choosing 3 appropriately in (7). We now show
that this is indeed the case, and, therefore, Theorem KV-1
cannot be stronger than Theorem 1.

Choose 8 = log M + ~ and consider the rightmost term
in (7). We have?
M sup P[jX(X,d) >logM +~,d(X, %) < d}

zex

= M sup E[l{i X (Xod)=y > 1 Ad=d(X)) > 1}]
i M = =
TEX
2 M sup E[i eIx (Xd)=y 1{e)‘(d’d(xv“%>) > 1}}
< M sup Ej - 2
TEX
< e sup E[6,7X(X,d)+,\(d—d(x,§;))}
TeX
d
<e”, ®)
where (a) follows because the RD function R(d) is non-

increasing in d and therefore A > 0; (b) and (c) follow from

Markov’s inequality; and (d) applies the next lemma>.

Lemma 4 (Csiszar). For all & € X [3, Eq. (1.22)],

E[er(X,d)Jr)\(dfd(X,i))} <1,
with equality for p¢.-almost all .

The second converse result from Kostina and Verdu that we
will consider is based on binary hypothesis testing. Let

Ba(pv q) = Q[W = 1]7 9

min

Pw|x
PW=1]>a
denote the optimal performance achievable among all ran-
domised tests py|x X — {0,1} between probability
distributions p and ¢ on X where 1 indicates that the test
chooses p and Q-] is the probability of an event if X has
distribution q.

Theorem KV-2. Any (M, d, <) code must satisfy [1, Thm. 8]

M > sup inf Di==(PX:0x)
gx #eX Q[d(XJ) < d]

where the supremum is taken over all distributions on X

(10)

Remark: After submitting this paper, we found that one can
derive Theorem 1 by making a (suboptimal) choice for gx
in Theorem KV-2; see the Appendix. This also shows that
Theorem KV-2 is never weaker than Theorem KV-1.

2The following arguments are based on the proof of Theorem KV-1 in [1].
3See also Property 2 in [1, p. 3311].
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Fig. 1. BMS, d=0.11,p = 2/5, e = 1072

F. Numerical Results

Consider the BMS under Hamming distortions with the
following parameters: p = 2/5, d = 0.11 and ¢ = 1072
Figure 1 plots the lower bound (3) from Corollary 2. For
comparison, the best converse bound from in [1, Thm. 20] is
also plotted. For this particular setup, [1, Thm. 20] is tighter
for n < 173, but weaker for n > 173. For completeness, we
have also plotted the Gaussian approximation [1, Thm. 23] and
an achievability result based on random coding [1, Theorem
10]. There, we chose pg = p% and set pg(l) = f’:Qdd/,
with d’ = |nd]/n, which is slightly better than choosing
px(l) = 1”%2‘2. Computations with other parameters indicate
that the crossing point moves to smaller n when increasing d
or ¢ and to larger n otherwise.

Now consider the GMS under squared error distortions
with the following parameters: d = 0.25, 02 = 1 and
e = 1072, Figure 2 plots the bound in (4) and, for comparison,
the converse bound [1, Theorem 36], which can be derived
from (10). Our result is tighter for n > 12. We also included
the Gaussian approximation [1, Theorem 40]. Here, choosing
small values for d shifts the crossing point to larger n whereas
varying € does not seem to have a significant influence.

II. GENERAL SOURCES: PROOF OF THEOREM 1

For ease of notation, we assume that X and X are finite sets

but note that the result applies to general abstract sources.
Let 5 € R be arbitrary. In the same manner as the proof of
Theorem KV-1 in [1], we start by bounding

Pl1x(X,d) > 8] = P[sx(X,d) > B, d(X, X) > d]
+Px(X,d) > 8, d(X,X) < d]
<e+Plx(X,d) > B, d(X,X) <d]. (1)

Now consider the second probability of the RHS. Using
similar arguments as the proof of Theorem KV-2 in [1],

1,000

T T

—— Converse (4)

—— Converse [1, Thm. 36]
Gauss. Approx. [1, Thm. 40] ||

—— Crossing Point

1.6

1/n -logy M

| | |
100 200 300 400 500

n

Fig. 2. GMS, d =0.25, 02 =1, =10"2

P1x(X,d) > 8, d(X,X) <d]

=Y px(@) Y prix(to)

TEX teM <

ZpX|T(£‘t) 1{]X($7 d) Z ﬁa d(I,Lfi) S d}

zeXk
<> pxr(@t) Y px(a)
teEM ze X zEX

1{yx(z,d) > B, d(=,3) < d}
=3 > par@0P[x(X.d) > B, d(X, ) < d]

teEM gex
< > supP[x(X,d) > B, d(X, ) < d]
tEMTEXR

= M sup P[]X(X,d) >p,d(X,2) < d].
zeX

(12)
To complete the proof, combine (11) and (12) and take the
supremum over 3 to get (2) or (7). O

III. BMS: PROOF OF COROLLARY 2

Fix p € (0,1/2), d € [0,p) and B € R. Let hy(-) denote
the binary entropy function. We have [1, Eqn. (21)]

(% d) = N(1]x) log% + (n = N(1]x) log —— — nha(d),

1
1-p
where n

N(1[x) =) 1{a; =1}

k=1

Since p € (0,1/2), it follows that p < 1 — p and jx(X,d)
grows linearly in N(1|x) for fixed n. Let

b= min{n’ €{0,...,n}:

n’log1+(n—n’)log1 ! — nha(d) 25}7
» _
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and note that
{xe X" jx(x,d) > B} = {x € X": N(1]x) > b}.
Hence,

Plsx(X,d) > 8] = P[N(1|X) > b]

=> (Z)p’“(l -p)"F (13)
k=b

Now consider the denominator of (2). Let ny N(1[x).
Using Vandermonde’s identity, the number of binary sequences
in a Hamming ball of size |nd| centered at a sequence of

Hamming weight n; is given by

n
k
where, in each summand, (”ll) (",;"ll) is the number of se-

quences of Hamming weight n; + k — 2l. We can thus write

sup Plx(X,d) > B, d(X,X) < nd]

Re A
= max P [N(1[X) > b, d(X,%) < nd]
ni
= T%L?ng:pX(x)l{N(”X) > b, d(x,%) < nd}
=max Y n =iy

A1 +k—21
L ( > < k _l )p
k=0 1=0

(L =p)nT TR Ry 4 k- 20> b}, (14)
=N(1]x)

Lnd)

D

k=0

|nd] &k

=22

k=0 [=0

’ﬁ,l TL—’ﬁl
l k—1

|nd] Kk

n
l

where (*) follows since, by symmetry, the probability depends
on X only through 7.

In fact, we only need to consider b— |nd| < ny < b+ |nd]
for the maximisation. This is because for 77 < b — |nd], we
have 1{f; + k — 20 > b} = 0 for all summands and for
f1 > b+ [nd], 1{A1 + k — 20 > b} =1 for all summands
in which case the sum is monotonically decreasing in n; (we
omit the proof of this fact). O

IV. GMS: PROOF OF COROLLARY 3
The d-tilted information for the GMS with d < 02 =1 is
given by [1, Example 2]
n 1 X2 =n
= Clog = 4 1AL T T
2 d + 2

which grows linearly in ||x||2. Hence, we can rewrite (2) as

M > Sup( > (15)

v=>0
We will lower bound (15) using a geometric argument for the
denominator. By the circular symmetry of the GMS, we only
need to consider those X € R™ for the supremum that lie on
an arbitrary straight line through the origin. Denote

A= {xeR": |x|? > ~},

x(X,d) loge,

PlIX|I>>~] —¢
sup P[[IX]|2 > 7, d(X,%) < d]
XeR™

18

Fig. 3. Intersection of A with possible distortion balls.

B(x) == {x € R": |x — X||* < nd},
and observe that

sup P[[[X[|> > v, d(X,%) < d]
XeR™

sup P[X € ANB(X)]
%ER™

=supP[X € AN B(X)],
%€l

(16)

where L denotes the set of points lying on a straight line
through the origin, see Figure 3.

Denote the surface area of an n-dimensional sphere of
radius r by S, (r) and the surface area of a n-dimensional
spherical cap of radius r and half angle 6 by A, (r,6). The
following relation holds [5]:

n—11

in2(0) <7 7)7

An(r,0) = %Sn(r)l,

: 2 72
where I(.y(-,-) is the regularized incomplete beta function.
Using the law of sines and taking v > nd, we can determine
the half angle 6 such that A, (,/v,64) is the largest spherical
cap at radius /7y contained in some B(X):

04 = sin~* \/nd/y.

Let C),(64) be the n-dimensional infinite cone of half angle 64
that passes through A, (\/7,04). Clearly, ANB(X) C Cy(0a),
for any X € L. This setup is visualized in Figure 3. Next,
denote the volume of B(X) for any X € R™ by

Va (m) =

7.‘.n/2

r(22)
with I'(+) being the gamma function. To upper bound (16),
we consider the largest probability of any set in A N C,,(64)

(the shaded area in Figure 3) that has the same volume as a
distortion ball. We denote this set by

K* = P[XEIC]

(nd)"/2,

arg max (17)
KCANC, (04):

Vol (K)=V,, (v'nd)
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Fig. 4. Geometry of C*.

The geometry of the argmax problem is depicted in Fig-
ure 4. By the circular symmetry, * is the slice of the
cone Cy,(0q) that lies on the surface of S,(,/7,04) and has
volume V,, (\/@) More precisely, we can describe K* as the
difference between spherical sectors of half angle 6; whose
volumes differ by exactly V;,(v/nd), see Figure 4. The volume
of a hypershperical sector of half angle # and radius r is given
by [5]

1 n—11
Vns,ec(ra 9) = §Vn (T)IsinQ(G) (Ta 5) .

Now let v* be the solution to
Vo (VAP 0a) = Vo (v, 6a) = Va(Vnd),

which, using sin2(6’d) = nd/~, can be rewritten as (5).
Now, we can use the tools developed in (16)—(18) to bound

supP[X € AN B(X)]
xeL

(18)

<P[X e K*] 19

=Py < IXII* < 7" X € Cu(ba)] 0)

=Ply<IXIP <y ]P[XeCulba)]. @D

An(ﬁaed)

=Py < |[[X|]? < y*| 2V D27 22
[v < IXII® < 7] CA®) (22)
1 -11\ [

:ifndm<n2 ’5) /7 f(w)dw — (23)

where (19) follows from the definition of C* (17), (20) follows
from the definition of v* (18), and the geometry of K*, (21)—
(22) are a result of the circular symmetry of the multivariate
Gaussian and fyz2 (-) is the x7 probability density function.
Combining (23) and (15) then yields (4).

ACKNOWLEDGEMENTS

This work was supported by the Alexander von Humboldt
Foundation and the German Research Foundation. We would
like to thank Rana Ali Amjad for helpful discussions and
Victoria Kostina for helpful comments on different drafts.

19

APPENDIX

As noted in [1, Rem. 5], Theorem KV-2 can be strengthened
by relaxing the requirement that ¢x be a probability measure
in (9): Instead, we may allow ¢x to be any o-finite measure
to obtain the following bound.

Theorem KV-3. Any (M, d,c)-code must satisfy

M > sup inf M’
ax sex Q[d(X,2) < d]

where the supremum is taken over all o-finite measures ¢x.

(24)

We will now recover Theorem 1 from Theorem KV-3.
Choose gx such that

QX e A]=P[X € A, yx(X,d) > ], VACAX.
An optimal randomised test between px and ¢x is
1, if jx(x,d) < 8
Pix(X,d) > f] —¢
Pix(X,d) =] ~
The probability that this test succeeds under px is
PIW =1] =P[)x(X,d) < ] P[W = 1yx (X, d) < f]
+Pix(X,d) = f] PW = 17x (X, d) > f]
=1-ec.

pwix(1lz) :==

if jx(z,d) > B,

Moreover, the probability that the test fails under gx is

QW =1] =P)x(X,d) = B,W =1]

[]X(de) Zﬁ}_a
Plax(X,d) > j]
=Phx(X,d) > 8] —e.

— PUx(X,d) > B -

Substituting gx into Theorem KV-3 gives

. PUx(X.d) > f] -
M = B lx(X.d) = B.d(X,5) < d]

Taking the supremum over 3 gives Theorem 1.

Remark: The above discussion together with that in Sec-
tion I-E demonstrates that the d-tilted converse in Theo-
rem KV-1 cannot be tighter than the (generalised o-finite
measure) meta converse in Theorem KV-3. To the best of our
knowledge, this fact has not been observed in the literature
before.
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Abstract—The effectiveness of frequency hopping for anti-
jamming protection of wireless channels is analyzed from an
information-theoretic perspective. The sender can input its sym-
bols into one of several frequency subbands at a time. Each
subband channel is modeled as an additive noise channel. No
common randomness between sender and receiver is assumed.
It is shown that capacity is positive, and then equals the
common randomness assisted (CR) capacity, if and only if the
sender power strictly exceeds the jammer power. Thus compared
to transmission over any fixed frequency subband, frequency
hopping is not more resilient towards jamming, but it does
increase the capacity. Upper and lower bounds on the CR
capacity are provided.

I. INTRODUCTION

A wireless channel is open to inputs from anybody oper-
ating on the same frequency. Therefore communication has
to be protected against deliberate jamming. This means that
communication protocols have to be devised whose applica-
tion enables reliable data transmission even if attacked by a
jammer.

If a sufficiently broad frequency band is available, and if the
jammer does not have simultaneous access to the complete
band, a method which suggests itself is frequency hopping
(FH). The frequency spectrum is divided into subbands. In
each time slot, the sender chooses a subband in a random way
and uses only that frequency to transmit data in that time slot.
In some models [4], [6], the receiver hops over frequencies,
too, and only listens to one subband at a time. The idea is that
in this way, the channel will not be jammed all the time with
positive probability, and some information will go through.

To succeed, the basic FH idea requires common randomness
known to sender and receiver, but unknown to the jammer. A
careful analysis of that situation has been performed in [4]. It
is clearly necessary that the common randomness realization
be known before transmission starts. As the channel cannot be
used to distribute this knowledge, this leads to a circle called
anti-jamming/key-establishment dependency in [6].

In [6] it has been investigated for the first time whether
FH can be used for data transmission without the availability
of common randomness. Moreover, the jammer is allowed to
distribute its power arbitrarily over all frequency subbands
and use these simultaneously. It is assumed that whether the
jammer inserts, modifies or jams messages only depends on
the relation of its own and the sender’s power. A protocol

is found which achieves a positive throughput whose value
depends on the jammer’s strategies, e.g. whether or not it can
listen to the sender’s signals.

We take a different perspective in this work. The central
figure of merit for our communication system is the message
transmission error incurred under a jamming attack. A good
FH protocol should make this error small. We assume that
the jammer cannot listen to symbols sent through the channel
(this in particular differs from [6]), that it knows the channel
and the code, but not the specific message sent, and that it
knows when the transmission of a new codeword begins. It
can input symbols into any frequency subset of a given size.
We also assume that the receiver listens to all frequencies
simultaneously.

Within these boundaries, any jammer strategy is allowed.
The jammer is successful if no coding strategy can be found
making the transmission error vanish with increasing coding
blocklength for any jamming strategy. This is an operational
approach to measure the success of jamming, in contrast to
the approach of [6] described above.

Using the information-theoretic model of an additive Arbi-
trarily Varying Channel (AVC) and the analysis in [2], we
find that the success of a jammer indeed depends on the
relation between its own and the sender’s power. In fact, if
the sender power is strictly larger than the jammer power,
the same, positive capacity is achieved as in the case where
sender and receiver have access to common randomness which
is unknown to the jammer. If the converse relation between
sender and jammer power holds, then no data transmission
at all is possible. This is independent of the number .J of
subchannels the jammer can influence at the same time.

On the other hand, it is known that for each frequency
subband the same holds: If the jammer has more power than
the sender, no communication is possible over this band,
whereas the common randomness assisted capacity is achieved
in case the sender power exceeds the jammer power. Thus
in the case that no single frequency subband has a positive
capacity without common randomness, then no FH scheme
achieves a positive capacity either. Seen from this perspective,
FH does not provide any additional protection against jamming
compared to schemes which stick to one single frequency.
However, FH does in general increase the common random-
ness assisted capacity compared to the use of one single
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subchannel, and hence also the capacity without common
randomness if positive — the FH sequence may depend on
the message and thus reveal additional information. (In [9],
[8] this is called message-driven frequency hopping.)

The common randomness assisted capacity will in general
depend on the number J of subchannels the jammer can
simultaneously influence. Thus the capacity achievable without
common randomness, if positive, also depends on J. We give
a lower bound for the common randomness assisted capacity.
If the noise is Gaussian and J is sufficiently large, we also
provide an upper bound which differs from the lower bound
by the logarithm of the number of frequency subbands. The
bounds involve a waterfilling strategy for the distribution of
the jammer’s power over the frequencies.

Due to space limitations, some parts of the proofs will be
omitted or only sketched. The full version of this paper is
available online [7].

Organization of the paper: Section II presents the channel
model and the main results. Sections III-IV contain the proofs
of these results. A discussion concludes the paper in Section
V.

II. SYSTEM MODEL AND MAIN RESULTS

The total frequency band available for communication is
divided into K frequency subbands. These are modeled as
parallel channels with additive noise. The receiver listens to all
frequencies simultaneously. Frequency hopping (FH) means
that the sender at each time instant chooses one of the K
subchannels into which it inputs a signal. For a fixed number
J with 1 < J < K, the jammer can at each time instant
choose a subset Z of the K subchannels with |Z| = J and
input its own signals in subchannels belonging to this subset.

The overall channel, called FH channel in the following,
can be described as an additive Arbitrarily Varying Channel
(AVC) with additive noise. For any k € K = {1,..., K}, we
set (ex1,...,erx) = ey to be the vector with ey, = 1 and
ey = 0 for [ # k. Further for any Z with |Z| = J, we set
(ez.1,-..,ez.x)" = ez to be the vector satisfying ez ; = 1 if
l€Zand ez; =0 else.

If the sender chooses symbol z € R to transmit over
subchannel k, it inputs zey into the channel. We denote the
set R x K by &X. The jammer choooses a subset Z C K
of subchannels for possible jamming (|Z| = J) and a vector
(51,...,8K)" =s € RE of real numbers satisfying s; = 0
if | ¢ Z. Then it inputs s o ez into the channel, where the
symbol o denotes component-wise multiplication. We denote
the set of possible jammer choices by S.

The noise on different frequencies is assumed to be indepen-
dent. For subchannel &, let V), be the noise random variable.
Its mean is assumed to be zero and its variance is denoted by
o2. The random vector (Ny,...,Ng)' is denoted by N.

Given sender input ze; and jammer input soez, the receiver
obtains a real K-dimensional output vector (y1,...,yx)' =
y through the FH channel which satisfies

y =ze, +soer + N.

In particular, on frequencies without sender or jammer inputs,
the output is pure noise. The channel is memoryless over
time, i.e. outputs at different time instants are independent
conditional on the sender and jammer inputs. Note that this is
an additive AVC, but as its input alphabet is a strict subset of
R, the special results of [2] on additive-noise AVCs do not
apply here. The general theory developed in [2] is applicable,
though: All alphabets involved are complete, separable metric
spaces!, the channel output distribution continuously depends
on the sender and jammer inputs, and the constraints on sender
and jammer inputs to be defined below are continuous. Hence
the central hypotheses (H.1)-(H.4) of [2] are satisfied.

The protocols used for data transmission are block codes. A
blocklength-n code is defined as follows. We assume without
loss of generality that the set of messages M,, is the set
{1,...,|Mnl|}. An encoder is a mapping f, from M, into
the set of sequences of sender channel inputs of length n,

{(z1€k,,--.,Tnek,) : (Ti ki) € X (1 <i<n)}.
Note that this means that the sequence of frequency bands
used by the sender may depend on the message to be sent.
Every codeword can be considered as a K X n-matrix whose
i-th column is the ¢-th channel input vector. The decoder at
blocklength 7 is a mapping ¢,, : RE*"™ — M,,.

Additionally, for some I' > 0, the sender has the power
constraint y_;_, || fn(m);]|> < nT for all m € M,,, where
fn(m),; denotes the i-th column of the K x n-matrix f,,(m)
and ||-|| denotes the Euclidean norm on R¥. A code (f,, ¢n)
with blocklength n which satisfies the power constraint for I"
is called an (n,I")-code.

We are interested in the transmission error incurred by
a code (fn,®n). This error should be small for all pos-
sible jammer input sequences. Thus we first define the
transmission error for a given length-n jamming sequence
((Zh,81), ..., (Zn,sp)). This sequence can be given matrix
form as well. We denote by S the K X n-matrix whose i-
th column equals s;. By E € RE*" we denote the matrix
with columns ez,,...,ez, . Of course, SoFE = S. We
keep E explicit because S itself does not in general uniquely
determine the sequence (Z1,...,Z,), as some components of
s; could be zero (1 <i < n).

Just like the sender, the jammer has a power constraint. We
require that Y . [|s;[|*> < nA for some A > 0 and denote
the set of S o E satisfying this power constraint by Jj. It
is clear that a realistic jammer cannot transmit at arbitrarily
large powers, so this is a reasonable assumption. Note that
the jammer is free to distribute its power over the subchannel
subset it has chosen for jamming. In particular, the power can
be concentrated on one single frequency no matter what J is.

Now let (fn,®n) be a blocklength-n code and SoFE ¢
RE*" a jammer input. Then the average error incurred by

!Giving a discrete set &C the metric p(k,l) = 1 if k # [ and p(k, k) = 0
for all k,1 € K makes K a complete metric space whose Borel algebra is its
complete power set.
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(fn, ©n) under this jamming sequence is defined to equal

é(fn,SDn, go E)
1

:m Z P[(pn(fn(m)+SOE+N)7ém]7

meMy,

where N is a matrix whose columns are n independent copies
of the noise random vector IN. The overall transmission error
for (fy,¢n) under jammer power constraint A is given by
é(fnv Pn, A) = - S}lp é(fru Pny So E)
SoEeJa
This error criterion makes the FH channel an AVC.

A nonnegative real number is said to be an achievable rate
under sender power constraint I' and jammer power constraint
A if there exists a sequence of codes ((fn,¢n))52 1, where
(fn,@n) is an (n,I')-code, satisfying

1
liminf —log|M,| > R, lim é(fn,¢n,A) =0.
n—oo n n— o0

The supremum C(T", A) of the set of achievable rates under
power constraints I and A is called the (T', A)-capacity of the
channel.

Now we ask under which conditions the (I", A)-capacity of
the FH channel is positive, and in case it is positive, how
large it is. A precise statement can be made upon introduction
of the common randomness assisted capacity C,.(I', A). This
is the maximal rate achievable if sender and receiver have
a common secret key unknown to the jammer. The key size
is not restricted. As noted in the introduction, the presence
of a certain amount of common randomness is a frequent
assumption in the literature on frequency hopping.

For given power constraint I' > 0, we describe a com-
mon randomness assisted (n,I')-code as a random variable
(F, ®,,) on the set of (n, I')-codes with common message size
and (F,,, ®,,) independent of channel noise. The error it incurs
under jamming sequence S o E is defined to equal the mean
E[&(F,,, ®,,, S o E)] over all possible realizations of (F,,, ®,,),
and the overall transmission error under jammer power con-
straint A > 0 is set to equal supg, g 7, E[e(Frn, Pn, SoE).
The definition of common randomness assisted achievable rate
under power constraints I' and A is now a straightforward
extension of the corresponding notion for the deterministic
case. The supremum of all common randomness assisted
rates under power constraints I' and A is called the common
randomness assisted (I", A)-capacity and denoted by C..(T', A).

Theorem 1. C(T', A) is positive if and only if T' > A. If it is
positive, it equals C,.(T', A).

Corollary. 1) If C(I',A) > 0, then every fixed-frequency
subchannel also has a positive capacity. In this sense FH
is not necessary to achieve a positive rate.

2) If C(I',A) > 0, then common randomness does not
increase the maximal transmission rate.

For I > A, it is thus desirable to have bounds on C..(T', A).
These can be provided for all pairs (', A). Note that the choice
of A1,..., Ak below is a waterfilling strategy.
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Theorem 2. 1) Let Ay,...,Ax be nonnegative numbers
satisfying

ol +A,=c ifoi<c,

A =0 ifor >c

with ¢ such that Ay + -+ -+ Ag = A. Then
1 r

1+ —
c
In particular, C,.(I'; A) > 0.
2) If the noise is Gaussian and J > |{k € K : 02 < ¢}
then

(1

’

Cr(IA) < %log (1 + g) +log K. )
Remark. 1) Set K’ := {k € K : 07 < c}. As comparison
with (2) shows, (1) is a good bound if J > |K’| and the
noise is Gaussian. The lack of a similar bound for the case
J < |K'| can be explained by the fact that the jammer
in this case has to leave some of the highest-throughput
subchannels unjammed. C,.(I', A) in general depends on
J, and should increase for decreasing .J.

The proof of Theorem 2 shows that the 3 log(1+L) terms
in (1), (2) are achievable without frequency hopping,
whereas frequency hopping contributes at most log K bits
to capacity. According to the lower bound, the common
randomness assisted capacity grows to infinity as A is
kept fixed and I' tends to infinity. Thus asymptotically
for large T, the relative contribution to C, (I, A) of in-
formation transmitted through the FH sequence vanishes.
Non-trivial frequency hopping will in general be neces-
sary both to achieve C,(I',A) and C(I',A). Although
we will not prove this, this is implied by the mutual
information characterization of C.,.(T', A) (see the proof
of Theorem 2).

III. PROOF OF THEOREM 2

2)

3)

Although Theorem 1 and its corollary are our main results,
we first prove Theorem 2, which is needed for the proof of
Theorem 1. From [2, Theorem 4] it follows that

Cr(T,A) = (mér; sup I(Xey;Xe,+Soe, +N).
BlISIPI<A E{x i er
Here Xex is a random variable on the possible sender inputs
determined by an X-valued random pair (X, ). Similarly,
S oe, is the jammer’s random channel input determined by a
random S-valued pair (¢, S) independent of (X, x).

Define Y = Xe, + Soe, + N. The expression I(Xe,;Y)
is concave in the distribution P, of x and convex in the
distribution P, of . Therefore the sender will in general have
to use frequency hopping to approach capacity and likewise,
the jammer will not stick to one constant frequency subset Z
for jamming.

The mutual information term appearing in the above formula
for C,.(T", A) can be written as

I(XeyY)=1(Xew, k;Y)—I(k;Y|Xey)

=I(X;Y|k) + I(k;Y), 3)
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upon application of the chain rule in each of the equalities and
observing that the sequence k <> Xe, <> Y is Markov.

The second term in (3) is between O and log K. Thus to
bound C..(T', A), it remains to bound

u X;Y |k “4)
(¢,8): E[HSII 1SA (X ,k): E[I;cz] I %)
K
= min sup P.(k sup I(X;Y|k=k),
(¢,8): (n,r); ( )X:]E[X2|K,:k:]§l“k ( | )

EflIs|*1<A
where the supremum over (x,I') is over s and nonnegative
vectors I' = (T'q, ..., k) satisfying > P, (k) <T.

We now sketch the proof of the lower bound. For any &k € IC,
one has I(X;Y |k = k) > I(X;Yg|x = k). Fix any (¢, S)
with E[||S]|?] < A. Then the k-th coordinate output conditional
on the event x = k has the form

Y =T + L, )

where Z;, is a real-valued random variable of variance U,%+Ak
for some nonnegative Aq,..., Ax summing up to at most A.
As (5) is an additive channel with the real numbers as input
and output alphabet, it is a well-known fact [5, Theorem 7.4.3]

that
Ty
O']% + Ak ’

Hence the right-hand side of (4) can be lower-bounded by

sup

1
I(X;Yelk=k) > §log (1—1—
X:E[X?|k=k]<T}

|y
= E P, (k)] , 6
mj{n &12% ) log ( 1% i Ak) (6)
where the minimum is over vectors A = (Ay,...,Ag) with

nonnegative components satisfying A; + -+ Ax < A. Tt is
now straightforward to show that waterfilling for the jammer
is the optimal choice of A. This lower bound on (4) together
with (3) proves (1). The proof of the upper bound is omitted
due to space limitations. The full proof of Theorem 2 can be
found in [7].

IV. PROOF OF THEOREM 1 AND ITS COROLLARY

The proof of Theorem 1 bases on the sufficient criterion for
C(T,A) = C.(T", A) provided by the corollary to [2, Theorem
4]. To formulate this criterion, we first have to say what it
means for the FH channel to be symmetrized by a stochastic
kernel.

A stochastic kernel U with inputs from X and outputs in S
gives, for every (z,k) € X, a probability measure U(-|x, k)
on the Borel algebra of S such that for every Borel-measurable
A C S, the mapping (z,k) — U(A|z, k) is measurable.
U(-|x, k) is specified by its values on all pairs (Z, 5), where
|Z| = J and B is a Borel set on RX such that for all b € B,
it holds that ! ¢ Z implies b; = 0. One can thus write

UZ,B|z, k) = U (Z|z, k)Us(B|z, k,I).

Ui (-|x, k) determines a random variable (Y (z, k) on the set
of subsets of IC with cardinality J. U(:|z,k) then deter-
mines a random variable SY(z, k) which, conditional on

the event (Y (x,k) = Z, has the distribution Us(-|z, k,T).
These random variables give rise to a random jammer input,
zY, = SY(z,k) o v (). Thus any pair («/,k') € X
together with U defines the following channel:

y = e, + z;f,y,@, +N,

where (x,k) € X is the sender input, the output set is R¥,
and the noise is ZY, ,, + N.

By definition, the FH channel is symmetrized by U if all
sender input pairs (z,k) and (2/, k') satisfy

vey +ZY 0 + N2 a'ep + 20, + N,

where 2 means that the left-hand and the right-hand side have
the same distribution. In particular, as the noise is mean-zero,
this implies

vep +E[Z] /] = e + E[ZY,]. @)

To state the criterion for the equality of the (I", A)-capacities
with and without common randomness, some more definitions
are necessary. Let Uy be the class of stochastic kernels U
that symmetrize the FH channel and for which ZY = has finite
variance for all (z,k). Let X C X be finite and (X, k) be
concentrated on X. Assume that for every (x, k) € X, the
conditional distribution of the random variable ZUﬁ given
{X = z,x = k} equals that of Z!,. Then define

1
— < jnf E[|Z%,./?).
We also write C,. 3(I', A) for the common randomness assisted
capacity of the FH channel with the same power constraints,
but whose inputs are restricted to the finite subset X of X

By the corollary of [2, Theorem 4], C(I',A) = C,.(T', A) if
there exists a family F of finite subsets of X satisfying that
every finite subset of X’ is contained in some member of F
and that for every X' € F, there is an (X, x) concentrated on
X and satisfying E[X?] < T with I(Xe.;Y) = C, 5(T,A)
and 75(X, K, A) > 1.

We will now closely follow the proof of [2, Theorem 5] to
prove that the above criterion is satisfied for the FH channel
if I > A. Fix I,A > 0. Let X, be a finite set satisfying

75 (X, K, A)

C, % (I",A) > C.(I', A) for some I > T'. Such a set exists
by the fact ([2, Theorem 4]) that for all I, A,
C(L,A) = sup C, 3(I,A)
X CX finite

and by the lower bound on C,(I', A) of Theorem 2 showing
that C,.(I", A) tends to infinity as A is fixed and I' tends to
infinity. We choose F as the family of finite subsets X of X'
satisfying Xy C X and

A?k X {k}7

I
TCx

where X, is symmetric about the origin. Obviously, every
finite subset of X" is contained in some X € F. We first need
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that for every finite input set X € F there exist C, %I, A)-
achieving channel input distributions which exhaust all the
power and are symmetric on every frequency subband.

Lemma. Let X € F. Then there exists a pair (X,r) of
random variables with values in X satisfying

(mér)l I(Xey; Xe, +Soe, +N)=C, 3(I,A) (8
E[JIS||2]<A
and
E[X?] =T, )
Px | (-[k) = P_x 1 (-[k) 1<k<K) (10)

Here Px\,, denotes the conditional probability of X given k,
and P_x |, is defined analogously.

The proof of the lemma is very similar to that of (4.42) in
[2] and omitted here, but can be found in [7]. Let X € F and
(X, k) as in the Lemma. We now show that 74(X,x,A) >
1if T' > A. To do so, choose any U € Uy. Then for any
(z', k") € X, using Jensen’s inequality,

21> Y Pk [[E[ZL]]
(z,k)E)E

E[|Z% .

an

As U symmetrizes the FH channel, we can apply (7) and
lower-bound (11) by

> Pz, k) ||zer — 2'ep + E[ZY ]
(z,k)eX

> Y Pa(k) D Pxpelalk)le — e+ E[Z]) 0 (R)],
k

zE)ék

? (12)

where we denote by Z., (k) the k-th component of Z_, . By
(10), Px|;(+|k) is symmetric for every k, so its mean equals 0.
Hence with (9) the right-hand side side of (12) can be lower-
bounded by

> Px,k)z]* =E[X?] =T.
(z,k)EX

We conclude that 75(X,k,A) > 1 for al X € F
and the corresponding (X,x) if I' > A, implying that
C(T,A) = C.(I',A). As the common randomness assisted
(T, A)-capacity is positive for positive T, this further implies
that C(I', A) > 0 if I" > A, and the proof of the direct part of
Theorem 1 is complete. The proof of the converse is analogous
to the proof of the converse of [3, Theorem 1], so we omit it
here, but it can be found in [7].

The second claim of the corollary of Theorem 1 is obvious.
The first statement follows from [2, Theorem 5], which says
that an additive-noise channel with R as sender, jammer
and output alphabet has positive capacity (then equal to the
common randomness assisted capacity) if and only if the
sender power exceeds the jammer power. So if both the sender
and the jammer in the FH channel concentrate their power on
any frequency band k£ € K and I' > A, already a positive

capacity lower-bounded by log(1 + ﬁ) /2 > 0 will be
k

achievable. In particular, this rate can be obtained without
frequency hopping. On the other hand, if no transmission is
possible over the subchannels, then I' < A, and the FH channel
also has zero capacity.

V. DISCUSSION

For non-discrete AVCs, there is no general statement that
capacity without common randomness always equals O or
the common randomness assisted capacity like the Ahlswede
dichotomy in [1] for discrete AVCs. Thus it is not possible to
justify Theorem 1 just by observing that the capacity of every
subchannel is positive if I' > A.

Like [9], [8] we assume here that the receiver simulta-
neously listens on all frequencies. A different approach is
taken in [6], [4], where the receiver listens randomly on only
one frequency band at a time. The above analysis can be
performed in a similar way for this situation and leads to
analogous results: The capacity without common randomness
shared between sender and receiver is positive if and only if
the sender power exceeds the jammer power. Of course, the
capacity will in general be smaller than if the receiver listens
on all frequencies.

The converse in [3, Theorem 1] shows that in order to find
a good jamming sequence, the jammer needs knowledge of
the channel and the transmission protocol. Further, it should
know when the transmission of a codeword starts, so it has
to be synchronized with the sender. If this is given, then the
successful jamming strategy in the case I' < A is to confuse
the receiver: There exists a legitimate codeword such that if
the jammer inputs this into the FH channel, the receiver cannot
distinguish the sender’s messages.

The case of a jammer listening to the sender’s input into
the channel like in [6], [4] was not treated here because there
exist few results on AVCs in this direction.
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Abstract—We consider the problem of tracking, in realtime, an
unstable autoregressive (AR) source over a discrete memoryless
channel (DMC). We present computable achievable bounds on the
optimal tracking error for general DMCs, and we particularise
these bounds to the binary erasure and packet erasure channels.

I. PROBLEM SETUP
Consider the scalar unstable AR source

Wn = )\an1 + Vn7

where Wy = 0, A > 1 and Vi, V5, ... is iid and uniform on
the real interval [—vmax, Umax] fOr some positive vmayx. Suppose
that a transmitter causally encodes and communicates (1) over
a DMC to a receiver, and suppose that the receiver attempts
to track (1) while operating with a finite decoding delay A.

More formally, let us fix A to be any non-negative integer.
Let X' denote the DMC’s input alphabet, ) its output alphabet
and Ty x : X — ) its transition probabilities. A A-code for
tracking (1) consists of a sequence of mappings

(F17G1)7 (F27G2)7 sy

where F,, : R* — X and G,, : Y"2 — R. The n-th channel
symbol sent by the transmitter over the channel is

77,(W17W27~ . ~aWn)a

n=12,..., (1)

X, =

The receiver estimates the n-th source symbol W,, by

Wn = gn(Yl,YQ, . -7Yn+A)-
Fix p > 1, and let
1 N
F p
ME,(A,N) :=E N;Wn—m} )

denote the mean error in tracking. We call N the blocklength,
and we are interested in determining the following quantities.
Definition 1:
(i) The optimal ME,, for a given A and N,

ME}(A,N) := inf ME,(A,N).

(ii) The optimal ME, for a given A and all N,

ME(A):= sup ME;(A,N).
Ne{1,2,...}
The purpose of this paper is to report some useful achievable

(upper) bounds on ME}(A, N) and ME/(A).

Alex Grant
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Khoa D. Nguyen
University of South Australia
khoa.nguyen @unisa.edu.au

Remark 1: It can be shown that

sup

ME (A, N) = limsup MEJ (A, N).
Ne{1,2,...}

N—oo

Consequently, ME;(A) measures the worst case tracking error
as N — oo, and it is an appropriate engineering benchmark for
problems where N is large, varies or is otherwise unknown.

Remark 2: If A = 0, then for each n = 1,2, ... the receiver
is required to output its estimate W, of W, immediately upon
observing the first n channel outputs Yi,Ya,...,Y,. Here
we have instantaneous communications in the sense that any
“new information” in W,, can only be communicated over the
channel using X,,. If A > 0, then the receiver delays making
an estimate of 1, by A channel symbols. The transmitter now
has more channel symbols from which to communicate each
source symbol, and the receiver’s estimates can therefore be
improved. In essence, one can trade tracking reliability against
decoding timeliness by varying A.

Remark 3: The reader will have noticed that the unstable
AR source in (1) does not fit within classical rate-distortion
(RD) theory [1] (e.g., the AR source is non-stationary and non-
ergodic), and A-codes and Definition 1 do not fit within the
classical joint source-channel coding framework [2, Sec. 9.6].
Indeed, channels with the same capacity often behave quite
differently under Definition 1, and the standard RD function,
channel capacity and separation theorem offer little guid-
ance on how to best approximate ME}(A, N) and ME}(A).
Such behaviour has been observed throughout the realtime
communications literature and is by no means unique to
this paper, see, for example, the early work of [3]. A more
complete literature review can be found in the longer version
of this paper [4], and excellent literature reviews of realtime
communications can be found in [5]-[7].

ITI. EXAMPLES: TRACKING OVER ERASURE CHANNELS

Let us first demonstrate the usefulness of this work by
specialising the following achievable bound to the binary
erasure channel (BEC) and packet erasure channel (PEC).
(The extended paper [4] also considers the binary symmetric
channel.) In this section, we restrict attention to mean absolute
errors (MAEs); that is, we fix p =1 in (2).

Theorem 1:

ME?(A, N)‘ < min [a(M) + A(M)],

p=1
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Fig. 1. The achievable bound on ME} (A, N)|,=1 given in Proposition 1
(grey lines) and the achievable bound on ME7(A)[p=1 given in Proposition 2
(black lines). The bounds are plotted for A = 1.01,1.1 and 1.5 with
bandwidth expansion k = 5, zero decoding delay A = 0 and vmax = 1.

where the minimisation is over all integers M > max{2, A},

Umax
a(M) = T —
and
2 (M — 1) o= o= ok

M) := A" 1
BM) N(M —\) ;kzl mm{ ’

k—1

ZTM(TL#*A*Z)}
=0

Theorem 1 follows from Lemma 1 and Theorem 3, which
will be presented later in the paper. The upper bound depends
on the channel law Ty |y via the function 7/(:), and we
particularise 737(-) to the BEC and PEC in the next two
subsections!. Intuitively, o(M) can be understood as the
quantisation error associated with discretising the source (it is
the average error induced by an adaptive M level scalar quan-
tiser); and 5(M) can be understood as the channel distortion
associated with streaming this M -level discrete approximation
over the DMC Ty x. In general, a small M will induce a large
quantiser error and a small channel distortion, while a large
M will induce a small quantisation error and a large channel
distortion. We now particularise 7);(-) to the BEC and PEC.
A. Binary Erasure Channel (BEC)

Suppose that the DMC consists of « independent BECs,
each with the same erasure probability 0 < € < 1. Let

X ={0,1}" and Y =1{0,1,e}",
where e represents the erasure event; and
eNW (1 —g)*~NW if 2 and y agree on

unerased positions,
0, otherwise,

Ty x (ylz) =

'We defer giving a formal definition of 7p7(-) for general DMCs until
Section IV, because this definition requires additional notation and ideas that
are not needed for the BEC and PEC.

Fig. 2. The achievable bound in Proposition 2 for tracking (1) over a BEC
with erasure probability e = 0.1 and bandwidth expansion «. The bound is
plotted as a function of  for A = 1.1, 1.5, 2 and 3 with zero decoding delay
A =0 and vmax = 1.

where N(y) denotes the number of erased symbols in y. We
call k the bandwidth expansion factor.

Proposition 1: For the BEC with erasure probability ¢ and
bandwidth expansion , Theorem 1 holds with

rkk
k) =3 (’fk) £t (1—e)h—to[(wk—t)—klog M—log(M—1)]*
t
t=0
Proof: A proof can be found in [4, Appendix F-B]. ®

A slight weakening of Proposition 1 yields the next propo-
sition.

Proposition 2: For the BEC with erasure probability € and
bandwidth expansion x, we have

* B —A(kRg(g)—log M)
MEp(A)’ §rr]1én [a(M)+7(M) 2 0 ],

p=1
where
Ro(e) :=1—log(1l +¢)

is the cutoff rate® of the BEC,

(20 (M —1)> M 1
(M) = ( 2R (0~ %) ) \ 1= Mz e

1
<1 - AMQ—“R0(5)> ’

and the minimisation is taken over all integers M satisfying

max{\,2} < M < (1/)) 2%,

Proof: A proof can be found in [4, Appendix F-B]. ®
The bounds in Propositions 1 and 2 are plotted in Figure 1
as a function of the blocklength N for three different values

2With a slight abuse of terminology, we use cutoff rate to refer to the
standard Ro parameter (see [12, Eqn. 14] or [11, p. 628]). The operational
cutoff rate, which concerns the computational complexity of sequential
decoding [12], does not appear to be related to this work.
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Umax
o TImE]—1-a

Fig. 3. The achievable bound in Proposition 2 for tracking (1) over a BEC
with erasure probability ¢ = 0.1 and bandwidth expansion x. The bound is
plotted as a function of s for A = 1.1,1.5,2 and 3 with A = 0 and vmax = 1
fixed. The lower bound in Proposition 3 is also shown.

of A. Figure 2 plots the bound in Proposition 2 as a function
of the bandwidth expansion factor « for four different values
of A. Figure 3 illustrates the role of decoding delay A in
Proposition 2. As A — oo the bound tends to

Umax

[2rRo(e)] — 1 — A

so the cutoff rate Ry(g) governs its asymptotic accuracy. To
help get a feel for how useful Proposition 2 is, we now give a
simple lower bound. This lower bound is shown in Figure 3.
Proposition 3: For the BEC with erasure probability e,
bandwidth expansion ~ and zero decoding delay A = 0,

A Ny 27 R0

* Umax o—kRy ()
ME” (0 > —— 27 rRolE),
»(0) 2

Proof: A proof can be found in [4, Appendix F-C]. =
B. Packet Erasure Channel (PEC)

Now imagine that the transmitter communicates with the
receiver over a network that can be modelled® by a & bit PEC.
Fix 0 < e < 1, and let

X :={0,1}" and Y :={0,1}"U{e}
and
1—¢ fy=z
Ty x (ylz) = € ify=e
0 otherwise.

Proposition 4: For the x bit PEC with erasure probability ¢,
Theorem 1 holds with

k
T]\,{(k‘) _ Z (lz) et (1_€)k—t 2—[H(k—t)—klog ]W—log(M—l)]"'.
t=0

3Here we assume that bit-level errors within a packet are handled on a
link-by-link basis using physical layer error-correction techniques, and packets
arrive at the receiver promptly or they are lost to, for example, congestion
and buffer overflows.

10 ¢
10
1 k A=0
— —
q 0
g 10
w
s
A =10
* A =100
10_1\74—4—0—0—0—0—0—0—0—0—0—0—0—0—0—0—»
107 : ‘ ‘ ‘ ‘

Fig. 4. The achievable bound on ME}(A)|,=1 in Proposition 5 for
tracking (1) with A = 1.1 and vmax = 1 over a « bit packet erasure channel
with erasure probability € = 0.1. The bound is plotted as a function of « for
decoding delays A = 0, 1,10 and 100. The lower bound in Proposition 6 is
also shown.

Proof: A proof can be found in [4, Appendix G-A]. H
Proposition 5: For the « bit PEC with erasure probability €,

ME;(A)‘ < Hjl\lfn [a(M) + (M) 9—A(Ro(k,e)—log M):|,

p=1

where

(2vme (M —1)2 M 1
’Y(M) = ( 2RU(’€75)(M — )\) 1— MQ*RO(N,E)

1
(=)

the minimisation is over all integers M satisfying

max{2, A} < M < (1/)) 2Ro(%e)

and
Ro(k,e) =k —log (e(2" — 1) + 1)

is the cutoff rate of the x-bit PEC.
Proof: A proof can be found in [4, Appendix G-B]. ®
Proposition 6: For the k bit PEC with erasure probability

and zero decoding delay (A = 0),

< Vmax o Ro(x.e)
p=1 2

Proof: A proof can be found in [4, Appendix G-C]. ®
Figure 4 illustrates the role of decoding delay in Proposi-
tion 5. Each curve exhibits a tracking ‘error floor’ because

ME?;(0)

lim Ro(k,e) = —loge,

K—00
so M cannot grow without bound in «. Interestingly, this error
floor is intrinsic to the problem, because, for example, it also
appears in Proposition 6.
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C. Discussion

Propositions 1 to 6 give computable upper and lower bounds
for tracking (1) over two basic erasure channels. To the best of
our knowledge, no computable bounds have appeared before
in the literature*. Although we do not believe that the bounds
are tight, we do believe that they provide useful performance
benchmarks for practitioners in code design. For example,
Figure 3 illustrates that the optimal MAE for the BSC im-
proves exponentially fast with the bandwidth expansion factor
; therefore, one might consider optimising « against the
symbol error probability € on a system level. While, on the
other hand, Figure 4 suggests that it does not make sense
to use large packets over a PEC (unless one can decrease
the erasure probability with increasing packet length). Finally,
Theorem 1 is proved using a method that partially separates
source quantisation from channel coding. Separation is often
necessary in practice, and these bounds illustrate what one
might achieve with such an approach.

III. BOUNDS ON MAE VIA CHANNEL CODING WITH AN
AR-DISTORTION FUNCTION

The upper bounds on ME;(A, N)|,=1 and MEJ(A)|,=;
presented in Section II all follow from the method outlined
in this section, which can be applied to any DMC and p > 1.
The key idea here will be to partially separate channel coding
from quantisation, and to optimise the channel code with
respect to an AR Hamming (ARH) distortion function that is
determined by the source statistics. This section extends our
earlier work [13] on streaming discrete AR sources with a
MAE criterion to continuous AR sources with p > 1 in (2).

Arbitrarily fix an integer M > 2, and suppose that a discrete
memoryless source (DMS) emits a sequence U;,Us, ..., of
independent and uniformly distributed random variables on

U:={0,...,M—1}.

An (M, A)-channel code for streaming Uy, Us, ...
DMC Ty |x consists of a sequence of mappings

(f17gl)7 (angQ)a EE)

over the

where

fo:U" =X and g, : YA U

The n-th symbol sent over the channel by the transmitter is

Xn = fn(Uv[l,n])a

where we let

U = (U1, Us,...,Uy)

denote the first n symbols output by the DMS (we will also
employ this notation for other random vectors). The receiver
estimates the first n DMS symbols Uy ,) from the first (n+A)-

channel outputs Yj; nya) = (Y1,Y2,...,Ynya) by
Uﬁn’)n] = gn(Yil,n-&-A])-

4Previous works, e.g., [7]-[10], appear to exclusively focus on checking
whether or not certain tracking error measures are finite for a given channel.

A key point here is that the receiver initially estimates the
first n DMS symbols U}, immediately upon observing the
first (n + A)-channel outputs. The receiver then revisits and
(hopefully) improves this estimate as more channel outputs
become available. The speed at which these estimates improve
can be partially quantified by the following AR Hamming
(ARH) distortion function. This distortion function will be our
doorway to computable bounds on ME," (A, N).

We define the ARH distortion between a source output
U1,y € U™ and reconstruction 4y ., € U™ by
Z A"

dn (u[1 n]s U[L, n] ﬂ{ﬁ[l,k] # “[Lk]}’

where

if dp gy 7 up
otherwise.

) 1
Wdg g # up} = { 0

For a given (M, A)-code, let

N
Dpai(A,N) = E %Z (40 U
n=1

We say that a distortion D is (p, M, A, N)-achievable if there
exists an (M, A)-channel code with D, p/(A, N) < D. Let

(AN = min{D D is (p, M, A, N)-achievable}

denote the optimal ARH distortion for a given A and N. The
key result of this section is the next lemma, which demon-
strates that any achievable bound on D%, (A, N) automatically
gives an achievable bound on MEJ (A, N).

Lemma 1: For every integer M > max{\,2}, we have

2Umax \? /1
MEL(A, N) = (M /\> <§+
2071 (M = 1)” D}y (A, N)).
Proof: A proof can be found in [4, Appendix A]. |

IV. RANDOM CODING UNION BOUND ON D}, (A, N)

We now present an achievable bound on D3, (A, N) that
is motivated by the random coding union bound for block
codes [14, Thm. 17]. We need the following notation. Given
a pair of discrete random variables (A, B) on A x B with
joint pmf Psp(a,b) and marginals Ps(a) and Pp(b), the
information density 14, : A x B — [—00, 00] is

o PAB(CL, b)
® Pa(a) Ps(b)’

Let Px denote the set of all pmfs on the channel input
alphabet X. For each k € {1,2,...} and Px € Py, let

ZA;B(a;b) =1

v (Px, k) == E[min {17

MEHM = 1) Ge(Xp g, Yim X, k])}]7 (3)

where

(X Yiu X)) = (X1, Y1, X0), - (X, Yie, Xi)
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is a string of £ iid tuples
(X,Y, X) ~ Px(x) Tyjx(ylz) Px(7)

on X x Y x X; the expectation in (3) is taken with respect to
(X[, Yo ,i); and

k

Ce(Xms You, Xpwg) o= P{Z'LX;Y(XU Y;) >
i=1
ixy (X3 Y5) (X[l,k]ay[l,k])}-
i—1
Theorem 2:
:,M(Mv A) < RCU;’M(A,N),
where
N n p
y ) 1 )\n—k:+1 -1
ROV w(AN)i= inf, D (25
k—1
min 1,ZTM(PX,n+A —1)
i=0

Proof: A proof can be found in [4, Appendix D]. ]

Theorem 2 generalises our previous RCU achievable bound

in [13, Thm. 1], which is summarised below in Theorem 3,
from p = 1 to arbitrary p > 1.

Theorem 3:
(A, N) < RCU (A, N),
where
LR

RCU3/ (A N) = inf nz_:l (;A’L_kmin{l,
k—1
Z v (Px,n+ A — 7)})
i=0

Theorem 3 is a little stronger than Theorem 2 for p = 1, so
we used this bound to prove Theorem 1 and the propositions
in Section IL

V. BOUNDEDNESS OF ME}(A) FOR GENERAL DMCs

The achievable bounds on MEJ(A)|,=; presented in Sec-
tion II-A for the binary erasure and packet erasure channels
followed by carefully bounding the function 7y;(-) in Theo-
rem 3. In this section, we consider arbitrary DMCs and give a
sufficient condition for ME(A) to be finite. To proceed, we
first need the following definitions and notation.

Let us denote the capacity of the DMC Ty |x (in nats per
channel use) by

C:= max I(X;Y).
Px €Px
For rates 0 < R < C, the random-coding exponent of the
DMC Ty |x is [2, p. 139]

E/(R) := max max

E Px)—pR
nax max olp, Px) —p }

where

L\ 14

Ealp. Px) = —In | 3 | 3 Px(@)(Tyix(vle) ™7

yeY \z€X

Theorem 4:

sup  RCU},(A,N)
Ne{1,2,...}
(1—ef)

. —AEr(R)

where the infimum is taken over all R > In 2 such that In A <
E(R). If no such R exists, then we take the bound to be
infinite.
Proof: A proof can be found in [4, Appendix I]. |
Corollary 4.1: Suppose that the DMC satisfies E,(R) > 0
forall 0 < R < Cand E(C) =0. If

In\ < E(ln2) <C,

then ME(A)[,=1 is finite for all A € {0,1,...}.
Proof: A proof can be found in [4, Appendix IJ. |
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Strong Converse for General Compound Chani

Sergey Loyka, Charalambos D. Charalambous

Abstract—A general compound channel is considered, where the general compound channel. In a nutshell, the cond
no stationarity, ergodicity or information stability is re quired.  require the existence of an information-stable sub-secpiel
Following the recent result on the capacity of this channel oder (bad) channel states (indexed by the blocklength) suchthie

the full Rx CSlI, sufficient and necessary conditions are obtaed ti b finf tion d i .
for the strong converse to hold. In a nutshell, even though no respeclive sub-sequence or information densities corgan

information satiability is required upfront, the conditio ns imply ~ Probability to the compound channel capacity. No assump
that there exists a sub-sequence of (bad) channel statesdaxed of stationarity, ergodicity or information stability areaahe fol
by the blocklength) for which the respective information density  the members of the uncertainty set.

rates converge in probability to the compound channel capaty,

i.e. this sub-sequence is information stable.

Il. CHANNEL MODEL
I. INTRODUCTION

It is well-known that channel state information (CSI) af Letus consider a generic discrete-time channel model v
fects significantly system performance and respective rmeiaan = {X1... Xy} is a (random) sequence ofinput Sy'_“bO'S
capacity. It can be rather limited in many scenarios, esigci X = {Xn}.zo:l denotes all such sequences, and is the

' ' corresponding output sequence;e S denotes the chanr

for wireless systems, where low SNR, interference and cxﬁangtate (which may also be a sequence) anis the (arbitrary

dynamics are significant, and where the feedback (if any) '%certainty setp.(y"|z") is the channel transition probabili

also limited [1]. A popular approach to model the impact o'f(Tn) andp, () are the input and output distributions un
limited CSl is to assume that the receiver (Rx) and tramalrnitch‘annel stpaste%/

(Tx) know that the unknown channel is fixed and belongs to aLet Us assume that the full CSI is available at the rec

certain class of channels (uncertainty set), which is kno .
as the compound channel model [2]-[6]. The capacity VZ%X) bu_t not the_ transmltter_ (TX) (see e.g. [1] for a_deta
tivation of this assumption; when the channel is qt

compound channels has been extensively studied since @lat'c thi mption is Not nece and that the el
1950s [2]-[5]; see [6] for an extensive literature review tap S Ith IS (?Siut P' n_lsd d fs?ry) hn ther. Foll
late 1990s, and [9] for more recent results. Inpu and states are independent ot €ach other. Follow

All of these studies assume that each channel in the unctgg standard approach (see e.g. [1]), we augment the ct

tainty set is information-stable (in the sense of Dobru$h@j olu(';pzujg/v Itt? ihe stattiY"_—> (tY n’g)' Tthe lnfformatl_on der;]sn

or Pinsker [11]), e.g. stationary and ergodic. Howeverrethe[ I-[13] etween the input and ou pli or a given chal

are many scenarios (especially in wireless communica)tior%ates and a given input distributiop(z") is

where the channels are not stationary, ergodic or infoonati ps(@™, y™)

stable. This setting was recently studied in [14], where the i(a"y", s) = In 2 — iz y"s) 1)

capacity of general (information-unstable) compound clets p@")ps (y7)

was established under the full Rx CSI using the informatigghere we have used the fact that the inpit and channe

density (spectrum) approach of [7][8]. The assumption df fustates are independent of each other. Note that we mak

Rx CSl is motivated by the fact that channel estimation {gssumptions of stationarity, ergodicity or informatioatstity

done at the Rx so that full Rx CSI may be available if thﬁ] this paper, so that the normalized information der

SNR is h|gh enough but limited (|f any) feedback to the T)ﬁL*LL()(’VL7 Y”L‘S) does not have to converge to the respel

makes full Tx CSI unfeasible. mutual information rate as — oo. There is no need for tt
While the channel capacity theorem ensures the achigynsistency assumption gn(y"|z") either (e.g. the chanr

ability of any rate below the capacity with arbitrary lowmay behave differently for even and oddl

error probability, there exists a hope to achieve higheesrat £or fyture use, we give the formal definitions of informa

by allowing slightly higher error probability, since theat-  giapijity following [10]-[12] (with a slight extension tohe

sition from arbitrary low to high error probability may becompound setting).

slow. Strong converse ensures that this transition is very

sharp (for any rate above the capacity, the error probgbilefinition 1. Two random sequencesX and Y are

converges to 1) and hence dispels the hope. In this pagefprmation-stable if

we extend the study in [14] by establishing the sufficient )
s (X" Y™|s) pr

and necessary conditions for the strong converse to hold for M iasn = oo )

I(X™Y"|s)

S. Loyka is with the School of Electrical Engineering and Qoier Sci-
ence, University of Ottawa, Ontario, Canada, e-mail: selggka@ieee.org i e. the normalized information density converges in plib.

C.D. Charalambous is with the ECE Department, UniversityCgprus, . . . . n.vn
Nicosia, Cyprus, e-mail: chadcha@ucy.ac.cy ity to the respective mutual information ragle[ (X™Y™|s).
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Definition 2. Channel states is information stable if there there exists gn, r,,, £, )-code (where the codewords are in

exists an inputX such that pendent of channel statd, satisfying the following inequalit
i(X™Y™s) pr I(X™Y™"|s) en <supPri{n L(X™Y"s) <rp,+4t+e ™ (7)
(Xmyes) 0 e, tesnmee Q) Ssppried = /
. . . fi . O
whereCy,s = sup,,») [(X";Y™"|s) is the information capac- oranysy >0
ity. Lemma 2 (Verdu-Han Lemma for compound channels [1

For any uncertainty sef, every(n,r,,,)-code satisfies tt

Note that the 2nd definition requires effectively the Chann?ollowing inequality

to behave ergodically under the optimal input only, andsted
nothing about its behaviour under other inputs (e.g. a malct €n > sup Pr {n‘lz‘(X”; Y's) <rp— 7} —e ™ (8)
code) and, in this sense, is rather limiting. To charactettie s€S

channel behaviour under different inputs (not only theropti for any v > 0, where X™ is uniformly distributed over a
one), we will consider the information stability of its inpX  codewords and™” is the corresponding channel output un
and the induced outptt following Definition 1. Further note channel states. O
that, for the compound channel, some channel states may be

information stable while others are not. IV. STRONG CONVERSE FOR THEGENERAL COMPOUND
CHANNEL
[1I. CAPACITY OF THE GENERAL COMPOUND CHANNEL Strong converse ensures that slightly larger error prdiba
We define an#, 7., £,)-code for a compound channel inc@nnot be traded off for higher data rate (since the tram
the standard way, whene is the blocklengthr,, = In M,, /n from arbitrary low to high error probability is sharp).
is the code rate and/,, is the number of codewords, aad  pefinition 3. A compound channel is said to satisfy str

is the compound error probability, converse if
€n = SUP Ens 4) lim e, =1 9)
seS n—00

wheree,,, is the error probability under channel stateRate for any code satisfying
R is achievable ifliminf,, . 7, > R andlim, . &, = 0, liminfr, > C, (10)
which ensures arbitrary low error probability for any chahn n—oo
in the uncertainty set for sufficiently large [1]-[6]. The To obtain conditions for strong converse, X;Y) be
capacity is the supremum of all achievable rates. Codebogks »yorst-case” sup-information rate,
are required to be independent of the actual channel state
while the decision regions are allowed to dependsddue to [(X;Y) = inf {R . lim inf Pr{Z,, > R} = O} (11)
full Rx CSI). R n—o0 s€S

Below, we briefly review the relevant results in [14], whichyhaere 7

_ ns = n L (X™; Y™|s) is the information density rat
are instrumental for further development here. and1,,(a) be the truncated mutual information,

Theorem 1 ([14]). Consider a general compound channel I — E{(7. 117 < I — lim I 12
where the channel state € S is known to the receiver but ns(a) {Zns1lZns < al}, Lns asroo nsl@) (12)

not the transmitter and is independent of the channel inpughere1].] is the indicator function and,,, = I(X™;Y™|s) is
the transmitter knows the (arbitrary) uncertainty s8t Its  the mutual information under channel stateThe compoun

compound channel capacity is given by sup-information ratel (X;Y’) and the sup-information rs
C. = sup [(X;Y) 5) I1(X;Y|s) under channel state are defined as
p(x) ™

~ill

(X;Y) = i%f {R : lim supPr{Z,s > R} = O} (13)

where the supremum is over all sequences of finite-dimeasion n—oo ge S B

input distributions and I(X;Y’) is the compound inf- f(X-Y|s)=inf{R- lim Pr{Z >R}:0} (14)
information rate, ' R " nsoo ne=

The following Proposition establishes an ordering of vas
} (6) information rates.

I(X;Y) :sup{R: lim supPr{Z,s <R} =0
= R

n—oo sES

. . . . Proposition 1. The following inequalities hold for any in
where Z,,, = n~1i(X™; Y"|s) is the normalized information P g ineq y inp

density under channel state O I[(X;Y) < [(X;Y)
This theorem was proved using the Verdu-Han and Feinstein < inf I[(X;Y]s)
Lemmas properly extended to the compound channel setting. < sup I(X;Y]s)

Lemma 1 (Feinstein Lemma for compound channels [14]) =
For arbitrary input X” and uncertainty setS and anyr,, <I(X;Y) (15)
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Proof. see the Appendix. O so that/(X*;Y*) = C. follows, which also implies that

It can be shown, via examples, that all inequalities can lim inf Pr{Z*, >C.+36}=0V86>0 (24)
be strict. Using this Proposition, sufficient and necessary noroo s
conditions for the strong converse to hold can be estalalish©n the other hand[(X*;Y™) = C. implies

Theorem 2. A sufficient and necessary condition for the lim supPr{Z}, <C.—6}=0Vds>0 (25)
general compound channel to satisfy strong converse is nTee s
. and hence
supI(X;Y) =supI(X,;Y) (16)
p(x) p() lim inf Pr{|Z}, — C.| >0} =070 >0 (26)

n—oo s

If this holds and the convergendg,(a) — I,s is uniform

in n, s for any input X* satisfyingi(X*;Y*) = C. — 5 for follows. Next, we need the following technical Lemma.

somed > 0 (i.e. the inputX™ is ¢-suboptimal), then Lemma 3. Let {x,,} be a non-negative compound seque
. 1 such that
C.=supI(X;Y) =liminf sup inf —I(X"™;Y"|s) (17)
p(z) "0 pzn) 0 M lim inf z,s =0 27)
n—oo s

The condition(16) is equivalent to:
1) for anyé > 0 and any inputX " satisfying/(X*; Y™) >
Ce -6, lim 2,,(,) =0 (28)

n— oo
Jim inf Pr{|Z;, = Cc[ > 6} =0 (18)  proof. Wheninf, is achieved, the statement is trivial. To pri
it in the general case, observe that, from the definitiom&f

and for anyn, there always exists suci{n) that

Then, there exists such sequence of state$ that

where Z; . = Li(X"*;Y"™*|s) is the normalized information

ns

density under inpufX *.

2) for any inputX and anys > 0, Tps(n) < infx,, +1/n (29)
Jim inf Pr{Zns > Ce+6} =0 19) 5o that takingim,_,.. of both sides, one obtains (28) O

Proof. see the Appendix. L Using this Lemma, (26) implies the existence of a sequ
Remark 1. In the case of a single-state channel, of channel states(n) such that (22) holds. O

I(X;Y)=I(X;Y), [(X;Y)=1(X;Y) (20) Remark 3. Note that, under the conditions of Corollary
- the sequence(n) of worst-case channel states is informati

whereI(X;Y), I(X;Y) are inf and sup-information rates stable even though no assumption of information stabildy

for the regular (single-state) channel, and Theorem 2 reducmade upfront.

to the corresponding Theorem in [7][8].

Remark 4. In light of Lemma 3, conditiorf19) means the
Remark 2. Note that, under the conditions of Theorem 2 thahere exists such sequence of (bad) channel st&tep that
lead to(17), the compound channel behaves ergodically eveie information spectrum of the corresponding sequent
though no assumption of ergodicity (or information stap)li normalized information densities,,,(,) does not exceed’,
was made upfront. under any input, i.e.

Below, we consider a special case when the supremum in J4(5) : lim Pr{Z,s(n) > Cc+8}=0¥5>0  (30)
(5) is achieved. nTreo

Corollary 1. If the channel satisfies strong converse and the V. APPENDIX
supremum irsup, ) L(X;Y') is achieved, i.e. A. Proof of Proposition 1
AX*: (X5 YY) =C. (21) The 1st inequality is proved by contradiction. Lét=

thenl(X*;Y™*) = C. and there exists such sequence of chalé(X; Y), I=1(X;Y). assumel — I =26 >0 and set

nel statess(n) that the corresponding sequence of normalized R=(I+0/)2=1-6=1+¢ (31)
information densitiesZ* () (under inputX™) converges in B B

probability to the compound channel capadity, so that

lim Pr{|Z},, —Cc| >0} =0¥6>0  (22) 0= lim sup Pr{Z,, <I—0d}

n—oo S
i.e. this sequence (which represents worst-case chanméi®i = lim Sup Pr{Z., < R}
uncertainty set) is information-stable. —1— lim infPr{Z, > R}

- ns
Proof. Observe thatl (X™*;Y™) = C. implies 1 n;;lo i;f Pr{Zys > [+6} =1 32)
Co=IX%Y")<I(X*Y") <supl(X;Y)=C, (23) e
p(z) lthis way of proof was suggested by a reviewer.
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i.e. a contradiction. from which it follows that
The 2nd inequality is also proved by contradiction. et
inf, I(X;Y|s), assumel — I = 25 > 0 and set nlggo HglfPr{Z"S > Ce+30} =0 (43)
R=(I+D/)2=T+6=1-6 (33) which implies (19) and (X;Y) < C. (under any input) s

that, from Proposition 1,

so that, from the definition of, 5
C.=supI(X;Y) <supl(X;Y)<C. (44)

0 < € = limsup 1nf Pr{Z,s >1—6} p(x) p(x)
n—oo
from which (16) follows.
<infli Pr{Z,, >1—¢ . - -
- 12 lﬂsip t{Zns > } To establish the sufficiency of (19), observe that it imf
= inf limsup Pr{Z,, > I + 6} the 2nd inequality in (44) from which (16) follows, which
5 moeo _ sufficient.
< limsup Pr{Zy,- > I + 6} To establish (18), observe that, = sup,,,) L(X:Y) im-
. S . B plies that there exists such inpht™ that/(X*; Y™) > C.—20
< hrrln_)botip Pr{Z,s > I[(X;Y|s*)+6/2} =0 (34) 50 that, for any suctX ™,

i.e. a contradiction, wherg* is such channel state that . 1. N
0= lim supPr{—z(X"*;Y"*\s) <I(X";Y") - 5}
" S

I(X;Y|s*) <infI(X;Y]s) +d/2 (35) nTe s
§ : 1. nk, Vo Nk _
The last inequality can be proved in a similar way. 2 Jim sup PF{EZ(X Y™ s) < Ce = 35} =0 (49)

B. Proof of Theorem 2 Combining this with (43) applied to inpuX*, one obtains

To prove sufficiency, let the equality in (16) to hold andlim inf Pr{|Z;; — Cc| > 35} < lim inf Pr{Z;, > C. + 30

select a code satisfying + lim supPr{Z’, < C. — 35} =0 (46)
n—00 o
liminfr, = R=C.+ 36 (36) . s
n—ro0 from which (18) follows. 5 }
for somed > 0, so that To establish last equality in (17), ldt = I(X;Y) and
rn>R—6=C.+25=supl(X;Y)+25 (37) observe that
p(@) Ins(a) = B{Zns1[Zns < T+ 0]}
for sufficiently largen. Using Lemma 2 for this code, one el
obtains: Y E{Zn[[+6 < Zns <d}  (47)
lim g, > hm bllp Pr{Z,s <r,—0} ’
n—00 e:
5 for somed > 0, wherel[] is the indicator function. The tw
> 1i_>m sup Pr ¢ Z,s < S:lp) I(X;Y)+6 expectation terms can be upper bounder as
n—oo g p(x

n—oo g

5 e2 <a-Pr{Z,s > I+ o} (48)
=1— lim infPr{Z,, > I(X;Y)+¢
n—oo s { s ( ) } so that
=1 (38)
o lim inf inf — I(X" Y"[s) = liminfinf lim I,s(a)
so that (9) holds, where the last equality is due to n—eo s noo s 400
= hrn hmmflnflns( )
lim inf Pr{Z,, > [(X;Y)+ §}=0 (39) a—00 n—00
nree s < lim 11m1nf1nf((l+ §)Pr{Z,s <I+6}
which follows from (11). =00 N0 s
To prove the necessary part, assume that (9) holds and, using +a-Pr{Z,; > 1+6})
Lemma 1, select a code satisfying < lim ((f +6) lim sup supPr{Z,, < I + 0}
WILH;O mn=R=Cc+9 (40) + a - liminf ll’lfPI‘{ZnS >1+ 0})
Tn— 00 S
for somed > 0. This implies that =1+ (49)
mn < Ce+20 (41)  where the 2nd equality is due to uniform convergence an
for any sufficiently large:. Applying Lemma 1, one obtains ast equality is due to
1= lim ¢, < hm supPr{Z,; <r, + 4} hnH_1>1£f iI;fPr{Zns >T1+6})=0 (50)
n—00 s .
< lim supPr{Z,, < C. + 36} lim sup sup Pr{Zys < I + 6}
n—o0o g n— 00 s
-1 (42) =1- higghrslfPr{Zm >I4+6})=1 (51)
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Since (49) holds for arbitrary small > 0, it follows that

lim inf inf — I(X" Y"s) <1

n— oo S

for any input. Takrngsupp(m) on both sides, one obtains:

(52)

C.=sup[(X;Y)

p(x)

< liminf sup inf — ](Xn Y™s)
n—o00 p(zn) s

<sup [(X;Y) = C. (53)
p(x)

from which the desired result follows, where the 1st inefyal
is due to Proposition 2 below.

(1]

(2

(3]
[4
(5]
6]
[

Proposition 2. Consider the general compound channel. It8]

compound inf-information rate is bounded as follows:

I(X,Y) <liminfinf — I(X" Y"s) < I[(X;Y) (54)
- Tn— 00 S
Proof. Let Z,,, = 2i(X™;Y"|s) and observe that
1
—I(X"; Y™s) = E{Zns}
> E{Zns1[Zns < 0]} + E{Zns1[Zns > 1 - 6]}  (55)

forany0 < § < I, wherel[] is the indicator function and =

I(X,Y). The 1st termt; can be lower bounded as follows: (4]

t1 = B{Zns1[Zns < 0]}

>

n T, Y2y s <0
1

e 2

&y 25 <O

Ps(y")p(2" )wns Inwps

ps(y")ps(z™)

ne
wherew,s = ps(y™|z"™)/ps(y™) and the 1st inequality follows
fromwlnw > —1/e. The 2nd term, can be lower bounded
as follows:

> (56)

t2 E{Z’nsl[Z’ns 2 i -

>

PR &)

> (L—0)Pr{Zys > L -6}

o}

ZnsPs(y" 2" )p(a™)

(57)
Combining these two bounds, one obtains:

lim inf inf — I(X" Y™s)
n—o00 S
d) lim inf Pr{Z,s > I — ¢}

n—oo s

(
—1-9 (58)

where the equality follows from
0= lim bupPr{Zns <I-46}

n—00

1— lim inf Pr{Z,, > I - ¢}

n—oo s

Since the inequality in (58) holds for eaéh> 0, one obtains
the 1st inequality in (54) by taking — 0; the 2nd one has
been already established in (52). |

(59)

El
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Refined Error Probability Approximations in
Quasi—Static Erasure Channels
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Abstract—This paper considers the transmission of codewords
over a quasi-static binary erasure channel, where the erasure
probability changes independently at each transmitted codeword.
An approximation to the random—coding union bound suggests
that the error probability exceeds the outage probability by a
quantity that is inversely proportional to the blocklength.

I. INTRODUCTION

A quasi-static channel is a good model for delay—
constrained communication over slow—varying channels [1].
The outage capacity has been emphasized as the most impor-
tant information—theoretic measure in quasi—static channels.
However, little attention has been given to the error probability.
In [2], the performance of the quasi—static fading channel is
described by means of Gallager—type random—coding bounds.
Malkaméki et al. [3] proposed a tighter bound, and showed
that the average error probability is asymptotically given by
the outage probability in the limit of infinite codeword block-
length [3, Th. 2]. However, for finite codeword blocklength,
this tighter bound has to be evaluated numerically, as the
optimization of the bound involves the fading coefficients.

This paper considers the random—coding union (RCU)
bound [4] to the error probability in the simple quasi—static
binary erasure channel (BEC). By writing the RCU bound as
a tail probability, we propose two saddlepoint approximations
[5] that build upon the techniques of [2], [3]. By inspecting the
asymptotic behavior of the saddlepoint with the blocklength,
we finally derive an expansion of the RCU bound in inverse
powers of the blocklength that suggests that the error proba-
bility converges to the outage probability as @, where n is
the codeword blocklength, R is the rate of the code, and §(R)
is a rate—dependent constant.

II. PRELIMINARIES

Consider the transmission of codewords of blocklength n
symbols, where each codeword spans a single BEC with
uniformly distributed erasure probability e, that changes in-
dependently from codeword to codeword. Given the erasure

This work has been funded in part by the European Research Council
under ERC grant agreement 259663, by the European Union’s 7th Framework
Programme under grant agreement 303633 and by the Spanish Ministry of
Economy and Competitiveness under grants RYC-2011-08150, TEC2012-
38800-C03-03, and FJCI-2014-22747.

Alfonso Martinez
Universitat Pompeu Fabra
alfonso.martinez@ieee.org

Albert Guillén i Fabregas
Universitat Pompeu Fabra
ICREA and University of Cambridge
guillen@ieee.org

probability ¢, the transition probability during the transmission
of a codeword can be factorized as

W2 (ylz) = [ We(uil), (1)
=1

where = (z1,...,2,) and y = (y1, ..., yn) are the channel
input and channel output sequence, respectively, and W (y|x)
denotes the transition probability of a single BEC of erasure
probability ¢ [6].

We study the transmission of equiprobable messages
m € {1,...,M}, where each message is mapped onto a
codeword x(m), and the collection of all codewords is a code
of rate R = %log M. For a fixed erasure probability ¢, the
average error probability of the code is denoted as P.(n,¢).
Here, we are mostly interested in the error probability averaged
over the erasure probability, i.e.,

Pe(n) =E[Pe(n,e)]. 2)

Random-coding arguments show the existence of a code
whose error probability is, at least, as good as that of the
ensemble average. In this work, we consider such a code.

Two random—coding upper bounds to the error probability
for the block—fading channel were reported by Malkaméki et
al. in [3]. Particularized for the quasi-—static BEC, the first
bound is based on a conditional Gallager bound [7] given the
erasure probability [3, Eq. (16)—(17)], i.e.,

1 pPe <0
e~ (EBo(pe.e)=peR) () < pe <1 3)
e—n(Eo(l,a)—R) pe > 1.

P.(n,e) <

Then, the average over the erasure probability is applied. In
(3), pe is the argument that maximizes Fy(p,e) — pR, closely
related to (15) later derived in the paper. As p. is a function
of the erasure probability, the expectation of (3) with respect
to € has to be numerically evaluated for a finite blocklength.
Asymptotically, the Gallager bound (3) shows that the error
probability converges to the outage probability, denoted as
P, (R) and given as

Pout(R) =P[I(e) < R], @)

where I(g) is the mutual information of a single BEC with
erasure probability € maximized over the input distribution.
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For the quasi-static BEC with uniformly distributed error
probability, we have that

I(e) = (1 —¢)log2, Q)
R
Pout(R) = 10g2 (6)

A simpler bound was also proposed in [3, Eq. (22)] by
first averaging the erasure probability and then optimizing a
parameter that does not depend on :

1 p<0
P.(n) < { e Bo)—PR) < p<1 7
efn(Eg(l)fR) [) > 1.

Here, p is the argument that maximizes Ey(p) — pR, closely
related to (30) later derived in the paper. As pointed out in
[3], (7) is a weaker bound to the error probability, as p will
be only optimal for some realizations of ¢.

In summary, Gallager arguments lead to a tighter bound
that needs to be numerically evaluated, and a simpler bound
that is especially loose in quasi—static channels (see [3, Fig.
2]). In this work, we discuss whether the performance gap
between (3) and (7) is a genuine issue of quasi—static channels
by studying more refined expressions of the error probability
based on the random-coding union bound. We further study
the convergence of the error probability to the outage proba-
bility. For a different perspective, the dual problem, i.e., the
convergence of the achievable rate to the outage capacity, see
the recent work by Yang et al. [8].

III. SADDLEPOINT APPROXIMATIONS

A. Saddlepoint Approximation of RCU(n, )

For a fixed BEC realization of the erasure probability ¢, the
RCU bound to the average error probability [4] is given by

P.(n,e) < E[min{1,
MP [WHY|X) > WY |X)|X,Y]}], ®
where X, Y are the random variables for c@nel input and
channel output sequences, respectively, and X is distributed

as X but independent of Y. As noted in [9], we can apply
Markov’s inequality and weaken the RCU bound as

P.(n,e) <RCU(n,¢) )
where RCU(n, €) is the tail probability

RCU(n,e) =P[®,(X,Y,¢e) <0]. (10)
In (10), the random variable ®,,(X,Y,¢) is
O, (X,Y,e) =Y ii(X;,Yi,e) +logU —nR, (1)

i=1
where U is a uniform (0, 1) random variable, and the symbol
s—information density is defined as
W:(Y]X)*

is(X,Y,e) =log W

12)

For the quasi—static BEC, we note that (12) is independent on
s, and that the bounds (8) and (10) coincide [9].

As noted in [10], the tail probability (10) can be expressed
in terms of the inverse Laplace transformation [11] as
1 v+joo E [efﬂbn(X,Y.,e)}

RCU(n,e) = — ;

de¢ 1
97 ;o (13)

v—joo
where we assume that v is within the range of convergence,
i.e., v € (0,1). The evaluation of the expectation term in (13),
using (11) and (12), leads to

efin.e(t)

E {e—t@n(X,Y,s)} _ (14)
1—t’
where £, . (t) is given as
1
Kne(t) = ntR + nlog <§(175)+5) . (15)

We note that the former expression can be written in terms
of the Gallager function Ey(t,¢) that appears in (3) through
kn,e(t) = —n(Eo(t,e) — tR). The critical points of (13) are
two poles at ¢ = 0 and ¢ = 1, and a saddlepoint at ¢ = ¢, ¢,
the absolute minimum of &, .(t) in the real axis, i.e.,

16)

tn,e = argmin K, ().
—oo<t<oo
If 0 < ¢, <1,itis safe to set v = ¢, . in (13). Yet, whenever
tn,e <0 and %, > 1, the poles at £ = 0 and ¢ = 1 introduce
additional terms due to the Cauchy’s residue theorem [11].
Since no closed—form solutions to the complex—integration
(13) are available in general, we propose a Taylor expansion
of kp(t) around t, ., i.e.,

H’VL,E (t) ~ Rn,a(tn,a) + H;l’g(t’ﬂ,E)(t - tn,s)

1
+§m;;,5(tn,€)(t—tw)2, 17

where ;, _(t) and k7, _(t) denote, respectively, the first and
second derivatives of x, -(t) with respect to ¢. Finally, fol-
lowing the footsteps of [10], we obtain that the RCU bound
for the quasi-static BEC can be approximated as

RCU(n, €) ~ Ve + Umgenn,a(tn.a). (18)
Here, the additive term -y, . can be expressed as
1 the <0
/Y’VL,E = 0 0 S tn,g S 1 (19)
etin,e(1) tne > 1,

whereas the pre—exponential term o, . is given by

One = Q (tneyf5otnc)) +Q (1= tu2)y ol (t0e) )

(20)
where

Qx) = Sign(,r)%erfc (M) e . 21

V2
The proposed approximation of the RCU involves determining

the saddlepoint of (15), given by

1—clog2—R

(22)
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It is straightforward to show that, asymptotically, the sad-
dlepoint approximation (18) satisfies

lim RCU(n,e) = 1{I(¢) < R}, (23)
n— o0

where 1{-} is the indicator function. As n — oo, the saddle-
point approximation (18) approaches a Bernoulli random vari-
able with probability of success Py (R). Since this random
variable is bounded, we can apply the Lebesgue dominated
convergence theorem [12] to prove that

lim E[RCU(n,e)] = Pout(R). (24)

n—oo
Therefore, the average of the saddlepoint approximation to
the RCU given the erasure probability, shows that the error
probability converges to the outage probability, but gives no
direct information about the rate of this convergence.

B. Saddlepoint Approximation of RCU(n)

For symmetry with the work by Malkaméki er al. [3], we
now study the RCU bound to the error probability averaged
over the erasure probability, i.e.,

P.(n) < E[min {1,
MP W2 (Y[X) > W2 (YIX) X, Y.e]}. @5)

Similarly to (9), we can apply the Markov’s inequality and
further weaken (25) as

P.(n) <RCU(n), (26)

where now the erasure probability € is treated as a ran-
dom variable in the evaluation of the tail probability of
?,(X,Y,¢), ie,

RCU(n) =P [®,(X,Y,e) <0]. 27)

We can again express the tail probability (27) in terms of
the inverse Laplace transformation as

1 vt+joo [ —tP,(X,Y ,e)
RCU(n) = / E[emm®r A a,  (28)

where v is within the region of convergence, i.e., v € (0,1).
Taking into account the erasure probability € in the following
expectation

Fom (1)
E |: —tCPn(X,Y,E)i| _ € \ 29
e 17 (29)
now Ky, (t) is defined as
t _ 27nt
Kn(t) = ntR + log (30)

(2t—1)(n+1)

Again, (30) is related to the Gallager function Ey(t) involved
in (7) through &, (t) = —n (Ey(t) — tR). The saddlepoint to
RCU(n) is defined as the absolute minimum of «,,(¢) over the
real axis, i.e.,

tn =

argmin Ky, (t). (31)

—oo<t<oo

Similarly to (17), we approximate (28) by expanding &, (t)
around t,,, and obtain that the averaged RCU bound for the
quasi—static BEC can be approximated as

RCU(n) ~ v, + oyt (32)
where now
1 t, <0
Yo =140 0<t, <1 (33)
ernM ¢, > 1,
and
o =0 (tn\/fi;{(tn)) 10 ((1 ) n;;(tn)) G

Even though closed-form expressions for the saddlepoint
t, are not available in this case, we further investigate its
relation to the outage probability by proposing a saddlepoint
approximation to the outage probability.

C. Saddlepoint Approximation of Py (R)

We note that the outage probability (4) can be seen as a tail
probability of the random variable

Dout(R) = I(e) — R. (35)
Therefore, it is natural to express the outage probability as the
inverse Laplace transformation
1 vtjoo [ [e—tPout(R)
Pout(R) / Q

dt 36
; ;36

:?j

where now the expectation is only with respect to the erasure
probability, and v € (0, 00). This leads to

E [eft%uc(R)} — eﬁout(t), (37)
where Koyt (t) is given as
_ ot
Kout(t) = tR + log (38)

tlog2

Now, (36) has only one pole at ¢ = 0 and a saddlepoint at

tout(R) = (39)

arg min Koyt (t).
—oo<t<oo

Mimicking (17) with (38), we may hence approximate the
outage probability as
Pout(R) = Yout(R) + Gous(R)e o ton ) (40)

In this case, we have that the additive term -y, (R) and the
pre—exponential term o, (R) are given, respectively, as

)1 tew(R) <0
Tou () = {0 tout (R) > 0 @b
Gout(R) = Q (tout(R)VW (lo(R))) . (42)
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IV. AN ASYMPTOTIC EXPANSION OF RCU(n)

One advantage of the complex—integration expression of
the RCU (28) is that the average with respect to the erasure
probability is naturally incorporated in the definition of r,,(t).
By further inspecting the behavior of the saddlepoint to the
RCU as the codeword blocklength n — oo, we numerically
notice that the saddlepoint ¢,, — 0. This motivates to study
the behavior of the product nt,, illustrated in Fig. 1 for three
different rates. Remarkably, nt,, converges to tou:(R). This
suggests that it is safe to make the change of variable nt = o
and integrate with «, i.e.,

1 /u+joo e (%)

v—joo @ (1= %)
where now the region of convergence is v € (0, n). From (30),
we note that x,, (%) has the form

RCU(n) da,  (43)

:ﬁj

a
= —a
n —

2% —D(n+1)
For sufficiently large codeword blocklength n, we derive a

Taylor expansion in inverse powers of the codeword block-
length n, i.e.,

Kn <g> = aR + log (44)
n

Hn(%) 0 1
S —h(a) + LG ) (—2) .5
a(l-2) n n
where O (n%) is a term that vanishes at least as fast as %,
and the coefficients 6y(«) and 0 («) are given by
eaR(l _ 2—(1)
N — 4
00(0) = 71og (46)
and
eaR 1 -2« eaR 1—-92-@ eaR 149«
P P B et w0 B (R 20
alog2 a?log 2 2«
A7)

respectively. Comparing (38) and (46), we first observe that
in fact Oy («v) is related to Koy (t) as

efout (a)

00 (Oz) =

Hence, we may identify 6y(c) with the evaluation of the
outage probability

1 /V+j00 eaR(l _ 27a)
275 J, a?log?2

(48)
a

da = Pout(R). (49)

—joo
Regarding 6;(«), we identify that the first term of 6;(«) is
actually eew+(®) and therefore that the complex—integration
of this term is the probability density function of &, (35)
evaluated at the origin (see [11]). Since ¢ is uniformly dis-
tributed, ®,,; is then uniformly distributed in the interval
[-R,log2 — R], and we have that

1 [V eali(l— 2@ 1
— / e Jda=—L . (0
215 J, alog?2 log 2

—joo
Likewise, we identify the second term of 6 («) as fp(a) in
(48), again leading to the outage probability as in (49). Finally,

o2}

6l tout(R1)

Convergence of nty to tout(R)
[\]

25 (Rs) b
L

102

Blocklength n

Fig. 1. Convergence of nty to tout(R), versus the blocklength n, for several
rates.

the last term in (47) can be be split into two additive terms
that are identified as tail probabilities of two random variables.
The first one is a random variable whose probability density
function is a Dirac delta of mass one located at —R. Hence,
we have that

1[I ekt oo HR>0}

o 5 S

Qﬂ—j v—joo
Similarly, the second one is a random variable whose proba-
bility density function is a Dirac delta of mass one located at

and —R + log 2 that evaluates as

1 [y ealig-a oy = H{R>log2}

215 Sy joo  2ax 2 (52)
Defining §(R) as
| [rtice
o(R) = G /V_joo 01(a) da, (53)
within 0 < R < log 2 we have that
SRy = — — 1 (54)

- log 2 B log2 2

As a consequence, the expansion of the RCU is given by

R 1 1 R 1 1
RCU(n) = — — = Ool—=].
() log 2 * n <10g2 log 2 + 2> * (n2>
(35)
The former expansion suggests that the error probability
converges to the outage probability as %R), where §(R) is

a monotonically decreasing function of the rate.

V. NUMERICAL RESULTS

In this section, we compare the proposed error probability
approximations with the Gallager bounds (3) and (7), and
the simulated RCU (27). More specifically, we numerically
evaluate the saddlepoint approximations (18), (32), and (40),
as well as the expansion (55).
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Fig. 2. Error probability bounds and approximations versus blocklength at

_ 1
R = ¢ log2.

In Fig. 2, we observe that the saddlepoint approximation
(18) is an accurate approximation of the RCU. As n — oo,
the error probability converges to the outage probability (4),
numerically confirming (24). Comparing the Gallager bound
(3) with the saddlepoint approximation (18), and the Gallager
bound (7) with the saddlepoint approximation (32), we note
that in both cases the additive and the pre—exponential terms
of the saddlepoint approximation provide a more refined
characterization of the error probability. The contribution of
these terms cannot be neglected in the quasi—static channel,
since the exponential term of the error probability is not a
dominant term when the error probability saturates.

A second observation from Fig. 2 is that, compared to the
Gallager bound (7), the saddlepoint approximation (32) is
tighter for small codeword blocklength. However, since the
randomness of the erasure probability is considered in the
approximation of the tail probability (27), this approximation
exhibits a misadjustment for large blocklength, as it converges
to the saddlepoint approximation of the outage probability
(40), rather than to the actual outage probability (6).

Finally, we are interested in the convergence of the error
probability to the outage probability. In particular, Fig. 3
depicts the convergence rate d,,(R), defined as

In(R) =n(Pe(n) — Pou(R)),

where P.(n) is a placeholder for the bounds and approxima-
tions of Fig. 3. Remarkably, Fig. 2 numerically illustrates that
the Taylor expansion of the RCU (55) is a good approxima-
tion even for small codeword blocklength. Moreover, Fig. 3
illustrates that the error probability indeed exceeds the outage
probability in a quantity that vanishes proportionally to %
That is,

(56)

lgn on(R) = d(R). (57)

As expected, none of the Gallager bounds provide the con-
vergence in %, as the bounds are only tight for sufficiently
large n. Contrarily, the saddlepoint approximation (32) does

3 T T rrrr T LA T T 1 117
!
// .
25 ; i
Ec // .
= ' S
S - -
Q R Tee—a_ il .
g2 lsmy sa 5 T
< Lo
g -+ -+ Gallager (3)
% - - - Gallager (7)
o o RCU (27)
---------- Saddlepoint (18)
————— Saddlepoint (32)
.5 L - \‘ L - \‘ L L L .1
100 10! 102 108

Blocklength n

Fig. 3. Rate of convergence of the error probability to the outage probability
versus codeword blocklength at R = é log 2.

exhibit, although misadjusted, a convergence coefficient as

L. whereas the saddlepoint approximation (18) leads to the

(T:Lorrect convergence rate of the RCU (27).

VI. CONCLUSIONS

In this paper, we have derived refined approximations of
the random—coding union bound in quasi—static binary erasure
channels with uniformly distributed erasure probability. An
expansion of the random-coding union bound in inverse
powers of the codeword blocklength suggests that the error
probability exceeds the outage probability by a quantity that
is inversely proportional to the codeword blocklength.
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Abstract—Generalized product codes (GPCs) are extensions of
product codes (PCs) where code symbols are protected by two
component codes but not necessarily arranged in a rectangular
array. In this tutorial paper, we review a deterministic construc-
tion for GPCs that has been previously proposed by the authors
together with an accompanying density evolution (DE) analysis.
The DE analysis characterizes the asymptotic performance of
the resulting GPCs under iterative bounded-distance decoding
of the component codes over the binary erasure channel. As an
application, we discuss the analysis and design of three different
classes of GPCs: spatially-coupled PCs, symmetric GPCs, and
GPCs based on component code mixtures.

1. INTRODUCTION

Several authors have proposed modifications of the classical
product code (PC) construction by Elias [1], typically by con-
sidering non-rectangular code arrays. These modifications can
be regarded as generalized low-density parity-check (GLDPC)
codes [2]. In particular, they are GLDPC codes where the un-
derlying Tanner graph consists exclusively of degree-2 variable
nodes (VNs) (i.e., each bit is protected by two component
codes). We refer to such codes as generalized PCs (GPCs).

In practice, the component codes of a GPC are typically
Bose—Chaudhuri-Hocquenghem or Reed-Solomon codes,
which can be efficiently decoded via algebraic bounded-
distance decoding (BDD). The overall GPC can then be
suboptimally decoded using iterative hard-decision decoding,
i.e., by iteratively performing BDD of all component codes.
This makes GPCs particularly suited for high-speed applica-
tions due to their significantly reduced decoding complexity
compared to “soft” message-passing decoding of low-density
parity-check (LDPC) codes [3]. For example, GPCs have been
investigated by many authors as practical solutions for high-
speed fiber-optical communications [3]-[7].

A standard tool to analyze the performance of iteratively
decoded codes is density evolution (DE) [8], [9], which is
based on an ensemble argument. That is, rather than analyzing
a particular code directly, one considers a set of codes defined
via suitable randomized edge connections in the Tanner graph.
While this approach can be applied to GPCs, many classes of
GPCs have a very regular Tanner graph structure. Therefore,
the performance of such codes is not necessarily well pre-
dicted by using an ensemble analysis. In general, it would be

This work was partially funded by the Swedish Research Council under
grant #2011-5961.

desirable to make precise statements about the performance
of sequences of deterministic codes without resorting to an
ensemble argument.

In this tutorial paper, we discuss some recent results about
the performance of deterministically constructed GPCs over
the binary erasure channel (BEC) presented in [10]-[12]. We
start in Section II by reviewing the deterministic construction
for GPCs proposed in [10]. The resulting GPCs are defined by
Tanner graphs that consist of a fixed arrangement of (degree-
2) VNs and constraint nodes (CNs). In Section III, it is shown
that the asymptotic performance of these GPCs is rigorously
characterized by a recursive DE equation. Finally, in Section
IV, we present a high-level overview of different results
presented in [10]-[12]. In particular, we discuss the analysis
and design of spatially-coupled PCs, symmetric GPCs, and
GPCs based on component code mixtures.

Notation. We use boldface to denote column vectors and
matrices (e.g., « and A). The symbols 0,, and 1,, denote the
all-zero and all-one vectors of length m, respectively, where
the subscript may be omitted. The tail-probability of a Poisson
random variable is defined as W, (z) £ 1 — 31— ) Zre ™.
We use boldface to denote the element-wise application of a
scalar-valued function to a vector. For example, if x is a vector,
then ¥, (x) applies the function to each element. For vectors
x=(x1,...,2p)T and y = (y1,.-.,Ym)T, we use & > y if
x; > y; for all i. We also define [m] £ {1,2,...,m}. Lastly,
the indicator function is denoted by 1{-}.

II. A DETERMINISTIC CONSTRUCTION FOR GENERALIZED
PropuUCT CODES

A. Motivation

Recall that a PC is defined as the set of n x n arrays such
that every row and every column is a codeword in some binary
linear component code B of length n. The corresponding
Tanner graph has a fixed deterministic structure that resembles
a complete bipartite graph: There exists two types of CNs (n
CNs corresponding to “row codes” and n CNs corresponding
to “column codes”) and each CN of one type is connected to
all CNs of the other type through a VN. This gives rise to
exactly n? VNs, where each VN corresponds to one element
in the array. An illustration is shown for example in [2, Fig. 3].

Consider now the code arrays shown in Fig. 1. We will
discuss these arrays (and the resulting GPCs) in more detail
in the next section. For now, we note that one can almost apply
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(a) staircase code (b) block-wise braided code

Fig. 1. Code arrays for C12(n), where in (a) v = 1/2 and in (b) v = 1/3.
Numbers indicate the position indices in the code construction.

the exact definition of a PC to these arrays. In particular, fill
the array with bits such that every row and every column is
a codeword in some component code. The underlying Tanner
graph that results from this definition is again easily seen to
be very structured. We essentially seek a general and flexible
way to directly construct the Tanner graphs corresponding to
the GPCs defined by these arrays.

B. Code Construction

We denote a GPC by C,,(n), where n is proportional to
the number of CNs in the underlying Tanner graph and m
is a binary, symmetric L x L matrix that defines the graph
connectivity. Due to the natural representation of GPCs in
terms of two-dimensional code arrays, one may alternatively
think about m as specifying the array shape. We will see in
the following that different choices for 1 recover well-known
code classes.

Let v > 0 be some fixed and arbitrary constant such that
d £ ~yn is an integer. To construct the Tanner graph that defines
Cn(n), assume that there are L classes of CNs, here called
“positions”. Then, place d CNs at each position and connect
each CN at position 7 to each CN at position j through a VN
if and only if 7; ; = 1.

Example 1. A PC is obtained for L =2 and n = (9}). The
two positions correspond to “row codes” and “column codes”.
If we choose v = 1, then the code array is of size n xn. A

Example 2. For L > 2, the matrix 1) describing a staircase
code [3] has entries 7; ;41 = 711, = 1 for i € [L — 1] and
zeros elsewhere. For example, for L = 6, we have

010000
101000
010100

"= 1o 0101 0 M
000101
000010

The corresponding code array is exactly the one shown in
Fig. 1(a), where n = 12 and v = 1/2. A

Example 3. For even L > 4, the matrix 1 for a particular
instance of a block-wise braided code [13] has entries 7; ;41 =

Niy1: = 1 for i € [L — 1], mai—12i+2 = N2it2,2i-1 = 1 for
i € [L/2 — 1], and zeros elsewhere. For example, we have

01010000
10100000
010107100
10101000

™10 0010101 &
00101010
00000T1O0 1
000010710

for L = 8. The corresponding code array is the one shown in
Fig. 1(b), where n =12 and v = 1/3. VAN

For a fixed n, the constant  scales the number of CNs in
the graph. This is inconsequential for the asymptotic analysis
(where we assume that n — oo) and v manifests itself in
the DE equations merely as a scaling parameter. The scaling
parameter ~ in the previous two examples is chosen such that
the component codes have length n in both cases, except at
the array boundaries, see Fig. 1.

From the code construction, it follows that the total number
of VNs (i.e., the length of the code C,,(n)) is given by

L
m:@ZmﬁdQ > g 3)
=1

1<i<j<L
By construction, all of these VNs have degree two. Moreover,
the total number of CNs is dL. In general, CNs at position
i have degree d);;mi,; + 1,i(d — 1), where the second
term arises from the fact that we cannot connect a CN to
itself if 7, ; = 1. The CN degree specifies the length of the
component code associated with the CN. We assume in the
following that each CN corresponds to a t-erasure correcting
component code. This assumption is relaxed in Section IV-C.

III. DENSITY EVOLUTION ANALYSIS

A. Iterative Decoding

Suppose that a codeword of C,,(n) is transmitted over the
BEC with erasure probability p. The decoding is performed
iteratively assuming ¢ iterations of BDD for the component
codes associated with all CNs. This means that in each
iteration, if the weight of an erasure pattern associated with a
CN is less than or equal to ¢, the pattern is corrected. If the
weight exceeds ¢, we say that the component code declares a
decoding failure in that iteration.

The decoding can be represented by applying the following
peeling procedure to the so-called residual graph [4], [14]. The
residual graph is obtained by deleting known VNs and their
adjacent edges. Furthermore, erased VNs are collapsed into
edges between CNs. In each iteration, determine all vertices
that have degree at most ¢ and remove them, together with
all adjacent edges. The decoding is successful if the resulting
graph is empty after (at most) ¢ iterations.
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B. Density Evolution

We wish to characterize the decoding performance in the
limit as n — oo. The first important observation is that with
the assumptions given so far (in particular the finite erasure-
correcting capability of the component codes), this problem is
ill-posed for a fixed erasure probability p. The reason is that
for n — oo, with high probability there will be a large number
of erasures associated with each component code. Even if we
choose p very small, eventually, the number of erasures will
exceed the (assumed) finite erasure-correcting capability of
each component code. In other words, for any fixed p and
n — oo, the decoding will fail with high probability.

In order to allow for a meaningful analysis, the natural
choice is to let the erasure probability decay slowly as p = ¢/n
for some ¢ > 0. Since now p — 0 as n — o0, one may
(falsely) conclude that the decoding will always be successful
in the limit. As we will see, however, the answer depends
crucially on the choice of ¢, which may thus be interpreted as
the effective channel quality in this regime. Its operational
meaning (assuming an appropriate choice for v, see [10,
Sec. VI-A]) is given in terms of the expected number of initial
erasures per component code.

Now, assume that we compute

20 =W, (eBxV), with 29 = -, (cBz“"Y), 4)

where (® = 1, and B £ ~n. The main technical result
is that the fraction of component codes that declare decodin
failures in iteration ¢ converges almost surely to % Zle zi(g
as n — oo. In other words, the code performance concentrates
around a deterministic value computed by the recursion (4)
for sufficiently large n. This result is analogous to the DE
analysis for LDPC codes [9, Th. 2]. The proof exploits the
above peeling representation of the decoding and is based
on a convergence result for so-called inhomogeneous random
graphs in [15], see [10] for details.

For notational convenience, we define h(x) £ Us,(cx), so
that the recursion in (4) can be succinctly written as

z¥) = h(Bz™Y). 5)

Furthermore, the decoding threshold is defined in terms of the
effective channel quality as

¢2sup{c>0]z(> =0.}. (6)

Remark 1. For component codes with fixed erasure-correcting
capabilities, one can show that the code rate of C,(n) ap-
proaches 1 as n — oo. The studied setup is sometimes also
referred to as the high-rate regime or high-rate scaling limit
[16]. It turns out that the regime that can be analyzed is also
the regime that is relevant in practice: It is at high rates where
GPCs are competitive in terms of performance and complexity
compared to other code families, e.g., LDPC codes [3]-[5].

IV. APPLICATIONS

In this section, we discuss the analysis and design of three
different classes of GPCs: spatially-coupled PCs, symmetric

GPCs, and GPCs based on component code mixtures. This
section is based on results presented in [10]-[12], [17].

A. Spatially-Coupled Product Codes

Of particular interest are cases where the matrix 7 has a
band-diagonal ‘“convolutional-like” structure. The associated
GPC can then be classified as a spatially-coupled PC. For ex-
ample, the GPCs discussed in Examples 2 and 3, i.e., staircase
and braided codes, are particular instances of spatially-coupled
PCs. The matrix B is referred to as an averaging matrix in this
case. Spatially-coupled codes have attracted a lot of attention
in the literature due to their outstanding performance under
iterative decoding [18], [19].

Spatially-coupled PCs have been previously analyzed using
ensemble-based methods in [6], [16]. In [12], we compare
the obtained DE recursion in (5) for deterministic spatially-
coupled PCs to the DE recursion for the spatially-coupled PC
ensemble in [16]. Without going into the details, the ensemble
performance is described by the recursion (see [16, eq. (9)]
and [12, Sec. III])

) = h(Bx™Y), (7)

where 2@ =1;, B2 ATA, and Aisan L —w+1x L
matrix with entries 4; ; = w™1{1 <j—i+1<w}forie
[L —w+1] and j € [L]. The parameter w is referred to as
the coupling width. For example, for L = 6, the matrix B for
w = 2 and w = 3 is given by

110 0 0 O 111000
121 0 0 0 12 2 1 00
1fo 1.2 100 1123210(8)
410 01 2 1 0} 01 2 3 2 1|’
00 01 21 0012 21
000 011 0 00 1 11

respectively. The ensemble DE recursion (7) has evidently the
same form as (5). The difference lies in the averaging due to
the matrix B. This is illustrated in the following example.

Example 4. For the braided codes in Example 3, one can
simplify (5) by exploiting the inherent symmetry in the code
construction which implies ﬂcge) = xl(?l for odd i and any ¢. Tt
is then sufficient to retain odd (or even) positions in (5). With
this simplification, the effective averaging matrix is given by

110 0 0 O

111000

, 1101110 0

B=3100111 0 ®
0001 11
000011

for L = 12. The matrix B’ may be used to replace B in
(5). Moreover, B’ differs from both matrices B in (8). In
general, the effective averaging matrices for the randomized

and deterministic constructions are not the same. A

It is shown in [12] that there exists a different but related
family of (deterministic) braided codes that has the same ef-
fective averaging matrix as the spatially-coupled PC ensemble,
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(a) 5 x 5 array

(b) Tanner graph

Fig. 2. Tllustrations for an HPC with n = 5. In the array, “*” means “equal
to the transposed element”. The highlighted array elements illustrate one
particular code constraint, which is also highlighted in the Tanner graph.

ie., we have B’ = B. This implies that the resulting DE
recursions are identical and certain ensemble-properties proved
in [16] (in particular lower bounds on the decoding threshold)
also apply to certain deterministically constructed spatially-
coupled PCs.

B. Symmetric Generalized Product Codes

All examples for C,,(n) discussed so far share the property
that the corresponding matrix 17 does not contain any ones on
the diagonal, i.e., n;; = 0 for all ¢ € [L]. In this section, we
discuss the implications of choosing 7; ; = 1. In other words,
we discuss the implications of connecting CNs to other CNs
at the same position in the deterministic GPC construction.

The simplest case is obtained when there is only one
position (i.e., L = 1) and we have n = 1 with v = 1. The
resulting Tanner graph can be described as a “‘complete Tanner
graph”: There exist n CNs in total and each CNs is connected
to all other CNs through a VN. All CNs have degree n — 1
and the total number of VN, i.e., the length of the resulting
code Cy,(n), is given by m = (). Tanner already used such
a construction as one of the first examples in [2, Fig. 6].

While the graph structure appears to be appealing due to
its simplicity, it is not immediately clear if C,(n) has a
corresponding interpretation in terms of a code array. Such an
interpretation was later provided by Justesen in [4, Sec. III-B].
In particular, assume that we start with a conventional (square)
PC based on a component code with length n. Then, form a
subcode of this PC by retaining only symmetric codeword
arrays (i.e., arrays that are equal to their transpose) with a
zero diagonal. After puncturing the diagonal and the upper (or
lower) triangular part of the array, one obtains a code of length
m = (g) Justesen termed the resulting codes half-product
codes (HPCs), emphasizing the fact that they have roughly
half the length of the PCs from which they are derived.

Example 5. Figs. 2(a) and (b) show the code array and Tanner
graph of an HPC for n = 5 and m = 10. The highlighted array
elements show the code symbols participating in the second
row constraint, which, due to the enforced symmetry, is also
the second column constraint. Effectively, each component
code acts on an L-shape in the array, i.e., both a partial row
and column, which includes one diagonal element. The degree
of each CN is n—1 = 4, due to the zeros on the diagonal. A

The definition of an HPC as a (punctured) symmetric
subcode of a conventional PC extends without much difficulty
to other GPCs. This leads to the class of symmetric GPCs
which can be seen as a subclass of GPCs [17]. In general,
symmetric GPCs use symmetry to reduce the block length of
a GPC while employing the same component code [17].

Example 6. Consider again the code array in Fig. 1(b) corre-
sponding to the braided code in Example 3. Similar to an HPC,
we can form a half-braided code by enforcing the additional
constraint that the array should be equal to its transpose and
the array diagonal is zero (see [11, Fig. 1] for an illustration).
After puncturing, we find that this GPC is defined by a matrix
n where 7; ; = 1 if and only if |i — j| < 3. For example, if
we start with a braided code where L = 12, then the matrix n
for the corresponding half-braided code is given by n = 3B’,
where B’ is given in (9). A

An interesting question is how symmetric PCs perform
when compared to their nonsymmetric counterparts. Partial
answers to this question are given in [17] and [11]. For
example, it is shown in [17] that, depending on the parameters,
HPCs can have a larger normalized minimum distance than the
PC from which they are derived. For the half-braided codes
discussed in Example 5, a comparison with staircase codes and
regular braided codes can be found in [11]. The comparison
is based on the derived DE equations and supplemented with
an error floor analysis. It is shown that half-braided codes can
outperform both staircase codes and regular braided codes in
the waterfall region, at a lower error floor and decoding delay.
In general, symmetric PCs appear to be interesting candidates
for further theoretical investigation and also implementation
in practical communication systems.

C. Component Code Mixtures

In the construction of C,(n), it is assumed that each CN
corresponds to a t-erasure correcting component code. More
generally, one may wish to assign different erasure-correcting
capabilities to the component codes associated with the CNs.
One example is given by a PC where the row and column
codes can correct a different number of erasures. If the erasure-
correcting capabilities also vary across the row (or column)
codes, one obtains a so-called irregular PC [20], [21].

In order to formalize this concept in the context of the deter-
ministic GPC construction, assume that 7 = (71,...,7,, )7
is a probability vector (i.e., 177 = 1 and 7 = 0). We let
7+ be the fraction of CNs at each position that can correct
t erasures, where tp,x is the maximum erasure-correcting
capability. We further define the average erasure-correcting
capability as £ = )_,™ t7;. The assignment of the erasure-
correcting capabilities to the component codes can be done
in different ways. For example, we can do the assignment
deterministically if 7¢d is an integer for all ¢, or independently
at random according to the distribution 7. In both cases,
T manifests itself in the DE equation (5) by changing the
function h to h(z) = 3™ 7, W5, (cx), see [10] for details.

The resulting GPCs now depend on 7 and this change is
reflected in our notation by writing C,,(n, 7). For a fixed n, we
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Fig. 3. Simulation results (dashed) for regular and optimized irregular HPCs
for two values of n and £ = 100. DE results (solid) are shown for ¢ = 100.

are interested in finding “good” distributions 7, in the sense
that they lead to large decoding thresholds for C,,(n, 7).

Example 7. For L = 1, n = 1, and v = 1, we refer to
the resulting code C,(n,T) as an irregular HPC. This case
is considered in detail in [10]. It is shown that the perfor-
mance of HPCs can be improved by employing component
codes with different strengths. Using an approach based on
linear programming and fixing the average erasure-correcting
capability to be ¢ = 7, we obtain the optimized distribution

74 = 0.495, 79 =0.029, 79 =0.476. (10)

The decoding threshold is given by ¢ ~ 12.88 compared to
¢ ~ 11.34 for a regular HPC with 7 = 1. Fig. 3 shows
simulation results for n = 1000 and n = 3000 together with
the DE prediction, where we used ¢ = 100. The performance
gain predicted by DE is similar to what is achieved for finite
lengths. Note that the figure shows a scaled bit error rate (BER)
plotted against the effective channel quality c in order to better
illustrate the convergence of the simulation results towards the
asymptotic DE curve for increasing n, see [10, Sec. II-D] and
[10, Sec. VII-E] for details. A

Example 8. For spatially-coupled PCs, one may use the
approach described in [19] to study iterative decoding thresh-
olds. In particular, the decoding thresholds for the braided
code family mentioned in the last paragraph of Section IV-A
coincides with the so-called potential threshold defined in [19],
provided that the coupling width is sufficiently large. This
result is useful since it is typically easier to characterize the
potential threshold (both numerically and theoretically) than
the actual decoding threshold. Now, assume that we employ
different component codes according to 7. In this case, the
potential threshold depends on 7. In [12, Th. 2], it is proved
that for a fixed ¢ € {2,3,...}, the potential threshold is
maximized by a regular distribution where 77 = 1. From this,
we can conclude that employing component code mixtures
for spatially-coupled PCs is not beneficial from an asymptotic
point of view. A

V. CONCLUSION

A deterministic construction of GPCs is reviewed along with
a DE analysis for code sequences. As an application, these
results are used to design and analyze spatially-coupled PCs,
symmetric GPCs, and GPCs with component code mixtures.
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Abstract—Recent research on distributed storage systems
(DSSs) has revealed interesting connections between matroid
theory and locally repairable codes (LRCs). The goal of this paper
is to illustrate these as well as some new — rather technical in
nature — results via simple examples. The examples embed all
the essential features of LRCs, namely locality, availability, and
hierarchy alongside with related generalized Singleton bounds.

I. INTRODUCTION

The need for large-scale data storage is continuously in-
creasing. Within the past few years, distributed storage systems
(DSSs) have revolutionized our traditional ways of storing,
securing, and accessing data. Storage node failure is a frequent
obstacle in large-scale DSSs, making repair efficiency an im-
portant objective. A bottle-neck for repair efficiency, measured
by the notion of locality [1], is the number of contacted nodes
needed for repair. The key objects of study in this paper
are locally repairable codes (LRCs), which are, informally
speaking, storage systems where a small number of failing
nodes can be recovered by boundedly many other (close-by)
nodes. Repair-efficient LRCs are already in use for large-scale
DSSs used by, for example, Facebook and Windows Azure
Storage [2].

Another desired attribute, measured by the notion of avail-
ability [3], is the property of having multiple alternative
ways to repair nodes. This is particularly relevant for nodes
containing so-called hot data that is frequently and simulta-
neously accessed by many users. Moreover, as failures are
often spatially correlated, it is valuable to have each node
repairable at several different scales. This means that if a node
fails simultaneously with the set of nodes that should normally
be used for repairing it, then there still exists a larger set of
helper nodes that can be used to recover the lost data. This
property is captured by the notion of hierarchy [4], [5] in the
storage system.

In this paper, we consider the hierarchical availability of
linear LRCs. Our main mathematical tools for analyzing
linear LRCs come from matroid theory. A matroid is an
abstract structure in algebraic combinatorics. Matroids have
been successfully used to solve problems in many areas in
mathematics and computer science [6], [7], [8], [9], [10].
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#276031, #282938, #283262. The support from the European Science Foun-
dation under the COST Action IC1104 is also gratefully acknowledged.

Thomas Westerbdck and Camilla Hollanti
Department of Mathematics and Systems Analysis
P.O.Box 11100, FI-00076 AALTO, Finland
Emails: {firstname.lastname} @aalto.fi

a) Related Work: Network coding techniques for large-
scale DSSs were considered in [11]. Since then, a plethora of
research on DSSs with a focus on linear LRCs and various
localities has been carried out, see [12], [1], [13], [14], [15]
among many others. Availability for linear LRCs was defined
in [3]. The notion of hierarchical locality was first studied in
[4], where bounds for the global minimum distance were also
obtained.

Let us denote by (n,k,d,r,d,t), respectively, the code
length, dimension, global minimum distance, locality, local
minimum distance, and availability. Bold-faced parameters
(n,k,d,t) will be used in the sequel to refer to hierarchical
locality and availability. It was shown in [2] that the (r, 0 = 2)-
locality of a linear LRC is a matroid invariant. The connection
between matroid theory and linear LRCs was examined in
more detail in [17]. In addition, the parameters (n,k,d,r,d)
for linear LRCs were generalized to matroids, and new results
for both matroids and linear LRCs were given therein. Even
more generally, the parameters (n,k,d,r,d,t) were gener-
alized to polymatroids, and new results on the parameters
(n,k,d,r,o,t) for matroids and nonlinear LRCs were derived
in [16].

b) Contributions and Notation: The main purpose of this
paper is to give an overview of the connection between matroid
theory and linear LRCs with availability and hierarchy via
examples. In particular, we are focusing on how the parameters
(n,k,d,t) of a LRC can be analyzed using the lattice of cyclic
flats of an associated matroid, and on a construction derived
from matroid theory that provides us with linear LRCs. The
results reviewed here were mostly derived in [17], [16]. In
addition, we provide a glance at our recently submitted work
[5]. The following notation will be used throughout the paper:

F: a field;

Fq: the finite field of prime power size g;

E: a finite set;

G: a matrix over F with columns indexed by £}

G(X): the matrix obtained from G by the columns
indexed by X, where X C F;

C(G):  the vector space generated by the columns of G;

R(G): the vector space generated by the rows of G,

C: linear code C' = R(G) over F generated by G;

Cx: the punctured code of C' on X, i.e.,

Cx = R(G(X)), where X C E;
25. the collection of all subsets of a finite set S;
[5]: the set {1,2,...,5} for an integer j.
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The motivation to study punctured codes arises from hier-
archy; the locality parameters at the different hierarchy levels
correspond to the global parameters of the related punctured
codes. This further leads to so-called restricted matroids.

We also point out that G(E) = G and Cg = C. We will
often index a matrix G by [n]|, where n is the number of
columns in G.

Example 1.1: Let E = [7] and C the linear code
generated by the matrix G over Fo, with columns in-
dexed by [7]. Then, for X = {5,6,7}, we have Cx =
{(000), (110), (101), (011)} with the generator matrix G(X).

, G(X) =

Q

Il
O O O —=| —
OO~ O
O OO W
[l E=lE ==l
—— Ol Ol
O = = =
— Ol ==
=l R =1
O —=| —=| =
—| O | —=|

II. PRELIMINARIES

a) Linear Codes as Distributed Storage Systems: A
linear code C can be used to obtain a DSS, where every
coordinate in C' represents a storage node in the DSS, and
every point in C represents a stored data item. While one often
assumes that the data items are field elements in their own
right, no such assumption is necessary. However, the alphabet
(to which the data items belong) must be acted upon freely by
the field, for example as a vector space. Therefore, if the data
items are measured in, e.g., kilobytes, then we are restricted
to work over fields of size not larger than about 2'°°°. Beside
this strict upper bound on the field size, the complexity of
operations also makes small field sizes — ideally even binary
fields — naturally desirable.

Example 2.1: Let C be the linear code generated by the
following matrix G over Fj:

O O —| O N
O = O O W
— OO O~
o| —| o —| o
Ol ===
—| O 9| —| o
N O | — O

O O | =

O O O = —

Then, C corresponds to a 9 node storage system, storing four
files (a,b, ¢, d), each of which is an element in an alphabet on
which 3 acts freely. In this system, node 1 stores a, node 5
stores a + b, node 9 stores a + 2b + 2d, and so on.

Two very basic properties of any DSS are that every node
can be repaired by some other nodes and that every node
contains some information. We therefore give the following
definition.

Definition 2.1: A linear [n,k,d]-code C' over a field is a
non-degenerate storage code if d > 2 and there is no zero
column in a generator matrix of C.

b) Linear LRCs with Hierarchical Availability: The very
broad class of linear LRCs with h-hierarchical availability will
be defined next.

Definition 2.2: Let G be a matrix over F indexed by E and
C the linear code generated by G. Then, for X C F, Cx is

a linear [nx, kx,dx]-code where

nx = ‘X|7
kx = rank(G(X)),
dx =min{|Y]:Y C X and kx\y < kx}.

Example 2.2: Consider the storage code C' from Exam-
ple 2.1. Let Y7 = {1,2,3,5,6,7}, X1 = {1,2,5} and
X, = {2,6,7}. Then Cy,, Cx, and Cx, are storage codes

with
[nyl ) le ’ le} = [67 3, 3} )
[nXI’kX17Xm} = [37272}7
[an’ngdeg} = [3,2,2}.

The parameter dx is the minimum (Hamming) distance
of Cx. We say that C' is an [n,k,d]-code with [n,k,d] =
[nE7 kEa dE]

Definition 2.3: Let h > 1 be an integer, and let

(n,k,d,t) =[(n1, k1, d1, t1), ..., (nn, kn, di, th)]

be a h-tuple of integer 4-tuples, where k; > 1, n;,d; > 2,
and t; > 1 for 1 < ¢ < h. Then, a coordinate x of a
linear [n, k, d] = [no, ko, do]-LRC C' indexed by E has h-level
hierarchical availability (n, k,d, t) if there are ¢; coordinate
sets X1,...,X:, € E such that

(i) = e X, forie€ [ti],

(ZZ) i,je [tl],i#jiXiij:{iL‘L

(#i1) nx, <ny, kx, = k1 and dx, > d; for the punctured
[nxi,kxi,dxi}—code CX,‘,a for ¢ € [tl],

(tv) for ¢ € [t1], = has (h — 1)-level hierarchical availa-

bility [(ng, ko, da, t2)7 Cee (’n}“ kn, dh,th)} in Cxi.

The code C' above as well as all the related subcodes Cx;,
should be non-degenerate. For consistency of the definition,
we say that any symbol in a non-degenerate storage code has
0O-level hierarchical availability.

Example 2.3: Let C be the code generated by the matrix
G in Example 2.1 and = = 2. Then x has 2-level hierarchical
availability

(n,k,d,t) =1(6,3,3,1),(3,2,2,2)].

This follows from Example 2.2 where Cy, implies the
(6, 3,3, 1)-availability, and the (3,2,2,2)-availability is im-
plied by Cx, and Cx,.

Definition 2.4: A subset X C FE has h-level hierarchical
availability (n,k,d,t) in C, if every © € X has h-level
hierarchical availability (r,d,t) in C.

An information set of a linear [n, k,d]-code C' is defined
as a set X C E such that kx = |X| = k. Hence, X is an
information set of C' if and only if there is a generator matrix
G of C such that G(X) equals the identity matrix, i.e., C
is systematic in the coordinate positions indexed by X when
generated by G. In terms of storage systems, this means that
the nodes in X together store all the information of the DSS.

Example 2.4: Two information sets of the linear code C
generated by G in Example 1.1 are {1, 2, 3,4} and {1, 2,6, 7}.
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III. MATROIDS AND LINEAR CODES

In this section we give some basics about matroids and their
connection to linear codes. For more information on matroids
we refer the reader to [18].

a) Matroid Fundamentals: Matroids were introduced by
Whitney in 1935 [19] in order to capture fundamental proper-
ties of independence common to various areas of mathematics.

Definition 3.1: A (finite) matroid M = (Z, E) is a finite set
E and a collection of subsets Z C 2F such that

(I.1) DeT,
(I12) YeI, XCY=X¢e1T,
(1.3) For all pairs X,Y € 7 with | X| < |Y], there exists

y €Y\ X such that X U{y} € Z.

The subsets in Z are the independent sets of the matroid.
Any matrix G is associated with a matroid M[G] = (Z, E),
where the columns of GG are indexed by E and a subset X of
E' is independent if and only if the column vectors indexed
by X in G are linearly independent.
Example 3.1: Let G be the matrix given in Example 2.1.
Then, when M[G] = (Z,]9]), we have

{3,4,6},{1,2,3,8},{2,3,4,6} € Z,

and {1,2,3,7} ¢ 7.

A matroid M is linear if there exists a matrix G such that
M = M|G]. If a matroid M can be represented by a matrix
over a specific field [F then M is F-linear.

Example 3.2: The matroid that arises from the matrix G in
Example 2.1 is linear. In particular, it is FF-linear for any field
[ with characteristic # 2, ensuring that 2 # 0 in F.

The F-linearity of a matroid may depend on the field F.
Further, many matroids are not linear over any field, and
it is strongly believed (but not proven) that this is true for
asymptotically almost all matroids.

An alternative, but equivalent definition of a matroid is the
following.

Definition 3.2: A (finite) matroid M = (p,FE) is a finite
set E together with a function p : 2F — Z such that for all
subsets X,Y C F

(R1) 0<p(X)<|X],
(R2) XCY = p(X)<p(Y),
(R3) p(X)+p(Y) = p(X UY)+ p(XNY).

The rank function p and the independents sets Z of a matroid
on a ground set F are linked as follows: For X C F,

p(X)=max{|Y|: Y C X and Y € T},

and X € 7 if and only if p(X) = | X]|.

For a linear matroid M [G] = (p, E), the rank p(X) equals
the rank of G(X) over the ground field FF.

Example 3.3: Let G be the matrix given in Example 1.1.
Then, p(3,4,6) = 3, p({3,4,5}) = 2 and p([7]) = 4 for the
linear matroid M[G] = (p, [7]).

The restriction of M = (p, E) to a subset X of E is the
matroid M|X = (p|x, X), where

px(Y)=p(Y), for Y C X. (1)

Obviously, M|E = M.

For any linear matroid M[G] = (p, E) and subset X C FE,
the restriction of M[G] to X equals the linear matroid on
G(X), ie.,

MI[G)IX = M[G(X)].

An important property of M[G]|X is that
M[G)|X = M[Gx]

for every matrix Gx whose row space equals the row space
of G(X).

Example 3.4: Let G be the matrix given in Example 1.1.
Then, for X = {5,6,7}, M[G]|X = M|Gx]| where

11110
1101

Gx =

Indeed, observe that the row (0,1, 1) is obtainable as the sum
of these two rows, as GG is a matrix over Fy.

We need a few more concepts from matroid theory. Let
M = (p, E)) be a matroid and X a subset of E. The subset
X is a circuit if it is dependent and all proper subsets of X
are independent, i.e., p(X) = |X|—1 and p(Y') = |Y| for all
Y C X. A cyclic set is a (possibly empty) union of circuits.
Equivalently, X is cyclic if for every x € X

p(X\{z}) = p(X).
Let us define the operation cyc : 2 — 2F by
cye(X) = X\ {z e X : p(X \ {z}) <p(X
Then X is cyclic if and only if cyc(X) = X.
Dually, we define the closure of X to be
(X)) =XU{ye E\X: p(XU{y})=p(X)}
and say that X is a flat if cl(X) = X. Therefore, X is a cyclic
flat if
p(X\ {z}) = p(X) and p(X U {y}) > p(X)

for all z € X and y € E \ X. The set of circuits, cycles and
cyclic flats of M are denoted by C(M), U(M) and Z(M),
respectively. For the ease of notation, we will also use the
nullity function 7 : 2F — Z on M, where

n(X) = |X] = p(X) for X C E.

)}

A maximal independent set of M is called a basis, i.e., X is
a basis if p(X) = |X| = p(E).
Let M[G] = (p, E)) be a linear matroid. Then X C E is

a cyclic flat if and only if the following two conditions are
satisfied

(1) C(GX))NC(G(E\ X)) =0, where O is the

zero column,

(i1) z€ X = C(G(X\{z})) = C(G(X)).

Example 3.5: Let G be the matrix given in Example 1.1.
Then, with C = C(M[G]), U = U(M][G]) and Z = Z(M|G]),
{3,4,5},{3,4,6,7},{5,6,7} € C, {3,4,5,6,7} ¢ C,

{3’ 47 5}7 {37 47 67 7}’ {57 67 7}7 {37 47 5’ 67 7} E u?
{3’ 4) 5}7 {5’ 67 7}7 {37 47 57 67 7} 6 Z’ {37 47 67 7} ¢ Z'
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b) Linear Matroids and Codes: There is a straightfor-
ward connection between linear codes and matroids. Indeed,
let C' be a linear code generated by a matrix G. Then C
is associated with the matroid M[G] = (p,E). As two
different generator matrices of C' have the same row space,
they will generate the same matroid. Therefore, without any
inconsistency, we denote the associated linear matroid of C'
by M¢ = (pc, E). In general, there are many different codes
C # C' with the same matroid structure Mo = Mcr.

A property of linear codes that depends only on the matroid
structure of the code is called matroid invariant. For example,
the collection of information sets and the parameters [n, k, d]
of a code are matroid invariant properties.

In addition to the parameters [n, k, d] of a linear code C, we
are also interested in the length, rank and minimum distance
of the punctured codes, since these corresponds to the locality
parameters at the different hierarchy levels. A punctured code
can be analyzed using matroid restrictions, since Mg x =
M¢|X for every coordinate subset X. Thus, the parameters
[nx,kx,dx] of Cx are also matroid invariant properties forC'.

Proposition 3.1: Let C be a linear [n, k, d]-code and X C E.
Then for M¢ = (pc, E),

nx = |X|7

kX :pC(X)7

dx =min{[Y[:Y C X, pc(X \Y) < pc(X)},
X is an information set of C' <—

X is a basis of Mg <= p(X) = |X|=k.

(i
(i

iii
(iv

—
—_

Example 3.6: Let C denote the [n, k, d]-code generated by
the matrix G given in Example 2.1. Then [n, k, d] = [9,4, 3],
where the value of d arises from the fact that pc ([9]\{¢,7}) =
4 for i, = 1,2,...,7, and pc([9] \ {4,8,9}) = 3. Two
information sets of C are {1,2,3,4} and {1,2,6,8}.

Not every property of a linear code is matroid invariant, an
important counter-example being the covering radius [20].

IV. CycLIC FLATS AND LINEAR (n, k, d, t)-LRCS

Our main matroid theoretical tool in this paper for analyzing
linear LRCs is the lattice of cyclic flats, together with the rank
function restricted to this lattice.

a) The Lattice of Cyclic Flats: A collection of sets P C
2% ordered by inclusion defines a poset (P, C). Let X and
Y denote two elements of P. The elements X and Y have a
Jjoin if there is an element Z € P, denoted by X VY, such
that X CZ, Y CZ,andif WeP, X CW,Y CW, then
Z CW.

Dually, the elements X and Y have a meet if there is an
element Z € P, denoted by X AY,suchthat Z C X, Z CY,
andif WeP, WC X, WCY, then W C Z.

The poset (P, C) is a lattice if every pair of elements in P
has a join and a meet. The bottom and top elements of a finite
lattice (P, C) always exist, and are denoted by 1p = \/ ep X
and Op = A y.p X, respectively.

Now, recall that for a matroid M = (p,E) and X C E,
the collection of cyclic flats of M is denoted by Z(M), and

consists of all X C FE such that p(X \ {z}) = p(X) for all
z € X and p(X U{y}) > p(X) forally € E\ X.

Two basic properties of the cyclic flats of a matroid are
given in the following proposition.

Proposition 4.1 ([21]): Let M = (p, E) be a matroid and
Z the collection of cyclic flats of M. Then,

O p(X) =min{p(F)+|X\F|: Fe Z}, for X CE,

(i) (Z2,Q) is alattice, X VY =cl(X UY) and
XAY =cyc(XNY) for X,Y € Z.

Proposition 4.1 (i) shows that a matroid is uniquely deter-
mined by its cyclic flats and their ranks.

Example 4.1: Let Mo = (pc, E') be the matroid associated
to the linear code C generated by the matrix G given in
Example 2.2. The lattice of cyclic flats (£, C) of M is given
in the figure below, where the cyclic flat and its rank are given
at each node.

(19,4)

({1,2,3,5,6,7}

17 37 47 67 87 9}7 3)

(©,0)

In [21], Theorem 3.2 gives an axiom scheme for matroids
via cyclic flats and their ranks. This gives a compact way to
construct matroids with prescribed local parameters, which we
have exploited in [17].

b) Properties of Linear LRCs via the Lattice of Cyclic
Flats: The results given in this section can be found in [17],
[5].

For a linear [n, k, d]-code C with M¢ = (pc, E) and Z =
Z(M¢), and for a coordinate x, we have

(i) d>2 <= 1z=E,
(it) C{zy # {Op} forevery x € E <= 0z = 0.

Hence, by Definition 2.1, the following propositions are
straightforward.

Proposition 4.2: Let C be a linear [n,k,d]-code and Z
denote the collection of cyclic flats of the matroid Mg =
(pc, E). Then C is a non-degenerate storage code if and only
if0z=0and 1z =E.

Proposition 4.3: Let C be a non-degenerate storage code
and Mc = (pc, E). Then, for X C E, Cx is a non-
degenerate storage code if and only if X is a cyclic set of M.
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If X is a cyclic flat! of a matroid M, then Z(M|X) =
{F € Z(M) : F C X}. Therefore, studying the parameters
(n,k,d,t) of the punctured codes C'x, amounts to studying
the order ideals {F € Z(M) : F C X,} in the lattice of
cyclic flats Z(M¢).

¢) Constructions of Linear (n,k,d,t)-LRCs: In [17],
a construction of a broad class of linear LRCs is given via
matroid theory. This is generalized in [16] and[5] to account
for availability and hierarchy, respectively. Here, we only
sketch the key elements of the construction.

First, let I, ..., F}, be a collection of subsets of a finite
set E. Assign a function p : {F;} U {E} — Z satisfying

(1) 0< p(F;) <|F forie [m],
(1)) p(E) < |Fing| + X (P(F3) = | i),
(iii) j € [m] = [Flmp gy N F5| < p(F).

Now, denoting F; = U, F;, we can extend p to {Fr} — Z,
by
p(Fr) = min(|Fr| + 3 p(Fy) — |Fil, p(E)).
ici

Ignoring the sets Fy with I # [m] and p(F) = p(Fy) = p(E),
we have thus constructed a lattice of cyclic flats with pre-
scribed parameters, following the axiomatic scheme from [21].

d) Some Classes of Linear LRCs: The class of linear
(n,k,d,t)-LRCs is a very general class. Almost all existing
literature on linear LRCs focuses on the case where one or
more of the parameters are specialized. Two well studied sub-
classes are 1-level linear (ny =r+1,k; = r,dy =0 = 2,t1)-
LRCs and (n1 =r+6d—1,k =rd =461t = 1)-LRCS
over an information set or over all code symbols. Cases with
t > 2or h > 2 are not as well studied as of yet. However,
matroid theory and especially the lattice of cyclic flats seem
to provide the required tools for the whole class of linear
(n,k,d,t)-LRCs.

In particular, the class of 1-level linear (n,k,d,r,d,t =
1)-LRCs was examined in [17], and h-level linear
(n,k,d,r,0,t = 1)-LRCs in [4]. The h-level case was later
generalized to matroids in [5], and generalised Singleton
bounds were given for matroids. This implies, as special cases,
the same bounds on linear LRCs and other objects related
to matroids, e.g. graphs, almost affine LRCs, and matchings.
By generalized Singleton bounds we mean results that upper
bound the minimum distances d; in terms of the other pa-
rameters (n,k,d,t). The most general Singleton bound for
matroids with hierarchy in the case ¢ = 1 are the following
given for linear codes in [4] and for matroids in [5]:

di(M) <mni— ki +1=Y (dj —dj11) (Hﬂ - 1> ,

J>i J
where we say dp41 = 1.

Moreover, results on nonlinear 1-level (nq, k1, d1, t1)-LRCs
over arbitrary alphabets is given in [16], where generalizations

'In addition, looking at cyclic sets X’ within a cyclic flat X can give us
repair groups with n'y, < ny,ry = rx,dy = dx. This will be of use
when looking at information set locality instead of all-symbol locality.

of matroids, in particular polymatroids, are used to derive
corresponding results for matroids and linear LRCs. The most
general Singleton bound in the regime ¢ # 1, h = 1, with
all-symbol locality and information-symbol availability is

a<n—pe1- (| D] 6o

also given in [16].

As a natural next step, the notions of hierarchy and avail-
ability should be studied further from the matroid theoretic
perspective, and the related level-specific generalized Single-
ton bounds should follow. Moreover, adaptions of our methods
to account for field size should be studied.
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Reed-Muller Codes: Thresholds and Weight
Distribution

M. Mondelli, S. Kudekar, S. Kumar, H. D. Pfister, E. Sasoglu, and R. Urbanke

Abstract

We describe a new method to compare the bit-MAP and block-MAP decoding thresholds
of Reed-Muller (RM) codes for transmission over a binary memoryless symmetric channel.

The question whether RM codes are capacity-achieving is a long-standing open problem
in coding theory and it has recently been answered in the affirmative for transmission over
erasure channels. Remarkably, the proof does not rely on specific properties of RM codes,
apart from their symmetry. Indeed, the main technical result consists in showing that any
sequence of linear codes, with doubly-transitive permutation groups, achieves capacity on
the memoryless erasure channel under bit-MAP decoding.

A natural question is what happens under block-MAP decoding. If the minimum distance
of the code family is close to linear (e.g., of order N/log(N)), then one can combine an
upper bound on the bit-MAP error probability with a lower bound on the minimum distance
to show that the code family is also capacity-achieving under block-MAP decoding. This
strategy is successful for BCH codes. Unfortunately, the minimum distance of RM codes
scales only as VN , which does not suffice to obtain the desired result. Then, one can exploit
further symmetries of RM codes to show that the bit-MAP threshold is sharp enough so
that the block erasure probability also tends to 0. However, this technique relies heavily on
the fact that the transmission is over an erasure channel.

We present an alternative approach to strengthen results regarding the bit-MAP threshold
to block-MAP thresholds. This approach is based on a careful analysis of the weight
distribution of RM codes. In particular, the flavor of the main result is the following: assume
that the bit-MAP error probability decays as N ~°, for some § > 0. Then, the block-MAP
error probability also converges to 0. This technique applies to the transmission over any
binary memoryless symmetric channel. Thus, it can be thought of as a first step in extending
the proof that RM codes are capacity-achieving to the general case.
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From LDPC Codes to LDA Lattices:
A Capacity Result

Nicola di Pietro
Texas A&M University at Qatar
c/o Qatar Foundation, Education City
P.O. Box 23874, Doha, Qatar
nicola.ndp@gmail.com

Abstract—This paper contains a summary of the arguments
used to show how to achieve capacity of the AWGN channel with
Voronoi constellations of LDA lattices under lattice decoding. No
dithering is required in the tranmission scheme and capacity
is achievable with LDA lattices whose parity-check matrices
have constant row and column degrees. Although most of the
technical details of the proof cannot be treated here, the reader
is introduced to the fundamentals and novelties of the authors’
approach to the problem. The random capacity-achieving LDA
ensemble is presented and the definition of D-goodness of a
bipartite graph is given. As an example of the power of this tool
for investigating LDA lattices, a lemma about their minimum
Hamming distance is provided.

I. INTRODUCTION

This paper addresses the problem of communication over
the Additive White Gaussian Noise (AWGN) channel with
lattice codes and lattice decoding. This decoding strategy is
suboptimal with respect to the maximum likelihood (ML)
decoder, but its easier algorithmic nature makes it appealing
for both theoretical analysis and practical implementation.

Erez and Zamir [11], [18] were the first to provide a
full proof that capacity can be achieved in this context.
Their solution is based on the Modulo-Lattice Additive Noise
(MLAN) channel and Voronoi constellations with Construction
A lattices. More recently, Belfiore and Ling [15] proposed
a solution that involves a non-uniform distribution on the
channel inputs and a probabilistically finite codebook.

Once the theoretical problem of non-constructively achiev-
ing capacity was solved, it left the place to the challenge of
designing some constructive families of lattices adapted to
iterative decoding with close-to-capacity performance. Most of
the proposed families are inspired by LDPC and turbo codes
[1], [21]-[23] and an interesting work about lattices based
on polar codes exists [25]; the latter are also shown to be
capacity-achieving.

The authors of this paper have contributed to this research
domain with the introduction of two lattice families: the most
recent are the Generalized Low-Density (GLD) lattices [3],
[4]. They show great performance under iterative decoding
and numerical simulations have been run in remarkably high
dimensions (up to one million). Moreover, [10] provides a the-
oretical analysis about the possibility of achieving the so called
Poltyrev capacity with infinite GLD-lattice constellations.

Gilles Zémor
IMB, Université de Bordeaux
351, cours de la Libération
F-33405, Talence Cedex, France
zemor @math.u-bordeaux.fr

Joseph J. Boutros
Texas A&M University at Qatar
c/o Qatar Foundation, Education City
P.O. Box 23874, Doha, Qatar
boutros @ieee.org

The second family is the one of Low-Density Construction
A (LDA) lattices, to which this paper is entirely devoted. LDA
lattices put together the strength of Construction A and LDPC
codes, and their corresponding parity-check matrix is sparse.
This is the key idea to reconduct their decoding to well-
performing, implementable LDPC decoding algorithms. LDA
lattices were referred to with this name by di Pietro et al. [6],
who also proposed an efficient iterative decoding algorithm
which yields very good performance. A theoretical analysis
of the Poltyrev-capacity-achieving qualities of infinite LDA
constellations was carried on by the same authors [7], [8],
whereas the “goodness” properties of LDA lattices are studied
in [24]. The problem of attaining capacity of the AWGN
channel with finite LDA constellations was approached and
solved in [9]. The main purpose of this work is to recall and
partially improve the latter result. Defoliated of all technical
hypotheses, our main accomplishment can be stated as follows:

Theorem 1. For every SNR > 1, there exists a random
ensemble of LDA lattices that achieves capacity of the AWGN
channel under lattice encoding and decoding.

Notice that the restriction SNR, < 1 is not very constraining:
for very small SNR there is no need of using lattice con-
stellations for communications over the AWGN channel and
classical coded binary modulations are already known to work
in a more than satisfactory way [20].

For lack of space, this paper cannot contain the technical
proofs that lead to our result. Its aim is only to depict the
strategies and the theoretical tools that underlie them. A longer
and detailed version of this paper will be published soon and
a substantial part of this work is contained in [9].

A. Structure of the paper

Section II recalls some definitions about lattice constella-
tions. Section III presents the D-goodness of bipartite graphs.
Our LDA ensemble is depicted in Section IV, which also
describes the information transmission scheme. Section V
is a summary of the main features of the proof that LDA
lattices are capacity-achieving. It also contains a lemma on
their minimum Hamming distance.
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B. Notation

A crucial parameter of our analysis is the prime number p
that underlies Construction A. We are interested in describing
its growth as a function of the lattice dimension n. For this
reason, p is defined as p = n* for some positive constant \.
Clearly, this is a slight abuse of notation that means, without
any undesired consequence, that p = p(\) is the closest prime
number to n*.

II. LATTICE CONSTELLATIONS FOR THE AWGN CHANNEL

We assume that the reader is familiar with lattices as
mathematical objects and constellations for the transmission
of information; excellent references are [5], [26]. We repeat
here some definitions, mainly for fixing our notation.

We exclusively deal with real lattices, i.e. discrete additive
subgroups of the Euclidean vector space R™. Also, we suppose
that they are always full-rank and n indicates both the lattice
dimension and the dimension of the Euclidean space. The
Voronoi region of a point x of a lattice A is the set

V(x)={y e R":[ly = x| < [ly — =], Vz € A~ {x}}.

We call Voronoi region of the lattice, and denote it V(A), the
Voronoi region of 0. The volume of A is Vol(A) = Vol (V(A))
and its effective radius is the radius of the ball whose volume is
equal to Vol(A). Consider two lattices A and Ay; we say that
they are nested if A C Ay. We call Voronoi constellation [12]
of two nested lattices the lattice code C = Ay NV(A). In this
context, A is often called the shaping lattice and Ay the fine
lattice. We can deduce that the Voronoi constellation has car-
dinality Vol(A)/ Vol(Ay); its elements are the represantatives
of the congruence classes of Ay/A with minimum norm.

Definition 1. Let C' = C[n, k], C F}} be a p-ary linear code
of length n and dimension k and let us naturally embed C
into Z'". If H is a parity-check matrix of C, we say that the
lattice A C R"™ is built with Construction A from C' when

A=C+pZ" ={xecZ": Hx" = 0" mod p}.

H is called a parity-check matrix of A as well. A is called a
Low-Density Construction A (or briefly LDA) lattice if it is
built with Construction A from an LDPC code.

We recall that LDPC codes are linear codes whose parity-
check matrix has a great majority of zero entries [14], [20].

Definition 2. Ler C be the capacity of our channel. A family
of lattice codes is capacity-achieving if for every § > 0 and
for every € > 0 there exists a lattice code in the family with
rate at least C — 6 and decoding error probability at most .

Let x be the AWGN channel input and let y = x + w
be its random output, then the Wiener coefficient is o =
arg mingeg E[|x — By||?]. The minimum in the previous
formula is usually called Minimum Mean Squared Error and
the Wiener coefficient is also called MMSE coefficient. It is
well known that, if E[||x]|?] = nP and w; ~ N(0,0?) for
every i, then a = %. We denote Q4 (-) the quantizer of a
lattice A associated with V(A): Qa(y) = arg mingen ||y —x].

Definition 3. A MMSE lattice decoder refurns x = Qa(ay)
as the channel input guess.

Multiplication by « is essential for us to achieve capacity
with a lattice decoder, as it was for Erez and Zamir [11], [18].
We will give a geometrical explanation of this in Section V.

III. EXPANSION PROPERTIES OF BIPARTITE GRAPHS

Let G = (V1, Vg, E) be an undirected bipartite graph; VU
Vg is its set of (left and right) vertices and FE its set of edges.
Let |Vz| = n and |Vg| = fn, for some constant non-zero
fraction f € Q (that can be bigger than 1). If S is a subset
of vertices of a graph G, its neighborhood N(S) is defined as
the set of vertices of the graph that are incident to a vertex of
S. In a bipartite graph, N(S) C Vg for every S C V, and,
vice versa, N(T') C Vi, for every T C V. We will consider
only biregular graphs: the neighborhood of any vertex of Vg
(resp. V1) has cardinality exactly A (resp. fA). Let us denote
by F(n, f,A) the family of graphs just defined.

Definition 4. Let D be a positive constant. A graph of
F(n, f,A) is D-good from left to right if

VS C Vi st |S| < 5o then N(S)| = fDIS|. ()

Analogously, it is D—good from right to left if
fn DTy
VT C | T < >
C Vg st |T| < Dt (T)] 7
We say that a graph of F(n, f, A) is D-good if it is good both
from left to right and from right to left.

T then |N

Lemma 1. Let G be a graph chosen uniformly at random

in F(n, f,A), and let h(-) be the binary entropy function. If
D >1 and
L) -1
Dh (%
A > max <1 + l) 1-— D ,
f (D +1)h ( )
1 D?
D? + +1
P }

then lim,, o, P{G is D-good} = 1.

The proof of the previous lemma uses the same main ideas
that Bassalygo applies in [2]. The reader may also be interested
in comparing this lemma with Theorem 8.7 of [20, p. 431] and
reading therein about the construction of expander codes.

The D-goodness of the Tanner graphs [20] associated with
LDA lattices plays an essential role in the proof of Lemma 3
and Theorem 2. The way it is exploited to adapt some random-
coding arguments to the LDA case is definitely one of the most
novel tools of this work.

IV. THE RANDOM LDA ENSEMBLE AND THE
TRANSMISSION SCHEME

Our lattice codes are given by Voronoi constellations of
nested LDA lattices. First, let us fix two constants R and Ry
such that 0 < R < Ry < 1. Also, let us fix the constant
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A p, which is the number of non-zero entries per row of the
LDPC parity-check matrices. Our random shaping lattice A is
the LDA lattice generated by the following p-ary parity-check
matrix of dimension n(1 — R) x n:

- ()

Its lower submatrix H, formed by its last n(1 — Ry) rows, is
the parity-check matrix of the random LDA fine lattice A;. By
construction, we impose that H has exactly A p random entries
per row and Ay = Ap(1 — R) random entries per column.
Also, each column of Hy has exactly Ap(1 — Ry) random
entries per column. All the other entries are deterministically
fixed to 0 and their position is fixed once for all, as well.
The random entries of H are i.i.d. random variables with
equiprobable values in IF),. Of course, A C Ay and the random
Voronoi constellation is given by Ay/A. Lemma 1 guarantees
that the Tanner graph associated with the fine LDA lattice Ay
is D-good for every D > 1 such that:
-1

2 — Dh (%
Ap>max{1 gf 1-— (D)l ,
ARy ®)
D2
15.
17Rf+

It can be shown that (2) suffices to claim that the graph
associated with the shaping LDA lattice A is D-good, too.

The points of the LDA-lattice constellation are in-
dexed by the p"(Fs—H) different syndromes of the form
(81,8255 Sn(R;—R)» 0, - -, 0) associated with the matrix H,
with s; € F,,. More explicitly, let Fz(ij 1) be the set of the
messages; the bijection

w: AfNY(A) — F;L(Rf_R)

x — H'xT mod p

makes a constructive encoding possible. Our transmission
scheme works as follows: the sender pairs up a message and
a syndrome and transmits x, the corresponding constellation
point obtained via ¢!, over the AWGN channel. The receiver
gets the channel output y = x+w; by MMSE lattice decoding
of y, he gets X = Q4 (ay). The decoded message is the one
associated with ¢(X). For every s’ € FZ(RFR), letx € Ay be
any solution of the linear system H'x” = s'7 mod p. Then,
©~1(s") = x— Q(x) and encoding can be done substantially
thanks to a lattice decoder, too.

Notice that our scheme differs from the others traditionally
proposed in the literature about lattices. We do not transform
the AWGN into a MLAN channel [11], [18] and, in particular,
we do not assume that the sender and the receiver share
the common randomness known as dither. The possibility of
avoiding dithering in this context had already been pointed
out by Forney [13], but no proof had ever been provided, to
the best of our knowledge. Furthermore, we keep an a priori
uniform disitribution on the lattice constellations and do not
introduce the random Gaussian coding proposed in [15], [25].

Figure 1. Geometric interpretation: x is the channel input; ||x||2 = nP. The
AWG noise is w, with norm ||w||?> = no?2. The channel output is y = x+w.

The Wiener coefficient o« = Fro? is used for the MMSE scaling of y and

ay is the lattice decoder input. h is the effective noise after MMSE scaling.

V. OVERVIEW AND DISCUSSION ON OUR PROOF

We give here a general description of our proof, by the
means of a heuristic argument that does not take into account
all the probabilistic and asymptotic aspects of the rigorous
demonstration. With the use of the adverb “typically”, we will
mean “with probability tending to 1 when n tends to infinity”.

Our result is based on the following facts: first, the points
of the LDA constellation typically lie very close to the surface
of a sphere whose radius is essentially the effective radius of
the shaping LDA lattice. Then, the AWG noise is typically
almost orthogonal to the sent vector, in the sense that, if x
is our transmitted constellation point and w is the noise, then
|xw”| is “small enough”. Furthermore, the “effective noise”
due to MMSE scaling and the sent point are not decorrelated.
Consequently, it is not possible to show that MMSE lattice
decoding works independently of the sent point. Nevertheless,
Theorem 2 is based on the fact that the number of points
for which this does not happen is not big enough to perturb
the average error probability of the family. Finally, we look
for lattice points inside a sphere centered at the MMSE-scaled
channel output with a very specific radius. Basically, there will
be no decoding error if the only lattice point in this decoding
sphere is the transmitted one.

Now, let us try to understand the geometric sense of the
elements that we have just listed. So, suppose that the channel
input is a point x whose norm is fixed to be ||x|| = v/nP, for
some P > 0 (Lemma 3 specifies this value). Suppose also that
xwT = 0 (this is a stronger hypothesis than what the actual
noise allows to assume, but it helps to understand the more
general scenario); if y = x + w is the channel output, then
llylI? = ||x||?+ ||w]|?>. We call 02 the Gaussian noise variance
per dimension. Basic Euclidean geometry (see Figure 1) tells
us that multiplying y by the Wiener coefficient « helps in
bringing the decoder input closer to the sent point.

The receiver decodes ay and there is no decoding error if
the closest lattice point to ay is x. We can show that this
typically happens if SNR = a% > 1 and [Jay — x|]? <
np?1=Fs) /(27e). Notice that the latter bound defines what
we called the decoding sphere before. It concretely means
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that our constellation tolerates an effective noise after MMSE
scaling whose variance per dimension is less than o3, =
p?(=F5) /(21e). This value is far from being fortuitous: it
is precisely the so called Poltyrev limit or Poltyrev capacity
of the random infinite constellation Ay [9], [16], [19]. We
intuitively understand that this is the good condition on the
maximum bearable noise, admitting that no problem comes
from the fact that the effective noise and the sent point x are
not decorrelated (this would be the case if we used dithering).

The condition on the signal-to-noise ratio can be simply
understood with the following argument: let us call h = ay—x
and suppose that it takes the maximum value allowed by the
Poltyrev limit: ||h||?> = nod,, (which also can be shown to
correspond to the rate of the constellation that equals capacity).
If we want good decoding, we need ay to be closer to x than
to 0, because the latter deterministically belongs to any lattice;
in other terms, it is necessary that ||ay]||?> > |/h||?>. An easy
computation based on Figure 1 shows that this holds true if
and only if P > o2 or, equivalently, SNR > 1. This gives a
first explanation why we do not treat the case SNR < 1.

We prove that MMSE decoding works by a probabilistic
approach, showing that almost always the only lattice point
inside the decoding sphere B centered at «y is the sent
point x. The average argument that we apply leads to the
estimation of (a more elaborated version of) the following
sum: >, cp (x) P{z € Ay | x € Ay} Decoding without
errors corresponds to a sum which converges to 0. The easiest
situation to deal with is when the two events {z € Ay} and
{x € Ay} are independent, but they may not be, because the
multiplication by « adds some correlation between x and the
effective noise ay — x. Erez and Zamir’s dithering technique
is a method to eliminate this correlation. In our case, there is
a priori some x for which the probability in the previous sum
turns out to be “bigger” than desired, while at the same time
we need to show that the whole sum is “small”. The originality
of our analysis consists of deducing that the proportion of this
kind of points in the constellation is very small.

Some considerable difficulties in estimating P{z € Ay | x €
Ay} arise because the parity-check matrices of LDA lattices
are sparse. These difficulties have to be treated with much care
and the D-goodness of the associated Tanner graphs is of great
help. As an example of the techniques used in the proofs of
Lemma 3 and Theorem 2, we propose the following lemma:

Lemma 2. Let Ay be our random n-dimensional LDA fine
lattice with p =n*, D > (1—Ry)™% and A > (D(1—Ry) —
1)~L. Suppose also that (2) holds true. For every x € Ay,
let w(x) = |{i : x; # 0}|. Then, for every constant § <
D(1-Rp)/(D +1),

nh_I)I;OP {xeAy \pZ”!'w(x) <én} =0.

Hence, the minimum Hamming distance of the LDPC code

underlying Ay is typically lower bounded by %nfo(l)‘

Proof: Let Ay = Cy + pZ™, where Cy is the random
LDPC code defined by Hy. For x € F} . {0}, consider the

random variables

1, if C
Xe=q 0 UXEUT i x= Y X
0, otherwise
erFp
1<w(x)<dén

Thus, X counts the number of points of Cy of Hamming
weight 1 < w(x) < dn. To conclude, it suffices to prove that

S XD = w3, PlxeCr =0
x€Fy
1<w(x)<dn

We will split the previous sum into two smaller sums and show
that both of them converge to 0.

Case 1: w(x) < n/(D + 1). If Supp(x) = {z; # 0}
and N (Supp(x)) is its neighborhood in the Tanner graph
associated with Hy, notice that

= T _ T @ (1 IV (Supp(x))|
P{xeCs} =P{Hsx" =0" mod p} <

p
® /1 D(1—Ry)| Supp(x)|
()"
p

(a) comes from the fact that for every parity-check equation h;
withi =1,2,...,n(1—Ry), the events {h;x” = 07 mod p};
are independent; moreover, parity-check equations connected
to only-0 variables are trivially satisfied. (b) is a consequence
of the D-goodness of the Tanner graph: simply apply (1) to
S = Supp(x) with f =1 — Ry. Therefore,

2.

x€Fy
1<w(x)<n/(D+1)

P{X S Cf}

< Y =

w=1

[n/(D+1)] 1\ PO=Rp)w
(5)

x€Fy
w(x)=w

R AN Y
< 2 (o) )

w=1
ln/(D+1)] y
< Z (nlf/\(D(lfRf)fl)) -0,

w=1
because of the conditions on A and D.
Case 2: n/(D + 1) < w(x) < dn. Applying (1) to any
S C Supp(x) of size n/(D+1), the D-goodness of the Tanner

graph implies that | N (Supp(x))| > D%_;ff ). Therefore,
> P{xeCf}
x€Fy
n/(D+1)<w(x)<dn
[6n] D(1—Rg)n

< X

w=[n/(D+1)]+1

(Z) (p—1)* (%) pu_rpn

D(1—Ry)
< n2”pn(67 GE ) — 0,
because § < D(1 — Ry)/(D + 1) by hypothesis. |
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A. Our two main results

The next lemma formally states that our Voronoi LDA con-
stellation points have a very precise typical norm or, similarly,
that our LDA shaping lattice has a “spherical” Voronoi region.

Lemma 3. Consider a non-zero syndrome s associated with
a constellation point: s = (sy,82,..., Sn(R;—R): 05 -+, 0).
Suppose that p = n> for some X\ > 0 and let 0 < w < 1. Fix
the constant D to be D > max {(1 — Ry)~',2} and suppose
that (2) holds true. Let peg denote the effective radius of the
shaping LDA lattice A. If x is the random LDA constellation
point whose syndrome is s and if

1 1 1 1
DI-R;)—12R"1-R' D—-2
T -t
D>—1 D(1—R) ’
then

1 1
lim P {Pef‘f <1 - 7) < ||XH < Peft (1 + 7)} =1.
n—00 n n

Theorem 2. Suppose that 1 > Ry > R > 5. Fix D >
(1—Ry)~! and Ap that satisfies (2). If p = n>, with

A > max

[

1 1
D(1—R;)—1"1—Ry’

. 1 1 !
D2—-1 D(1-Ry) ’
then the random ensemble of nested LDA lattices presented

in Section IV achieves capacity of the AWGN channel under
MMSE lattice decoding, when SNR > 1.

A > max

We emphasize the fact that Ap, D, R, and Ry are constant,
therefore the parity-check matrices associated with our LDA
lattices have constant row and column degree. For binary
LDPC codes to achieve capacity of the binary symmetric
channel, logarithmic row degrees are required [14], [17].
Surprisingly, in our LDA scenario this hypothesis can be
relaxed.

VI. CONCLUSION

We have stated the capacity-achieving properties of a par-
ticular ensemble of LDA lattices based on non-binary LDPC
lattices. Our solution is innovative because it does not require
the tools of the MLAN channel and of dithering. Furthermore,
it is based on Voronoi lattice constellations and we do not
need to introduce Gaussian coding, keeping an a priori uniform
distribution over the lattice constellation.

Also, the row and column degree of the parity-check
matrices that underlie our construction are reasonably small
constants. The Tanner graphs associated with these matrices
have some particular expansion properties that, qualitatively
speaking, say that all “small enough” sets of nodes have “big
enough” neighborhoods. These properties turn out to be one
of the most important theoretical pillars of our analysis.
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Multilevel Coded Modulation and Lattice
Construction D
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Email: zamir@eng.tau.ac.il

Abstract

Construction C (also known as Forney’s multi-level code formula) forms an Euclidean
code for the additive white Gaussian noise (AWGN) channel from L binary code
components. If the component codes are linear, then the minimum distance and kissing
number are the same for all the points. However, while in the single level (L = 1) case it
reduces to lattice Construction A, a multi-level Construction C is in general not a lattice.

We show that a two-level (L = 2) Construction C satisfies Forney’s definition for a
geometrically uniform constellation. Specifically, every point sees the same configuration
of neighbors, up to a reflection of the coordinates in which the lower level code is equal to
1. In contrast, for three levels and up (L > 3), we construct examples where the distance
spectrum varies between the points, hence the constellation is not geometrically uniform.

Joint work with Maiara Bollauf.
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Design Considerations for Downlink Broadcast
Frame with Short Data Packets

Kasper Flge Trillingsgaard and Petar Popovski
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9220 Aalborg, Denmark

Abstract—It is almost an axiom that every cellular wireless sys-
tem, including the upcoming 5G systems, should be based on data
transmissions organized in frames. The frame design is based on
heuristics, consisting of a frame header and data part. The frame
header contains control information that specifies the sizes of the
data packets and provides pointers to their location within the data
part. In this paper we show that this design heuristics is subopti-
mal when the messages in the data part are short. We consider
a downlink scenario represented by an AWGN broadcast chan-
nel with K users, while the sizes of the messages to the users are
random variables. Each data packet encodes a message to one
user. However, if the message sizes are small, there is a signifi-
cant overhead caused by the header and the data packets can not
be encoded efficiently. This calls for revision of the established
heuristics for framing control information and data. We show that
grouping messages of multiple users allows more efficient encod-
ing from a transmitter perspective. On the other hand, it has the
undesirable implication that it requires each user to decode the
messages for a whole group of users. We assume that the power
spend by each user is proportional to the number of channel uses it
needs to decode. Using recent results in finite blocklength analysis,
we investigate the trade-offs between total transmission time from
the transmitter perspective and the average power spend at each
user. Our approach shows that the space of feasible protocols is
significantly enlarged and thereby allows the designer to trade-off
between average total transmission time and the average power
spend by each user.

I. INTRODUCTION

Modern high-speed wireless networks heavily depend on reli-
able and efficient transmission of large data packets through the
use of coding and information theory. The advent of machine-
to-machine (M2M), vehicular-to-vehicular (V2V), and various
streaming systems has spawned a renewed interest in developing
information theoretical bounds and codes for communication of
short packets [1][2]. Additionally, these applications often have
tight reliability and latency constraints compared to a typical
wireless systems today. Communication at shorter blocklengths
introduces several new challenges which are not present when
considering communication of larger data packets. For example,
the overhead caused by control signals and header data is in-
significant if large data packets are sent, and hence this overhead
is often neglected in the analysis of protocols. However, more
stringent latency requirements lead to shortened blocklengths
for transmission, such that the size of the control information
and header data may approach, or even exceed, the size of the
actual data in the packet. This is especially true for multiuser
systems such as broadcast channels, two-way channels, or mul-
tiple access channels, where the header data must include in-

formation about the packet structure, security, and user address
information for identification purposes.

The fundamentals of communication of short packets have
recently been addressed by Polyanskiy, Poor, and Verdd (2010)
[3]. Here, it was shown that the maximal coding rate of a fixed-
length block code in a traditional point-to-point setting is tightly
approximated by

" _ v logn
R(n,e)_C—\/;Q 1(e)+0< - ) (1)

where C' is the Shannon capacity, V' is the channel dispersion,
n is the blocklength, € is the desired probability of error, and
Q~1(-) denotes the inverse Q-function. Approximations such as
(1) are useful in the design of modern communication problems
because the specifics of code selection can be neglected in the
optimization of protocol parameters.

In this paper, we consider downlink transmission with an
AWGN broadcast channel that consists of a transmitter and K
users. There is a message from the transmitter to the k-th user
with a certain probability ¢ (in this case user k is active). The
size of the message is itself a random variable which implies
that the transmitter needs to convey information about which
users are active, the structure of the transmission, and sizes
of the messages. An interesting observation from (1) is that
larger data packets are encoded more efficiently. This introduces
an interesting trade-off with two extremes: (1) in a broadcast
setting one can either encode all messages in one large packet
which is efficiently encoded or (2) one can encode each message
separately as is the norm in modern wireless protocols. In (1),
the average total transmission time seen from the transmitter
is minimized. However, all users need to receive for the whole
period to be able to decode their message, which is undesirable
for devices that are power-constrained. The latter approach (2),
depicted on Fig. 1, uses codes which are less efficient, and thus
the average total transmission time is larger. On the other hand,
each user only needs to decode the information intended for that
user. The key point, however, is that these design considerations
enlarge the design space and enable the designer to trade-off
between transmitter resources and user resources. Despite this,
practically all wireless systems solely use the approach (2).
The purpose of this paper is to explore this design trade-off.
Specifically, by grouping multiple users together, we encode
larger amount of information bits jointly, which implies that the
rate at which the information bits of the groups can be encoded
is larger. The disadvantage of grouping users is that each user
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Fig. 1. Conventional approach to downlink broadcasting. An initial packet

contains control information that defines the structure of the remaining part of
the transmission. Each message are encoded separately.

needs receive for larger proportion of the total transmission
time.

This paper is organized as follows. The next section describes
the system model. Section III briefly addresses the approxima-
tions of the finite blocklength bounds, Section IV discusses de-
sign considerations for protocol design for downlink broadcast
for short packets and describes our proposed protocol. Finally,
we evaluate the proposed protocol in Section V and conclude
the paper in Section VI.

II. SYSTEM MODEL

We consider an AWGN broadcast channel with one transmit-
ter and K users. In the ¢-th time slot, the k-th user receive

Yit = VXt + Zis. ()

where Z,: ~ N(0,1) and X; € R is the channel input.
Throughout the paper, we assume ~;, = ~. The message My,
destined to the k-th user is nonempty with probability ¢ € (0, 1),
and we say that the k-th user is active if there is a message des-
tined to that user. The size of the message My, in bits is denoted
by Dy € Z,, which is a discrete random variable distributed
i.i.d. according to the probability mass function Pp(-) given by

ifd=0

_[a
PD(d)*{ 4 ifde{a,- -, aS} )

for some & € N and S € N. The average message size is
therefore E[Dy] = a(S + 1)/2.

Based on the message sizes Dy, the transmitter computes
the total transmission time 7" which is also a random variable.
The transmitter encodes the message {My} into a sequence
of channel inputs using the encoder function f;(Mj, -+, Mg)
such that

Xt éft(leh“' 7MK) (4)
fort € {l,--- ,T}and X, =0fort € {T'+1,---}.

At user k, we define the ON-OFF function gy ¢ (RuU
{e})!=! — {0,1} that in turn defines the sequence
o o Yy, gV =1
Yier = { e, otherwise ’ )

The  ON-OFF function defines  stopping  times
T, = min{n>1:Vt>n,g,, (V") =0} for which
we require T, < oo. Additionally, we define the decoding
function hy ;(Y;!) which estimates the message M}, based on
Y}t. The intuition is that a certain user can only use the channel
outputs if the corresponding user is ON. This is modeled by the
ON-OFF function which replaces ¢-th channel output with an
erasure if the user is OFF at that time. The ON-OFF functions
are causal in the sense that the decision of whether the users
are ON at time ¢ depends on previous channel outputs, Y,f -1
The stopping times T}, represent the time index of the last
nonerasure channel output in the sequence Yk,t. For our and
all practical applications, the stopping times 7}, are less than or
equal 7'. We merely define T} to emphasize that 7" is a random
variable which is not known by the users, and hence the users
need to obtain this information through the sequence Yk,t. Ina
conventional system, control information in the initial packet
defines the structure of the remaining transmission. Hence,
after decoding the control information in the initial packet
successfully, the user knows 7}, and when to be ON and OFF
to receive the message intended for that user.

The ON-OFF function also defines the average power con-
sumption of the k-th user which we define by

Tk
S 1 {gea(ViY) = 1}} ©)

=1

P.2E

where 1 {condition} denotes the indicator function. Note that
E[P,] = E[Py], for k € {1,---, K}, since the message sizes
Dy, are distributed identically. Finally, the active users need to
decode the their messages with reliability larger than or equal
1 — € such that

P [k (V) # My| Dy > 0] < e @)

forke{l,---,K}ande € (0,1).

Our objective is to explore trade-offs between the competing
goals of minimizing E[T'] and E[ P}, ]. We do this by investigating
a class of feasible protocols.

III. FINITE BLOCKLENGTH APPROXIMATION

In the analysis of the proposed protocol, we apply recent re-
sults in finite blocklength information theory. Polyanskiy, Poor,
and Verdu [3] showed that the maximal achievable coding rate
of a code with fixed blocklength n and reliability 1 — ¢’ € (0,1)
over an AWGN channel is tightly approximated by

R*(n,é)~C — \/¥Q_1(6/) + %log2 n (8)

where the channel capacity C and the channel dispersion V' are
given by

c2 %log2(1+P) )
» P(P+2)
V= mlogz(exp(l))Q (10)

respectively. One can obtain tight upper and lower bounds for
R*(n,¢’) using the achievability and converse bounds in [3].
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Fig. 2. Proposed protocol for K = 30, Ly = 10, and L = 2. In this case
{11,12,15,16} C U are among the active users. Grey separators means that
data on both sides are encoded jointly. The red shaded regions correspond to the
packets that the users 15 and 16 need to decode.

Implementations of these bounds are accessible in the short-
packet communication toolbox SPECTRE for MATLAB [4]. In
present paper, however, we resort to the approximation (8). An
important property is that (8) is concave which implies that long
packets are encoded more efficient than short packets.

We assume that a user is able to detect whether an error occurs
during decoding of a packet. This assumption is suggested by
the results in [5] (although this result only applies to discrete
memoryless channels), and it is crucial to ensure the integrity
of our protocols. In practical systems, one can use CRC checks
to ensure integrity of packets. We also assume that a user needs
to receive all channel uses of a packet to allow for decoding. In
other words, if k bits are encoded into n channel uses, the user
needs to receive all n channel uses to decode any of the k bits.

In the design of our protocol, we rely on the approxima-
tion of R*(n, €’). Specifically, the transmitter divides the total
transmission time 7" into several smaller packets, each encoded
separately at the maximal coding rate approximated by (8). We
also define N (k,¢’) £ min{n > 0: nR*(n,€) > k} fork > 1
and N (0,€') £ 0, which is smallest number of channel uses that
allows the encoding of k bits with reliability 1 — €.

One can easily obtain lower bounds on E[T] and E[P] by
assuming the messages sizes are large:

1 [& Ka(l—q)(S+1)
E[T] > =E Dk] = (11
and
Bl > SED = AT OEHD gy

For sufficiently large «, the control information becomes neg-
ligible, and hence for the conventional approach both E[T] and
E[Py] simultanously approach the lower bounds in (11) and
(12).

IV. PROTOCOL DESIGN

There are various ways in which the messages { M}, } can be
conveyed to the respective users. Our approach is to design a
protocol in which the transmitter forms multiple packets which
are encoded separately. For each of these packets, we apply the

finite blocklength approximation in (8) to find the optimal rate
at which they can be encoded. We assume that the users are
not provided with any control information such as the active
users and { Dy }. Thus, the transmitter needs to encode packets
about which users are active, the packet sizes of My, Dy, and
the structure of the transmission. Clearly, this leaves us with a
large space of feasible protocols. Here we introduce one class
of protocols.

We first discuss what information, the transmitter needs to
convey:

1) Messages {M}}: The message My, only needs to be re-
ceived by the k-th user, but as discussed previously, mes-
sages can be grouped and encoded jointly.

2) Message sizes {Dy}: The k-th user needs to know the
message size Dy, before attempting to decode the actual
message My, (otherwise, the user does not know how many
channel uses the message M, takes).

3) Reciever activity U: It is necessary to convey whether the
k-th user is active. In total, it requires K information bits to
convey this information to all users.! As K information bits
may represent a significant overhead, it may be beneficial
to encode user activity bits in multiple packets such that
each user only needs to decode one such packet.

In the proposed protocol, depicted in Fig. 2, users are grouped
into [K/Lp] user groups with at most L users in each user
group. User acitivity, messages, and message sizes associated
to each of these user groups are conveyed sequentially in user
group frames (UGF). A transmission is initiated by a packet
that jointly encodes the total transmission time (equivalent to
the an end of transmission pointer) along with the [K/Lg| —1
time indices that points to the time indices where the 2-th, 3-
th, ..., and [K/Lp]|-th UGF begin. This packet is transmitted
with a reliability 1 — e4. The first UGF trivially begins after the
initiating packet.

Let X 2 {1,---,K} and let the users in the u-th user
group be K,, C K. Then, the UGF for the u-th user group
is constructed as follows. Initially, the transmitter divides the
active users U, C K, of the u-th user group into subgroups
Ui C Uy, i € {1,---,[[U,|/L]} of at most L users. The
transmitter and users can agree on how to partition the users
into subgroups for every set U,,. The set of users U, ; C U, is
referred to as the ¢-th subgroup of the u-th user group. The main
idea of our protocol is to jointly encode each of the subgroups.

A UGF consists of the following types of packets

1) Bit field packet: A bit field, encoding the the information
{1{Dy = O0}}rek, - Hence, the packet consists of |IC,,]|
information bits which are encoded with reliability €;.

2) Size packets: After grouping the active users of the u-th
user group, U, into [|U,|/L] subgroups, the transmit-
ter constructs a packet for each subgroup. For the i-th
subgroup, the transmitter conveys a packet consisting of
>k U, Dy, along with a pointer to the packet that jointly
encodes {My }keu, ,- Since D, o, Dy, can take at most

'For the case ¢ # 1/2, one can apply compression to reduce the number of
information bits. This is, however, left for future work.

59



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

L(S — 1) + 1 distinct values, the size packet for the i-
th subgroup needs to convey [logy(L(S — 1) +1)] + ptr
information bits which are encoded with reliablity €. Here,
ptr denotes the number of bits needed to convey a pointer to

a time index. The size packets are transmitted sequentially.
3) Message packets: Next, the transmitter encodes the mes-

sages of each subgroup, {My } xcu, ,» along with the mes-

sages sizes of U, ;| — 1 of the messages. We only need
|U,,i] — 1, since the sum of the sizes, Zkeu Dy, is
already successfully received in the size packet described
above. This requires >, ., Di + (|Ui| — 1)[logy ST in-
formation bits. These information bits are encoded with
reliability es.
In order to decode the packet destined to user k, it needs to
decode four packets successfully. If one or more of these packets
are not successfully decoded, the user can not decode the packet
containing the message destined to that user. Thus, the reliabili-
ties need to be chosen such that (1 —€1)(1 —e€2)(1 —€3)(1 —€4)
is kept above or equal to 1 — € to fulfill the reliability constraint
in (7). If the k-th user is inactive, it only needs to decode the
initial packet containing pointers to the UGFs and the bit field
packet. It thereby achieves a reliability of (1 —e4)(1 —€1). We
also point out that the described protocol reduces to a variant of
the conventional protocol when L = 1.

We remark that the protocol specified above is one class
among a large space of feasible protocols. For small ¢ is may
be beneficial to use a different approach for conveying user
activity. For example, one could encode the number of active
users in an initial packet and encode an additional packet with
the user identification numbers. Regarding the size packets, one
can also encode all size packets jointly in each UGF jointly to
enhance encoding efficiency at the expense of higher average
power consumption at the users.

Assuming that Lp divides K, we may sum up the block-
lengths of all the packets

T Ly

K K
= —N(L N —
In (Lp,e1)+ (LBPtLQ)

W /L]

Z
- N( > Dy + (U] — 1)[log, 51,63>>(13)

kel;

( ([logy(L(S — 1) + 1)] + ptr, €2)

For the expected power, we obtain
Pr Ly

= N(Lp,€e1) + N(Lﬁptr, E4>
Z/ ((Toga(2(s 1)+ 171+ pir )
( > Di+ (|| — 1)[log, ST, 63)).(14)

keU;
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Fig. 3. Trade-off between average transmission time and average power for the
case K = 64, ¢ = 0.5, a = 1000, and S = 2. Red dots are simulation points.
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Fig. 4. Trade-off between average total transmission time and average power
for the parameters are N = 128, ¢ = 0.5 and S = 4.

The specified protocol leaves the parameters €1, €2, €3, €4, L,
and L p to be specified. Now, we can trace the optimal trade-off
between 17, 1., and Py, 1, by solving the optimization problem

min E[TL,LB] +/6E[PL,LB]- (15)

L,Lp,e1,€e2,€3,€4:

[T 1 (1—e)>1—¢
for a range of values of 8 > 0. The optimization problem is
clearly not convex, and hence we find an approximate solution
in the next section using a grid search for practical values of K,
€, ¢, and Pp.

V. NUMERICAL RESULTS

In order to solve the optimization problem in (15), we com-
pute E[T}, 1] and E[Py, 1] using 5000 Monte Carlo simula-
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tions of the protocol for L € {1,2,--- , K} and L equal to
all powers of two between 1 and K. We evaluate €1, - - , €4
over the four-dimensional grid 10 x 10 x 10 x 10 grid. The
average total transmission time E[T}, 1] and average power
E[P;,1,] are normalized according to the lower bounds in
(11) and (12), respectively. The normalization implies that any
simulation point must be in the square [1,00) x [1,00). The
trade-off between average total transmission and average power
is computed as the lower convex envelope of the simulation
points. This is depicted in Fig. 3, where the simulations points
are shown as red dots and the lower convex envelope is the black
curve. For the computation, we use ptr = 16 bits. Although
the lower convex envelope is not directly achievable using our
protocol, it can be achieved by time sharing between two sets of
protocol parameters. Note that the lower-most point of the trade-
off curve corresponds to the conventional extreme case where
the messages of each user are encoded separately. The gap to 1
is thus due overhead from control information.

Our results are depicted in Fig. 4 for the parameters K = 128,
q=0.5,5=4,and a € {50,100, 500, 1000}. We observe that
one can reduce the average total transmission time by grouping
users as proposed. Smaller values of o implies that messages
are encoded less efficient, and hence grouping becomes an in-
teresting option.

VI. CONCLUSIONS

In this paper, we have addressed the problem of downlink
transmission of short packets to K users. Our main objective has
been to highlight some of the challenges faced when the mes-
sages are small. Specifically, we used recent finite blocklength
approximations to visualize the trade-offs between the average
power of the each user and the average total transmission time
seen from the transmitter. To show this trade-off, we have de-
signed a practical protocol that groups messages and thereby
achieves more efficient coding rates. The key element in the
protocol design is the encoding of control information.

REFERENCES

[1] P. Popovski, “Ultra-reliable communication in 5g wireless systems,” in
International Conference on 5G for Ubiquitous Connectivity, Nov. 2014,
pp. 146-151.

[2] G. Durisi, T. Koch, and P. Popovski, “Towards massive, ultra-reliable, and
low-latency wireless: The art of sending short packets,” pp. 1-12, 2015.

[3] Y. Polyanskiy, H. V. Poor, and S. Verdd, “Channel coding rate in the finite
blocklength regime,” IEEE Trans. Inf. Theory, vol. 56, no. 5, pp. 2307-
2359, 2010.

[4] G. Durisi, J. Ostman, Y. Polyanskiy, I. Tal, and W. Yang. (2014,
Dec.) SPECTRE: short-packet communication toolbox, v0.2. [Online].
Available: https://github.com/yp-mit/spectre

[S1 V. Y. F. Tan and P. Moulin, “Fixed error asymptotics for erasure
and list decoding,” arXiv, pp. 1-18, Feb. 2013. [Online]. Available:
http://arxiv.org/abs/1301.7464v2

61



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016
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Abstract—We study the second-order asymptotics of informa-
tion transmission using random Gaussian codebooks and nearest
neighbor (NN) decoding over a power-limited additive stationary
memoryless non-Gaussian channel. We show that the dispersion
term depends on the non-Gaussian noise only through its second
and fourth moments. We also characterize the second-order
performance of point-to-point codes over Gaussian interference
networks. Specifically, we assume that each user’s codebook is
Gaussian and that NN decoding is employed, i.e., that interference
from unintended users is treated as noise at each decoder.

I. SYSTEM MODEL

Consider the point-to-point additive-noise channel

Yr=X"+2", €))
where X" is the input and Z" is the noise over n scalar
channel uses. Throughout, we shall focus exclusively on
Gaussian codebooks. More precisely, we consider shell codes
for which X" is uniformly distributed on the sphere

X"~ £ (x) = §(||x|)? = nP)/S,(VnP). ()

Here, §(-) is the Dirac delta and S, (r) = 277/2r"=1/T'(n/2)
is the surface area of a radius-r sphere in R™. The noise
Z™ is assumed to be a stationary and memoryless process
that does not depend on the channel input: Z" ~ Pzn(z) =
[T, Pz(z:). The distribution P is non-Gaussian; the only
assumptions are:

E[Z2] =1, ¢:=E[ZY <o, E[Z<co. @)

Given a shell code consisting of M € N random codewords
C:={X"(1),...,X"(M)}, we consider an nearest neighbor
decoder that returns the message W whose corresponding
codeword is closest in Euclidean distance to Y, i.e.,

W :=argmin [[Y" — X"(w)|.
we[1:M]

“

This decoder is optimal if the noise is Gaussian, but may not
be so in the more general setup considered here.

We define the average probability of error as pe, :=
Pr[W # W]. This probability is averaged over the uniformly
distributed message W, the random codebook C and the
channel noise Z". Note that in traditional channel-coding
analyses [1], [2], the probability of error is averaged only over
W and Z™. Similar to [3], the additional averaging over the
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Department of Signals and Systems,
Chalmers University of Technology
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codebook C is required here to establish an ensemble converse
for the class of Gaussian codebooks considered in this paper.

Let M} . (n, e, P;Pz) be the maximum number of mes-
sages that can be transmitted using a shell codebook over
the channel (1) with average error probability no larger than
e € (0,1), when the noise is distributed according to Py
Lapidoth [3] showed that for all £ € (0,1),

1
lim —log M3 i(n,e, P;Pz) = C(P).

n—oo N
independent of P .
In Theorem 1 below, we provide the second-order term in
the asymptotic expansion of log M .,(n, &, P;Pz).

®)

Theorem 1. Consider a noise distribution with statistics as
in (3). For shell codes,

log M,en(n, €, P;Pz)

=nC(P) — /nVeen(P,£)Q ' (¢) + O(logn), (6)
where the shell dispersion is
Vanen(P,€) := (P*(§ = 1) +4P)/(4(P+1)%). (D)

The proof together with an extension to Gaussian interfer-
ence networks can be found in [4]. One of the main tools
in our second-order analysis is the Berry-Esseen theorem
for functions of random vectors (see, e.g., [5, Prop. 1]).
The second-order term in the asymptotic expansions of
log M3 .1(n, e, P;Pz) depends on the distribution Py only
through its second and fourth moments. If Z is standard
Gaussian, then the fourth moment & = 3 and we recover
from (7) the Gaussian dispersion [2, Eq. (293)]. Comparing (7)
with [2, Eq. (293)] we see that noise distributions Pz with
higher fourth moments than Gaussian (e.g., Laplace) result in
a slower convergence to C(P).
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Abstract—This paper reviews recent results from the UCLA
Communication Systems Laboratory on the use of incremental
redundancy. For channels with ACK/NACK feedback, this paper
reviews how the transmission lengths used for communicating in-
cremental redundancy should be optimized under the constraint
of a limited number of incremental redundancy transmissions.
For broadcast channels, this paper reviews optimization of the
trade-off between packet-level erasure coding and physical-layer
channel coding in the context of block fading with diversity that
grows with bocklength.

1. INTRODUCTION

This invited talk reviews two results [1], [2] optimizing
the use of incremental redundancy. In systems with feedback,
incremental redundancy adapts the coding rate to the the ac-
cumulated information density (the "instantaneous capacity")
of the channel allowing the Shannon limit to be approached
at much shorter average blocklengths than those required for
the accumulated information density to concentrate around the
Shannon capacity [3], [4], [5], [6], [7], [8]. In systems without
feedback, incremental redundancy can provide a "fountain" of
information from which a receiver need only "drink" what
is needed to reliably identify the desired message [9], [10],
[11]. For each of these two scenarios, this paper reviews
optimization techniques that improve performance.

II. TRANSMISSION LENGTHS FOR ACK FEEDBACK

ACK/NACK feedback is non-active in the sense that the
feedback does not change what is transmitted but rather only
indicates whether additional transmissions are needed. For
channels with ACK/NACK feedback, the sequential differen-
tial optimization (SDO) approach of [1] optimizes the trans-
mission lengths used to communicate incremental redundancy.
This optimization maximizes throughput under the constraint
of a limited number of incremental redundancy transmissions.

A. The Normal Approximation

SDO utilizes the power of the normal approximation intro-
duced in [3] that characterizes the behavior of the rate that a
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those of the author(s) and do not necessarily reflect the views of the National
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Fig. 1. Empirical complementary cumulative distribution function (c.d.f.)
and the Gaussian approximation (Q-function) corresponding to the rate Rg
at which the NB-LDPC code of [1] was able to decode successfully.

channel can support at finite blocklength. Following [3], define
information density i(X,Y) as

fyix(ylz)
fr ()

The expected value of i(X,Y") is the capacity of the chan-
nel. For the example of a BILAWGN channel with noise
2k i(X,Y) = 1 — logy(1 + e 2(=+D/7%) — j(2,). The
accumulated information density I, at the receiver after n
symbols is

{(X,Y) =log, (D

n

L= i(z). )

k=1

As pointed out by [3], (2) is a sum of independent random
variables that will converge quickly to a normal distribution
according to the central limit theorem, leading to the normal
approximation of [3].

A key result of [1] is that a normal approximation also
accurately describes the rate at which actual variable-length
codes with incremental redundancy will successfully decode.
Fig. 1 shows that for the NB-LDPC code used in [1] the
empirical complementary cumulative distribution function on
the rate at which decoding is successful is very closely
approximated by a normal distribution for this example of
the BI-AWGN channel with SNR of 2 dB. We have similarly
confirmed the accuracy of the normal approximation to predict
the rate at which decoding is successful for NB-LDPC codes in
higher-SNR AWGN channels that require larger constellations
and in fading channels with channel state information known
at the receiver.
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Fig. 1 shows that Rg is well-approximated by a Gaussian
with mean p1g = E(Rg) and variance 0% = Var(Rg):

1 _ (rwés)Q
frs(r) = ~e 75 . 3)
V2mo

The c.d.f. of the blocklength Ng at which decoding is success-
ful is Fiy,(n) = P(Ng < n) = 1 — Fg,(k/n). Taking the
derivative of Fiy, using the Gaussian approximation of Frg
produces the following “reciprocal-Gaussian" approximation
for p.d.f. of Ng:

frs(n) = ——F—=e *F . (4)

n2\/2ro%
B. Sequential Differential Optimization

SDO uses the tight Gaussian approximation discussed above
to optimize the sequence of blocklengths { Ny, Na, ..., Ny, }
to maximize the throughput. Suppose that the number of
incremental transmissions is limited to m. An accumulation
cycle (AC) is a set of m or fewer transmissions and decoding
attempts ending when decoding is successful or when the
mt" decoding attempt fails. If decoding is not successful after
the m*"* decoding attempt, the accumulated transmissions are
forgotten and the process starts over with a new transmission
of the first block of N; symbols. From a strict optimality
perspective, neglecting the symbols from the previous failed
AC is sub-optimal. However, the probability of an AC failure
is sufficiently small that the performance degradation is neg-
ligible. Neglecting these symbols greatly simplifies analysis.

The cumulative blocklength N; at the jth stage is simply
the sum of the first j increment lengths. Using the p.d.f. of Ng
from (4) we can compute the probability that the decoder will
need a particular incremental transmission. For N; < Nj 1,
the probability of a successful decoding attempt at blocklength
N1 but not at N; is

Njt1 Njq1 k
n)dn = ———e
([;_ frsin= [ ey

=Q (THIU; NS) ~0 (rj J—Sus> . (©)

where r; = k/N;.

Define the throughput as Ry = % where E[N] repre-
sents the expected number of channel uses and E[K] is the
effective number of information bits transferred correctly over
the channel. The expression for E[N] is

ko
E[N] = N,Q (MHS) @)

(50
2% dn (5)

os

" Eous\ (xoms
N R e — )| ®
j=2

ko
R

+ N,

The first term (7) shows the contribution to the expected
blocklength from successful decoding on the first attempt.
k
Q Nilgi;%> is the probability of decoding successfully with
the initial block of /V;. Similarly, the terms in the summation
of (8) are the contributions to the expected blocklength from
decoding that is first successful at total blocklength N; for
j > 2 (at the jM decoding attempt). Finally, the contribution
to expected blocklength from not being able to decode even at
N, is (9). Even when the decoding has not been successful
at N,,,, the channel has been used for N, channel symbols.
The expected number of successfully transferred information

bits E[K] is

ko _
EK] = kQ <N”S> , (10)

gs

ko
where @ %) is the probability of successful decoding.

Note that E[K] depends only on k and N,,. In fact, E[K] ~ k
and is not sensitive to the specific choice of IV,,, for reasonably
large values of N,,.

The initial blocklength is N; and we seek the optimal
blocklengths {Ny, Na, ..., N,,,} to maximize the throughput.
Over a range of possible N7 values, the SDO technique
introduced in [1] selects {Na,...,N,,} to minimize E[N]
for each fixed value of N; by setting derivatives to zero as
follows:

OE[N]
=0,Vj=1,...,m—1. 11
aNJ ) ._7 ) ) m ( )
For each j € {2,...,m}, the optimal value of N; is found
by setting gﬁ[]ﬁ = 0, yielding a sequence of relatively simple

computations. In other words, we select the /V; that makes our
previous choice of N;_; optimal in retrospect.

For j > 2, gﬂ]ﬁ = 0 depends only on {N;_o, N;_1,N;}
as follows:

k k k
OE[N] _ [Nz H _ o (e M\ (F M
g5} i e () o2

Thus we can solve for N; as

N e N —u
o5 o)
N, = e (12
Q/( jfal )

For each possible value of N7, SDO can be used to produce
an infinite sequence of N; values that solve (11) for any choice
of m. The sequence does not depend on m, only N;. Each
such sequence is an optimal sequence of increment lengths for
a given density of decoding attempts on the time axis. As [V;
increases, the density of decoding attempts decreases, lowering
system complexity. Using SDO to compute the optimal m
decoding points is equivalent to selecting the most dense SDO-
optimal sequence that when truncated to m points still meets
the frame-error-rate target.
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Fig. 2. Throughput as a function of the number m of incremental transmis-
sions permitted.

C. Approaching Capacity at Short Blocklengths with Feedback

Fig. 2 shows the resulting throughputs obtained by using
SDO to find the optimal increment lengths for values of m
in the range of 2 < m < 20 for the target FER of 10~3 for
the NB-LDPC code of [1] for £k = 96 message bits. Fig. 2
illustrates that with m = 10 decoding points, a system can
closely approach the performance of a system that has m = oo,
which is the limiting case where decoding is attempted and
feedback of an ACK/NACK is required after every received
symbol.

Using SDO, variable-length codes with average block-
lengths of around 500 symbols can closely approach capacity
in theory and in practice as demonstrated in [1]. Fig. 3
illustrates the example of a binary-input (BI) additive white
Gaussian noise (AWGN) channel with frame error rate (FER)
required to be less than 1073, For a system transmitting k
symbols at an average blocklength of A, the throughput R; is
defined by R; = k/\. For reference, Fig. 3 shows the curves of
possible throughput R; as a function of A for some values of k.
The performance characterization for fixed-blocklength codes
is from [3] and is based on the normal approximation, which
is shown in [3] to be accurate for blocklengths as small as 100
symbols. The computation of the random coding lower bound
on the performance of variable-length codes with feedback is
based on the analysis in [4].

Fig. 3 shows curves from [1], [5], [6] that show simulation
results that approach or exceed the performance promised by
[4] in the range of average blocklengths below 500 bits. For
values of £k = 16, k = 32, k = 64, and k = 89 these
throughput results exceed Polyanskiy’s random coding lower
bound. As the average blocklength becomes larger, the random
coding lower bound is more predictive.

Note that variable-length codes with feedback approach
capacity at very short blocklengths. In Fig. 3, the random-
coding lower bound for a system with feedback is 0.27 dB
from the Shannon limit for £ = 280 with a blocklength of
less than 500 bits. Looking at implemented codes for & = 280
in Fig. 3, the m = oo non-binary LDPC (NB-LDPC) code
is 0.53 dB from Shannon limit. Using SDO, the NB-LDPC
non-active feedback system in Fig. 3 that uses ten rounds of
single-bit feedback to operate within 0.65 dB of the Shannon
limit with an average blocklength of less than 500 bits.

BI-AWGN Channel, SNR = 2dB, Capacity=0.6422

0.7

T T T T T
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Fig. 3. Approaching capacity at short blocklengths using feedback.

III. PACKET-LEVEL VS. PHYSICAL LAYER REDUNDANCY

Consider a broadcast setting that uses a hybrid of packet-
level erasure coding and physical layer coding to provide a
stream of information with the goal of each receiver decoding
the desired message at the earliest opportunity. There is a
trade-off between using available redundancy for additional
packets in a packet-level erasure code or simply for additional
physical-layer code symbols.

As the amount of available redundancy grows, the work of
[12] shows that in several different block fading scenarios the
physical layer coding rate decreases ultimately to zero while
the packet-level erasure coding rate does not. This indicates
that at some point incremental redundancy should be directed
to the physical layer rather than additional packet-level erasure
coding. This paper reviews the recent work [2] that studies
the this hybrid coding approach using a proportional diversity
block fading model (in which diversity increases linearly with
blocklength).

A. The Channel Model and Optimization Problem

Consider a transmitter and a receiver communicating over a
fading channel [13]. The one-dimensional channel is modeled
as Y = HX + Z where X is the transmitted symbol, Y is the
received symbol, H is the fading coefficient, and Z is i.i.d.
additive white Gaussian noise (AWGN) with variance o2 and
mean 0. We assume the channel is Rayleigh with E [H?] = 1,
Z has unit variance, i.e. 0> = 1. Let the average transmit
power be E [X 2} = P. Then, the instantaneous signal-to-
noise ratio (SNR) when H = h is h?P. For this Rayleigh
fading channel, SNR (denoted ) is exponentially distributed
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with parameter % that depends only on the average transmit
power. Note that, v has a mean of P.

A message consisting of m packets with &k nats of informa-
tion per packet is to be transmitted with a low probability of
message error q; this is the probability that the receiver fails
to recover all the m packets. The transmitter uses the channel
for T units of time for an overall code rate of % It performs
erasure coding across the m packets at a rate Rp and codes
each resultant packet at a channel-coding rate R such that

mk
— = RgRc.
T EC

That is, the m packets are first coded using an erasure code
at rate Rg to yield RﬂE packets. Note that, for erasure coding,
Rp has to satisfy Ry < 1. To transmit each packet, the
transmitter uses a channel code at rate R~ [nats/channel-use]
SO that the resultant codeword block-length of each packet
is R . For a fixed average transmit power, our objective is to
pick the value of R¢ (and thus Rg) that optimizes an objective
function. The unit of channel-coding rate is “nats/channel-use"
for convenience. The receiver is assumed to know the fading
coefficient A while the transmitter does not.

The proportional diversity (PD) model introduce a pa-
rameter [y, which describes the length of a fade. With the
block-length being 7=, the number of block fades Fp in a
transmitted codeword of a system with PD block fading of
fade lengths [y is

(13)

k
Fp = IVRle—‘ . (14
With PD block fading, long codewords benefit from an inher-
ent increase in diversity. For this work, we assume that each
block-fading event is independent, i.e. H assumes i.i.d. values
across different block fades.

The receiver sees R = RcTk™" packets from the channel.
The number of packets that the decoder of the erasure code
requires to recover the message, denoted m > m, depends
upon the erasure code. For Reed-Solomon erasure codes, m =
m; for fountain codes such as a Raptor code, 7 > m typically.
Thus, the probability of message error ¢ can be written using
the binomial distribution as

-1
ReTk™1 i (ReTk™'—i
q:Z<CZ. )(lfpe)pg( )

=0

(15)

In the above expression, p. denotes the probability that a
packet is not decoded successfully (and declared an erasure)
upon reception from the channel; this is called the probability
of packet erasure. Owing to our assumption that the channel
codes in the system operate close to capacity with zero block-
error probability when the Shannon capacity exceeds the
attempted rate, p. constitutes only one event: fading outage
[14].

The binomial sum in (15) can be computed numerically
only for small values of RcTk~!. Hence, we approximate
the random variable that denotes the number of packets
successfully decoded by the channel decoder using the Central

Limit Theorem (CLT), and obtain the Gaussian approximation
for q [12] as

(m—1)— RcTk™ (1 — De)
VRcTk™pe(1 — pe)

where ®(x) is the value of the c.d.f. of the standard normal
random variable at z € R.

To summarize, the objective is to minimize the message-
error probability ¢ in (15) via (16), where p, is also a function
of Rc. Writing the minimization problem in terms of R,
RpEg can be obtained as Rp = m" . Hence, the optimization

q"N"

; (16)

TR,
problem is as follows:
A 1 _ —1 _
min ¢ (™ )~ RoTk™ (1 p.)
Re \/RCTkilpc(l - pc)
| w7 ]
st. pe(Ro) = > Cw)
R(“lf =1

_k_ {LJ

Rl Rel

%C (Mast) < (1 +€)Re
Rclf

h RcTk™' €N

— < Rc < —
lf
a7
Note that, minimizing ®(-) is equivalent to minimizing its
argument, and the value of ¢ need not be explicitly computed.
We have specified the dependence of p. on R¢ here for clarity.
As noted in [12], [15], and many previous works, the
evaluation of p. for the block-Rayleigh fading channel (or
for its PD version) is not a straightforward task. One can use
[15] or similar works for the block-Rayleigh fading channel
to compute the outage probability p. with a minuscule error.
But, our fading model complicates it further as we have a sum
of two random variables that are not identically distributed in
the expression for p. in (17). We first expand and rearrange
the terms in p. for our one-dimensional PD block-Rayleigh

fading channel with capacity-achieving codes to obtain

| e ] B B i
C,
Z Wit (Rle {RclfD Wi < I |

18)
log(l + ’Yi)’ I/Vlzlst = log(l + ’Ylast)-

B. Gaussian Approximations of the Optimization Problem

pe:IP

where ¢ = 2(1 +¢€), W; =

Based on Gaussian approximations of p. in (18), as inspired
by [12], [2] presents four approximations to the optimization
problem (17). For numerical-search based results, [2] uses a
very low value of the margin, say € = 0.05, to obtain c.

1) Gaussian Approximation 1 (Approx. 1): Ignoring the
contribution of Wi, in (18), we get

19)

66



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

The above can be approximated using the Gaussian CDF as

% - \\RglfJ M(P)

Pe =@ (20)

| | Var(P)
The values of p(P) and Var(P), which denote the mean and
variance of log(1 + 7) with v ~ Exponential (+), can be
computed as stated in [12]. By ignoring the flooring function,
we get Gaussian approximation 1 (Approx. 1), which is an
adaptation of (19) in [12] to PD block-Rayleigh fading:

k  c¢Re — p(P)
Rely  \/Var(P)

2) Gaussian Approximation 2 (Approx. 2): For Approx. 2,
we evaluate (20) directly. The approximation to p. that is being
made here is imprecise in the sense that, (20) evaluates to the
same value for a range of Ro values; the reason being the
presence of the flooring function.

3) Gaussian Approximation 3 (Approx. 3): This approx-
imation is the evaluation of (18) with a constrained search
space that limits R¢ such that bot RL; and %l, are positive
integers.

4) Gaussian Approximation 4 (Approx. 4): The Gaussian
approximation that we make here considers both the terms

in (18), making it the most appropriate. Once we find out
k

pe =@ @2y

u(P) and Var(P), we assume that 32— C/ W; is Gaussian
and also that %lf — %lf Wiast 18 Gaussian. Thus, their

linear sum is another Gaussian random variable denoted W,
which stands for Gaussian approximation of weighted average
mutual information, with

(P),

mean(Wg) = Rel;

Var(Wg) = Var(P) {RIZZJ + <R];lf a Ll%lcﬂlfJ)2

22)
Thus, p. for this approximation (Approx. 4) is
ck
< — mean(Weg)
pe=0 | (23)
Var(WG)

C. Results and conclusions

Fig. 4 shows an example of the optimal values of Rc and
RE obtained from Approximations 1 and 4 as the overall code
rate mT]“ goes to 0. As observed by Courtade and Wesel [12] for
the (fixed diversity) block-fading channel, for the PD block-
fading model that the optimal channel-coding rate goes to 0.
However, where the optimal value of Rp approached a non-
zero constant less than 1 for fixed diversity in [12], under
PD block-fading it is approaching 1. With sifficient overall
redundancy, packet-level erasure coding is unnecessary in a
block fading channel with proportional diversity. Note that
rate-compatibility in this scenario is challenging because the
rate Rp increases for a sufficiently low overall rate.

m =50,k = 20,1; = 10, P = 5dB

1 L
x@
~ 0.8+
%6
[aed
£ 0.6
<
>
=
g 0.41 ”
2 --R; 1
o —— R} Approx. 1
0.2 — R¢, Approx. 4
— R}, Approx. 4
0 1 1
0 0.2 0.4 0.6

Overall code rate mk/T

Fig. 4. Result of optimization problem (17) as a function of overall code rate
for an example system with m = 10, k = 20, [y = 10 and P = 5 dB.
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We consider an abstract channel that consists of an in-
put set A, an output set B, and a random transformation
Pyx : A— B. An (M, ¢) code for the channel (A, Py|x,B)
comprises a message set M = {1,...,M}, an encoder
f: M — A, and a decoder g B — MU {e},
where e denotes an error event, that satisfies the average error
probability constraint

M
ﬁZ(l—PY\x(g’l(j)lf(j))) <e (1)

j=1
Here, g7(j) 2 {y € ¥ : g(y) = j}. In Theorem 1 below,
we provided a novel lower bound (i.e., achievability bound)
on the largest number of codewords for which an (M, €) code
exists.

Theorem 1 (B3 achievability bound): For every 0 < e < 1
and every input distribution Py, there exists an (M, €) code
for the channel (A, Py x,B) satisfying

M sup sup Br(Py,Qy) .
~ o<r<e Qy Pi—etr(Pxy, PxQy)
Here, Py £ Py|x o Px, and f,(P,Q) is defined as

@

Ba(P,Q) & min/PZ‘W(l | w)Q(dw) 3)

where the minimum is over all conditional probability distri-
butions Py |y : W — {0, 1} satisfying

[ Pziwt|w)P(dw) 2 a )

and W denotes the support of P and Q.

The proof of Theorem 1, which can be found in [1],
relies on Shannon’s random coding technique and on a
suboptimal decoder that is based on the Neyman-Pearson
test [2] between Pxy and PxQy. Hypothesis testing is used
twice in the proof: to relate the decoding error probability to
B1—etr(Pxy, PxQy), and to perform a change of measure
from Py to Qy.

The bound (2) is the dual of a converse bound recently
established by Polyanskiy and Verdi [3, Th. 15]. Furthermore,
both (2) and [3, Th. 15] can be viewed as a finite-blocklength
analog of the following identity for mutual information (also

The work of H. V. Poor and W. Yang was supported in part by the US
National Science Foundation under Grants CCF-1420575 and ECCS-1343210.
The work of G. Durisi was partly supported by the Swedish Research Council,
under grant 3222452.
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known as the golden formula) [4, Eq. (8.7)], which is exceed-
ingly useful for computing or bounding capacity [5]-[8]:

I(X;Y) = D(PxPy|x||PxQy) — D(Py||Qy). (5

The connections between (2) and existing achievability bounds
in the literature are discussed in [1].

The bound (2) is useful in situations where Py is not
a product distribution (although the underlying channel law
Py |x is stationary memoryless), for example due to cost
constraints, or structural constraints on the channel input,
such as orthogonality or constant composition. In such cases,
traditional achievability bounds such as Feinstein’s bound [9]
and the dependence testing bound [10, Th. 18], which are
explicit in dPy|x /dPy, become difficult to evaluate. In con-
trast, the 33 bound (2) requires the evaluation of dPy|x /dQy,
which factorizes for product )y. This allows for an ana-
Iytical computation of the bound (2). Furthermore, the term
B+(Py, Qy )—which captures the cost of the change of meas-
ure from Py to (Qy—can be evaluated or bounded even when
a closed-form expression for Py is not available. Applications
of the bound (2), which illustrate these properties, are provided
in [1].
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Abstract—A source model of key sharing between three users
is considered in which each pair of them wishes to agree on a
secret key hidden from the remaining user. There are rate-limited
public channels for communications between the users. We give an
inner bound on the secret key capacity region in this framework.
Moreover, we investigate a practical setup in which localization
information of the users as the correlated observations are exploited
to share pairwise keys between the users. The inner and outer
bounds of the key capacity region are analyzed in this setup for
the case of i.i.d. Gaussian observations.

[. INTRODUCTION

Secret key sharing at the physical layer is a promising approach
for deriving shared secret keys. Ahlswede and Csiszar [1] and
Maurer [2] introduced source and channel models of key sharing
between two legitimate users in the presence of an eavesdropper
using source and channel common randomness along with an
unlimited public channel. Various extensions considered a lim-
ited public channel [3], sharing of one secret key in a network
of users [4], and more than one secret key in different scenarios
[51- [11].

Pairwise key sharing first introduced in [11], is a specific
problem in this area, requiring that each pair of users shares
a secret key concealed from the remaining user(s). In a basic
setup including three users with access to correlated source
observations and communication over an unlimited public chan-
nel, inner and outer bounds on the secret key capacity region
were derived. In this paper, we extend the pairwise key shar-
ing framework in [11] to the rate-limited public channel for
communications. The public channel is full duplex and each of
the users can simultaneously send/receive information over/from
the public channel. Based on the correlated observations, users
communicate over the rate-limited public channel. Then, each
user generates the respective keys as functions of its source
observations and the information received over the rate-limited
public channel. We derive an inner bound on the key capacity
region in this framework; the explicit outer bound given in [11]
holds here for the rate-limited public channel case.

We consider location-derived common randomness here be-
cause it is a promising, towards practical applications, approach.
This is so because a multitude of emerging wireless systems are
location-aware and devices can and need to perform distance
measurements over RF communication, notably for security
reasons, for example [12], [13].

Location-derived common randomness was considered in [14]
in a different setup, with a key established between a mobile
node and a wireless infrastructure. In a setup closer to the one
considered here, [15] considered two users that move according

Fig. 1: Pairwise secret key sharing in the source model

to a discrete time stochastic mobility model and measure their
respective distance, after exchanging messages, in the presence
of an eavesdropper. In this paper, leveraging the latter approach,
we generalize location-derived key sharing to the “pairwise
secret key”’setting, notably with three users. We present inner
bounds of the pairwise key capacity region for both unlimited
and limited public channels. Furthermore, the explicit outer
bound in [11] is analyzed in this i.i.d. Gaussian setup. Some
numerical results are given for the Gaussian setup as well.

The proposed scheme can be extended to the case of more than
three users as the future work in which collusion of curious users
needs to be investigated. Here we consider simply users curious
about the keys their peers derive. But they do not otherwise
deviate from the specification and disrupt the protocol.

The rest of the paper is organized as follows: in Section II,
the preliminaries of the key sharing setup are given. An inner
bound of the pairwise key capacity region with rate-limited
public channel is given in Sections III. Deriving pairwise keys
from localization information along with the respective inner and
outer bounds are presented in Section IV. Numerical results and
concluding remarks are given in Sections V and VI, respectively.
Proofs of the results are presented in Appendices.

II. PRELIMINARIES

Users 1, 2 and 3, respectively, have access to n ii.d. obser-
vations X7, X5 and X3 according to Fig. 1. The observations
are correlated according to distribution Px, x,x,. The random
variable X; takes values from the finite set X; for i« = 1,2, 3.
Furthermore, there exists a noiseless public channel of limited
capacity for communication between the three users where user
7 is subject to rate constraint R; for its transmission. Each pair of
the three users intends to share a secret key concealed from the
remaining user. K; ; denotes the shared key between users ¢ and
Jj, hidden from user m, for i,j,m € {1,2,3}, i < j, m # i,j.
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We represent the formal definition of the described secret key
sharing setup.

User 7 sends stochastic function F; = fl-(Xf) over the rate-
limited public channel for ¢ = 1,2, 3 subject to

1

gH (Fi) <Ry )]
Upon receiving the information over the public channel, key
generation is performed at the users. Key generation function
g; is used by user 7 for ¢ = 1,2,3 as:

g1 1.7:2 X .7:3 X Xln — ’CLQ X ’Clyg (2)
921.7'—1><.7'—3><X27L—>]C172><’C273 (3)
gs 2.7:1 X ]:2 X X?? — K,'Lg X ’ngg. (4)

Thus, user 1 calculates K » and K 3 to share with users 2
and 3, respectively. Similarly, user 2 calculates K (1,2 and K2 3
to share with users 1 and 3 and user 3 calculates K 1,3 and Kg 3
to share with users 1 and 2.

Definition 1: In the pairwise secret key sharing over public
channels of limited rates (R;, R, R3) at the respective users 1,
2, 3, the rate triple (R12, R13, R23) is an achievable key rate pair
if for every ¢ > 0 and sufficiently large n, we have:

Vi< je{1,23} %H(Km)zRijfe 5)

Vi<je{1,2,3} Pr{K;#K;;}<¢ (6)

Vi<jme{l1,2,3},m ¢{i,j} I(K,;; Fi,F;,X") <e (7)
1

Equation (5) means that rate R;; is the rate of the secret key
between users ¢ and j. Equation (6) means that each user can
correctly estimate the respective keys. Equation (7) means that
each user effectively has no information about the remaining
users’ secret key. Equation (8) denotes that the key sharing is
subject to the constraint of the public channel.

Definition 2: The region containing the entire achievable secret
key rate triples (Ri2, R13, Ra3) is the secret key capacity region.

III. MAIN RESULT

In the following, an inner bound on the pairwise key capacity
region of the source model with rate-limited public channel is
given. First, we define:

riz = [[(S12; X2|S23532) — I(S12; X3, 513|523, S32)] T,
ro1 = [I(S21; X1 [S13531) — I(S21; X3, S23 [S13,551)] T,
riz = [I(S13; X3 |S23532) — I(S13; X2, S12 523, S52)] T,
rgy = [1(S31; X1]S12521) — 1(S31; X2, S32 [S12, S21)] T,
rag = [1(S23; X5]S513531) — 1(Sa3; X1, S21 [S13, S51) ] T,
rgz = [I(S32; X2 [S12521) — I(S32; X1, 531 [S12,521)] T,
L2 = I(S12; So1 | X3, Si3, Sa3),

Iis = I(S13; S31 | X2, Si2, S32),

Ios = I(S23; S32 | X1, S21, S31) , Iy = 1(S215 931 | X1),

Iy = I(S12; 832 X2),I3 = I(S13; S23 | X3).

Theorem 1: In the described setup, all rates in the closure of
the convex hull of the set of all key rate triples (Rj2, Ri3, Ro3)

that satisfy the following region, are achievable:

Ri2 > 0,R13 >0, Ra3 > 0,

Ri2 < ri2tra; — Iio,

Ry3 <riztrz; — iz,

Ro3 < raztrsz — Ias,

Ris + Ri3 < riztroitriz+rss — iz — Iz — Iy,
Rio + Ro3 < r12+ra1+resz+rae — L1z — I23 — Io,
Ri3 + Roz < riz+rai+ras+rse — iz — Iaz — I3,
Ry + Ri3 + Rog < r12+r21+riz+r3i+ras+rae—

Lig—Tis—Ios—Ii —I2—1I3 &)

for random variables taking values in sufficiently large finite sets
and according to the distribution:

p(812,81378217 5237831,8327-”61796‘2,%3) = p(l‘17$27x3)~
p(s12|z1)p(s13]21)p(s21|T2)P(523]22) (831 |T3)P(S532]73)

and subject to the constraints:

I(S12;X1| X2,532) +1(S13; X1| X3,523) < R1, (10)
I(S21; X9 X1,S31) + [(S23;X2/X 5,513) < Ra, (1)
I(S31; X3X1,521) + 1(S32; X31X2,512) < Ra, (12)
I(S12.X1| X2,532) 4+ 1 (S21;,X2] X1,531) 41 (S13,523; X1, X0| X3)
<Ri+Ra, (13)
1(S13; X1 X3,523) + 1(S31; X3 X1 ,521) + I(S12,532; X1, X3 Xo)

< Ri + Rs, (14)
1(S23; X3 X3,513) + I(S32; X3 X2,512) + I(S21,531;X2, X3 X1)

< R> + Rs. (15)
1(S21,531;X2, X3 X1) +1(S12,532; X1, X3 Xo) +1(S13,523:X1,X9 X3)
< Ri+ R>+ Rs. (16)

Proof: The proof of Theorem 1 is given in Appendix A in
the extended version [18]. [ ]
The rate region in Theorem 1 is achieved by double random
binning as well as Wyner-Ziv coding [16] and rate splitting. In
the achievability scheme, the rate of the key between users ¢ and
j consists of two parts. A part is rate of the key generated by
user ¢ to share with user j (r;;) and the other part is the rate
of the key generated by user j to share with user 7 (rj;). The
auxiliary random variable S;; stands for the former key while
Sji is associated with the latter key. The total rate of the key
between users ¢ and j is the sum of r;; and rj; in which term I;;
is subtracted to avoid revealing any information about one of the
key to the remaining user (as the eavesdropper) in the case that
the other key is disclosed. The limitation of the public channel
at the users is reflected in (10)-(16).

Remark 1: The region in Theorem 1 reduces to key rate regions
in [7] by considering subset of keys and assuming unlimited
public channel. It also reduces to the key rate region in [11] by
removing public channel limitations.

We do not present a new outer bound on the key capacity
region. The explicit outer bound in [11] with unlimited public
channel holds in this new setup.
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Fig. 2: Using location information for Pairwise secret key sharing

IV. A REAL-WORLD EXAMPLE OF THE PAIRWISE KEY
SHARING

In this section, we consider pairwise key sharing between
three users who move in two-dimensional space according to
a discrete time stochastic mobility model. The idea of using
localization information to share a secret key between two users
in the presence of an eavesdropper was first introduced in [15].
Here, we extend this idea to the pairwise key sharing between
three users. The users are mobile in continuous space according
to a discrete time stochastic mobility model, independent of each
other. Each pair of the three mobile users exploits the distance
between themselves as a source of common randomness to share
a key while the remaining user tries to make an estimate of
that distance as precise as possible. We borrow some notations
from [15]. We assume the considered time is divided into n
discrete time slots where time slot [ includes the time interval
[IT, (I41)T]. The users’ locations are assumed constant during a
time slot. As shown in Fig. 2, at time slot [, the distance between
users i and j is dj;[l] = |z;[l] — 2;[{]| in which 2;[l] € R? is
the random variable which denotes user ¢ location at time slot
[. In the same figure, ¢;[l] shows the angle of the triangle at
user ¢ at time slot [. Each pair first exchanges beacon signals
(e.g., using propagation delay) to make correlated observations
and then, they communicate over the (limited) public channel to
share a key hidden from the remaining user. This is performed
in two phases as follow.

Localization phase: User ¢ broadcast some beacons (as a
short signal bearing localization information on the initiating
node) at the beginning of time slot [ and users j and m
obtain noisy observations of dj;[l] and d,;[l], respectively, for
i€ {1,2,3},5 # m € {1,2,3} —i. We assume the users are
equipped to directional antenna and hence, user 4 obtain qAﬁl [1] as
the noisy version of the angle between the remaining two users.
The same as in [15], we assume the sent information by the
users is corrupted by Gaussian noises. We have:

di[1) = di; (1] + Ni;[1]
bill] = ¢ill] + Ny[1]

where N;;[l] and N;[l] are zero-mean Gaussian noises with
. 5 9 . . .

variances o;; and o7, respectively. All the noises are independent

of each other. In the rest of the paper, we consider the case of

i.i.d. locations and additive noises. Thus, we drop index [ in

equations (17)-(18). If the number of broadcast beacons by each

user is .J > 1, then o7, and o7 are divided by .J [15]. We assume

that users are perfectly clock synchronized (it is shown in [15]

an
(18)

that clock mismatch does not affect the theoretical bounds of
secret key rates).

Key generation by public channel communications: At the
beginning of this phase, user i has access to its observations

0; ={di; ={di;[l]}1=1, dim ={dim[l]} 121, di ={&sll] }1=1 }
(19)
The users communicate over a (rate-limited) public channel to
share secret keys in the pairwise manner. Users ¢ and j exploit
the reciprocity of the distance between themselves to share a key
based on their noisy observations aij and &ji, respectively:
dij = dij + Nij
i = dj; + Ny,
where di; = dj; is the real distance and N;; ~ N(0,07;/J),
Nji ~ N(0,0%;/J) assuming each user broadcasted .J beacons
at the localization phase. On the other hand, the remaining
user m tries to estimate d;; to obtain information about the
key between users ¢ and j as much as possible with access to
(dmia dmj7 ¢m)
Due to simplicity, we assume o;; = o; between each pair ¢
and j. In continue, we consider unlimited and rate-limited public
channels separately.

(20)
@n

A. unlimited public channel

Since the observation between pair ¢ and j is symmetric
(because of o;; = o0j;) and the public channels at both sides
are unlimited, we choose one-way communication between each
pair. Without loss of generality, it is assumed that user 1
communicates to user 2, user 2 communicates to user 3 and
user 3 communicates to user 1. According to the directions of
communications between users, we choose S12 = dia, 523 =
daz, S31 = d31, 521 = S32 = S13 = ¢ in Theorem 1. Then the
rate region in Theorem 1 is reduced to:

Ri2 > 0,R13 > 0, Raz > 0, (22)
Riz < Iid12;dby) —Idra; d1, 2, $3) (23)
Ri3 < Iids1;cis) —Idsa; doa, cos, §o) (24)
Ra3 < Iidas;dso) —Idos; di, iz, $1) (25)

Each potential eavesdropper combines its available observations
to estimate the distance between the other two users to enlarge
the subtracted mutual information terms in (23)-(25). Thus, user
m as a potential eavesdropper of the key between users ¢ and j
makes estimate of d;; as:

Ciij = \/d?nz + CZ%U — 2J77L1ij COS((&m)
where the parameters inside the square root are defined as (17)
and (18). For J > 1, 03;/J < d; and 07 /J = 0, Vi # j €
{1,2,3} with high probability and (26) can be approximated as
[15]:

(20)

R 62
dij = dij + N( 7J) 27)
Substituting (27) as the estimate of d;; in (23)-(25) results in the
following rate region (it can be shown that this is the best that
each potential eavesdropper can do):
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Theorem 2: Using unlimited public channel in the pairwise key
sharing from the localization information, all rates in the closure
of the convex hull of the set of all key rate triples (R12, R13, Ro3)
that satisfy the following region, are achievable:

Ris >0, Riz > 0, Rog > 0, 08)
iz < JB(loa(1 + 2O )
b i e )

(30)
Py < R(loal1 + (i CRTR) 61)

in which E is the expectation with respect to (di2, d13, da3) and

24 2 2 o, o of
~2 A m “m Jjm
Uij _Ji'rrz+O‘jm+conStd12¢d137d23 (4d2 - 4d2d2 - 4d2d2 )
) 1 vm 17 gm
(32)

for Consty,,. dys,dos = (d12 + dis + dao3)(d12 + diz — dos) (di3 +
dos — dy2)(di2 + dos — di3).
Proof: The proof is given in Appendix B in [18]. |

In the following, we give an outer bound on the key capacity
region in the described setup for unlimited public channel based
on the explicit outer bound in [11].

Corollary 1: Using unlimited public channel in the pairwise
key agreement from localization information, the following is an
outer bound on the pairwise key capacity region:

1 E(6%
Ry > 0,Ri3 >0, Ro3 > 0, Ry2 < Elog(l + (0212)) (33)
012
1 E(63.
ngfmgy+(?9) (34)
2 013
1 E(62
Rag < +log(1+ —o2)) (35)
2 053

in which E is expected value with respect to (di2,d13,da3) and
67, is defined as (32).
Proof: The proof is given in Appendix C [18]. |

B. rate-limited public channel

In this case, the information sent by the users over the public
channel should be subject to the respective rate constraints. In
particular, a noisy version of the observation at each user can be
considered for the key generation. To apply this constraint, we
set:

Sij = dij + Dy (36)

in Theorem 1 where D;; ~ N(0, 05) The noises D;; are
independent of each other and of all the observations. In fact
Si; is a noisy version of d;; where its related information can be
sent by user ¢ through the public channel with rate constraint 2;.
It should be noted that in the case of rate-limited public channel,
we can not assume one-way communication between each pair
and we need to consider the general two-way communications
to derive the largest rate region. By considering all the auxiliary
random variables of Theorem 1 as (36) and applying the rate
constraints in (10)-(16) in Theorem 1, we deduce:

Key Rate, bits

. : L |

0 0.05 0.1 0.15 0.2 0.25 0.3
2

712

Fig. 3: inner and outer bounds on R;5 and Ri3

Theorem 3: Using public channels with rates (Ri, Ro, R3),
respectively, at users 1,2,3 in the pairwise key sharing from
localization information, the pairwise key rate region on the top
of the next page is achievable which is subject to the constraints:

%E(log(l n %) +log(1 + %)) <R
(37
Proof: The proof is given in Appendix B in [18]. |

V. NUMERICAL RESULTS

In this section, numerical evaluation of the results in Sections
IV-A and IV-B is given. We assume that at each time slot, all
users’ locations are characterized by i.i.d. circularly symmetric
zero mean, unit variance Gaussian random variables. First we
consider unlimited public channel case. We set 02, = 03, =
0? = 03 = 02 = 0.1 and plot the key rates as functions of
Uf2. Because of symmetry, the bounds on the rates 13 and Ra3
are the same and hence, we analyse one of them. In Fig. 3, the
inner and outer bounds on key rates Ri» and R;3 are shown
as functions of o%,. Clearly the bounds on R decrease as o7,
increases, while the bounds on R;3 increase with the growth of
o?,. However, for small values of 0%, the bounds on R are
more affected compared to the bounds on R;3.

Then, we analyse the key rate region in the rate-limited public
channel case. We set Ry = .5, Ry = .2, R3 = .8 and UfQ =
0% = 033 = 0} = 03 = 0% = 0.1. In order to clarify the
rate region, we project the 3-D region into three 2-D regions. As
we discussed in Section IV-B, in the case of rate-limited pubic
channel, we have two-way communication between each pair.
Each user splits its available public channel rate to share keys
with the other users while the public channel rates of the other
users affect this splitting. As shown in Fig. 4-6, the rate regions
are not necessarily rectangular in contrast to the case of unlimited
public channel. Obviously, the achievable rates are significantly
smaller than the corresponding values in Fig. 3 where unlimited
public channel is assumed (respective rates at Fig. 3 for o3, =
0.1).
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Ryg > 0,Ry3 > 0, Rgg > 0,

452052 2
d12/7(675 — o13)

1
Ryp < —E([log(1 + — - ; 7 ; 7 ;
2 (@357 +6§2) (357 (2085 + 013) + (oF5 + 013)0%5)

42052 2
1377 (673 — o13)

N 4 7
(4137 + 613)(d337 (2075 + 013) + (o3 + 0 3)ofy)

1
Ri3 < EE([log(l +

4 2,22 2
d3377 (853 — 953)

T + og(1 +

(38)

4 52052 2 2 (2 ‘2
digJ (619915 — o1a(o1p + 13)) +

T + Mlog(1 +

)]
~ 7 .G P ! - 7 /<
(d357(635 + 0y +013) + 635 (05 + 013))(d3, 7208, + 057) + (03, + 057)0s)

4 52052 2 2 (2 2
41377 (613913 — 913(913 + 713)) 1)

)
~ ’ - 7 7 7
(d137(6%5 + o3 + 013) + 635(ofy + 013) (4137 (2085 + 033) + (035 + o537 )oF3)

4 52,2 2 2 .2 ’9
d33J7 (653093 — 033(953 + 953)) +

: +
Ra3 < ;E([log(l + )T [log(1 4

- — 7 7
(4337 + 633) (4357 (2055 + 053) + (933 + 033)035)

- ’ N 7 ! 7
(4337635 + 033 + 053) + 635(035 + 93)) (4337 (2035 + 733) + (933 + 053)053)

(39)

018

ol i
a ooz 004 0.06 0.08 a1 012 014 016
R

Fig. 4: Rio — Ry with Ry = .5, Ry = 2,R3 = .8

ol )
] 062 0.04 0.086 o8 0.1 [XF) 014 0.16

Fig. 5: Ris — Ro3 with Ry = .5, Ry = .2,R3 = .8

VI. CONCLUSION

The source model of pairwise secret key sharing was investigated
with rate-limited pubic channel between three users. An inner
bound on the key capacity region was derived for the general
case of discrete memoryless source observations. We considered
a setup in which the users exploited the distance between
themselves as correlated observations to generate keys. Inner and

025

0 00Z 004 006 008 o1 012 08 06

Fig. 6: Riz — Rog with Ry = .5, Ry = .2,Rs = .8

0is 0z

outer bounds on the key capacity region were analyzed for the
case of i.i.d. Gaussian observations. As a future work, we analyze
the problem of pairwise key sharing between arbitrary number
of users who access to limited public channel.
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Abstract—The broadcast channel (BC) with one confidential
message and where the decoders cooperate via a one-sided link is
considered. A messages triple with one common and two private
messages is transmitted. The private message to the cooperative
user is kept secret from the cooperation-aided user. An inner
bound on the strong-secrecy-capacity region of the BC is derived.
The inner bound is achieved by a channel-resolvability-based
Marton code construction that double-bins the codebook of the
secret message. Both the resolvability and the BC codes use
the likelihood encoder to choose the transmitted codeword. The
protocol uses the cooperation link to convey information on a
portion of the non-confidential message and the common message.
The inner bound is shown to be tight for the semi-deterministic
and physically degraded cases.

Index Terms—Broadcast channel, resolvabiliy, cooperation,
physical-layer security, secrecy.

[. INTRODUCTION

We study broadcast channels (BCs) with one-sided decoder
cooperation and one confidential message (Fig. 1). Coopera-
tion is modeled as conferencing, i.e., information exchange via
a rate-limited link that extends from one receiver (referred to
as the cooperative receiver) to the other (the cooperation-aided
receiver). The cooperative receiver possesses confidential in-
formation that should be kept secret from the other user.

By extending the coding schemes of Wyner [1] and Csiszar-
Korner [2], multiuser settings with secrecy were extensively
treated in the literature (e.g., cf. [3], [4] and references therein).
These extensions use the so-called weak-secrecy metric, i.e.,
a vanishing information rate leakage to the eavesdropper.
Observe that although the rate leakage vanishes with the block-
length, the eavesdropper can decipher an increasing number
of bits from the confidential message. This drawback was
highlighted in [5], which instead advocated a secrecy measure
referred to as strong-secrecy. We consider strong-secrecy by
relying on work by Csiszar [6] and Hayashi [7] to relate the
coding mechanism for secrecy to channel-resolvability rather
than channel-capacity (see also [8]).

We first consider a state-dependent channel over which an
encoder with non-causal access to the channel state sequence
transmits a codeword and aims to make the conditional
probability mass function (PMF) of the output given the
state resemble a conditional product PMFE. The underlying
codebook coordinates the transmitted codeword with the state
sequence by means of multicoding, i.e., by associating with
every message a bin that contains enough codewords to ensure
joint encoding (similar to a Gelfand-Pinsker codebook). Most
encoders use joint typicality tests to determine the transmitted
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Fig. 1: Cooperative BCs with one confidential message.

codeword. We instead adopt the likelihood encoder recently
proposed in [9].

Our code ensures that the relation between its codewords
correspond to the relation between the channel states and the
input in the corresponding resolvability problem. A double-
binning of the confidential message codebook allows joint
encoding (outer bin layer) and preserves confidentiality (inner
bin layer). The sizes of the inner bins are determined by
conditions on the rates in our resolvability lemma. To match
the conditions of the lemma, we use the likelihood encoder as
the multicoding mechanism. Our protocol uses the cooperation
link to convey information on a public message that is assem-
bled from portions of the non-confidential message and the
common message. The inner bound is shown to be tight for
semi-deterministic (SD) and physically-degraded (PD) BCs.
As a special case, our results captures the strong-secrecy-
capacity region of the SD-BC (without cooperation) where the
message to the deterministic user is confidential - an unsolved
problem that has merit on its own.

We focus on the cooperative scenario to shed light on
the interaction between user cooperation and secure com-
munication. Without secrecy constraints, the public message
comprises parts of both private messages [10]. This difference
is fundamental when coding for secrecy because a cooperation
protocol that shares information about the confidential mes-
sage violates the secrecy constraint. Since the protocol relies
on the cooperative user decoding the public message before
sharing it, this difference results in an additional loss in the
rate of the confidential message (on top of the loss due to
secrecy). The restricted cooperation protocol encapsulates the
tension between secrecy and cooperation.

To the best of our knowledge, we present here the first
resolvability-based Marton code. This is also a first demon-
stration of the likelihood encoder’s usefulness in the context
of secrecy for channel coding problems. From a broader
perspective, our resolvability lemma is a tool for upgrading
weak-secrecy to strong-secrecy in settings with Marton coding.
The reader is referred to [11] for discussion and examples that
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W U(W,So,8,8,) Vo~ PG g
Code B, VU, 50,8 S
(S0, 8)
Q%5

Fig. 2: Coding problem for approximating P\(,B"gg sy N QVsy,5-

are not presented here due to space limitations.

This paper is organized as follows. Sections II and III
provide preliminaries and state a central lemma, respectively.
In section IV we introduce the cooperative BC and state
our inner bound and capacity results. Proofs are given in
Section V.

II. NOTATIONS AND PRELIMINARIES

We use notation from [11, Section II]. The total variational
(TV) distance between two PMFs P and () is

1P=Qll =3 3 |P() - Q) m

zeX

and the corresponding relative entropy is

3> P(a)log (p ("’)) . @)

z€supp(P) Q(I)

Remark 1 Pinsker’s inequality shows that relative entropy is
larger than TV distance. The reverse relation is not generally
true, but there is a “reverse” Pinsker inequality for long
sequences of independently and identically distributed (i.i.d.)
random variables. That is, if P < @ (i.e.,, P is absolutely
continuous with respect to ), and @ is an i.id. discrete
distribution of variables, then!

D(P|IQ) =

e A L G

as ||P — Q|| goes to zero and n goes to infinity (see [12,
Equation (29)]). In particular, (3) implies that an exponential
decay of the TV distance produces an exponential decay of the
informational divergence with the same exponent.

III. CONDITIONAL RELATIVE ENTROPY APPROXIMATION

Consider a state-dependant discrete memoryless channel
(DMC) over which an encoder with non-causal access to
the i.i.d. state sequence transmits a codeword (Fig. 2). Each
channel state is a pair (Sp,S) of random variables drawn
according to (Jg,. 5. The encoder superimposes its codebook
on Sy and then uses the likelihood encoder with respect to S
to choose the channel input sequence. The conditional PMF
of the channel output, given the states, should approximate
a conditional product distribution in terms of unnormalized
relative entropy.

1f(n) € O(g(n)) means that f(n) < k- g(n), for some k independent
of n and sufficiently large n.

As shown in Section V-B, we construct a channel-
resolvability-based Marton code for the cooperative BC in
which the relations between the codewords correspond to those
between the channel states and its input in the resolvability
setup. The Marton code combines superposition coding and
binning, hence the different roles the the state sequences Sy
and S play in the subsequent resolvability codebook. Lemma 1
is then invoked to achieve strong-secrecy.

A. Problem Definition

The random variable W is uniformly distributed over W =
[1 : 2"%] and is independent of (So,S) ~ Q§, g. For any
fixed Qu|s,,s, consider the following coding scheme.

Codebook Construction: For every s; € Sj gener-
ate a codebook B, (sg) that comprises 2"% bins, each as-
sociated with a different message w € )V and contains

nR’ 3 n 'y
2 u-codewords that are drawn according to QU‘ So=sy —

T2 Quis, (ls0,)- Let By = {Bu(so)}, g, denote this
collection of codebooks and denote the codewords in the
bin associated with w € W by {u(so, w,i,B,)} where
T=1[1:2"F],

Encoding and Induced PMF: The encoding uses the
likelihood encoder described by conditional PMF

i€’

B Qg‘|U7SO (S|u(507w77;a6n)a50)
i%z Q30,5 (s|u(so,w,i", By),s0)

4)
Upon observing (w, sp, s), an index ¢ € Z is drawn according
to (4). The codeword u(sg,w,,B,,) is passed through the
DMC Q(’;l U.50.5" The distribution induced by the resolvability
codebook B, is

P(B")(so,s,w,i,u,v) :Q’,,SL'MS(SO7 5)2_nﬁf(LE) (’L|’LU7 So, S, Bn)

X L fu(se,w,i,B.)=u} QV0,5,,5(VIU, S0,8).  (5)

f(LE)(i‘waS()vsan)

Furthermore, we use B,, to denote a random codebook that
adheres to the above construction .

Lemma 1 (Sufficient Conditions for Approximation) For
any Qs,.5, Quiso,s and Qv|u,s,.s» if (R, R') € R3 satisfies

R +R>I(U;S,V|Sy), (6b)
then
Bn n n
IEB"D(P\(/\SZ,SH V\SO,S‘QSO,s) m 0. 7

The proof of Lemma 1 shows that the TV distance decays
exponentially fast with the blocklength n. By Remark 1 this
implies an exponential decay of the desired relative entropy.
See Section V-A for details.

Another useful property is that the chosen u-codeword is
jointly letter-typical with (Sg, S) with high probability.

Lemma 2 (Typical with High Probability) If (R,R') € R2
satisfies (6), then for any w €W and € >0, we have

Bz, P((So, S, U(So,w, 1, B)) ¢ T (@s,.5.0) |Bu ) ——0,
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where I is a random variable that represents the index chosen
by the likelihood encoder f1F).

The proof of Lemma 2 relies on [9, Property 1]: for any
€>0and f: X — R bounded by b > 0, if ||II — A||<e then

‘Enf(X) —EAf(X) ‘ < eb. The proposition follows by taking

f(S0,8,U) = ) and using (7).

L (5080187 (@54 5

IV. COOPERATIVE BROADCAST CHANNELS WITH ONE
CONFIDENTIAL MESSAGE

A. Problem Definition

The discrete memoryless broadcast channel (DMBC) with
cooperation and one confidential message is illustrated in
Fig. 1. The channel has one sender and two receivers. The
sender chooses a triple (mg,m1, mo) of indices uniformly and
independently from the set [1 : 27F0] x [1:2"F1] x [1:27F2]
and maps them to a sequence x € X", which is the channel
input. The sequence x is transmitted over a BC with transition
probability le,y2|X. If thyQ‘X factors as ]l{ylzf(x)}Qy2‘X
or Qy,|xQy,|y, then we call the BC SD or PD, respectively.
The output sequence y; € V7, where j = 1,2, is received by
decoder j. Decoder j produces a pair of estimates (m(()] ), mj)
of (mg, m;). Furthermore, the message m; is to be kept secret
from Decoder 2. There is a one-sided noiseless cooperation
link of rate Ry2 from Decoder 1 to Decoder 2. By conveying
a message mya €[1: 2”R12] over this link, Decoder 1 can share

with Decoder 2 information about y1, (mgl), Thl), or both.

Definition 1 (Code) An (n, Ri2, Ro, R1, R2) code C,, for the
BC with cooperation and one confidential message has: (i)
Four message sets Mia=[1:2"12] and M;=[1:2"i], for
7=0,1,2; (ii) A stochastic encoder described by a stochastic
matrix fX\MoJ\'flJ\/fz on X"; (iii) A decoder cooperation
Sunction fi1o @ V' — Mia; (iv) Two decoding functions
¢1 :y{l—>MOXM1 andqbg: ELXM12—>M0XM2.

Definition 2 (Error Probability) The average error proba-
bility for an (n, Ri2, Ry, R1, R2) code C,, is

P.(Ca) =Pe, ((V§, NP, Ny Vo) (Mo, Mo, M, Ma) ),

where Pc, (-) means that the probability is calculated with
respect 1o the joint PMF induced by C,. Furthermore,
(MEINL)=¢1(Y 1) and (M(g27)]V12):¢2(Y2,f12(Y1))-

The information leakage at receiver 2 is measured by
L(C,) = I, (My; M2, Y5), which is also calculated with
respect to PMF induced by C,,.

Definition 3 (Achievability) A rate tuple (Ry2, Ry, R1,R2) €
]Ri is achievable if for any € > (0 there is an
(n, R12, Ro, Ry, R2) code C,, with P.(C,,)<e and L(C,,) <e,
for any n sufficiently large.

The strong-secrecy-capacity region Cs is the closure of the
set of the achievable rates.

B. Strong-Secrecy-Capacity Bounds and Results
We state an inner bound on the strong-secrecy-capacity
region Cg of a cooperative BC with one confidential message.

Theorem 3 (Inner Bound) Let R; be the closure of the
union of rate tuples (Ry2, Ry, R1, R2) € Ri satisfying:
Ry < I(Uy; Y1|Up) — I(Uy; Uy, Ya|Up)
Ry + Ry < I(Up, Uy; Y1) — I(Uy; Uz, Y2 |Up)
Ry + Ry < I(Up, Uz; Y2) + Rio
Z Rj < I(Uy, Uy; Y1) +1(Uy; Ya|Up) —I(Uy; Uz, Ya|Up),

§=0,1,2

(3)
where the union is over all PMFs Qu, v, ,v,,x @y, v, x- Then
the inclusion R; C Cs holds.

The proof of Theorem 3 relies on a channel-resolvability-based
Marton code and is given in Section V-B. The inner bound in
Theorem 3 is tight for SD and PD BCs.

Theorem 4 (Secrecy-Capacity for SD-BC) The strong-
secrecy-capacity region CS( of a cooperative SD-BC with
one confidential message is the closure of the union of rate
tuples (Ri2, Ry, R1, Ra) € ]Ri satisfying:
Ry < HM W, V,Y2)
Ro+ Ry < HYA[W,V,Y2) + I(W; Y1)
Roy+ Ry < I(W,V;Y5) 4+ Ryo
Y Ry <HM|W,V,Y2)+I(V; Yo W)+I(W; Y1), (9)

j=0,1,2

where the union is over all Qw,v,y, xQy,|x with Y1 = f(X).

The direct part of Theorem 4 follows from Theorem 3 by
setting Uy =W, U; =Y, and U = V.

Theorem 5 (Secrecy-Capacity for PD-BC) The strong-
secrecy-capacity region CSP of a cooperative PD-BC with
on confidential message is the closure of the union of rate
tuples (Ri2, Ry, R1, R2) € Ri satisfying:
Ry < I(X5M W) = I(X;Y2[W)
RO + R2 S I(VV7 Yg) + R12
D Ry <I(X5Yh) — I(X;Y5|W),

J=0,1,2

(10)

where the union is over all Qw,x Qy,|x Qv, |y -

The achievability of CéPD) follows by setting Uy = W, U; =
X and Uy = 0 in Theorem 3.

Remark 2 (Converse) The converse proofs for Theorems 4
and 5 are omitted due to space limitations (see [11] for
details). We remark that we used two distinct converse proofs.
In the converse of Theorem 4, the fourth bound in (9) does
not involve Ry, since the auxiliary random variable W;
contains Mio. With respect to this choice of W;, showing that
W — X — (Y1,Y3) forms a Markov chain relies heavily on the
SD property of the channel. For the PD-BC, however, such
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an auxiliary is not feasible as it violates the Markov relation
W — X — Y1 — Y5 induced by the channel. To circumvent this,
in the converse of Theorem 5 we define W; without Mo and
use the structure of the channel to keep R from appearing in
the third rate bound in (10). Specifically, this argument relies
on the relation Mo = f12(Y1) and that Y is a degraded
version of Y1, implying that all three messages (Mg, My, M>)
are reliably decodable from Y1 only.

V. PROOFS
A. Proof of Lemma 1

Note that the factorization of PB») from (5) implies that

S(an) = Q% . Therefore, to establish Lemma 1 we show that
05 0>

B,
Bs, D(PSHv|[Qbsv) =0 (D
For every fixed codebook B,,, PS(B S>V is absolutely continuous
with respect to Q5 sy Combining this with Remark 1, a
sufficient condition for (11) is that

(Br)

Eg, ||Ps,’s,v —

12)

n
— 0.
SO’S’V‘ ‘ n—00

To evaluate the TV distance in (12), define the ideal PMF
of (So,S,W,I,U, V) as

B (s9,w,1,u,8,v) = ng(SO)Z_R(R+R/)ﬂ{u(s(),w.,i,b’n)zu}

X Qg\U,SO(S|u7 SO)Q%U,SO,S(VW» S0, 8)

with respect to the same codebook B, as PB2) | Note,
however, that I describes an encoding process where the
choice of the u-codeword from a certain bin is uniform, as
opposed to P that uses the likelihood encoder. Furthermore,
the structure of I" implies that the sequence s is generated by
feeding sg and the chosen u-codeword into a DMC QTSL*\U, So-

Using the TV distance triangle inequality, we upper bound
the left-hand side of (12) by

B, B
EBW[ 11(30 SVH + Hr(so,sv QSO,S,V’H 13)

By [12, Corollary VILS5], the second expected TV distance
decays exponentially fast as n — oo if (6b) holds.

For the first term in (13), we use the following relations
between I' and P. For every fixed codebook B,,, we have

(Bn)
Py

NGO (B..)
I|W,So,S I|W,S0,S,B,=B,, I|W,S0,S
B,,) (B.))

(8 1 =P
U|I,W,S0,8 {v=uso.w.1.8,)} U|I,W,S0,8
(B.) _ _ p(B)

VU rwses = QVivse,s = Pyviurws,.s:

Consequently, basic properties of the TV distance and the
symmetry in constructing 5,, give

(Bn) (Br) (Bn)
Eg,||Ps,’s.v = I's,'s VH < Eg, =g gw= 1H
Invoking [12, Corollary VII.5] once more, (6a) implies that

JBn)
SO S|W= 1‘ n—00 0 (14

exponentially fast.

B. Proof of Theorem 3

Codebook Generation: Split M, into two independent
parts (Msg, Mao) with rates Rog and Rao that satisfy Ry =
Roo + Ras, and alphabets Moy and Moo, respectively. M, £
(Mo, Myo) is referred to as a public message while Mao
denotes private message number 2. We also use M, =
Mo x Myp and R, £ Ro+ Ryp. Let W be a random variable
uniformly distributed over W = [1 : 2"F] and independent of
(M07 ]\/—[17 MQ)

Generate a public message codebook® Cy that comprises
271 4-codewords ug(my, Co), my € My, drawn according
to Q- Randomly and uniformly partition Cy into 2712 bing
B(mlg), where mio € Mis.

For each wugy(mp,Co), € M,, generate a code-
book Ci(m,) that comprises on(Ri+Ri+R) codewords uy,
each drawn according to Q. (- lug(my, Co)) independent
of all the other wj-codewords. Label these codewords as
uy (my, my,i,w,Cy), where (mq,i,w) € My X Z x W and
2120

For each ug(my,Co), m, € M,, also generate a code-
book Ca(m,) that comprises onf22 g0 codewords, each as-
sociated with a private message mos € Moo, Each us-
codeword is drawn according to Q&‘UO( . |u0(mp,C0)) in-

mp

dependent of all the other uz-codewords. Denote Ca(m,,) £
{u2(mp,m22,C2)}m22€M22.

The channel input x associated with a triple (ug, uy, us) is
generated according to Q}‘UqulyUz(

Encoding: To transmit a triple (mq,m1, ms), the encoder
transforms it into the triple (my,mi,mo2), and draws W
uniformly over V. Then, an index ¢ € Z is chosen by the
likelihood encoder described in (15) at the top of the next
page. The corresponding x is transmitted over the BC.

Decoding and Cooperation: Decoder 1: Searches

for a unique triple (7, My, W) € M, X M; X W,
for which there is an index ¢ € Z such
that (uO(ﬁlp,Co),ul(ﬁLp,’I’hl,%,ﬁ),cl),yl) are in
T (Quy.vy.34)- If such unique triple is found, (i, i) is
declared as the decoded message pair.
Cooperation: Having (1720, 11, i, w), Decoder 1 sends the bin
number of ug (17, Cy) to Decoder 2 via the cooperation link.
Decoder 2: Upon receiving (112,y2), Decoder 2 searches
for a unique pair (ﬁ@p, 7%22) € M, x Mayy such that
(wo(112, Co), Ua (11, 22, Co), y2) is in 7—6(n>(QU0,U2,Y2)a
where uO(’ﬁ’lgo) € B(myz). If such a unique pair is found,
then (ﬁzo, ﬁzg) is declared as the decoded message.

The error probability analysis, which we omit due to space
limitations, uses Lemma 2 to first show that the above en-
coding process result in -, ui-, u2- and z-sequences that
are jointly typical. Then, by standard joint-typicality decoding
arguments, reliability is established provided that

R/ > I(Ul; UQ‘U())
R + R > I(Uy; Us, Y5 |Uyp)

'}11071117112 .

>The subsequent notations for codebooks omit the blocklength 7.
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(LE)

Q?]2|U1,U0 <u2(mp7 ma2, C2)‘u1(mpa mi, i7 w, C1)7 uo(mp7C0))

se  (ijw,ug(my, Co), ug(my, ma2,C2),C1) =

Zi’ez QBZ|U17U0 (u2(mp7 ma2, CZ) ’ul (mp7 my, ilv w, Cl)v uO(mpv CO)) .

(15)

PO

(a)
[(M1§M127Y2|C) < ECD( Y2 |Mp,Mi,M22,Uo,U>

®)

PO
Y2 |Mp=1,M1=1,M22=1,U;,U,

93 ke, D(

up,uz

}ECID(

(©)

]ECD< PE.

ng\Uo,Uz

pC)
Yo | Mp=1,M;=1,Ms2=1,Up=uo,Us=us

@

pC)
Yo |Mp=1,M;=1,M,=1,Ug,Us

Q§2\U0,U2

QT;/Q‘UU:UQ

Q?J’n,Uz)

P(C)
My, My,M22,Uq,Uz

)

)

[M,=1,M1=1,May=1

Q$2|U0=U07U2=112)EC0’C2 |:]l{ (Uo(l,Co),Ug(l,l,Cz))=(un,uz)}i|

amn

Ry + R + R < I(Uy; Y1|Up)
Ro+ Ryo+ Ry + R + R < I(Uy,Uy; Y1)
R22 < I(UQ;Y2|U0)

Ro+ Ry — R < I(UQ7 Us; Yg). (16)

Security Analysis: Let Cy be random variables that repre-
sents a random public message codebook. Furthermore, let

i 2 {Cj(mp)}m,em,. for j = 1,2, be the private message
codebooks 1 and 2, and C; and C, be the corresponding
random codebooks. With some abuse of notation, we also use
C = (Cp,C1,Cs) and C = (Cy, Cy, Cy). Moreover, when clear
from the context, we omit the functional dependencies of the
uj-codewords, j = 0, 1,2, on the corresponding indices and
codebooks, e.g., we write Uy instead of Uy (M, Mz, Cs).

We start with the upper bound in (17) at the top
of the page. Step (a) uses the independence of the
messages (M, M1, Msz), the deterministic dependence of
(Mi2,Ug,Usz) on (M, Msz) and the relative entropy chain
rule; (b) follows by the symmetry of the code construction
with respect to the messages. To justify (c), first note that for
any C = C, the conditional relative entropy is an expectation
of unconditional relative entropies with respect to

PO (ug,uy]1,1,1) = (18)

]1{(UO(1sCo)7u2(1,1,C2)=(u0,u2)} :

Combining (18) with the law of total expectation (con-
ditioning the inner expectation on C;) and noting that
(Uo(l,Co),Ug(l,l,Cg)) is independent of Cp, gives (c);
finally, (d) relies on the coding PMF being Q{}[)’Uz.

Note that the code construction and the RHS of (17) fall
within the framework of Lemma 1. Invoking the lemma, the
first two rate bounds in (16) ensure that the RHS of (17)
converges to 0 as n — oo, which establishes strong secrecy. By
standard existence arguments and Fourier-Motzkin elimination
applied to (16), the achievability of R; is established.

Remark 3 The main differences between the coding schemes
for the cooperative BC with one confidential message and
the same channel without secrecy [10] are threefold. First,
a randomizer W is used in the secrecy-achieving scheme.
Second, the cooperation message M5 depends on Mg rather
than on the pair (Myg, Mag) (Mg refers to the public part of
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the message M ). The second difference is because conveying
an M that holds any My (in the form of its public part M)
violates the secrecy requirement. Finally, a prefix channel
Qx|vy,,,U, is used to optimize randomness and, in turn, to
conceal M from the 2nd receiver.
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Abstract—In this work, we use context trees for privacy-
preserving modeling of genetic sequences. The resulting esti-
mated models are applied for functional comparison of genetic
sequences in a privacy preserving way. Here we define privacy
as uncertainty about the genetic source sequence given its model
and use equivocation to quantify it. We evaluate the performance
of our approach on publicly available human genomic data. The
simulation results confirm that the context trees can be effectively
used to detect similar genetic sequences while guaranteeing high
privacy levels. However, a trade-off between privacy and utility
has to be taken into account in practical applications.

I. INTRODUCTION

With recent advances in genome sequencing technologies,
genetic data is increasingly being used in everyday applica-
tions. Genes are studied to better understand inherited dis-
eases, such as cancer; personalized medicine based on genetic
analysis is used to determine the most effective medicine for
patients; genetic material is used to identify individuals in
forensic investigations. Therefore, more and more genetic se-
quences are being collected for research and analysis purposes.
Several projects [1], [2], [3] have been initiated to identify and
catalog similarities and differences between genetic sequences
and relate these findings to medical conditions. The human ref-
erence genome has been reconstructed as a general reference
and is a representative example of the human genome.

Disclosing one’s genetic data is often beneficial for medical
purposes, however, this information is also considered to be
privacy sensitive. Genetic sequences contain health-related
information as well as information about one’s ancestry. Fur-
thermore, genetic sequences are unique identifiers of human
beings. Therefore privacy concerns are raised as this infor-
mation can be misused by insurance companies, employers
and forensic institutions. Remarkably, one’s genome is unique
inherited information, of which disclosure is irreversible, thus
affecting not only its owner but also the owner’s family
members for many generations. As such, in modern society
protection of genetic data becomes a crucial problem.

A. Related work

Traditionally, privacy-sensitive information (e.g. in medi-
cal profiles) is protected by data anonymization techniques
through removing or aggregating the information that can be
used to identify the corresponding individual (e.g. a name,

birth date or address). Uniqueness of genetic data makes tradi-
tional anonymization techniques insufficient, as the data itself
uniquely identifies its owner. Therefore, recently, privacy-
preserving approaches for genome analysis became the focus
of a research community. These approaches aim at analysis of
genetic data while protecting the privacy of individuals that
are involved.

Erlich et al. provided an overview of possible privacy
breaches based on the information that can be derived from
genetic databases, and reviewed a number of techniques for
their prevention [9]. These techniques range from access
control and data anonymization techniques to cryptographic
solutions. There is also a large branch of research focusing
on privacy-preserving sequence comparison. Works in this di-
rection focus on privacy-preserving edit-distance computation
between genetic sequences, and typically deploy secure multi-
party computation and homomorphic encryption techniques
[5], [11]. This approach has however a number of problems.
First, due to computational complexity, these algorithms do
not scale well to large sequences, while genetic sequences
can reach three billion base pairs in length. Therefore, to
implement these techniques, outsourcing of the expensive
computations to the cloud is used, examples of the correspond-
ing secure protocols can be found in [6], [7]. Moreover, since
these approaches are based on cryptographic techniques, their
security relies on hardness of the underlying problems and
attacker’s computational power limitations. However, advances
in computer power do not guarantee that such cryptographic
techniques remain secure in the future. Therefore, given that
the data is unique and inherited, information theoretic security
is a desirable property for genomic data protection. Finally,
edit-distance does not provide sufficient information to draw
conclusions about functional similarity of genetic data to be
used in genetic analysis.

B. Our contribution

In this paper we study generative statistical modeling of
genetic sequences applied to sequence comparison and the
privacy-preserving properties of these models. Note that ge-
netic sequences can be seen as a natural code that sequentially
encodes amino acids and proteins. Therefore models that take
into account source memory, such as e.g. hidden Markov
models, have been successfully used in genetic sequence
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analysis [20]. Here we focus on the context-tree models,
proposed and studied by Willems er al. [19]. These models
are a special case of Markov chains and are closely related to
the concept of k-mers' used in Bioinformatics for statistical
analysis of genetic data [4].

Application of context-tree models for genetic sequence
comparison was proposed in [10]. Furthermore, it was shown
in [12] that context trees can be applied to model coding
and non-coding parts of genetic sequences. Following the
Minimum Description Length (MDL) principle [15], in both
[10] and [12] compression rate of genetic sequences given an
estimated genetic sequence model was used to assess similarity
of the compressed and modeled sequences.

In our setting, we assume that a genetic database is
composed of genetic sequence models and some associated
relevant metadata. This database can be used to search genetic
sequences that are functionally similar to a query sequence.
Here genetic models are the only genetic information that
an attacker can deduce from the database, and therefore, we
analyze privacy as the privacy of an underlying genetic source
sequence given its model. Such models in general do not corre-
spond to a single sequence but to a class of sequences. Clearly,
the larger the class is, the better the privacy guaranties are. The
privacy-preserving properties of the models are characterized
by the uncertainty about the underlying source sequence and
thus correspond to the entropy of the source model. Hence our
approach provides information-theoretic security guarantees.

II. BACKGROUND AND NOTATION

Genetic sequences are described in terms of four symbols
from the alphabet A = {A,C,G, T} that correspond to the
DNA building blocks, called nucleobases, i.e. Adenine, Cyto-
sine, Guanine and Thymine. Although genomes of different
individuals are similar, each individual genome is unique.
Differences between genetic sequences result from genetic
variations that include substitution of one nucleotide with
another one and insertion or deletion of a subsequence of
nucleotides.

In the following, we denote by x{v =2i12023...xn8 € AV
a genetic sequence of length N. Furthermore, a sequence of
arbitrary length is denoted by x, and a source sequence for
which we construct the statistical model is denoted by .

III. SEQUENCE MODELING

In this section we first introduce the concept of context trees,
see e.g. [19], that we apply to model genetic sequences. Then,
we describe our approach to estimate the model corresponding
to a given sequence.

A. Context tree model for genetic sequences

A context tree is a tree structure whose nodes represent the
memory of the source. Given an observed source sequence,
each node in the tree is associated with a specific context
that represents the past of the current symbol in the observed

I'Typically, k-mers refer to all subsequences of length k occurring in the
genetic sequence.

sequence. The leafs of the tree represent the contexts of maxi-
mum memory and have associated conditional probabilities,
characterizing probability of generating a symbol from the
source alphabet given its observed context.

More precisely, a genetic tree source is described in terms
of a context-tree model (St, Pr) represented by a quaternary-
tree structure (resulting from the quaternary alphabet for
genetic sequences), see e.g. Figure 1. The tree model (St, Pr)
defines the leafs or contexts s € St and the conditional
probability distribution Pr = {pr(z|s) : z € A,s € Sr},
associated with occurrence of a symbol given its context.
For an observed sequence x, the context of a symbol z;
is defined by its at most D preceding symbols in reversed
order, i.e. z;_1x;_5...x;—p. Therefore, given a tree model,
we can define a mapping wg, (z."},) — s € St that maps
D preceding symbols of z; to a leaf in the tree model and
thus retrieve pr(z;|s), the probability of occurrence of symbol
x; after context s was observed. Then, given a tree source
model, we can determine the probability of sequence x being
generated by this source as follows:

Pr(z|(Sr, Pr) = [ [ pr(eilws, @i2h). (1)
3

In general, for a given sequence, we do not know the actual
source model that has generated this sequence. Therefore, we
have to find a good estimate for it, i.e. given this sequence we
have to estimate the corresponding contexts in the tree and
the associated conditional distribution. In the following, we

present the algorithm to estimate such models.

B. Model estimation

In order to estimate a tree model corresponding to sequence
x, we assume the model depth (or memory) to be D. Now
to estimate the sequence statistics, we process the sequence
in a sequential way. For each symbol in the sequence we find
its context, defined by its D preceding symbols, and count
the total number of occurrences n(x) of a symbol a € A
with each observed context in the sequence. Here each distinct
observed context becomes a leaf in the tree. Moreover, for the
first symbol we assume some initial context s1. Now, given the
contexts and the counts, the conditional probability distribution
pr(x|s) is estimated as follows:

ni(x) +1/2
aca§(x) +|Al/2

pr(zls) = 5 re A seSr. 2)

A

T
pr(|T)

G
pr(.|G)

C
pr(.|C)

AT

AG
pr(|AT) pr(.|AG) pr(|AC) pr(|AA)

AC AA

Fig. 1. An example of the context-tree model (S7, Pr) of depth 2, with root
A and set of leafs S = {T,G,C, AT, AG, AC, AA} with corresponding
conditional probabilities, given by Pr = {pr(-|s) : Vs € St}.
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The source model of the sequence x is now defined by
(ST, Pr)z, where St corresponds to the distinct contexts
observed in the processed sequence x and represents the leafs
of the tree model, and Pr = {pr(z|s),z € A,s € St} cor-
responds to the conditional probability distribution associated
with each of these leafs.

IV. SEQUENCE COMPARISON

In order to apply our context-tree models for sequence
comparison, we need to define a measure to evaluate similarity
of an arbitrary genetic sequence x to a source sequence I,
given only its model (St,Pr)z. The MDL principle [15]
states that the model that describes the data in the shortest
possible way is the model that most probably generated this
data. Observe that compression rate characterizes the amount
of bits required to describe data in a concise way. Furthermore,
the techniques presented in the previous section originally
aimed at finding good source coding distributions, and are
characterized by asymptotically optimal performance. Thus
based on the MDL principle and the fact that a model that
closely relates to an observed sequence also results in a low
compression rate, we use compression rate to characterize
sequence similarity.

The compression rate of a sequence =}, given a tree model
(St, Pr) is estimated as the logarithm of the probability of
the sequence being generated by this model:

M
R |(Sr, Pr)) = — 2 3 loma(pr(rilws, (#175). G
i=1
For our problem, we use parameter pr equals 1/4, when there
is no leaf in Sy associated with a subsequence in arf/f .

Clearly, compression rate of a sequence given its model
depends on both accuracy and complexity of this model.
Therefore, to take into account model complexity we will use
compression rate of a sequence & given a source model of &
relative to the compression rate of this sequence given its own
model. Thus in this work we use the normalized information
gain as a similarity measure, defined as

AR(Z) _ R(Z[(St,Pr)z) — Ra @
Ry Ry ’
where R; = R(&|(St, Pr)s) is the compression rate of the
sequence & given its own model.

Note that while estimating the compression rate for the
query sequence, the best (lowest) compression rate is achieved
with the model that corresponds to the query sequence itself.
Furthermore, the more similar the query sequence is to the
source sequence, the more similar their models are, and
thus the better the compression that is achieved using the
model corresponding to the source sequence. Therefore, for
statistically similar sequences the resulting information gain
will be small. Also the opposite is true, and for sequences
with very distinct models, the information gain achieved with
the correct model will be high.

We will use information gain estimates based on the context-
tree models to determine whether the genetic sequences are

(functionally) similar or not. The utility of our approach is
tested on the publicly available genetic data to which mutations
are introduced, in Section VI.

V. PRIVACY ANALYSIS

Another aspect of genetic sequence modeling that we study
in this paper is privacy. Here we regard privacy as uncertainty
about the source sequence &, given its corresponding model
(ST, Pr)z. For the attack model we assume that an attacker
only has access to the sequence models. Note that the sequence
models actually correspond to a class of sequences, therefore
the attacker’s best strategy is to reconstruct the most probable
sequence that can be generated by the given sequence model.
However, the context-tree models correspond to a class of
sequences that are all generated by this model with equal
probability. Thus the attacker cannot distinguish the original
sequence & from the other sequences that can be generated by
the model.

In order to measure the privacy level of our models, we
define privacy as a function of the number of sequences
corresponding to the model of the underlying source sequence.
This measure of privacy is known as equivocation [16] and is
given by

E(x) = H(&|(Sr, Pr)z) = logy(K), )

where K is the number of sequences that are generated by the
model (St, Pr)z. The next step is to estimate the equivocation
of our context-tree models.

A. Type-class cardinality

The type-class T, see [8] and [14], of a sequence & with
respect to a tree model is defined as the set of sequences that
have the same symbol counts n$ in the leafs of their tree model
as the source sequence &, i.e.:

Top (&) = {& € AV : n%(&) = n4(&),Vs € Sp,a € A}. (6)

Note that our context-tree model only contains conditional
probabilities and no symbol counts in its leafs. Therefore, to
construct the type-class, one first needs to estimate the counts
from the available conditional probabilities. This requires
knowledge of the length of the original sequence used to
construct the model. While this information is in general
not available, we can assume that one (e.g. the attacker)
can approximate or make an assumption about the sequence
length N, approximate the counts, and then construct the type-
class. Clearly, since all the sequences from the type-class are
equiprobable from an attacker point of view, the cardinality of
the type-class provides us with the number of sequences K
that are generated by the corresponding model, and thus can
be used to get the equivocation estimate.

We use Whittle’s formula [18] to calculate the cardinality
of a type-class, given the transition frequency matrix Fs (see
the next subsection for the details) and the initial s; and final
sy, contexts corresponding to the source sequence:

HseS FS(S7 *)'

K=|Ts(z)| = CS—Ht,'UES Fet o)l

@)
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where Fs(s,*) = > g Fs(s,v) is the number of symbols
emitted with context s, and C'g is the cofactor of entry (s, s1)
of I — Fg, with Fyg being the transition frequency matrix with
normalized rows.

B. Transition frequency matrix

Given the context-tree model and the symbol counts in its
leafs, an element of the transition frequency matrix Fg(t,v)
gives the number of times context ¢ is being followed by
context v in the source sequence, i.e.

FST(t,’U):‘{iilSiSN,Si:t,SiJrl:U}L t,veSr,

®)
where the context sequence s¥ = {s;,...,sy} is the con-
catenated set of contexts that occur successively in the source

sequence.

For the context-tree models described in Section III, the next
context s;; follows from the current context s; and current
(@) symbol z; in the sequence: ;11 = misif)fl, where D is
the depth of the tree. Therefore, the transition frequency matrix
can be constructed directly from the model counts ng,s € St
as

FST(t»'U):{ a€ A,

ng¢, v=at?!
0, otherwise

t,veSr

(©))
In order to apply Whittle’s formula and evaluate the type-
class size, besides the transition frequency matrix Fg, we also
need to know the initial and final contexts that occurred in
the source sequence. We assume that the initial context s; is
predefined and that it is known. The final context sz, can then
be derived from the transition frequency matrix and the initial
context using the flow conservation equations:

Fs(x,8)+0ss, = Fs(s,%x)+0ss,, s€S5, (10)
1 ifs=t
0.t { 0 otherwise ’ an

where Fs,.(%,8) = >, Fs(t, s) is the number of transitions
into context s. Now, given the transition frequency matrix
and initial and final contexts, the privacy-preserving properties
of our context-tree models are given by equivocation (5)
estimated with the help of Whittle’s formula (7).

VI. EXPERIMENTAL RESULTS
In order to evaluate the performance of context trees for
privacy-preserving sequence modeling, we apply our method

20 Compression rate
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Fig. 2. Average compression rate of sequences based their own models.

to subsequences of the human reference genome [17]. We use
a set of distinct genomic subsequences, each corresponding to
a different gene. Moreover, for each gene we have generated
a set of similar sequences by applying a predefined number
of mutations. It is well-known that on average the genomes
of human individuals are 99.5% similar [13]. These 0.5% of
genetic variations come from different types of mutations, such
as single nucleotide variants, indels (insertions or deletions
of a block of nucleotides of length < 100 ), and large-scale
structural variants. Furthermore, most genetic variation occurs
in a limited region of the human genome. In this work, we use
a simplified mutation model, where we apply single nucleotide
mutations of 1 per 1000, 1 per 100, and 1 per 10 base-pairs,
as well as indels of length 10, occurring once per 1000 base-
pairs, in order to simulate a set of similar sequences.

A. Utility performance

First, we evaluate the utility performance of the models
for genetic sequence comparison as a function of tree-depth
(characterizing model complexity) and sequence length. We
start with estimating the compression rate of the source
sequence, see Figure 2. Note that as the compression rate is
measured in bits per base-pair (bp), a compression rate smaller
than 2 corresponds to actual compression of the sequence.
On average the compression performance of the context-
tree models improves when larger tree-depth is used. Since
compression rate indicates how well the model fits the data,
we may conclude that including larger memory in the models
and thus increasing its complexity helps to better describe
the gene data. This can be supported by data interpretation,
since genes correspond to coding regions of the genomes.
However, compression rate of individual sequences does not
provide information about the specificity of the model when
distinguishing between different sequences.

Next, we evaluate the performance of the context-tree
models in distinguishing whether the sequences are similar
or not. We have evaluated the normalized information gain
for sequences with various rates of mutation in comparison
to the source sequence, see Figure 3. Furthermore, we have
also applied the context-tree models to estimate the normal-
ized information gain corresponding to the other genes, see

Information gain

1 mutation / 1000 bp's
[ 1 mutation / 100 bp's
[0 1 mutation / 10 bp's
7] 10 indels / 1000 bp's
[ other sequences

depth =3

o
o
3

depth =5
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AR/R,

Fig. 3. Histograms of the distributions of the normalized information gain

for sequences with different mutation rates.
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Fig. 4. Performance of context-tree models in distinguishing between se-
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Figure 3. Based on our results, we conclude that the context-
tree models can be applied to efficiently distinguish between
similar (sequences with mutation rate smaller than 1/100) and
non-similar sequences by defining an appropriate threshold.
Note that models with higher complexity perform better in
distinguishing between similar and distinct sequences. This is
not surprising given the compression results discussed above.

Finally, we evaluate the performance of the context-tree
models for distinguishing sequences with different function-
alities. In this experiment we use sequences corresponding
to different genes (or functionalities). Furthermore, we have
simulated a set of sequences with similar functionalities by
introducing the following mutations: 1 mutation per 1000, 1
mutation per 100, and 10 indels per 1000 base-pairs in com-
parison to the source sequences. Figure 4 shows the resulting
ROC curves demonstrating the performance of models with
different complexity. We conclude that a perfect distinction
can be achieved with the models of depth 3 or larger, but also
the models of depth 2 achieve an acceptable performance.

B. Privacy performance

Finally, we evaluate the privacy-preserving properties of
our models in terms of equivocation. We plot equivocation
as a function of sequence length in Figure 5. We see that
with our models we can achieve very high privacy levels.
In contrast to the information gain, improved equivocation
is achieved for smaller tree-depth. Therefore there exists a
trade-off between privacy and utility that should be taken into
account when selecting models for privacy-preserving genetic
sequence comparison.

VII. CONCLUSIONS

In this paper we have studied the use of context-tree
models for privacy-preserving modeling of genetic sequences
in application to sequence comparison. We have focused on
functional sequence similarity that can be expressed as statis-
tical similarity of compared sequences, and used normalized
information gain as a similarity measure. Furthermore, privacy
of the context-tree models is given in terms of equivocation,
that characterizes uncertainty about the source sequence given
its model. Based on the experimental results, we can con-
clude that context-tree models can be successfully applied
for privacy-preserving sequence comparison resulting in both
good discriminating and privacy performance. However, since

Equivocation
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Fig. 5. The privacy and utility properties for tree models of various depths.

there is a trade-off between privacy and utility, model complex-
ity has to be adjusted meeting the requirements of a specific
application.
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Abstract—In this paper, we maximize the expected achievable
rate of buffer-aided relaying by using a hybrid scheme that
combines three transmission strategies, which are decode-and-
forward (DF), compress-and-forward (CF) and direct transmis-
sion (DT). The proposed hybrid scheme is dynamically adapted
based on the channel state information. This includes adjusting
the data rate and compression when compress-and-forward is
selected. We apply this scheme to three different models of the
Gaussian block-fading relay channel, depending on whether the
relay is half or full duplex and whether the source and the
relay have orthogonal or non-orthogonal channel access. The
integration and optimization of these three strategies provide a
more generic and fundamental solution and give better achievable
rates than the known schemes for buffer-aided relaying. We
compare the achievable rates to the upper-bounds of the ergodic
capacity for each one of the three channel models.

[. INTRODUCTION

As well-known, important capacity theorems were estab-
lished for the physically degraded and reversely degraded
discrete memoryless full-duplex relay channel in [1]. This
topic has emerged as an important research area in the
wireless communication field as well [2], [3]. Achievable rates
and capacity upper-bound results for half-duplex relays in
fixed-gain Gaussian channels were provided in the literature
assuming non-orthogonal channel access of the source and
relay [4], and also assuming orthogonal channel access [5],
[6]. More recent results were provided in [7]. We know
from these references that, similar to the full-duplex case [1],
[8], the best known upper bounds on the capacity are the
max-flow min-cut bounds, and that there are three different
coding strategies that maximize the achievable rates, which
are decode-and-forward (DF), compress-and-forward (CF) and
direct transmission (DT) from the source to the destination.
None of these three strategies is globally dominant over the
other two, but rather each one of them can achieve higher rates
than the others in specific scenarios depending on the qualities
of the source-relay, source-destination and relay-destination
channels. Furthermore, there are other contributions in the
literature that consider fading relay channels. For example,
the quasi-static (block-fading) half-duplex relay channel was
studied, and it was shown that dynamic adaptation of the
transmission strategies using DF and DT is needed in order to
maximize the expected achievable rates [9]. However, CF was
not considered and channel allocation was fixed beforehand
and not subject to optimization therein. It is obvious that mak-
ing channel allocation dynamic and subject to optimization
would add to the degrees of freedom in the system design

and enable achieving higher rates. Optimal channel allocation
for Gaussian (non-fading) orthogonal and non-orthogonal relay
channels was considered in a number of papers, and the
obtained results for the best achievable schemes were based on
DF only [5], [10], [4]. Recently, “buffer-aided relaying” was
proposed and studied for the cases when there is no direct
link from the source to the destination [11], [12], [13], and
also when the direct link is available and utilized [14]. We are
interested in the latter case in this work.

Having gone through many of the most important works in
the literature that considered block-fading relay channels, we
still believe that there is room for improvement since they all
focus on dynamic adaptation of decode-and-forward relaying
strategies and they do not consider compress-and-forward as
well, although there are certain scenarios over which CF can
be better than DF as we know from the case of fixed-gain
channels. So, in this work, we consider a buffer-aided hybrid
scheme that combines DF, CF and DT and switches among
them dynamically based on the channel conditions, and we
consider optimizing the resource allocation for this hybrid
scheme to maximize the expected achievable rates. We believe
that this is an important contribution to the literature since it
is more generic than the known schemes and, hence, it can
achieve higher rates when optimized properly.

Before we end this section, we want to mention that the
concept of “buffer-aided relaying” was also considered for
dual-hop broadcast channels and it was called “joint user-and-
hop scheduling” since the buffering capabilities are actually
needed to enable dynamic and flexible scheduling (i.e. channel
allocation) among multiple users (destination nodes) and the
relay [15]. Also, it was also applied to other channel models
that involve relaying such as the bi-directional relay channel
[16], [17], the shared relay channel [18] and overlay cognitive
radio networks [19]. The list of references on buffer-aided
relaying provided here is not exhaustive.

II. BLOCK-FADING RELAY CHANNEL MODELS

We consider a three-node network that consists of a source
(S) that wants to send information to a destination (D) with the
assistance of a relay (R). We assume a Gaussian block-fading
model for the channels between the nodes. We also assume
that all channel blocks have the same duration (71" in seconds)
and bandwidth (W in Hz) and that they are large enough to
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Fig. 1. Channel Models

achieve the instantaneous capacity'. Furthermore, we assume
that the source and relay transmit using a constant (maximum)
power per unit bandwidth (in Jouls/sec/Hz). We investigate
three different models for the relay channel that are shown in
Fig 1. We call them; (a) half-duplex — orthogonal access, (b)
full-duplex — non-orthogonal access, and (c) orthogonal access.
In the figure, Xs[k] and Xg[k] are the transmitted (complex
field) source signal and relay signal, respectively, in channel
block k. Similarly, Yg[k] and Yp[k] are the received signals at
the relay and destination, respectively, and Zr[k] and Zplk]
are the added Gaussian noise at these two nodes, which are
mutually independent and have circularly symmetric, complex

'As well-known, achieving the capacity requires infinite code length.
However, with sufficiently long codewords, we can transmit at channel
capacity with negligible probability of error.

Gaussian distribution with unit variance. Furthermore, hsp[%],
hsr[k] and hrp[k] are the channel complex coefficients, which
stay constant during one channel block k£ and change randomly
afterwards. The corresponding signal-to-noise-ratio (SNR) of
these channels, in a given channel block k, are denoted ~sr[%],
vsp[k] and Yrp k], respectively, where v[k] = |h[k]|>P. The
probability density function (PDF) of the channel gain (|h|?)
over each one of the three links is a continuous function. Over
each link, the receiver knows the channel complex coefficient
h[k] perfectly, but the corresponding transmitter® knows only
the channel gain |h|?.

The controllable switch in channel model (a) makes only
one of the two nodes (source or relay) transmit (subject to
optimization). In channel model (c), Yp, [k] and Yp,[£] are the
received signals from the source and the relay, respectively,
over orthogonal channels. Both Zp,[k] and Zp,[k] are added
Gaussian noise with unit variance. We assume that the two
orthogonal channels have the same size (T'W).

The instantaneous (i.e. in a given channel block k) channel
capacities are denoted be Csp k], Csg[k] and Crplk] for the
source-destination, source-relay and relay-destination links,
respectively. For channel models (a) and (c), where we have
orthogonal access, the channel capacities (per unit bandwidth)
follow the well-known capacity of AWGN channels C,[k] =
log (1 + 7.[k]), V= € {SD, SR, RD}. For channel model (b),
where we have non-orthogonal access, the source-relay link
will still be an AWGN channel. On the other hand, the source-
destination and relay-destination links form a multiple-access
channel (MAC). It can be proven? that for optimality, the desti-
nation should decode the relay’s message first and then process
the source’s message. Thus, Csp[k] = log (1 + ysp[k]) and

rD [k
CRD[]C] = log (1 + 1175[0[]k] .

III. COMMUNICATION SYSTEM DESCRIPTION
A. System Requirements

We investigate a hybrid communication scheme that com-
bines three different strategies; direct transmission (DT),
decode-and-forward (DF) and compress-and-forward (CF).
These schemes are adapted dynamically and optimally based
on the channel conditions in order to maximize the expected
achievable rate. When the source transmits a new codeword,
it decides (subject to optimization) if the codeword will be
used for DT, DF or CF, and it adjusts the data rate (denoted
by Rptlk], Rorlk] and Rcrlk]) of the codeword accord-
ingly. As an optimization framework, we assume that the
proposed hybrid scheme uses orthogonal time-sharing of the
three transmission strategies in the same channel block. The
time sharing ratios are subject to optimization. For notation,
Optlk], Opr[k] and Ocp[k] denote the time sharing ratio in a
given channel block %k for the DT, DF and CF transmission

2This assumption is stemmed from practical system design considerations.
As a consequence of it, beamforming of the source and relay signals towards
the destination is not feasible, and, hence, 8 in formulas (5) and (7) in [4]
equals zero under our assumptions.

3The proof is omitted here for brevity. It is available in the full-version of
this paper, which is available online [20].
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strategies, respectively. They refer to the source transmission
phase of all of these strategies.

In the DF case, the relay fully decodes the source message
and it generates and stores an amount of information, denoted
by Rp5g[k] that would be sufficient for the destination to
decode the source message reliably (given that the destination
utilizes both the source and relay signals to decode the source
codeword). For example, the relay can store a bin index (in the
sense of Slepian-Wolf coding [21]) of the source message that
indicates the partition at which the source codeword lies. In the
CF case, the relay encodes and stores a quantized version of
the received signal using, e.g. Wyner-Ziv lossy source coding
[22]. The data rate of this generated message by the relay is
denoted by R¢g[k].

In addition to the availability of the channel state informa-
tion, another important requirement to support the adaptivity
of the system is having unlimited buffering capability at the
relay and the destination. This is because when the source
transmits a new codeword and the relay decodes or compresses
it, it does not forward it directly to the destination in the
same or the following channel block, but it rather stores it and
it adjusts its transmission rate based on the relay-destination
channel quality. Thus, the relay might send the information
bits that corresponds to one codeword of the source over
multiple channel blocks or combine the information bits that
corresponds to more than one codeword of the source. This
was properly explained in [14].

B. Data Rates of CF

In CF, the data rate of the source codeword is bounded
by the capacity of the single-input multiple-output (SIMO)
channel assuming that the relay and destination are two
antennas of the same receiver.

Rcr[k] < Ocrlk]log (1 + ysr[k] + vsp[k]) (1)

Notice that if Rcrlk] < Ocr[k]Csp[k], then the destination
can decode the source message via direct transmission and
the relay does not need to forward anything. For notation,
we define ycp[k] = exp (?g;[[a]
measured in nats/sec/Hz.

Theorem 1 (Rate of compressed signal at the relay):

Given that ysp[k] < ycr[k] < vysr[k] +sp[k], the data rate
of the encoded compressed signal by the relay must satisfy

(vcr[k] — vsplk]) (1 + vsp[k] + vsr[k])
(vsolk] + ysr[k] — vcr[k]) (1 + “YSD[k]()z

— 1, where the data rate is

in order to enable the destination to decode the source message
reliably.

The proof is omitted here due to space constraint. It is
available in [20].

C. Optimization Problem Formulation

We write the main optimization problem in a generic form
that is applied to the three channel models in Fig. 1. We want
to maximize the average total achievable rate of the relay

channel, which is the sum of the rates achieved by the three
transmission strategies. The relay should transmit sufficient
amount of rate to enable the destination to decode the source
messages reliably.

max RDT + RDF + RCF (3a)
¢[k] VE
subject to  Rrp > R*DF + REF, (3b)
Rpt([k] = 0p7[k]Csp K], (o)
Ror[k] = Opr[k]Csr k], (3d)

+

Rielk] = Oor k] (Csslk] — Csolk]) ', (3e)
RRD [k] = min (HRD [k]CRD [k?], Q[k}D (3f)

in addition to (1) and (2) (at e%l(lality).

In 3), X = limgeo = > 1y X[k], VX € {RoT, Ror,
Rcr, Rro, R, Rég}. Furthermore, Q[K] is the normalized
total amount of information stored in the relay’s buffers
at the start of channel block k, and ()™ = max(z,0).
C[k] = {QDT[M,QDFU{Z],QCFU{I],RCFU{I],QRDU{?]} is the set of
optimization variables for channel model (a). They are con-
strained by

Oot[k] + Oor[k] + Ocr[k] + Orp[k] = 1 €]

Eq. (4) only applies to channel model (a). In channel models
(b) and (c), Orp[k] = 1 over all channel blocks, and

Oot[k] + Ope[k] + Oce[k] = 1

IV. OPTIMAL SOLUTION

(&)

We go through the main steps to be able to obtain the
solution of (3).

Lemma 1 (Queue at edge of non-absorption):

A necessary condition for the optimal solution of (3) is
that the queue in the buffer of the relay is at the edge of non-
absorption. Consequently, for X' — oo, the impact of the event
Q[k] < Orplk]Crp[K], K =1,--- , K is negligible. Therefore,
the optimal solution will have

K
_ . 1
Rep = lim k; Oro[k]CrolK] ©)
and the constraint (3b) will be satisfied at equality.
The proof follows the same steps that are given in [11,
Theorem 1 and Theorem 2].
By using the Lagrangian dual problem of (3), we get

max Rot + Ror + Rer — A (Rpe + REg — Rro) (1)

C[k] Yk
where A > 0 is the Lagrangian multiplier. A direct conse-
quence of Lemma 1, in particular (6), is that the achievable
rates in a given channel block % are only dependent on their
respective optimization variables ([k]. Therefore, (7) can be
transformed into a number K of independent optimization
problems that are solved independently.

max Rot[k]+Ror[k]+Rer[k]—A (Rpe (k] + Reg[k] — Rro[k])
3
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and A in all K optimization problems should be adjusted
globally such that the constraint (3b) is satisfied at equality.
Therefore, the optimal value of A depends on the channel
statistics of the three links SD, SR and RD.
Based on the new defined notations, we can show that (8)
can be written as
lax Oot[k]¢pT (k] + OpF[k]PDF K] o)
+0cr[k]pcr[k] + Orolk]dro (K]

where
#ot([k] = Csplk] (10a)
dor k] = Ror[k]/0pr[k] — ARpe[k]/Opr K] (10b)

bcrlk] = . (Rcrlk]/Ock[k] — AR¢e[k]/Ocr[k])
(10c)
¢rolk] = ACrp k] (104d)

Consequently, the optimization of Rcr[k]/0cg[k] is inde-
pendent of the optimal value of the channel access ratios. It
depends on the value of A, which is a global variable that
is not a function of the instantaneous channel capacities in
a given channel block k. This is valid for all three channel
models under consideration.

Theorem 2 (Optimal Rcg allocation):

Given that 0 < X < 1, then the optimal Rcr[k] allocation
is given by

Rcr [k}
Ocr[k]

= max (log ((1 = A)(1 +1sp[k] + 58 [K) , Cso 4]
an

The proof can be obtained by solving the optimization
problem (10c). The solution steps are omitted for brevity. They
are available in [20].

A direct consequence of Theorem 2 is that in all channel
blocks k that have Rcr[k] > Oce[k]Csp k], we will have

¢cr [k] = log (1 + sr[k] +1sp[k]) + Alog (%W)
+Alog(A) + (1 — A)log(1 — \)
(12)

Theorem 3 (Selecting transmission strategy):

Given that A < 1, the optimal solution will have only one
transmission strategy (DF, CF or DT) selected per channel
block k, and in channel model (a), either the source or the
relay transmits and not both of them. The transmission strategy
is selected according to

{[k] = argmax ¢ [k]

where x € {DT, DF, CF,RD} (for channel model (a)), or z €
{DT,DF, CF} (for channel models (b) and (c)). Thus, we get
0,[k] = 1if £[k] = x, and 0, [k] = O if £[k] # «.

The proof is straightforward by solving (9). Notice that
we assume that the channel gains are random variables with
continuous probability distribution. Therefore, ¢ of each trans-
mission strategy will also be random, and the probability that

(13)
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Fig. 2. Achievable rates for channel model (a).

two different strategies maximize (13) in a given channel block
is zero. Consequently, the solution of (9) is always unique
when A < 1.

We can also prove that we have strong duality since the
time-sharing condition (refer to [23]) is satisfied in our prob-
lem. Furthermore, we can prove that, regardless of the channel
statistics, the optimal value of A that maintains the constraint
(3b) at equality will satisfy 0 < A < 1. At the special case
when A = 1, which happens when the SR link is very strong,
the solution will not be unique since ¢pr[k] = ¢pr[k] for all
values of k at which ysr[k] > ysp[k]. However, we can show
that in this case, the optimal achievable rate will equal the
capacity upper-bound. All of these proofs and extra details,
including the characterization of upper bounds, can be found
in [20].

V. NUMERICAL RESULTS

We make our numerical results assuming that the distance
between the source and the destination is dsp, and the relay
is located on the straight line between the source and the
destination such that the distance between the source and
the relay is dsg, and the distance between the relay and
the destination is drp = dsp — dsg. The channels between
the nodes are Rayleigh block-faded, and the average channel
qualities are given by this formula

r = € )
k dsp

where z € {SR,RD,SD}, a = 3 is the path loss exponent,
and € is a constant that is related to the transmission power,
antenna gains and total distance. We use two cases in the
simulation, ¢ = 10%° ~ 3.1623, which gives Jsp = 5 dB, and
e = 1, which gives ysp = 0 dB.

In the simulations (Figs. 2,3,4), we plot the expected achiev-
able rates versus the normalized distance of the relay to the
source % Also, we compare the optimal hybrid scheme to
the upper-bounds and to sub-optimal schemes that use DF and
DT without CF, or use CF and DT without DF.

(14)
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Fig. 4. Achievable rates for channel model (c).

VI. CONCLUSIONS

We showed in this paper how to integrate compress-and-
forward with decode-and-forward in buffer-aided relaying sys-
tems, and we have applied that to three different models of the
relay channel. For optimality, only one transmission strategy
is selected in a given channel block based on the channel
conditions. The optimization of the data rate for compress-
and-forward is obtained using a simple closed-form formula.
The numerical results demonstrated the gains of the proposed
scheme.
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Abstract—Cognitive radio transceiver can opportunistically
access the underutilized spectrum resource of primary systems
for new wireless services. With interweave implementation,
secondary packet transmission may be interrupted by the pri-
mary user’s transmission. To complement previous work on the
resulting extended delivery time (EDT) [1], we consider sec-
ondary packet transmission with non-work-preserving strategy,
i.e. interrupted packets will be re-transmitted. Both continuous
sensing and periodic sensing cases are considered, for which
EDT distributions are derived. Selected numerical and simulation
results are presented to verify the mathematical formulation.

Index Terms—Cognitive radio, opportunistic spectrum access,
packet delivery time, queuing analysis.

I. INTRODUCTION

Radio spectrum scarcity is one of the most serious problems
nowadays faced by the wireless communications industry.
Cognitive radio is a promising solution to this emerging
problem by exploiting temporal/spatial spectrum opportunities
over the existing licensed frequency bands [2], [3]. Different
implementation strategies exist for opportunistic spectrum
access (OSA). In underlay cognitive radio implementation,
the primary and secondary users simultaneously access the
same spectrum, with a constraint on the interference that
secondary user (SU) may cause to primary transmission. With
interweave implementation, the SU can access a primary user
(PU) channel only when the channel is not used by PUs, and
must vacate the occupied channel when the PU appears. The
secondary transmission of a given amount of data may involve
multiple transmission attempts, resulting in extra transmission
delay. When the secondary transmission is interrupted by PU
activities, the secondary system can adopt either non-work-
preserving strategy, where interrupted packets transmission
must be repeated [4], or work-preserving strategy, where the
secondary transmission can continue from the point where it
was interrupted, without wasting the previous transmission [5].
In our previous work [1], we carried out a thorough statistical
analysis on the extended delivery time (EDT) [4] of secondary
packet transmission with work-preserving strategy, and then
applied these results to the secondary queuing analysis. Typi-
cally, work-preserving packet transmission requires packets to

Mohamed-Slim Alouini
Computer, Electrical and Mathematical Science
and Engineering (CEMSE) Division

King Abdullah University of Science and Technology (KAUST)

Thuwal, Makkah Province, Saudi Arabia

be coded with certain rateless codes such as fountain codes,
which may not be available in the secondary system.

There has been a continuing interest in the delay and
throughput analysis for secondary systems [6]-[11]. There
has been little previous work on delay analysis with periodic
spectrum sensing. [12] discusses periodic sensing, focusing
on a single secondary transmission slot. Design of periodic
sensing parameters has been discussed in [13], [14]. [8] derives
expressions for average delay for continuous and periodic
sensing. A framework of Markov decision processes is pre-
sented by [15] to derive the optimal policy for channel access
under periodic sensing assumption.

In this paper, we investigate the statistical characteristics of
the EDT with non-work-preserving strategy, and apply them
to evaluate the delay performance of secondary transmission
considering a high SNR regime. Analysis with non-work-
preserving strategy is, in general, more challenging as the
transmission of a secondary packet will involve an interweaved
sequence of wasted transmission slots and waiting time slots,
both of which can have random time duration, followed by
the final successful transmission slot. Note that with work-
preserving strategy, these are no wasted transmission slots. To
the best of our knowledge, the complete statistics of the EDT
for non-work-preserving strategy has not been investigated in
literature. In this work, we first derive the exact expressions
for the distribution function of EDT assuming a fixed packet
transmission time in terms of moment generating function
(MGF) and probability density function (PDF). Two spectrum
sensing scenarios are considered — continuous sensing and
periodic sensing. The generalization to random packet trans-
mission time, due to the effect of fading wireless channel and
noise, can be addressed in a similar manner as in [1], and
is omitted here due to space limitation. We then apply the
results on EDT to the secondary queuing analysis. Numerical
and simulation results are presented to verify the analytical
approach and illustrate secondary queuing performance.

The rest of this paper is organized as follows. In section II,
we introduce the system model and the problem formulation.
In section III, we analyze the EDT of a single packet for both
continuous sensing case and periodic sensing case. In section
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Fig. 1. Tlustration of PU and SU activities and SU sensing for periodic

sensing case.

IV, we present the average queuing delay of the secondary
system in a general M/G/1 queuing set-up. Finally, this paper
is concluded in section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider the opportunistic access of a single channel of
the primary system. The PU occupies that channel according
to a homogeneous continuous-time Markov chain with an
average on-time of A\ and an average off-time of p. The SU
opportunistically accesses the channel for data transmission.
Specifically, the SU can use the channel only after PU stops
transmission. As soon as the PU restarts transmission, the SU
instantaneously stops its transmission.

The SU monitors PU activity through spectrum sensing'.
With continuous sensing, the SU senses the channel for
availability with a very small sensing period. Thus, the SU can
start its transmission soon after the channel becomes available,
with a negligible time delay. With periodic sensing, the SU
senses the channel with an interval of 7s. On each sensing
instance, if the PU is sensed busy, the SU will wait for T
time period and re-sense the channel. With periodic sensing,
there is a small amount of time when the PU has stopped its
transmission, but the SU has not yet acquired the channel, as
illustrated in Fig. 1. During transmission, the SU continuously
monitors PU activity and discontinues its transmission as soon
as the PU restarts. The continuous period of time during which
the PU is transmitting is referred to as a waiting slot. Similarly,
the continuous period of time during which the PU is off and
the SU is transmitting is referred to as a transmission slot. For
periodic sensing case, the waiting slot also includes the time
duration when the PU has stopped transmission, but the SU
has not sensed the channel yet.

In this work, we analyze the packet delivery time of sec-
ondary system, which comprises of an interleaved sequence of
the wasted transmission times and the waiting times, followed
by a successful transmission time. Note that a transmission
slot is wasted if its duration is less than the time required
to transmit the packet. The resulting EDT for a packet is
mathematically given by Trp = T, + T}, where T}, is the

'We assume perfect spectrum sensing here. The effect of imperfect sensing
[16], [17] will be considered in future work.

total of the waiting time and wasted transmission times for the
SU, and 7%, is the packet transmission time. In what follows,
we first derive the distribution of the EDT T’z p for continuous
sensing and periodic sensing cases, which are then applied to
the secondary queuing analysis in section IV.

III. EXTENDED DELIVERY TIME ANALYSIS

A. Continuous Sensing

The EDT for packet transmission by the SU consists of
interweaved waiting slots and wasted transmission slots, fol-
lowed by the final successful transmission slot of duration 73,.
The distribution of waiting time 7, depends on whether the
PU was on or off at the instant of packet arrival. We denote
the PDF of the waiting time of the SU for the case when PU is
on at the instant of packet arrival, and for the case when PU is
off at that instant, by £1%  (¢) and £\ (#), respectively.

fTw Pon fTw Poff
The PDF of the EDT Tgp for the SU is then given by

_ A @
(t) - )\+/11 TwsPon

7
+7
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(t - Ttr) T Poff

(t - Ttr)7

)]
where ﬁ and Afiﬂ are the stationery probabilities that the
PU is on or off at the instant of packet arrival, respectively. The
two probability density functions fr, p,, () and fz, p,;, (f)
above are calculated independently as follows.

Let P, be the probability that the SU was successful in
sending the packet in the k" transmission slot. This means
that each of the first (k — 1) slots had a time duration of
less than T3,., while the k' transmission slot had a duration
more than 7},.. Thus, Pj, can be calculated, while noting that
the duration of secondary transmission slots is exponentially
distributed with mean p, as

k—1
(1 —e ) .

For the case when PU is off at the instant of packet arrival, if a
certain packet is transmitted completely in the k" transmission
slot, then the total wait time for that packet includes (k — 1)
secondary waiting slots and (k — 1) wasted transmission slots.
Note that the duration of each of these (k — 1) waiting slots,
denoted by the random variable 7,4, which is equal to PU
on time, follows an exponential distribution with PDF given

by f17 (1) =+

_ Ter
sze I .

_Tir
W

2

o Ae% u(t), while the duration of each of the
previous (k — 1) wasted secondary transmission slots, denoted
by the random variable 7%, ,¢e, follows a truncated exponential
distribution, with PDF given by

1 1 -
STaeee () = = e - (ut) —ult=Ty)),  (3)
l—e » M
where u(t) is the unit step function. The MGF of T, ;,,, for

(c)

Tw,poff(s) can be calculated

the continuous sensing case, M
as

(c)
Tw,poff

) (M ()
)

(s) = > Pe- (M),
k=1
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where M(T(‘;)jm(s) is the MGF of T, for the continuous
sensing case, given by

() — 1 5
M wazt(s) 1—)\s’ ( )
and My, _,.(s) is the MGF of Tyqste, given by
1—lrls=w)
MTLuaate( ) Tir. (6)

(I—ps)(l—e" )
After substituting Egs. (2), (5), and (6) into Eq. (4), performing
some manipulation, using the following general formula for
partial fractions,

T §<—1>” (" )
|+ g ™

the proof of which is given in the appendix of [18], and taking
the inverse MGF, we obtain Eq. (8) as the PDF of T, ,,,
for continuous sensing case, where 1 Fi(.,.,.) is the gener-
alized Hypergeometric function [19]. Note that the impulse
corresponds to the case that the packet is transmitted without
waiting. Further simplification of Eq. (8) is not evident.

For the case when PU is on at the instant of packet
arrival, the MGF of T, , . for the continuous sensing case

(©) (s) can be similarly calculated as

Tw,pon
c c k—1
M), (5) 27’1« (M ()" Mr ()
9
Using similar manipulations used for the PDF of T, ,, the

PDF of T, p,, is obtained after simplification as shown in Eq.
(10).

(t)

Tep

(c)

f

time(t)

Fig. 2. Simulation verification for the analytical PDF of Tz p with continuous
sensing (Tt = 4 ms, A = 3 ms, and p = 2 ms).

Fig. 2 plots the analytical expression for the PDF of the EDT
with continuous sensing as given in Eq. (1). The corresponding
plot for the simulation results is also shown. The perfect match
between analytical and simulation results verify our analytical
approach.

B. Periodic Sensing

For the periodic sensing case, the PDF of the EDT Tz p for
the SU packet transmission is given by

A
il 0= 575

(p)
Tw

- T’tr)y

an
where f}’; )7po (t) and f(p ) oy, () denote the PDFs of the
waiting time of the SU with periodic sensing, for the case
when PU is on at the instant of packet arrival, and for the
case when PU is off at that instant, respectively. We again
derive the PDF of waiting time through MGF approach. The
MGF of Ty, p,,, for the periodic sensing case, MT Poss (s),
can be calculated as

ZP (M)

Pon (t =Tpw) + FfTw Poff (t

M (p)

‘uvaff

Mz, ()
(12)

where Py, is given in Eq. (2), Mr,,.,.(s) is the MGF of the
time duration of a wasted transmission slot 7%,4ste, Which is,
noting that the PDF of T}, remains the same as given in Eq.
(3) due to the memoryless property of exponential distribution,
given in Eq. (6), and M%)_a“ (s) denotes the MGF of the wait
time in a single waiting slot. With periodic sensing, T’yq:t
consists of multiple 7, and follows a geometric distribution.
The MGF can be obtained as

(5) = 3 (1= g e T,

n=1

M)

wait (13)
where (5 denotes the probability that the primary user is
on at a given sensing instant provided that it was on at
the prev10us sensmg 1nstant T, time units earlier, given by
8= >\+u +x5 e~ (37 [1]. Note that 3 is a constant again
due to the memoryless property of exponential distribution.
Substituting Egs. (2), (6), and (13) into Eq. (12), performing
some manipulation, and taking the inverse MGF, we obtain
the expression for f(Ti),poff (t) as shown in Eq. (14).

For the case when PU is on at the instant of packet
arrival, the PDF of T, , . for the periodic sensing case can
be similarly calculated as shown in Eq. (15). Note that the
sequence of impulses corresponds to the case that the packet
is transmitted in the first transmission attempt on acquiring the
channel after a random number of sensing intervals/attempts.

Fig. 3 plots the cumulative distribution function (CDF)
of the EDT with periodic sensing, Fq(f; )D (t), obtained by
numerical integration of the analytical PDF expression given
by Eq. (11). The corresponding plot for the simulation results
is also shown. The perfect match between analytical and
simulation results verify our analytical approach.

IV. APPLICATION TO SECONDARY QUEUING ANALYSIS

In this section, we consider the average transmission delay
for the secondary system in a queuing set-up as an application
of the analytical results in previous section. In particular, the
secondary traffic intensity is high and, as such, a first-in-first-
out queue is introduced to hold packets until transmission.
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Fig. 3. Simulation verification for the analytical CDF of T’y p with periodic
sensing (T3 =4 ms, A = 3 ms, 4 = 2 ms, and Ts = 0.5 ms).

We assume that equal-sized packet arrival follows a Poisson
process with intensity 1 [1]. For the sake of simplicity,
transmission time 7}, of all packets is assumed to be a fixed
constant. As such, the secondary packet transmission can be
modelled as a general M/G/1 queue, where the service time
is closely related to the EDT studied in the previous section.
Following the similar approach in Sec. IV-B of [1], we can
analyze the queuing delay for non-work-preserving strategy.
We focus on the periodic sensing case in the following while
noting the analysis for the continuous sensing scenarios
can be similarly solved. Note the service time of a packet
depends on whether the PU is on or off when the packet is

available for transmission. To facilitate queuing analysis, we
now calculate the first and second moments of the service
time for these two types of packets.

First moments. The service time for packets seeing PU off is
denoted by STy, ,,. Noting that ST}, ., = T p,,, +1ir, due to
the memoryless property of the non-work-preserving strategy,
we can calculate its first moment E[ST), ] by following the

conditional expectation approach as

[STPUH] (1_6 “ ) E[( waSie+Twa1t+STpaff)]'

(16)
Here the first addition term corresponds to the case that
the complete packet is successfully transmitted in the first
transmission slot, and the second addition term refers to the
case when the complete packet is not successfully transmitted.
For periodic sensing, it can be shown, from Egs. (6)Tand (13),

—tr

that E[Twait] = —s and E[ waste] = U — Ttr . The

m
_ Tty

first moment of STP it

E[ST,,,] = (% 1) <u+ 1{56)

Since the case with PU on at the instant of packet arrival is
precisely the same as the case of PU off at the instant of packet
arrival preceded by a waiting slot, we can calculate E[ST), ],
the first moment of the service time for packets seeing PU on,
as

T
E[STy,,] = E[STy, ]+ -5

can be calculated from Eq (f6) as

a7

Tir Tir
= (e wo— 1)-u—|—e wo
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Fig. 4. Average queuing delay with periodic sensing (75 = 0.5 ms, A = 10
ms, and ¢ = 6 ms)

Second moments. It can be shown from Egs. (6) and

(13) that E[T2,;,] = T2g25s and E[T2,,] = 2u° +
_Tip
¢ L (—T2 —2uTyy). Using a similar equation as Eq. (16)
l—e H~

for second moment, and simplifying, we obtain

E[ST? e

Poff] =€

T
l:—QTtrm - QMTtr]

Ttr Tty Tg 1
+ (eT _ 1) (eT [QMI 5 +2u2} +T37(1 j5)2)

+ (e - 1)2 [2(£1

. +2 Ts ] (19)
I .

8)? 1-5

Similarly, the second moment of the service time for packets

seeing PU on can be defined as E[STI?O"] = E[(Twait +

STy, ,,)?], and calculated as
Ttr T. 1+6
E[ST? 1= —2Typ—"— = 2uTyy + T2 ——
Bl =o' { rTog e S(kﬂ)Q}
Tty Tt Tg 2
+2(eT—1)eT<u+1_‘ﬁ) . (20)

Finally, these moments can be substituted into Egs. (45)-(55)
of [1] to calculate the average queuing delay.

Fig. 4 shows the average delay including the queuing delay
against the rate of arrival of data packets, for various values of
T}, both for work-preserving and non-work-preserving strate-
gies. It can be seen that as expected, work-preserving strategy
always performs better than non-work-preserving strategy.
Also, the performance difference between the two strategies
reduces as the packet transmission time 7}, decreases, as
shown by the vertical lines in the figure.

V. CONCLUSION

This paper studied the extended delivery time of a data
packet appearing at the secondary user in an interweave
cognitive setup assuming non-work-preserving strategy. Exact
analytical results for the probability distribution of the EDT
for a fixed-size data packet were obtained for continuous

sensing and periodic sensing cases. These results were then
applied to analyze the expected delay of a packet at SU in a
queuing setup. Simulation results were presented to verify the
analytical results.
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Abstract—We show how a beamforming technique for analyt-
ical spatial filtering, called flexibeam, can be applied to mobile
phone mast broadcasting so as to result in concentrations of
power where most devices are.

To that end, flexibeam is interpreted as transmission beam-
forming. An analytically described radiation pattern is extended
from a sphere to Euclidean space. A continuous beamforming
function is then obtained by the Fourier transform of the extended
radiation pattern. We then show how a Gaussian filter can be
approximately achieved using beamforming.

The method is then expanded by means of an example of a
collection of mobile phone masts covering an area of Zurich city
so as to concentrate energy where devices are concentrated.

[. INTRODUCTION

Beamforming has been deployed in mobile phone standards
starting already with 2G. The techniques have become ever
more sophisticated with each iteration. 4G/LTE, for example,
deploys MIMO-based beamforming.

In general, direct multi-user beamforming [1], [2] — creating
beams for each individual devices from mobile phone masts
— is a gargantuan task. There are simply too many users, and
a steady stream of accurate channel feedback [3] would be
required to account people and vehicles moving around.

Yet algorithms deployed to date are variations on a theme
within the MIMO framework: steering the beam towards a
single point [4], [5], [6]. In practise, one would like to be
able to concentrate energy in a way commensurate with the
locations of devices, namely target areas of interest not single
points, all the while building in tolerance for movement and
imprecise location information.

To increase received power, LTE devices can receive signal
from multiple base stations. This is a complex coordination
protocol in general, and one key component to its efficiency
is to have base stations target areas of importance. In this
paper, we apply a technique called flexibeam, which deter-
mines beamforming weights that when applied approximate
an optimal radiation pattern, so as to enable base stations
to jointly concentrate energy where most devices are. The
analytic framework allows tractable, numerically stable de-
termination of beamforming weights. Aiming for areas rather
than points minimises the required update rate, and reduces
the communication requirement.

To this end, Section II derives flexibeam from an explicit
transmit beamforming perspective. We then, in Section III,
illustrate its application using a Gaussian approximation to

track an object in the presence of uncertainty. Afterwards,
in Section III, we illustrate how energy can be concentrated
around a certain area. There we take an example of devices
concentrated around an area of Zurich city, and show how
the target radiation pattern can be approximated by a series
of Gaussian filters. We then illustrate how to determine each
base station’s beamforming weights so as to concentrate energy
where most devices are.

II. FLEXIBEAM FROM THE TRANSMIT PERSPECTIVE

In [7], we derived the receiving case for flexibeam. As a
consequence of the reciprocity theorem [8], beam-shapes so
designed can be used to receive or transmit. However, to gain
insight into its operation and application, we now derive the
transmission case directly.

Consider an array of L omni-directional receiving antennas,
with unit gains and positions p;,...,p; € R". Each antenna
emit an identical narrow-band signal s(t) € C. Without loss
of generality, let the wavelength of this signal be A = 1. The
signals originating from each antenna will sum coherently,
producing a radiation pattern, also called beam-shape of the
antenna array. To control this radiation pattern, different delays
and gains are introduced at each antenna:

(1) = 7,6' % s(t), (1)

where 7; > 0 and ¢; € [0,27] are respectively the gain and
phase delay for antenna 7. The signal seen at a far field target
with position 7 € S"~ ' is given by [8], [9]

L
) =0 (S

i=1

L
= s(t) (Z w:‘ej2ﬂ'<"'7pi>> ,
i=1
= s(t)b" (r), 2

where b(r) = 3.2 w;e?>™ P is the array beam-shape, and
w; = ;e ? % ¢ C are the beamforming weights. We observe
that beamforming is here the result of the physical summation
of the signals emitted by each antenna.

For matched beamforming (cf. Fig. 1), the beamforming
weights are chosen by

_ 327 (r,pi)

w; =e , t=1,... L,

94



International Zurich Seminar on Communications (IZS), March 2 -4, 2016

180

270

Fig. 1: Example beam-shape obtained with matched beam-
forming.

where 7, € S"! is the steering direction. Thus, the gains
and delays at each antenna are respectively v; = 1 and ¢; =
27T<7'0,pi>.

Now consider a notional continuous field of antennas cov-
ering R", over which we define a broadcast function x(t,p) €
L*(R", C). This describes the signal that would be broadcasted
by an antenna located at position p, and extends (1) to cover
all points in R™:

a(t,p) = 7(p)e*Ps(t) = w* (p)s(t),

where w € L*(R",C) is the beamforming function, that
generalises the concept of beamforming weights, and describes
the gains and delays to be applied at each position p € R". The
signals emitted by this continuous field of antennas generate
constructive interference, and Eq. (2) becomes

=) ([ w e ).
— s(t)d* (). 3)

The beam-shape for the notional antenna field is then w(r) €
£2(S™',C). It describes the radiation strength of the beam-
formed antenna field towards various directions, and as such
acts as a spatial filter. The link to the beamforming function
is as follows:

~—

y(t,r

w(r):/ w(p)ej2”<r’p>dp.
-

The beamforming function was defined thus far only over
the sphere S""'. To enable sampling at any point in the
plane, and to have a realisable n-dimensional Fourier transform
relationship, the filter needs to be extended to R". Let then
@ : R™ — C be a function whose nD Fourier transform exists,
and on the hypersphere s"1is equal to the target radiation
pattern we would like to achieve. We call w(r) thus designed
the extended radiation pattern.

The actual choice of extension is application dependent,
and part of the design. The beamforming function can now
be computed by the Fourier transform

w(p):/ G(r)e IR g, ey
-

15 -1 05 0 05 1 15

(b) Magnitude of its 2D Fourier
transform. The white dots denote
the beamforming weights.

-2 o 2 4 g

(a) Extended radiation pattern. Over
the unit circle it approximates well the
target radiation pattern.

Beam-shape obtained  with
matched beamforming.

2 15 -1 05 0 05 1 15 2

(c) Beam-shape obtained with beam- (d)

forming weights (white line), which
approximates relatively well the tar-
get.

Fig. 2: Filtering a range of directions with flexibeam for © =
40° and 96 antennas. The beam-shape covers a much wider
range of directions than matched beamforming.

which, for an arbitrary target radiation pattern, would be
calculated numerically. However, the target and extended ra-
diation pattern can be designed so that an analytical Fourier
transform exists. In particular, and relevant for the example
we show in the next section, the n-dimensional symmetric

Gaussian
R 1 _lm—rgl 2
=t ®

with mean ry € S"~! and standard deviation o has Fourier
transform

w(p) = (2m)"e 2" o IPI =2 (pro) 6)
Consider now L antennas with positions p;, ¢ = 1...L.
The beamforming weight for antenna ¢ is then
wip) _ w(p)
L 2
SE w7

Hence, the gains ~; and phase delays ¢, for antenna ¢ are given
by

o |w(ps)|
Vi = 5

¢; =arg(w(p;)), it=1,...,L.

The normalisation S prevents antennas from having too high
diversity in magnitude, which would magnify their response
to channel noise.
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(a) Filtering a range of directions
with flexibeam for various angles and
96 antennas.

(b) Filtering a range of directions
with flexibeam for © = 35° with
varying number of antennas.

Fig. 3: Evolution of the flexibeam beam-shape for various
angles and number of antennas.

How closely the beamforming achieves the target radiation
filter over the sphere S depends strongly on the number and
position of the antennas. This effectively is the ability of an
FIR filter to approximate an IIR filter using a given number
of taps (antennas).

III. TRACKING WITH FLEXIBEAM

Suppose we wish to track the direction of a target moving
on the plane. We initially think it is located at 90 = 45°, but
are uncertain. If we try to target it using too narrow a beam we
could miss the target altogether. We thus calculate beamform-
ing weights using flexibeam so as to obtain a radiation pattern
with a wide enough main lobe, centred around our estimate
éo = 45°. This wider beam permits tracking for a longer period
of time, which avoids having to refresh the beam too often as
the target moves.

From experimental conditions, the optimal radiation pattern
w(6) was estimated to be

R 1 _ (s—ég)2
w(@) = —,2_71{-)6 20 5 (7)

where 6 is an angle on the unit circle S' measured in degrees,
and © = 40° is the desired width of the main lobe. For
practical purposes, we propose to extend w () to R? by the 2D
symmetric Gaussian function (5), with 7, = (1,1)/v/2 € S,
0 = V2 —2cos©. Strictly speaking, this is only an approx-
imate extension of Eq. (7). However, for reasonable beam
widths O, this approximation is accurate enough (see Fig. 2a),
and conveniently provides us with an analytical expression for
the beamforming function, shown on Fig. 2b.

The beamforming weights are determined by sampling the
beamforming function at the antennas’ positions (see Fig. 2b).
The resultant beam-shape in Fig. 2c can be seen in general to
be a good approximation. In contrast, matched beamforming
would require steering towards many directions to cover the
same area, and hence would be more likely to miss the moving
target if the refresh rate is not high enough.

For a fixed number of antennas Fig. 3a shows that for very
small © the beam-shape is essentially identical to the one

s s L L L L L L L L s
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Fig. 4: Density function of pedestrians in Bellevueplatz,
Zurich. The black dots are sampled positions from which
the density has been inferred. The coloured dots are the
transmitters.

from matched beamforming, while for larger O, the beam-
shape struggles to cover the whole range (because the 2D
Gaussian extension does not approximate well enough the
target radiation filter over the sphere). For fixed ©, Fig. 3b
shows that the beam-shape becomes increasingly accurate as
the number of antennas increases.

IV. EXAMPLE USING MOBILE BASE STATIONS

We now illustrate an example for beamforming a collection
of 3G/4G transmitters, in order to cover optimally Belle-
vueplatz, a portion of the city of Zurich, given probable
client positions. Bellevueplatz has an approximate area of 0.08
km?, and welcomes one of the biggest tram stations with
correspondingly dense pedestrian traffic. For this experiment,
we gathered positions of pedestrians in this area (black dots
on Fig. 4), and inferred a continuous density function (the
coloured regions). This density function is called the prefer-
ence function. It describes where the power is most needed.
The goal is then to beamform from each of the 10 transmitters
(the coloured dots), so that they, based on pedestrian density,
jointly cover the area well.

We assume devices are in the far-field and that the channel
has a narrow bandwidth. For simplicity, we neglect signal
attenuation. Each transmitter has 27 antennas arranged on
three concentric circles of radii 5, 15 and 25cm respectively.
Moreover, they are assumed to have an emission range of
approximatively 100m. Hence, each transmitter only sees a
circular cut of a 100m radius of the density function, which
defines the individual transmitter preference function f; €
L3RY), i=1,...,10.

The beam determination problem for each transmitter con-
sists then of four steps:

1) Compute the target radiation pattern by taking the radial
projection of the individual preference functions from
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transmitters after choosing the beamforming weights. Areas
with high pedestrian density are better covered.
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Fig. 5,

100
w;(0) = fi(rcos@,rsinf)dr,
0
with 6 € [0, 2x].
2) Approximate this target filter by a sum of weighted
Gaussian functions (see Fig. 6b),

N,

: (0-)"

(4) :
QA 2(—)2")2

wi(0) =y —F——e ,
k=1 V27T@1(c)

where N; € N, 04,(;),@,(;) > 0 and ,ué” € [0,27] are
respectively the least squares estimates of the number
of Gaussian components and their associated weights,
standard deviations and means.

3) Extend this filter to the plane with the same technique as
described in Section III and compute its Fourier transform
analytically using Eq. (6). We get

(@)

) ol (i) z—cos(yy’) y— sin(u,(;))
wz‘(l‘v y) = Z (673 ® (@) ) ) s
i=1 Ok Ok

where (z,y) € R*, ® e £*(R?) is the standard 2D
Gaussian function and J,(j) =4/2-2 cos(@gf)).

4) Compute the weights to be applied to each antenna com-
posing the transmitter by sampling the Fourier transform

at the locations of the antennas.

Most of the transmitter beam-shapes, shown in Fig. 7,
approximate the associated target filter well, despite unavoid-
able side-lobes due to the finite number of antennas. Fig. 9
shows that areas with higher pedestrian density are better
covered than before, giving them better signal, as less power
is dissipated in unnecessary areas.

V. CONCLUSIONS

We took the flexibeam technique to determine beamforming
weights for a target spatial filter, and explained it from the
transmit beamforming perspective. We then showed on an
example how it can be used by groups of mobile base stations
to concentrate energy where devices are concentrated.

We argued the case for targeting regions rather than single
points, and showed that this could be achieved. One inter-
esting effect is that the MIMO optimisation tradeoff between
(focused) beamforming and spatial diversity (multiple replicas
of the radio signal from different directions) [10] can be
circumvented.

Of course in practise real-life data transfer and the resul-
tant communications protocol is far more complicated, and
beamforming is just one component in the mix. Future work
includes incorporating these together, and adding cooperation
between the stations to maximise throughput and minimise
latency.
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Abstract— For communications at sea and underwater, Very
Low Frequency (VLF) telecommunications are typically used.
These exist in a channel that is subject to highly impulsive
noise, primarily due to the effects of worldwide lightning
activity. There is currently a drive to increase range and depth
of these communications and as such there is a need for novel
energy efficient error correction schemes to be trialled and
developed in these environments. This paper aims to use EXIT
chart analysis to understand the performance of the Universal
Mobile Telecommunications System (UMTS) Turbo code in
these environments.

1. INTRODUCTION

VLF (3 - 30 kHz) electromagnetic waves are used for
long range communication from shore infrastructure to
submarines or ships due to low path attenuation, of the order
of 2 - 3 dB per 1000 km [1] by utilising the ionosphere as a
waveguide. VLF channels are greatly impacted by
atmospheric noise, primarily due to the propagation of the
impulsive noise created by lightning strikes, which can be
observed around the globe [2].

Communications at VLF are assigned very little
bandwidth due to electrically short antenna and frequency
limitations therefore the majority of channels have a 3 dB
bandwidth of approximately 120 Hz [3].

The VLF channel offers a non-trivial engineering
challenge for information theory and communications as it
does not conform to a traditional noise model, exhibiting a
high level of kurtosis and as such can provide unusual
results on communications through this channel.

The channel also exhibits characteristic properties that are
hugely variant upon geographic location and diurnal
conditions, due to variations in the ionosphere affecting
propagation and the frequency of impulsive noise due to
lightning activity.

In addition to this the effects of sea state can create large
phase variations into a phase modulated communications
system. These phase variations, provide a significant
limitation in underwater reception, and tracking methods are
currently under investigation at QinetiQ.

Current VLF systems use MSK modulation combined
with a Wagner parity check [4] , the next generation will use
iterative LDPC Forward Error Correction (FEC) in order to
achieve as low a Bit Error Rate (BER) as possible, the
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details of this FEC and frame size for VLF communications
is defined in various military interoperability standards. For

the purpose of simulation these will be modelled as frames
of 1000 bits of length.

Previous analytical methods used to provide evidence to
support the decision to use a LDPC were based on simple
BER analysis. However in recent years, advances by Ten
Brink [5] and Hanzo et al. [6] and their contemporaries have
facilitated a deeper understanding of turbo and turbo like
codes by observing the message passing and the transfer of
extrinsic information within the decoder itself.

1I. METHODOLOGY

In order to simulate the VLF channel it is necessary to
understand the effects of impulsive noise in the VLF
channel. In order to do that off air recordings at VLF were
taken. Within these recordings the impulsive noise was
measured at a frequency clear of any other communications,
in this case 27 kHz.

These recordings then allowed a hard decision mask to be
created dependent on the noise power which directly relates
back to the Signal to Noise Ratio that will be observe by the
submarine. This mask or error profile could then be applied
to a frame, in order to represent where bits would be erased,
effectively creating a Binary Erasure Channel (BEC).

An example of the VLF noise spectrum can be seen in
Fig. 1

"

o0

Froguency (M)

Fig 1 - VLF Spectrum
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Using an off air recording taken at VLF frequencies, it is
possible to create an erasure mask, representing when
information is unable to pass through the VLF channel due
to the presence of impulsive noise spikes. An example of
this can be seen in Fig. 2 which shows the error distribution
(where a 1 represents an erasure and a 0 represents a symbol
being received intact)

Fig 2 - VLF Erasure Mask

This mask could then be applied to the transmitted
information in the channel simulation in order to understand
the impact that this VLF noise will have on the received
signal, and how it will affect the decoder.

For the UMTS decoder to decode the information a
Gaussian distributed set of Logarithmic Likelihood Ratios
(LLRs) of the information was generated to represent the
transmitted encrypted information.

For the modelling the erasure mask was applied with
varying levels of AWGN, this is a rudimentary technique
used to simulate VLF noise - a future implementation will
aim to have statistically generated ‘soft’ error masks which
will be validated against off air recordings.

The UMTS decoder has been built according to the
specification in ETSI TS 125 212.

Concurrent analysis [7] has identified that a LDPC code
with a degree of 4 will require a signal to noise ratio greater
than 0 dB for full convergence. in an impulsive noise
channel.

All modelling assumes link encryption and that all error
correction will be conducted on cipher text.

III. RESULTS

Gaussian distributed Logarithmic Likelihood Ratios
(LLRS) were generated and passed through the channel
model at varying SNRs in order to generate the following
EXIT charts.

As can be seen from the results the EXIT tunnel closes at
-7 dB SNR (referenced to a 1 kHz Bandwidth), suggesting
that at higher SNRs the error rate will exist in the error floor
region of the BER curve [6] due to full convergence of the
code.
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Fig 3 - EXIT chart of UMTS Turbo code in simulated VLF
Atmospheric Noise at -8 dB SNR
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Fig 4 - EXIT chart of UMTS Turbo code in simulated VLF
Atmospheric Noise at -7 dB SNR
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Fig 5 - EXIT chart of UMTS Turbo code in simulated VLF
Atmospheric Noise at -6 dB SNR
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The EXIT tunnel closure can be seen in Fig. 4 at -7 dB
SNR whereas in Fig. 3 taken at -8 dB SNR the EXIT tunnel
remains firmly closed preventing the passage of information
through the iterative decoding process.

Conversely it can be observed that at higher SNRs such as
can be seen in Fig. 5 at -6 dB SNR the EXIT tunnel is large
enough to provide information transfer for all possible
information trajectories, suggesting a high level of
convergence for the Turbo code.

Iv. DISCUSSION

As can be seen from the prior analysis the UMTS turbo
code offers a performance advantage of 7 dB SNR over the
current implementation of the LDPC error correction code
which can only operate up to 0 dB SNR for full
convergence.

In order to demonstrate the performance advantage that
this provides the Long Wavelength Propagation Capability
(LWPC) tool was used to produce of Fig. 6. The input
parameters for this plot are as follows:

Transmitter Location - Cutler, Maine
Transmitter Power - 200 kW

Transmit Frequency - 24 kHz

Time and Date - July 15 2015, 0300 hrs

As can be seen the benefit that the UMTS code offers is
rather significant, and can vastly increase the area of
operations that VLF communications can cover.

The hard erasure mask used in this modelling will force
an erasure, however this may cause the modelled UMTS
code to function at pessimistic SNRs. In the future it is
intended for a statically generated ‘soft’ mask to be
produced which will not force an erasure due to impulsive
noise, and instead permit the signal through with a reduced
LLR, allowing for further analysis of a coding scheme.

V. CONCLUSION

The analysis has shown that the UMTS turbo code is
resilient to VLF noise to a far greater degree than an LDPC
code as is currently implemented. However it may be that
the LDPC code which at this moment is of degree 4 may be
a sub-optimal design for the VLF channel.

For this reason it is recommended that further research
must be conducted on the optimal LDPC design for
resilience to noise in VLF channels, before any conclusive
proof is put forward for the proposed error correction
scheme for use in VLF channels.
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Fig 6 - VLF coverage plot showing the difference in coverage area
between a LDPC (d=4) coded signal and a UMTS Turbo coded signal
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Abstract—In this paper, we propose efficient algorithms for
estimating the signal subspace of mobile users in a wireless
communication environment with a multi-antenna base-station
with M antennas. When M is large, because of the high angular
resolution of the receiver, any realization of the random channel
vector of any given user is approximately contained in a user-
specific subspace of dimension p < M. Efficient multiuser MIMO
schemes can be obtained from such subspace information, which
is stable in time and can be accurately estimated even in the
presence of fast fading (e.g., for mm-Wave channels). We are
interested in the massive MIMO regime of M/ > 1. In order to
reduce the RF front-end complexity and overall A/D conversion
rate, the )/ -antenna base-station transmitter/receiver is split into
the product of a baseband linear projection (digital) and an RF
reconfigurable beamforming network (analog) with only m < M
RF chains. Hence, only m-dimensional analog observations can be
obtained for subspace estimation. We develop efficient algorithms
that estimate the dominant signal subspace of the users from
sampling only m = O(2v/M) specific array elements according
to a coprime scheme. For a given target dimension of the
signal subspace p < M, our algorithms return a p-dimensional
beamformer with a performance comparable with the best p-
dim beamformer designed by knowing the exact covariance
matrix of the received signal. We assess the performance of
our proposed estimators both analytically and empirically via
numerical simulations, and compare it with that of the other
state-of-the-art methods in the literature.

1 INTRODUCTION

Consider a multiuser MIMO channel formed by a base-
station with A antennas and K single-antenna mobile users
in a cellular network. We focus here on a flat-fading channel
in which the bandwidth of the signal is less than the channel’s
coherence bandwidth. Following the current massive MIMO
approach [1, 2], we assume that the uplink and the downlink
are organized in Time Division Duplexing (TDD), where the
base-station estimates the channel vectors of the users from
orthogonal pilots that are sent by the users in the uplink in
the same channel coherence time [1]. It turns out that for
isotropically distributed channel vectors it is optimal to devote
half the coherence time to estimate the channel, and to devote
the remaining half to serve the users.

In the massive MIMO setup, the number of antennas M is
large, and the receiver antenna at the base-station has a high
angular resolution. Consequently, in many relevant scenarios,
the channel is far from isotropic. Indeed, as the propagation
for a user occurs only through a small set of Angles of Arrivals
(AoAs), its channel vectors in consecutive coherence blocks lie
on very low-dimensional subspaces. This underlying structure

can be exploited to improve the system multiplexing gain via
decreasing the training overhead. For example, one approach
would be to cluster the users based on the dominant subspace
of their channel vectors, and apply the classical channel esti-
mation on a per-group basis, on the low-dimensional projected
channels [3]. This requires estimating the dominant signal
subspace of each individual user. Although the channel vector
changes in every coherence time, in many practical scenarios,
the signal subspace remains stationary across many coherence
blocks, thus, it can be reliably estimated.

A direct naive approach for estimating the signal subspace
is to first estimate the M x M covariance matrix of the
channel coefficient of each user via sampling the whole array
elements, and then identify the signal subspace by applying the
singular value decomposition (SVD). This requires sampling
the whole array elements which requires M RF chains. Since
in massive MIMO setup M > K, this is inefficient and very
difficult to implement. Different architectures such as Hybrid
Digital Analog (HDA) have been proposed to reduce hardware
complexity (notably, the A/D overall bit-rate and the number
of RF modulation/demodulation chains). The main idea is to
implement the M x K beamforming matrix as the product of
two matrices: an M x m beamforming matrix implemented
in the RF analog domain, and an m x K precoding matrix
implemented in the digital baseband domain, so that only
m < M A/D converter and RF chains be used. This implies
that exploiting the subspace information is possible only when
it can be extracted (estimated) from m-dimensional sketches
(m < M) of the received signal.

In this paper, we aim to design suitable subspace estima-
tors from low-dimensional sketches of the input signal for
a uniform linear array (ULA). The geometry of the array
and the scattering channel is shown in Fig. 1. Array ele-
ments have a uniform distance d = ﬁ(f)m)’ and scan the
angular range [—0,,,60,,] for some 6, € (0,7/2). We use
a coprime sampling scheme, introduced in [4], that samples
only O(ZW ) specific array elements. We propose several
algorithms for estimating the signal subspace and cast them as
convex optimization problems that can be solved efficiently.
We also analyze the performance of our estimators in terms
of the dimension of the desired signal subspace p, array size
M, training length 7', and signal-to-noise ratio (SNR).

2 RELATED WORK

Several works in the literature are related to the problem
addressed in this paper, which can be summarized in the
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Scattering Channel

(M —1)d

Fig. 1: Scattering channel with discrete angles of arrivals.

following four categories: Subspace tracking, Low-rank matrix
recovery, Direction-of-arrival (DoA) estimation, and Multiple
Measurement Vectors (MMYV) problem in compressed sensing
(CS). Let us consider a simple model in which the transmission
between a user and the base-station occurs through p scatterers
(see Fig. 1). One snapshot of the received signal is given by

p
y =Y a()wz+n, (1

(=1

where x is the transmitted (training) symbol, wy ~ CA (0, 02)
is the channel gain of the ¢-th multipath component, n ~
CN(0,1,y) is the additive white Gaussian noise of the receiver
antenna, and where a(f) € CM is the array response at AoA
0, whose k-th component is given by

sin(0)

Snom) )

[a(0)] = MR = kT

According to the WSSUS model, the channel gains for differ-
ent paths, i.e., {wg}?zl, are uncorrelated, and since they are
(jointly) Gaussian, they are statistically independent. Without
loss of generality, we suppose = 1 in all training snapshots.
Letting A = [a(61),a(62),...,a(d,)], we have

y(t) = Aw(t) + n(t), t<[T], 3)

where w(t) = (wi(t),w2(t),..., wy(t))" for different ¢ €
[T] := {0,1,...,T — 1} are statistically independent. We
assume that the AoAs {6,})_, remain invariant over a long
time 7". From (3), the covariance of y(¢) is given by

P
C,=ASA" + Ty =) oja()a(0)" +Tn. (4
(=1

Let C, = UAUH be the singular value decomposition (SVD)
of C,, where A = diag(\1, Az,. .., Ap) denotes the diagonal
matrix of singular values. We always assume that the singular
values are sorted in a non-increasing order. If we denote by
U, the M X p matrix consisting of the first p columns of
U, it is not difficult to see that the columns of U, span
the signal space. In particular, span(A) = span(U,). We
need to identify this subspace from noisy low-dimensional
sketches x(t) = By(t), where B is the sampling matrix.
This problem for the noiseless case was studied by Chi et. al.
in [5] where they developed PETRELS algorithm to estimate
the underlying subspace. Another algorithm named GROUSE
was proposed by Balzano et. al. in [6] which uses a low-
complexity stochastic gradient update over the Grassmanian

manifold. Both algorithms mainly optimize the computational
complexity rather than the data size, and principally suit
situations in which the dimension is high (very large M and
T). We empirically compare the performance of our proposed
algorithms with PETRELS for a fixed data size in Section 5.

For p < M and for a high SNR, the covariance matrix
C, in (4) is nearly low-rank. Recovery of low-rank matrices
from a collection of a few possibly noisy samples is of
great importance in signal processing and machine learning.
Recently, it has been shown that this can be done via nuclear
norm minimization, which is a convex optimization and can
be efficiently solved [7]:

X* = argmin ||M]]. subject to Mg = Xq, )
M

where the nuclear norm ||M]|, is given by the sum of the
absolute value of the eigen-values of M, and reduces to Tr(M)
when M is positive semi-definite (PSD). In practice, we have
only a collection of 7" snapshots of sketches x(t) = By(t),
t € [T, rather than the whole covariance matrix or even the
sketches thereof. Let

ZY(t)Y(t)Ha ax = BayBH (6)

t=1

C,=

Nl

be the sample covariance of the full and subsampled signal. We
compare the performance of our algorithms with the following
extension of the nuclear norm minimization

min Tr(M) subject to M € T, |C, — BMB"| <e, (7)

where T is the space of M x M PSD Toeplitz matrices, and
where € is an estimate of the />-norm of the error.

From (3), it is seen that the received signal y(¢) is a noisy
superposition of p independent Gaussian sources arriving from
p different angles. This is the same model studied for direction-
of-arrival (DoA) estimation. There are two main categories of
algorithms for DoA estimation: classical algorithms such as
MUSIC and ESPRIT that use subspace methods to locate the
AoAs, and more recent compressed sensing based algorithms
that use the angular sparsity of the signal over a prespecified
grid (see [8, 9] and refs. therein). Recently, Candes and
Fernandez-Granda [10] developed an off-grid super-resolution
(SR) technique using total-variation (TV) minimization. This
algorithm was extended by Tan et. al. in [11] to DoA esti-
mation with coprime arrays when the sources are sufficiently
separated. In a wireless environment the AoAs are clustered.
This implies that the separation requirement for the super-
resolution setup may not be met. Since in this paper we aim
at estimating the subspace of the signal rather than DoAs, in
section 4.2.3 we extend the super-resolution method to develop
a new algorithm for estimating the signal subspace.

It is seen from (3) that, neglecting the measurement noise
n(t), the signal y(¢) has typically a sparse representation
over the continuous dictionary {a(#),0 € [—0.,,0,]}, ie.,
only p atoms of the dictionary, ie., {a(6;)},_,, are needed
to represent the signal. Thus, x(¢) = By(¢) can be seen as
identifying a sparse vector from a collection of sketches, which
coincides with the traditional CS problem. An extension of
this problem involves Multiple Measurement Vectors (MMV).
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The underlying assumption is that y(¢), for different snapshots
t € [T], have the same sparsity pattern or support over the
underlying dictionary even though they might have different
coefficients w(t) for each ¢. This problem has been widely
studied in the literature (see [9, 12, 13] and refs. therein),
where two main approaches have been proposed for estimating
the common support of the signals: using a greedy algorithm
or convex optimization via a regularizer promoting group
sparsity; and using covariance matrix of data and subspace
techniques. Once the support is identified, the standard Least-
Squares method can be used to find the coefficients. Since the
underlying dictionary is continuous, both classes exploit either
grid-based or more recently developed off-grid techniques. We
will compare the performance of our algorithm with grid-based
approach in [13], and the grid-less one in [14-16].

3 STATEMENT OF THE PROBLEM

In (3), we introduced the channel model given by y(t) =
Aw(t)+n(t), t € [T], where A contains the array response for
the AoAs. Let X = diag(o7,...,02) be the matrix containing
the channel strengths for the AoAs {6,})_,. We can prove the
following simple result.

Proposition 3.1: Let C, = % 31 x(t)x(t)" be the sam-
ple covariance of the sketches x(t) = By(t), t € [T]. Then
C, is a sufficient statistics for estimating A and 3. |
For a more practical scenario, we consider the following
continuum model

y(t) = Vanr / VFa(u)z(u.)du +n(0), 1€ [T ®

where snr is the SNR and z(u,t) is a circularly symmetric
=0(u—u)o .
The measure f(u) models the distribution of the received
signal’s power over u € [—1,1), where u = sf:(’éf:) for
0 € [—0m,0,,]. With some abuse of notation, we denote the
array vector in the u domain by a(u) where [a(u)]y = e/*™%.

Let C(f) = S(f) + I be the covariance matrix of the
received signal, where S(f) = snrj;l1 fwa(u)a(u)du is
the covariance of the signal of the user with power distribution
f(u). We define the best p-dim beamformer for S(f) as V,, =
arg maXy cp(n,p) (S, VVH), where H(M,p) is the space of
all M xp matrices U with UHU = I,. We assess the efficiency
of 'V, for capturing the signal’s power by

(S7VI,V;'> Tr{V;'SVp}

PToTe(S) Tr(S)

where 6, ~ 1 implies that a significant amount of signal’s
power is concentrated in a p-dim subspace. Let S be an
estimate of S and let V,, be its best p-dim beamformer. We

can use V), as an estimate of the optimal beamformer V,,. We
define the following metric for the efficiency of V,

S,V VY (8, Vv,V — (S, V,VH)

= 0 v T 38 VA VP

Gaussian process with E{z(u, t)z(u',t')*

©)

where (S, V, V) — (S, \N/p\N/';') > 0 is the amount of power
lost due to the mismatch between V,, and the estimate V.

Note that I',, € [0,1], and the aim is to design an estimator
with a I',, as close to 1 as possible.

4 SAMPLING OPERATOR, ALGORITHMS AND RESULTS
4.1 Coprime Subsampling Operator

In this section, we introduce our coprime sampling scheme,
which samples only m ~ 2v/M carefully selected array ele-
ments. Suppose ¢, go are coprime numbers, i.e., gcd(q1, ¢2) =
1, with 1o = M and ¢1 =~ ¢2 =~ vV/M. Let D be the set of
all nonnegative integer combinations of ¢; and g2 less than or
equal to M — 1, ie,, D = Uj=1 2{k € [M], mod(k, ¢;) = 0},
where [M] = {0,1,...,M — 1}. Note that |D| ~ 2v/M.
Since ¢; and ¢o are coprime, for sufficiently large M, we
have D — D = [M]. Suppose the elements of D are sorted in
an increasing order with d; € D being the i-th largest element
in the list. Also, let m = |D| be the number of elements in
D and let B be the m x M binary matrix with B; 4, = 1 for
i € {1,2,...,m} and zero otherwise. We can simply check
that BB" = I,,. We also prove the following result, which
shows the efficiency of the coprime matrix B for sampling
Hermitian Toeplitz matrices.

Proposition 4.1: Let S be an M x M Hermitian Toeplitz

matrix and let B be the coprime sampling matrix. Then the
mapping S — BSB" is a bijection. [ |

4.2 Proposed Algorithms for Subspace Estimation

4.2.1 Algorithm 1: Approximate Maximum Likelihood (AML)
Estimator: Let S = snr [*_ f(u)a(u)a(u)"du be the covari-
ance matrix of a user with power distribution f(u). It is easy
to check that for the coprime sampling matrix B, we have

exp { - TTr((Ach(Im + BSBH)*l)}

p(x(1:T)[S) = 7Tmdet(I,, + BSBH)T

where C, = 7 Zthl x(t)x(t)" is the sample covariance of
the sketches x(t). The ML estimator for S can be written
as S* = argmingcy, L(S), where T is the space of PSD
Toeplitz matrices and where L(S) is given by

L(S) = logdet(I,, + BSB") + Tr((AJz (L, + BSBH)_1>. 11

Proposition 4.2: Let L(S) be as in (11). Then, L(S) is the
sum of the concave function L, (S) = logdet(I,, + BSBH)
and the convex one Lyex(S) = Tr(éz(lm + BSBH)_l). [ |
As L(S) is not convex, the ML estimation is generally in-
tractable. However, since the signal covariance matrix S scales
linearly with snr, it is possible to obtain a convex (indeed,
linear) approximation of Lc,,(S), which is tight especially for
low SNR.

Proposition 4.3: Let L. (S) = logdet(I,, + BSB").
Then, Leay(S) < Tr(BSBY) for all S € T,. Moreover, for
low SNR, Lcay(S) = Tr(BSBM) + o(snr). [ |
From Proposition 4.3, we define the AML cost function by

Lapp(S) = Tr(BSBM) + Tr(C, (L, + BSB™)™Y),  (12)

as the best convex upper bound for L(S), which is tight for
very low SNR. In particular, AML can be formulated as a
semi-definite program (SDP) that can be solved efficiently.

105



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

Proposition 4.4: Let Lapp(S) be as in (12). Suppose that
UAUM is the SVD of C, and set A = C}/* = UAY2
Then the AML estimate is obtained from the following SDP

(S*, W*) = arg min Tr(BSB") + Tr(W) (13)
SeTy,
H
subject to L. + BSBT A ~0. (14)

AH W

4.2.2 Algorithm 2: MMV with Reduced Dimensionality
(RMMV): One of the main problems with grid-based and oft-
grid MMV optimizations is that their complexity increases
fast with the sample size 7. Here, we develop an SVD-based
algorithm as in [9] to reduce the computational complexity and
obtain an efficient algorithm. Let D = [a(61),...,a(fg)] be
a grid-based dictionary with G points, and let Y = DW + N
be the whole data during the training period of length T,
where W = [w(1),...,w(T)] is a G x T matrix whose
columns correspond to the random channel gains for different
AoAs belonging to the grid. Recall that the common support
or the position of nonzero channel gains in w(t), ¢t € [T],
corresponds to the AoAs. Let X = BY be the subsampled
signal. It is not difficult to see that subsampling still keeps the
MMV format. Let UXVH be the SVD of X. We assume that
T > m = 2v/M, thus, we have X = UE,,,LV,ﬂL, where V,,
denotes the 7" x m matrix consisting of the first m columns
of V and X, is the m x m matrix consisting of only nonzero
singular values. We define the new data X = XV,,, = UX,,.
Notice that X can be simply computed from the sample covari-
ance matrix of the data C, = L LXXH =2 thl x(t)x(t)",
thus, it is not necessary toAstore the whole data X during the
training time. Moreover, C, can also be computed from 2(
thus, similar to Proposition 3.1, it is possible to show that C,
is a sufficient statistics for subspace estimation which implies
that X is also a sufficient statistics. We also have

X =BDWV,, + BNV,, =BDW + N, (15)

where chm and mem are the modified channel gains
and array noises. It is not difficult to check that the reduced
problem in (15) is still in the MMV format in the sense
that the matrix W has nonzero rows only on the grid points
corresponding to the channel AoAs, but now the dimension of
the problem is fixed and does not scale with T'. The drawback
is that W and N lose their independence and Gaussianity since
V,,, depends on the channel gains and received noise.

Our second algorithm for subspace estimation, which is
called Reduced MMV (RMMYV), simply extends the off-grid
atomic norm minimization for the MMV problem in [15, 16]
to the low-dimensional data X. It can be cast as the following
SDP

(S*,W*,Z") = arg min Tr(S) + Tr(W)
SeT , WeCmxm ZeCMxm
subject to S Z =0, |[X-BZ| <6
ZH W - =0

where § is an estimate of the ,-norm of N. For sufficiently
large m, the optimal § is give by 6* = ovVm2 = mo ~
20v/M, where o2 is the noise variance in each array element,
which can be estimated during the system’s operation.

4.2.3 Algorithm 3: Super Resolution (SR): Consider a user
with a power distribution f(u) and let S(f) be its signal
covariance matrix. Note that S isa Toeplitz matrix whose first
column is given by f = (f,a) := [ f(u)a(u)du € CM, where

Ne = [ f(u Yelkmudy is the k-th Fourler coefficient of f.
In this section, we assume that f is merely a positive measure
and not necessarily a normalized one. Since S is Toeplitz, from
Proposition 4.1, it is seen that for the coprime sampling matrix
B introduced in Section 4.1, all the elements of S, and as a
result the vector of Fourier coefficients f can be identified from
BSBM. This implies that for a sufficiently large T', we can esti-
mate f accurately using the elements of the sample covariance
matrix C, = BC,B". Let X, = {(i,7) : i >4, d;—dy = k},
where D and d; E D are as in Section 4.1. Let ¢, = | X[, and
define the estimator ?k = %}f[cx]/ for f;,. We propose
the following TV-minimization to recover the subspace of the
signal from the estimates f

min || f||rv subject to [|(f,a) — f|| < e, (16)

where ¢ is an estimate of the ¢5-norm of the noise in the data.
Slnce f is a positive measure, || f||1v is given by f{[—1,1)} =
f f(uw)du = fy, thus, we obtain the following result.

Proposition 4.5: Consider the TV-minimization in (16).
Then, (16) can be equivalently written as

S* = argminTr(T) subject to T € T,
T

~ M
ITer — T S /2 (0 + [T,

where e; = (1,0,...,0)T is an M x 1 vector, where [T]y; is
the diagonal element of the Toeplitz matrix T (equivalent to
fy), and where the o2 is an estimate of noise variance. |
Algorithm (17) is a convex optimization that can be efficiently
solved to recover the signal covariance matrix S. In particular,
no prior knowledge of SNR is necessary.

A7)

4.2.4 Algorithm 4: Covariance Matrix Projection (CMP):
Let B be the m x M subsampling matrix as in Section 4.1,
where m = O(2v/M). Let C, be the sample covariance of
the subsampled signal. In order to recover the dominant p-dim
subspace of the signal, we first find an estimate of the signal
covariance matrix by

C, = argmin ||LT(
ReT,

) — LT(BRB")]|, (18)

where LT keeps the lower-diagonal elements of (A}T Then, an
estimate of signal subspace is obtained from Cj. The following
theorem shows the resulting performance.

Theorem 4.6: Consider the optimization problem (18).
Then, for a given p with 1 < p < M, the CMP estimator
recovers a p-dim subspace of the signal, and has a performance
measure ', satisfying

2\/p 1
E(Tp) = max{ - ﬁ(l + a)» 0}7 (19)
A Ly
Var(l',) < T(52(1 + snr) , (20
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where 9, is defined as in (9), and where snr is the received
SNR in one snapshot ¢ € [T7]. |

5 SIMULATIONS

In this section, we assess the performance of our proposed
estimators via numerical simulations. We use the CVX package
[17] for running all the convex optimizations. We assume that
the AoAs are uniformly distributed in © = [40, 50]U[100, 110]
with an angular spread of 20 degrees. We use an array of size
M = 80, and a coprime sampling with ¢; = 7, g2 = 9, where
we sample only 19 out of 80 array elements that are located
at D ={0,7,...,771U{0,9,...,72}.

Fig. 2 compares the performance of our proposed algorithms
with PETRELS, nuclear norm minimization (NucNorm) in (7),
grid-based (GBMMYV) in [13], and grid-less MMV (GLMMV)
in [14-16].

Performance of different estimators vs. SNR for 7" = 100

1ir T
08 AN ST 0000
)
g
3]
= 0.6
© —m— PETRELS
8 —<&— NucNorm
g 04 | —&— GBMMV ||
5 —o— GLMMV
<
&
0.28 o
0 |
—-15 -10 -5 0 5 10 15
SNR [dB]

Fig. 2: Comparison of the performance of the estimators versus SNR
for the training length 7" = 100. It is seen that AML, RMMYV,
and SR perform comparably with the GLMMYV but they have lower
computational complexity which does not scale with 1". The CMP is
as good as GBMMYV and better than NucNorm especially for higher
SNR but its complexity is much lower than GBMMYV since it does
not scale with 7. PETRELS does not perform very well for the fixed
data size, e.g., its performance even for 1" = 800 is worse than that
of the other algorithms for 7" = 100.

Fig. 3 compares the scaling performance of our algorithms
with Nuclear norm minimization for different training lengths
T. As the performance of AML and RMMYV is comparable
with the GLMMYV and better than GBMMYV and since for large
training length 7', these algorithms are really time-consuming
to run, we have not included them in this figure.
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Abstract—In this paper, lattice-reduction-aided and integer-
forcing equalization are contrasted. In both approaches, the
determination of an integer matrix is essential. The different
criteria for this calculation available in the literature are sum-
marized in a unified way. A new factorization algorithm for
obtaining the integer matrix is proposed. Via extensive numerical
simulations the gains of the respective optimization criterion and
the gain of the new algorithm over the classical Lenstra-Lenstra-
Lovasz algorithm are assessed. In particular, the gains achieved
by dropping the constraint that the integer matrix has to be
unimodular are identified.

I. INTRODUCTION

The design of joint receivers for signals transmitted in parallel,
e.g., in multi-user uplink scenarios, is still an important topic
in research. The simplest approach for handling the interfer-
ence in the underlying multiple-input/multiple-output (MIMO)
channels is to use linear equalization (either optimized accord-
ing to the zero-forcing (ZF) or the minimum-mean squared
error (MMSE) criterion). Via a (pseudo left) inverse of the
channel matrix, the interference is eliminated at the cost
of noise enhancement. However, as the users are perfectly
decoupled, individual channel decoding can be performed and
individual codes can be used. Some improvement can be
gained by utilizing decision-feedback equalization (DFE), also
known as successive interference cancellation (SIC) and as
Bell Laboratories space-time (BLAST). The optimum receive
strategy is maximum-likelihood decoding, which, however, for
coded transmission has infeasible complexity.

Since more than one decade, low-complexity but well-
performing approaches are of particular interest. Lattice-re-
duction-aided (LRA) techniques, e.g., [19], [16], [18], were
proven to achieve the optimum diversity behavior [15]. Re-
cently, the concept of integer-forcing (IF) receivers [20]
was proposed. Both strategies are tightly related; the term
“LRA” can be interpreted as a channel-oriented view—it puts
emphasis on the mathematical tool applied to the channel
matrix. In contrast, the denomination “IF” is signal-oriented—
it highlights the main operation on the signals.

In this paper, a brief comparison of both approaches is
given and the advantages and disadvantages of the respective
procedures are enlightened. Moreover, the different criteria for
selecting the integer matrix—which is central in both fields—
available in the literature are summarized in a unified way. A

This work was supported by the Deutsche Forschungsgemeinschaft (DFG)
within the framework COIN under grant FI 982/4-3.

new factorization algorithm for determining this matrix in an
optimum way is presented. Using this algorithm, via extensive
numerical simulations, the gains of the respective optimization
criterion and the gain of the new algorithm over the classical
Lenstra-Lenstra-Lovasz algorithm are assessed.

The paper is organized as follows: In Sec. II the system
model is introduced and in Sec. III LRA and IF strategies are
contrasted and the different factorization criteria are summa-
rized. A new factorization algorithm is presented in Sec. IV
followed by numerical examples in Sec. V. Sec. VI briefly
summarizes the paper.

II. SYSTEM MODEL

We assume a classical MIMO channel model with K non-
cooperating transmitters (single-antenna users) and a joint
receiver with /N antennas. Fig. 1 shows the block diagram
of the system model.

q1 C1 1
ENC M
‘ M v
: } : H
9K ENC CK TK
Fp C

Fig. 1. System model of the MIMO communication scheme.

Each user k, £ = 1,..., K, wants to communicate its
source symbols g; drawn from a finite field IF,,. Blocks of
source symbols are encoded via some channel code; the
coded symbols ¢, are then mapped to complex-valued transmit
symbols zj, drawn from some signal constellation A. Via
a suited choice of the code (including interleaving where
required) and the mapping this generic model includes all
types of coded modulation schemes, lattice-coding approaches,
as well as uncoded transmission.

The symbols xj, are then radiated over the users’ antennas.
Denoting the transmit vector (dimension K) as x, the N x K
channel matrix as H, and the N-dimensional noise vector as
n, the receive vector y is given by

y=Hx+n. (1)

The transmit symbols (per user) have variance o2 and the
zero-mean Gaussian noise has variance o2 per dimension.
Noteworthy, all signals and channel coefficients are complex-
valued in the equivalent complex baseband domain.
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Fig. 2. System model of the receiver. Top: lattice-reduction-aided equaliza-
tion; Bottom: integer-forcing receiver.

At the receiver side, the N components of the receive vector
y can be processed jointly in order to produce estimates of the
source symbols gx. To this end, some form of equalization has
to take place and suited channel decoding has to be performed.
In the next section, we will have a closer look at the low-
complexity, well-performing LRA and IF strategies.

ITI. LATTICE-REDUCTION-AIDED EQUALIZATION
AND INTEGER-FORCING EQUALIZATION

Lattice-reduction-aided (LRA) and integer-forcing (IF) re-
ceivers share the same fundamental principle. The main idea
is to factorize the channel matrix as

H=CZ. 2)
The receive vector can then be written as
y=Hx+n =CZx+n =CZ+n. 3)

Then, not the transmit vector x itself (blocks of vectors in
the coded case) is recovered but the vector T = Zz. If Z
is chosen suitably, this may be done with much less noise
enhancement. Taking into account that the symbols of the
vector & are correlated (due to Z), the respective MMSE linear

def

equalizer calculates to [5], [20] (inverse SNR ¢ = 02 /o2)

F

(ch + gz—”z—l)f1 c" )
- Z(HHH+§I)_1HH. 5)

Hence, detection/decoding is done w.r.t. some changed
basis. Having the decoding results, this basis change (the
matrix Z) is reversed. The LRA and IF strategies differ in the
way this final step is done and how the matrix Z is chosen.
The block diagrams of the respective receivers are depicted in
Fig. 2.

A. Lattice-Reduction-Aided Equalization

LRA equalization has its roots in the field of lattice reduc-
tion, i.e., the question of finding a suited basis for a given
lattice; here the lattice spanned by the columns of the channel
matrix H. Consequently, Z is chosen as an integer unimodular
matrix. In the complex case, the coefficients of Z are drawn
from the Gaussian integers G = 7 + jZ and |det(Z)| = 1,

such that Z ! is also an (complex) integer unimodular matrix.
Using lattice-reduction algorithms, most prominently the LLL
algorithm [10] or its complex-valued generalization [6], a
solution can readily be found.

Decoding and resolution of the interference via Z ! is done
over the complex numbers; the linear combinations Z of the
transmit symbols have to be estimated by the decoders. Then,
an estimate of the transmit symbols is obtained via & = Z ' &.
Finally, via the encoder inverses, estimates ¢, of the source
symbols are obtained.

LRA equalization only! works if the signal constellation
A is a subset®> of G, i.e., x € GX, such that any (complex)
integer linear combination of the points is again drawn from G.
Moreover, in the coded case, the codes have to be linear, such
that any (complex) integer linear combination of codewords
is again a valid codeword. It is true that in the vast majority
of the literature, LRA equalization is treated uncoded. This,
however, is justified as equalization and decoding can simply
be cascaded; coding can straightforwardly be put on top of the
uncoded LRA scheme. No further specific restrictions have to
be obeyed.

B. Integer-Forcing Equalization

Recently, originating from compute-and-forward relaying
schemes [11], an integer-forcing linear equalization scheme
was proposed in [20]. The main difference, see Fig. 2, is
that the integer interference is resolved over the finite field
rather than over the complex numbers. To this end, linear
combinations G of the source symbols are delivered by the
decoders and the integer matrix is inverted over IF,,. Put simply,
the order of encoder inverse and inverse of Z is reversed.

However, this imposes much stronger constraints on the
codes and the mapping as in the LRA case. Basically,
arithmetic over the complex numbers (modulo p) has to be
isomorphic to the arithmetic of the finite field F,. In the
simplest version this is achieved by restricting to real-valued
signaling and A is a one-dimensional p-ary constellation where
p is a prime. Generalization to complex-valued Gaussian prime
constellations [9] or other algebraic structures [4] is possible.

Since the integer interference is resolved over the finite field,
the matrix Z has to be invertible over IF,,. Since p is a prime
this is possible as long as Z has full rank; no restriction on the
determinant is required. This gives rise to a new factorization
problem: not a shortest basis problem as in LRA has to be
solved but a shortest independent vector problem [20].

C. Comparison

Even though LRA and IF are tightly related, the constraints
and restrictions are different. IF imposes strong constraints
on the signal constellation and its cardinality and in turn on
the applicable codes. In LRA only linearity in signal space is
required. Contrary, here unimodularity of Z is forced.

IGeneralization to other lattices, e.g., the Eisenstein integers [2], are
possible. In each case, the signal constellation and the entries of Z have
to be taken from the same lattice/algebraic structure, cf. [4].

2If an offset is present as in usual QAM constellations, LRA equalization
still works if this offset is adequately taken into account, e.g., [17].
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The presentation of the IF schemes has sparked a rethinking
of the LRA approach—indeed, unimodularity is not required.
If* |det(Z)| > 1 the vector & = Zzx, with & € G, is not
taken from G’ but a sublattice thereof.* Given the points from
this sublattice, Z~'—which has a determinant smaller than
one—will recover the original transmit vector . Hence, the
LRA equalizer structure can be used with any full-rank integer
matrix Z, enabling the same gains as in IF but without the
restrictions on the signal constellation and the codes.

IF schemes have their main justification not in central but
in decentralized receivers. In a distributed antenna system,
the partial equalization via F' cannot be applied; the residual
interference is taken as it is and the decoders produce estimates
on linear combinations. In IF schemes, only symbols from [,
have to be communicated over the backhaul. The integer inter-
ference is resolved in some central processing unit. Conversely,
using the LRA structure, complex numbers would have to be
sent. In a central receiver the LRA structure is preferable.

In summary, LRA and IF have its individual advantages and
constraints. However, the calculation of the integer matrix can
be done in the same way for both approaches. For that we have
to distinguish between the different criferia the optimization
is based on and between different factorization algorithms.

D. Factorization Criteria

We now give an overview on the different criteria the
factorization task (2) is usually based on.

C-1 Based on H: In the initial publications [19], [16],
lattice reduction is directly applied to the channel matrix H

H=C, 7. (6)

Any lattice reduction algorithm may be used, e.g., minimizing
the orthogonality defect of C'.
C-1I Based on H™M: In [15], the factorization

H"=FzH (7)

has been proposed. As for square matrices FH = cH =
H M Z" follows from (6), F' is immediately the (ZF) equal-
ization matrix and Z is the required integer matrix. Here, lat-
tice reduction is applied to H ~H instead of H (for non-square
channel matrices the Hermitian of the left pseudoinverse has
to be used). Since the squared lengths of the columns of FH
give the noise enhancement (in case of ZF linear equalization),
this criterion directly optimizes the performance of the scheme
instead of a substitute measure as above.

C-IIl Based on H: In [18], an MMSE version to LRA
equalization has been given. The main idea is to calculate the
ZF solution for the augmented5 channel matrix; the result is
exactly the MMSE solution. The factorization here reads

H | C
[\/ZI} =H = CIIIZIII = {\/Zg%nl] ZIII' (3)

3As Z € GEXK | det(Z)| < 1 is not possible for full-rank matrices.

4The individual decoding/detection of the components of & is suboptimal,
as non-valid points can be delivered. This is anyway the case as the actual
boundary region of the constellation cannot be taken into account in separate
decoding, cf. [17]. For sufficiently large SNR this fact is irrelevant.

5 Augmented matrices are typeset in calligraphic font.

TABLE I
OVERVIEW ON FACTORIZATION STRATEGIES.
channel matrix H augmented matrix H
based on (“ZF solution”) (“MMSE solution”)
H H=CZ H=CZ
(H+1)H (H+1)H — FH Z—H (?‘L_H)H — FH Z—H

Interestingly, the left pseudoinverse® C™' of C, immediately
gives the augmented receive matrix, as a comparison with (4)
shows [5].

C-IV  Based on (HT)": In [20] a criterion for directly
minimizing the noise variance after MMSE linear equalization

of the part C' has been given. With AL [z1,...,zK] it reads
Z%, = argmin max||L"z, ||?, ®
ZeGK XK, T
rank(Z)=K
where LL" = (H'H+¢I)™' = (#"H#)". (0

Since L can be any “square root” of the right-hand-side matrix,
as straightforward calculations show, we can set

= (mh)" = T (11)
and the respective factorization task can thus be written as
()" = 7z (12)

Noteworthy, for all optimization criteria a respective factor-
ization task’ can be stated in which Z has to be chosen such
that the squared lengths of the column of the matrix C}, F}i,
Cip. or F IHV, respectively, are as short as possible.

Table I gives an overview on the different criteria for the
factorization problem.

IV. FACTORIZATION ALGORITHM

The above overview has shown that regardless which opti-
mization criterion is used, a factorization problem has to be
solved in order to obtain the required integer matrix Z. If
we follow the original LRA approach and restrict Z to be
unimodular, any lattice reduction algorithm, in particular the
LLL algorithm [10], can be used. For the complex-valued
setting at hand, the CLLL [6] may be applied.

If the unimodularity is dropped, an algorithm for solving
the shortest independent vector problem (SIVP) has to be
applied. Unfortunately, in the literature, only a few approaches
are available. In [20], the optimization problem (9) or (12)
is solved via a brute-force search with some restrictions to
the search space. In [13], [14], low-complexity factorization
approaches, all directly based on the CLLL and hence resulting
in a unimodular matrix, are given. An algorithm to solve the
successive minima problem has been published in [3]. For
the distributed antenna setting, in [8] a suited factorization is
given, taking into account that no joint feedforward equaliza-
tion via F' is possible.

6A*1 = (A" A)~1 AH denotes the left pseudoinverse of A and A1 =
A"(AAM) =1 the right pseudoinverse. A~H = (AH)~1 = (A—1)H,

7We hence denote the corresponding procedure factorization algorithm.
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Alg. 1 Pseudocode of the factorization algorithm.

function Z = factorize(H, ()
" —1/2
G = (H"H +(I)
[Grin, Zriw] = LLL(G)
Rlznax = max; Hgi,LLLHQ
U = getlist(GLLL, R2 %)
{i1,...,ix} = getindices(U)
Z=ZyL U(, i1, ... ik])

/I generator matrix

/I reduced basis

// search radius

/I get list of short vectors

// indices of lin. indep. vectors

[ S R S

// integer matrix

We now present an algorithm which is feasible for MIMO
scenarios typically of interest; a pseudocode description is
given in Alg. 1. Via numerical simulations we can then study
the gain possible by the respective criteria and the loss when
restricting Z to be unimodular. To have a compact notation,
we rewrite (10), (12) as

Gopi = GZ", (13)

with G = L1, Z" = [21,...,2K] € GE*K rank(Z) = K,
and the columns of G as short as possible. This means that
given the basis G of a lattice, find K linearly independent
vectors (lattice points) Gu;, u; € G, which are as short as
possible. We do this via performing the following steps:

LLL Reduction:

First, the LLL reduced basis Grr1, = [gl,LLLv .. ,gK_’LLL]
is calculated. Since the SIVP is more relaxed than the shortest
basis problem, the LLL basis gives an upper bound R2, =
max; ||g; 11 |[> on the norms of the vectors possible in the
SIVP. We denote this step as [GLLL, Z1rL] = LLL(G).

List of Lattice Points:

Then, a (sorted) list of vectors (lattice points) with squared
norms bounded by R2, . is calculated. Let the list be writ-
ten as matrix U = [uy, ug,...,u], with ||[Groou;|[* <
[|Grrrwis1]|?, Vi. Since for complex lattices the volume is
given by the squared magnitude of the determinant of the gen-
erator matrix [2, Eq. (87)]), the list size can be approximated
by ¢ = (nR2, )% /(K! det(G)[?). We denote this step as
U = qetlist(GLLL, Rilax)‘

This step can be implemented efficiently using the idea
of the list sphere decoder, Alg. ALLCLOSESTPOINTS in
[1]. In principle, this calculation has exponential complexity,
however, if the LLL basis is used and Rfmx is small and, thus,
the number ¢ of points within the search sphere is small, still
an efficient search is obtained.

Select Points:

Among the vectors in the list (matrix U) the best combina-
tion of vectors, i.e., indices i1, ..., 7k, has to be found such
that Z = [u,,,...,u;, ] has full rank and Grroui, is as
small as possible.

The last step can be solved by performing Gaussian elim-
ination on the matrix U, i.e., transforming it to row echelon
form. Since the list is sorted according to increasing (squared)
norms ||GrLru;||?, the best choice is to select the vectors
w;, which first define a new dimension; in row echelon form
these are the vectors at the steps. We denote this step as

{i1,...,ix} = getindices(U).

Please note, if some restrictions (e.g., on the determinant) of
Z have to be obeyed, a search over combinations of candidates
can be performed instead of the simple Gaussian elimination.
This step can efficiently be implemented by the sphere decoder
and offers degrees of freedom not present in other algorithms.

V. NUMERICAL RESULTS

The factorization algorithm has been implemented and exten-
sive numerical simulations have been performed. Thereby, H
is an N x K ii.d. random zero-mean unit-variance complex
Gaussian matrix. The aim is to assess which gains can be
attributed to which factorization criterion or algorithm. The
proposed straight-forward algorithm gives the same results as
the recent one in [3]. For K up to 8 our strategy is faster
for most of the realizations; however for a few matrices it
requires significant higher complexity. A detailed complexity
evaluation is beyond the scope of the present paper.

First, in Fig. 3 the cumulative distribution function of the
list size (number of columns in U) is plotted. Please note,
all apparently linearly dependent vectors (those multiplied by
—1, j, and —j) are not added to the list in get1list. It can
be seen that for practical values of K the list size is small
to moderate and can easily be handled. The chosen SNR is
almost the worst case; for large SNR LLH ~ (HHH)_l. For
small SNRs smaller list sizes are obtained as LL" ~ Z—;I
and thus Z = I is optimum. "

Second, Tab. II summarizes the distribution of the determi-
nant of Z over 10° channel realizations. As the dimension of
the channel matrix increases, the number of channels where

cdf(f) —>

0 20 40 60 80
{ —

Fig. 3. Cumulative distribution function (cdf) of the list size. Li.d. channel
matrix H with K = N. 02 /02 =20 dB.

TABLE II
DISTRIBUTION OF | det(Z)|. 02 /o2 = 20 dB.
[det(Z)] = || 1 | V2] 2 | 5
K=N=2 100 % — — —
K=N=3 99.8 % 0.2 % — —
K=N=4 99.0 % 1.0 % — —
K=N=5 97.5 % 2.4 % 0.005 % —
K=N=6 95.4 % 4.5 % 0.03 % 0.003 %
K=N=T7 92.7 % 71 % 0.15 % 0.02 %
K=N=38 89.3 % 10.2 % 0.39 % 0.06 %
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Fig. 4. Bit error rate over the SNR for uncoded transmission. 16QAM trans-
mission. Variation of the optimization criterion (colors) and the factorization
algorithm (dashed vs. solid).

|det(Z)| > 1 increases. However, only for K > 6 non-
unimodular matrices are optimum for a significant portion of
channels.

Finally, bit-error-rate curves for uncoded transmission are
depicted in Fig. 4. 16QAM signaling is used and the SNR
is normalized to % = m. The factorization criterion
and the factorization algorithm are varied; in each case the
linear receiver frontend F' is adjusted according to the MMSE
criterion. For reference, ML detection is included.

Obviously, C-I together with the LLL algorithm has the
worst performance. Using C-II gives better results (cf. [15]),
best performance is obtained when applying C-1V; still the
LLL is used, thus Z is unimodular. Using the proposed
algorithm which relaxes the constraint on the determinant of Z
some additional gain is possible. This gain, as already can be

deduced from Tab. II, increases when K gets larger. Compared
to classical LRA equalization using C-I and the LLL, gains in
the order of 5 dB are possible for K’ = N = 8 by replacing the
criterion and the factorization algorithm. Thereby, however, the
LRA receiver structure can be utilized as it is—the constraints
on the constellation and the code design in IF can be avoided.

VI. SUMMARY AND CONCLUSIONS

The tight relation between LRA and IF schemes has been high-
lighted and a new, optimum factorization algorithm has been
proposed. We have restricted ourselves to linear equalization
of the residual part. The extension to successive equalization
and decoding (DFE/SIC, cf. [12]) is immediately possible.
Moreover, the transformation to transmitter-side precoding,
dual to receiver-side equalization, is also directly possible, cf.

(81, [7].
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ABSTRACT that random binning within one layer only protects the r

Recent information theoretic results on a class of broadca§@g€ corresponding to the same layer.

channels with layered decoding and/or layered secrecy are The fourth modelis the degraded broadcast channel
overviewed. Designs for different models are compared antfyered decoding and layered secrecy and with secrec;
applications of these results to fading wiretap channets anSide @ bounded range. We focus on the case in whic

secret sharing are briefly discussed. An outlook, focusing otransmitter has four messaggs, ..., Wy intended for th
theoretical challenges concludes the overview. four receivers. Receivdris required to decode the messa
Wi,..., Wg. Furthermorel¥s needs to be kept secure fri

1. INFORMATION THEORETIC MODEL S receiver 1, andV, needs to be kept secure from recei

We briefly introduce four models all belonging to the classl and 2. Hence, each message is secured from a re

of degraded broadcast channels with layered decoding and/with two-level worse channel quality. The capacity achig

layered secrecy. More details can be found in [1]. scheme applies the joint design of superposition, embe
The first model is the degraded broadcast channel witlkoding, random binning, and rate splitting and sharing.

layered decoding and non-layered secrecy, in which a trans- 2 APPLICATIONS

mitter sendskK” message$l’, ..., Wk to K receivers with

each receivek, decoding the firsk messages, and the eaves-

dropper ignorant of all messages. The capacity aChievm%/iretap channel, in which the legitimate and eavesdrog
scheme superposes multiple layers together with each Iayeh ’ e .
channels are corrupted by multiplicative random fadingg.

carrying one more message than its previous layer. Furthe(r-] the case that the transmitter does not know the fadingsg
more, each layer applies random binning to secure not onl

o . e legitimate and eavesdropping channels can be view
the message in this layer but also all higher-layer messages, . . o
: ‘having multiple states. A layered transmission scheme
The second model is the degraded broadcast channel wi . .
. . . e designed so that more layers can be decoded if tt
non-layered decoding and layered secrecy, in which a trans-.. . .
. o gitimate channel has better quality, and more layers c:¢
mitter sendsK’ message$ly, ..., Wk to one legitimate re- .
. ; made secure if the eavesdropper channel has lower q
ceiver, and each eavesdroppgeneeds to be kept ignorant of .
Thus, such an approach naturally yields a degraded brot
the messageWy,..., Wk, fork = 1,..., K. The capac- . . .
. o . .channel with layered decoding and secrecy requiremel
ity achieving scheme encodes each codeword with multiple. . - .
iscussed in Section 1, and the secrecy capacity resul
messages so that lower-layer messages can serve as a rando :
) such models can be applied.
source to protect higher-layer messages.

. . . The second application is to the secret sharing pro
The third model is the degraded broadcast channel W'ﬂ\}vith multiple secrets, which can be shown to be equivale

layered decoding and layered secrecy, in which transn*nitt(?he broadcast channel with secrecy requirements. Narhe

We discuss two applications of the broadcast models
scribed in Section 1. The first application is to the fac

sendsK messagedly, ..., Wk to K receivers. Receiver - . .

is required 1o decode the firstmessaqesy” W and groups of participants that are required to determine &
IS requir 9esva, . .-, Wi, an should be viewed as legitimate receivers and the grou
is kept ignorant of messagég,1,..., Wx. The capacity

articipants that are required to be ignorant of secretald

achieving scheme is similar to that for the first model excepge viewed as eavesdroppers
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Semantic Security using a
Stronger Soft-Covering Lemma

Paul Cuff, Ziv Goldfeld, and Haim Permuter

I. SOFT COVERING

A soft-covering theorem was introduced by Wyner [1,
Theorem 6.3] and is the central analysis step for achievability
proofs of information theoretic security, resolvability, and
channel synthesis. It can also be used for simple achievabil-
ity proofs in lossy source coding. Recently in [2] we have
sharpened the claim of soft-covering by moving away from an
expected value analysis. Instead, a random codebook is shown
to achieve the soft-covering phenomenon with high probability.
The probability of failure is doubly-exponentially small in the
block-length, enabling many applications through the union
bound. In particular, it can be used to achieve semantic
security in wiretap channels without loss of communication
rate efficiency, as we demonstrate in [3].

The soft-covering concept says that the distribution induced
by selecting an X" sequence at random from a codebook
of sequences and passing it through the memoryless channel
Qyn|x» will be a good approximation of Qy~ in the limit of
large n as long as the codebook is of size greater than 277
where R > I(X;Y). The codebook can even be constructed
randomly, drawing each sequence independently from the
distribution @ xn.

The soft-covering lemmas in the literature claim that the
distance (commonly total variation or relative entropy) be-
tween the induced distribution Py~ and the desired distribution
@y~ vanishes in expectation over the random selection of
the codebook. This phenomenon has been studied and refined
numerous times in the literature (see references in [2]). Some-
times it is referred to as “’resolvability” or simply as a covering
lemma. But always expected distance is analyzed.

In [2] we give a stronger claim. With high probability with
respect to the codebook construction, the distance will vanish
exponentially quickly with the block-length n. The negligible
probability of the random set not producing this desired result
is doubly-exponentially small.

Let us define precisely the induced distribution. Let C =
{u™(m)}M_, be the set of sequences, which will be referred

to as the codebook. The size of the codebook is M = 2"%.
Then the induced distribution is:

Pynjc=2""1 Z Qvn|un=un(m)- (1
u™(m)eC

Lemma 1 ([2]). For any Qu, Qv v, and R > I(U; V'), where
V' has a finite support V, there exists a y1 > 0 and a y2 > 0
such that for n large enough

_e2m

P (d(Pynic, Qun) > e ") < e, )

where d(-,-) is the relative entropy.

II. SEMANTIC SECURITY

Wyner’s soft-covering lemma has become a standard tool
for proving that strong perfect secrecy is achieved in the wire-
tap channel (see e.g. [4]). Coincidentally, Wyner introduced
both the idea of soft covering [1] and the wiretap channel [5]
in the same year, but he didn’t connect the two together.

According to the usual definition, strong perfect secrecy is
achieved if the mutual information (unnormalized) between the
message and the eavesdropper’s channel output can be made
arbitrarily small.

An even stronger notion of near-perfect secrecy is se-
mantic security. This requires that any two messages cannot
be distinguished, usually measured by total variation. This
is not implied by the above strong secrecy because mutual
information is an average quantity. Since there are so many
messages, the mutual information can be small even if a
few of the messages are perfectly distinguishable. In [6] a
connection between mutual information and semantic security
is established by maximizing over message distributions.

Lemma 1 allows us to show that the random codebook
construction of Wyner actually achieves semantic security. This
is argued by claiming that for every message, due to the
randomization at the encoder, the soft-covering phenomenon
causes the output distribution at the eavesdropper to be close to
an i.i.d. output distribution. The union bound establishes that
the probability that even a single message produces an output
far from 1i.i.d. is vanishing quickly with n.

In [3] we use this technique to establish semantic security
even for a wiretap channel setting with an active adversary.
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The Gap to Practical MIMO Wiretap Codes

Anatoly Khina
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The wiretap channel (WTC), introduced by Wyner [1],
is composed of a sender (‘“Alice”) who wishes to convey
data to a legitimate user (“Bob”), such that the eavesdropper
(“Eve”) cannot recover any information of this data. In the
multiple-input multiple-output (MIMO) Gaussian WTC, Alice
is connected to Bob and Eve bi a MIMO broadcast channel.
The capacity of this channel was found in [2]-[4].

Although the capacity of WTCs is well understood, con-
struction of practical codes is still a challange. For the scalar
Gaussian case, various approaches have been suggested. The
recent work of Tyagi and Vardy in [5] is particularly appealing,
since it uses a black-box approach: it takes any code that is
good for the ordinary (non-secrecy) AWGN channel, and turns
it into a good wiretap code using a hashing procedure.

However, assuming that we have such a code for the scalar
case, how do we extend it to the vector case? Do we need
to construct different codes for every channel matrix? In [6]
we have presented a scheme based on scalar random-binning
wiretap codes, in conjunction with a linear encoder and
a successive interference cancellation (SIC) decoder, which
approaches the MIMO wiretap capacity. In fact, it can be
described as a variant of VBLAST/GDFE schemes, used in
MIMO communication without secrecy [7], [8]. Interestingly,
the proof that Eve cannot extract information also hinges on
the optimality of the SIC procedure, this time in a “genie-
aided” setting: after Eve extracts all possible information from
a stream, the content of that stream is revealed to her for the
sake of trying to decode the next streams.

Given the optimal SIC scheme for the MIMO WTC, it is
natural to consider an explicit code construction, where the
random-binning codes are replaced by ordinary AWGN codes,
combined with some structured binning procedure, e.g. the
hashing of [5]. Indeed, in [9] we have pursued this idea. The
key point is that, as with random-binning codes, when any
good set of codes is used, a “genie-aided” Eve cannot do
better than follow a SIC process. Since at any stage of a SIC
decoding process, the decoder sees a multiple-access channel
(MAC) where the inputs are the streams that are not decoded
yet, the optimality of the scheme is intimately related to that of
a scheme for the MAC WTC [10]. However, the construction
of good MAC WTC codes is also not immediate.

Even without secrecy, not any collection of good AWGN
codes is good for any Gaussian MAC, see e.g. [11]: if
the codebooks have structure (as they should, in a practical
construction), the signal resulting from one codebook may not
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ECE Dept., U. of Toronto
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look as noise in the process of decoding the other, as for some
channel coefficients the codes may align. This compromises
MAC decoding, whose optimality is needed both for the
“Bob” and “Eve” parts of the secrecy proofs. This effect can
be circumvented by a dithering process, which makes sure
that codewords play the part of “independent noise” when
decoding a different codebook. We thus define a class of
MAC WTC codes that have both good individual secrecy
properties, and mutual independence; such codebook sets can
be obtained from any set of good AWGN codebooks by a
two-stage process of hashing and then dithering. However, this
still does not yield a practical code construction, as dithering,
which must be performed modulo a shaping region to retain
optimality, inflicts decoding complexity that may be higher
than that of the original code. Thus, in order to obtain a
practical construction, we need to find a “simpler” procedure
to perturb any given set of codebooks, such that the resulting
codes are good for the MAC WTC. It is worth noting, that
such a construction will also be theoretically significant in
communication without secrecy constraints, as the problem of
alignment already arises in VBLAST/GDFR schemes.
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Abstract—The broadcast channel with independent secret keys
models a communication scenario in which a common message
has to be securely broadcast to two legitimate receivers keeping
an eavesdropper ignorant of it. The transmitter shares an
independent secret key of arbitrary rate with each legitimate
receiver. Depending on the channel qualities of the legitimate
receivers and the eavesdropper, these secret keys must be used
as one-time pads to encrypt the message, as fictitious messages
for randomization in wiretap coding, or a combination of both
to achieve the secrecy capacity. In this paper, communication
takes place over independent parallel subchannels and the secrecy
capacity is established for these cases, in which all parallel
channels follow the same order of degradation.

I. INTRODUCTION

Security is traditionally implemented at higher layers of
the communication protocol such as the application layer and
usually based on cryptographic principles. Recently, informa-
tion theoretic approaches to security have drawn consider-
able attention, especially for wireless communication systems,
where it provides a promising complement to cryptographic
approaches; see for example [1,2] and references therein.

Information theoretic approaches realize security directly at
the physical layer by exploiting the noisy properties of the
underlying communication channel. This line of research was
initiated by Wyner who studied the so-called wiretap channel
in which a sender wants to securely transmit information over
a noisy channel to a receiver keeping an eavesdropper in the
dark [3]. In [4-7] this has been extended to the wiretap channel
with a shared secret key.

While the basic wiretap channel with secret key is well
understood, multi-user communication scenarios involving
multiple secret keys have received much less attention. This
is insofar surprising as the optimal use of the secret keys
is no longer obvious in such scenarios. A transmitter and a
receiver can use a shared secret key for encryption to securely
transmit a certain message, but this might harm other receivers
(of this particular message) that are not aware of this key.
Accordingly, multiple secret keys can result in conflicting
payoffs at different receivers making the optimal use of the
secret keys a challenging and non-trivial problem.

The underlying phenomenon is captured by the broadcast
channel (BC) with independent secret keys which has been
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studied in [8] and [9]. Here, a transmitter wishes to broadcast
a common message to two legitimate receivers while keeping
an eavesdropper ignorant of it. The transmitter shares indepen-
dent secret keys of arbitrary rates with both receivers. Now,
secure communication can be realized by different approaches.
Secret keys can be used as one-time pads to encrypt the
common message as in [10]. The drawback of this is that
each receiver knows only its own secret key. Thus, the more
one secret key is used, the more the other receiver is hurt
as the encrypted message becomes useless for it. Another
approach is to interpret the secret keys as fictitious messages
used as randomization resources for wiretap codes [1,2]. The
drawback of this approach is that allocating certain resources
for randomization reduces the available resources for the
actual message transmission. Both approaches are conceptu-
ally different and surprisingly neither of them is superior to
the other one. In fact, depending on the channel qualities
of the legitimate receivers and the eavesdropper, either the
one-time pad approach, the fictitious message approach, or a
combination of both is needed to achieve capacity [8,9].

In this paper we study the parallel BC with independent
secret keys. In this model, the transmitter communicates with
the legitimate receivers (and the eavesdropper) via multiple
independent subchannels. We establish the secrecy capacity
for the special cases of degraded subchannels, in which all
subchannels follow the same order of degradation. The general
model of parallel channels is of particular interest as it includes
fading channels as a special case. Secure communication over
parallel and fading channels for the BC (without secret keys)
has been studied in [11] and [12].!

II. BC WITH INDEPENDENT SECRET KEYS

Let X, Vi, Vo, and Z be finite input and output sets.
For input and output sequences z" € X", y' € Y7,
yy € V3, and 2" € Z™ of length n, the discrete memoryless
broadcast channel is described by the transition probability
Py v, ix W45, 2% a™) = TT2) Privazix (Y1 2., 2l @)

The BC with independent secret keys models the commu-
nication scenario in which a transmitter broadcasts a common
message M to legitimate receivers 1 and 2, while keeping

Notation: The set of non-negative integers {1,2,..., L} is denoted by

1,L]; X ., denotes the group of length n vectors X", X2 ..., X7 where
[1,L] group g 10442 L

X = (X110, X102, -, X1,n), LE [1, L)
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Fig. 1. Broadcast channel with independent secret keys.

an eavesdropper ignorant of it. The transmitter shares secret
keys K7 and Ky of arbitrary rates with receivers 1 and 2 as
shown in Fig. 1. The message M and the secret keys K
and K, are assumed to be independent of each other and
uniformly distributed over the sets M = {1,...,M,} and
Ki={1,...,K;,}, i =1, 2. This has been studied in [8] and
[9] and the secrecy capacity has been established for several
cases.

Depending on the channel qualities of the legitimate re-
ceivers and the eavesdropper, the optimal use of the secret keys
varies: Either they must be used as one-time pads to encrypt
the message, must be interpreted as fictitious messages used as
randomization resources for wiretap coding, or a combination
of both. If the eavesdropper has the “strongest” channel in the
sense that the Markov chain relationship X — Z —Y; — Y5 is
satisfied, the secret keys are used as one-time pads to create
two encrypted messages based on a bit-wise XOR operation.
Capacity is then achieved by superposition coding of these
two messages.

Theorem 1 ([8]). The secrecy capacity C of the BC with
independent secret keys and reversely degraded channels
X —-Z— Yl — Yg is

C' = maxmin {I(X;1|0), 1(U; Y2) } (1)
Ux
where the max is over all input distributions Py x (u,x) such

that U — X — Z — Y1 — Y5 form a Markov chain. Further, the
cardinality of the range of U can be bounded by |U| < |X|+1.

If the eavesdropper has the “weakest” channel in the sense
that X — Y7 — Z and X — Yy — Z are satisfied, then the
secret keys are used as fictitious messages playing the role of
randomization resources for wiretap codes.

Theorem 2 ([8]). The secrecy capacity C of the BC with
independent secret keys and degraded channels X — Y, — Z
and X — Yo — Z is

I(X;Yq)
C= max min { I(X;Y3) .2
: (X3 Y1) +I(X;Ye) — (X3 Z)]

If the eavesdropper has neither the strongest nor the weakest
channel, a combination of both approaches is needed.

Theorem 3 ([9]). The secrecy capacity C of the BC with
independent secret keys for X — Y, — Z — Y5 is
} (3)

I(U;Y>)

2 [[(X57) + I(U; Y2) = 1(U; Z)]
where the max is over all input distributions Py x (u,x) such
that U — X — Y1 —Z —Y, form a Markov chain. The cardinality
of the range of U can be bounded by |U| < |X| + 1.

Pyx

C = maxmin {

III. PARALLEL CHANNELS

In the following we consider a parallel BC with L indepen-
dent subchannels and each of them is a BC as introduced
above. Now the transmitter wants to transmit the common
message over these L subchannels. Accordingly, the parallel
BC consists of L finite input alphabets X[, 1) and 3L finite
output alphabets Yy (1,1}, Va,[1,2], and Z}; ). The transition
probability is then

P}”}l,[l,L]YZ,[l,L] Zn, X, (yﬁ[l,L]’ ygy[LL}’ ZﬁaL] ‘xﬁ,L]) )

L

= HP}T’LLZYQJZAXZ (yflvy;z, 2 |zr") (5)
=1
L n

= H H Py, vy 2% (Y10 Y2045 213l T00) ©)
1=1i=1

where 7' € A", yﬁl IS yﬁl, Yy, € V3, and 2" € Z' are
the input and output sequences of length n on subchannel
lell, L)

Definition 1. An (n, M,,, Ki 5, K5 p)-code for the parallel BC
with independent secret keys consists of a (stochastic) encoder

E:MXIC1XIC2—>P(X{1X...XX£) 7)
with P(-) the set of all probability distributions, and decoders

©1 y{Ll X ... X yi’iL X ’Cl - M (8)
@2:y;1x...><y§;L><lc2»M. )

We denote the average probability of decoding error at
receiver ¢ by €; ,,, ¢ = 1,2. The secrecy criterion is

for §,, > 0 with M the random variable uniformly distributed
over the set of messages M and Z}* = (Z;1, Z,2, ..., Z1,) the
output at the eavesdropper on subchannel [. This condition is
termed strong secrecy.

Definition 2. A rate R > 0 is an achievable secrecy rate
for the parallel BC with independent secret keys if for
any 7 > 0 there exist an n(r) € N and a sequence of
(n, My, Ky p, K3 p,)-codes such that for all n > n(1) we
have ;logM, > R — 7 and I(M;Z} ;) < &, while
€1,n,€2n,0n, — 0 as n — oo. The secrecy capacity C is
the supremum of all achievable rates R.
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A. Strongest Eavesdropper

We start with the scenario in which the eavesdropper is the
“strongest” receiver for all parallel subchannels, i.e., we have
the Markov chain relationships X; — Z; — Y7 ; — Y5, for all
le(l,L].

Theorem 4. The secrecy capacity C of the parallel BC with
independent secret keys for reversely degraded channels is

S (X YU (11
ZZL=1 I(UH Y2,l)

where the max is over all input distributions H1L=1 Py, x,(u, x)
such that Uy — X; — Z; — Y1, — Yoy, | € [1,L], form
Markov chains, i.e., superposition coding on each subchannel
is optimal. Further, the cardinality of the range of U; can be
bounded by U] < |X;| +1, 1€ [1,L].

Proof: The achievability is based on [8, Theorem 2]
by using superposition coding on each subchannel. More
specifically, the secret keys K7 and K are used as one-time
pads to encrypt the common message M into two individual
messages My, = M & K; and My = M & K. Both messages
are split up into L submessages My = (M1, My 2, ..., My,1)
and ]V[g = (Mgﬁl, ]\/1212, ceey MQ_,L).

Now, on each subchannel ! € [1,L] the message pair
(M, M3,) is individually encoded and transmitted using
superposition coding. Thereby, subchannel | € [1,L] is a
degraded BC supporting the rates Ry; = I(X;;Y7,|U;) and
Ro; = I(U;;Y2,). In total, we achieve with this strategy rates
R, = Zle Ry, and Ry = Zle Ry, yielding the desired
achievable rate as in (11).

It remains to show the converse. At receiver i, ¢ = 1, 2, we
have the following version of Fano’s inequality:

C = maxmin {

H(MY} ) Ki) < nein (12)

with €;,, — 0 as n — oo. We define the auxiliary random
variables

Ul,i = (M7 K27}/17[17l_1]7Y1i_’171) (13)
for all I € [1, L]. For the weaker receiver we obtain
nR=H(M)=H(M|K>) (14)
:I(M'Y”’1L1|K2)+nei,n (15)
< I(M, K2;Y3' 1)) + néign (16)
L
= Z (M, Ko Y34 |Ya'y ) + néin (17

Il
-

I(M, K3;Ys,,]Y Yy ') 4+ nein (18)

IN

I
M=M=
s ||M

I(M, K3, Y3 1y Ya ' Yaui) + néim (19)

Il
iR
-
Il

=1

I(M, Ko, YY"y 00, i Yaua) 4+ nein (20)

()=
M-

Il
-
-
Il
A

n

-3

=1 i=1

I(U4;Y2,1,:) + nein 2n

where (15) follows from Fano’s inequality (12), (20) from the
degradedness X; —Y;; — Y5, for all [ € [1, L], and (21) from
the definition of U ;, cf. (13).

With the same definition for U; ; we obtain for the stronger
receiver

nR < I(M,K1; Yy 1)) + n€in 22)
= I(Ky Y | M) + I(M; Y 1)
— I(M; Zﬁ,L]) + n€;n + noy, (23)
< I(Ky; 1n[1 I] |M) + ”6/' 24)
S I(Ky Y M, K2) + ne;, (25)
L
= Z I(K 4 YT IM, Ko, Y ) + el (26)

Il
-

T(K 3 Y06l M, Ko, Y g Yo ) +ner, (27)

Mh WMh
s ||M

< I(Kh Xl,i; }/1,l,i|]\/-[7 K27 YIT,L[I,Z71] ’Yli‘lfl)_’_negvn

=1 1i=1
(28)

L n ‘

= Z I(Xl,i§ Yl,l,i‘]V[, Ko, Yl’?[l,lfl]7Y117171)+n6,2-7n (29)
=1 =1
L n

:ZZI(Xlzayllz‘U“)-i-ne (30)

1

1

o
I

with €], = €; ,,+0,. Here, (23) follows from the secrecy crite-
rion (10) and (24) follows from the fact that I(M;Y]" I, L]) <
I(M; Zﬁ,L]) due to the degradedness.

Now, let () be a time-sharing random variable independent
of all others and uniformly distributed over {1,...,n}. We set

U= U,g;Q), X1 = X1,0, Y1, = Y110, and Yo ; = Y, ¢
foralll =1, ..., L and obtain for the rate of the weaker receiver
in (21)
n
R <Y I(Uig; Ya10lQ) + €in 31
i=1
L’?L
<N (U5 Ya0) + €im (32)
i=1
and for the rate of the stronger receiver in (30)
L
R<Y I(X1:Y110lUg, Q) + €, (33)
=1
L
=3 I(X;Y1|U) + €, (34)

Il
i

This yields the desired bounds in (11) proving the desired
converse. The cardinality bounds follow then immediately
from [8, Theorem 2]. [ |
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B. Weakest Eavesdropper

Now we look at the scenario in which the eavesdropper is
the “weakest” receiver for all parallel subchannels, i.e., we
have the Markov chain relationships X; —Y;; — Z; and X; —
Yo, — Z; forall | € [1, L].

Theorem 5. The secrecy capacity C of the parallel BC with

independent secret keys and degraded channels X, —Y1 ;- Z;
and Xl — YQJ - Zl is
zfzmxz; Y1)

C' =maxmin ZlL (X5 Ya,)
S 3 (X0 Vi) +1(Xis Yau) — 1(X0; Z1)]
(35)
where the max is over all input distributions Hlel Px, ().

Proof: The achievability follows from [8, Theorem 3]
by extending this coding scheme to the vector-valued case

here, specifically, by setting X = (X1,Xs,...,X1), Y1 =
Y11, Y12,...Y11), Yo = (Y2,1,Y22,..,Y2), and Z =
(Z1, Za, ..., Z1,) with X having independent components.

For the converse we observe that the first two bounds in
(35) are single-user bounds. The more interesting bound is
the third, sum-rate-like bound which is as follows:

n2R = H(M) + H(M) (36)
=H(M|K,)+ H(M|K>) 37
< I(M: Y | Ky) + T Yy ) Ko) +me, (38)
S I(M; Yy g K + T(M; Y5 | K2)
—I(M; Z[; 1)) + ney, (39)
< I(M, K Y ) + 1M, K23 Y5y 1)
— I(M; Z; 1)) + ney, (40)
< I(M, Koy Y 1) + 1(M, K23 Y5' 1)
7](M,K12;ZH’L])+’H,€;1 41

with €}, = €, + 0, = €5, + €2, + 0y, Here, (38) follows from
Fano’s inequality, (39) from the secrecy criterion (10), and
(41) follows from the same steps used in [8, Egs. (26)-(27)].
Due to the degradedness we can write the first and third term
in (41) as

I(A{ K12;Yn[1 L]) 7I(M KlQ;Zﬁ,L])

= I(M, K12; Y1y |25 1) (42)
= H(YlT,L[l,L]|Z[q,L]) - H( Y, M, K2, 21 1) (43)
<SHMYy glZi ) — HM gl X Zi) - (44
L
= H(Y' |2 ) — Y HOTIXP, 27) (45)
=1
L L
< Z MhlZy) ZH YiLX7, 20 (46)
=1 =1
L
=D (X[ Y7|Zp). (47)

1

Similarly we get for the second term

L
I(M, K1Y, Z (X7 Y3Y) (48)
so that we can upper bound (41) b

L
n2R < )y [IXPY0Z0) + (X5 Y50)] +ne, (49)

=1

L

<n Y [I(X5Y1lZ) + 1(X03 Yau)] + ne, (50)

l

Il
—

Il
-

[I(Xy; Y1) + 1(Xy;Yay) — 1(X; Z1)] + nel,

Il
—

(51
which gives the desired sum-rate-like bound in (35). This
completes the converse. ]
C. Eavesdropper in the Middle

Finally, we study the scenario in which the eavesdropper is
neither the strongest nor the weakest receiver for all parallel
subchannels. In particular, we assume that the Markov chain
relationships X; — Y, — Z; — Y5, hold for all [ € [1, L].

Theorem 6. The secrecy capacity C of the parallel BC with

independent secret keys for X, — Y1, — Z, — Ya is
C =max min Zl (Ui Yay)
Y (X Y1) +1(U; Ya,) —1(U; Z1)]

(52)

where the max is over all input distributions H1L=1 Py, x,(u, x)
such that Uy — X, — Y1, — Z; — Ya, | € [1, L], form Markov
chains. Further, the cardinality of the range of U; can be
bounded by |U;| < |X|+ 1, 1 € [1,L].

Proof: The achievability follows from [9, Theorem
4] by extending this coding scheme to the vector-valued

case here, specifically, by setting U = (U, Us,...,UL),
X = (X1,X2,..,X1), Y1 = (Y11,Y19,...,Y11), Yo =
(Y27171/‘2727...7Y2’L), and Z = (Zl,ZQ,...,ZL) with U and

X having independent components.
For the converse we define the auxiliary random variables

Ui = (M, Ko, Zlt ; 1), Z]7) (53)
for all [ € [1, L]. For the first bound in (52) we obtain
nR=H(M)=H(M|K») (54
= I(M; Y3y )| K2) + nei (55)
< I(M, Ky; Y£[17L]) + neip (56)
L
= I(M, Ky Y34|Y3'y y_yp) + néim (57)

=1

~

n

= Z Z I(M, K»; Y2,l,i|Y27,L[1A,z—1}v Yzi,?

i=1

Y+ nein (58)

~
—
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Il
M=
M=

I(M, Ky, Y3 05 Yoy s Vo) + nein (59)
1

N
Il
m
-
Il

M=
M=

I(M, Ky, Zy 11, 27 Ya) + neip (60)
1

N
Il
=
-
Il

I(Up;Y2,5) + neip (61)

I
M=
WE

N
Il
—
-
Il
—

where (55) follows from Fano’s inequality, (60) from the
degradedness X; — Yy, — Z; — Ys,; for all [ € [1,L], and
(61) from the definition of Uy ;.

For the second bound we proceed as follows. We know from
the proof of Theorem 5, in particular (40), that

n2R < I(M,Ky; Yy 1) + I(M, K»; Y3y 1))

— I(M; Z[; 1)) + ne,, (62)
< I(M, K25 Y ) + 1(M, K2: Y3 )
— I(M, K3; Z[j 1)) + ey, (63)

with €/, = €1, +€2,4,+0,,, where the last step follows similarly
as in [9, Egs. (25)-(27)]. Using the chain rule for mutual
information we obtain

n2R < I(M, Klg;Yl’f[LL]) + I(M, KQ;YQ’,L[LL])
— I(M, K2; Z[’LL]) + I(Ky; Zﬁ_’L]U\{, Ks) + nel,.
64
From the proof of Theorem 5 we know that we can bound the
first and third term as

I(M, K12§Y17[1,L]) — I(M, K12; Zﬁ,L])

L
<n Y [I(XiYi) — I(X3; 2)], (65)
=1
cf. (42)-(51). The second term is upper bounded by
L n
I(M, K9 Yy 1) <0 I(UrisYaui)  (66)
=1 i=1

which follows as in (56)-(61). It remains to bound the last
term as follows:

I(Kv; Zf; )| M, K2)

M=

<) (K 20 |M, Ky, Z ) (67)
=1
L n

<O (K 20| ML Ko, 2y 2 (68)

Il
—
-
Il
—

M=
NE

I(Ky, X135 Z1a| M Ko, Z05 0, Z)7) (69)

=1 =1
L n
=3 (X1 214 M Ko, 24y, 27 (70)
=1 =1
L n
=D > (X3 Z1ilUr)- )

~
Il
—
-
Il
—

Now by inserting (65), (66), (71) into (64) and introducing
a time-sharing random variable independent of all others
and uniformly distributed over {1, ...,n}, it is straightforward
to obtain the desired bounds in (52), thereby proving the
converse. The cardinality bounds follow then immediately
from [9, Theorem 4] |

IV. CoNCLUSION

In this paper we have studied the parallel BC with inde-
pendent secret keys. Here, the transmitter sends a common
message to two legitimate receivers via multiple independent
subchannels. Parallel channels are of particular interest as they
include fading channels as a special case. We have established
the secrecy capacity of the parallel BC with independent secret
keys for the cases in which the channels of the legitimate
receivers and the eavesdropper all follow the same order of
degradation.

If the eavesdropper is weakest receiver for all subchannels,
the optimal coding scheme is the vector-valued extension of
the single-channel case. The same is true for the case in which
the eavesdropper is neither the weakest nor the strongest for
all subchannels. However, if the eavesdropper is the strongest
receiver for all subchannels, the optimal coding scheme is
based on individual superposition coding on each subchannel.
All considered cases have in common that independent inputs
for all subchannels are optimal which does not immediately
follow from [8] and [9]. Moreover, for all considered cases the
secrecy capacity of the parallel BC is in general larger than the
sum of the secrecy capacities of all individual subchannels.
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Abstract—We consider a setup where a rechargeable battery
is used to partially mask the load profile of a user from the
utility provider in a smart-metered electrical system. We focus
on the case of i.i.d. load profile, use mutual information as our
privacy metric, and characterize the optimal policy as well as
the associated leakage rate.

Our approach is based on obtaining single-letter expression
for the leakage rate for a class of battery policies and providing
a converse argument for establishing the optimality.

1. INTRODUCTION

Smart meters are becoming a critical part of modern elec-
trical grids. They deliver fine-grained household power usage
measurements to utility providers. This information allows
them to implement changes to improve the efficiency of the
electrical grid. However, despite the promise of savings in
energy and money, there is potentially a loss of privacy.
Anyone with access to the load profile may employ data
mining algorithms to infer details about the private activities
of the user [1]-[4].

In this paper, we investigate one possible solution to the
privacy problem. Using a rechargeable battery, the user can
distort the load profile generated by the appliances by charg-
ing and discharging the battery. Due to the proliferation of
rechargeable batteries, energy harvesting devices and electric
vehicles, the strategy of using these devices to partially ob-
fuscate the user’s load profile is becoming more feasible. As
we discuss below, a number of recent works have studied this
approach in the literature.

A. Related Works

We consider a similar setup to [7] which introduces using
mutual information as a privacy metric then considers an
instance of the problem with binary alphabets. The setup
is extended in [8], [9] where the multi-letter mutual infor-
mation optimization problem is reformulated as a Markov
Decision Process. The results in this paper mirror that of [10]
where the optimal single-letter information leakage rate and
policy is characterized using Markov Decision Theory. In
this paper, we provide the proofs using purely information
theoretic arguments which may be of interest in its own right.
In other related works, rate-distortion type approaches for

Ashish Khisti
Department of Electrical and
Computer Engineering
University of Toronto
Email: akhisti@ece.utoronto.ca

Aditya Mahajan
Department of Electrical and
Computer Engineering
McGill University
Email: aditya.mahajan@mcgill.ca

studying privacy-utility tradeoffs in smart grid systems have
been studied in [11]-[14]. These works are not directly related
to the present setup.

II. PROBLEM DEFINITION

We consider a smart metering system as shown in Fig. 1
where at each time a residence generates an aggregate de-
mand that must either be satisfied by charges in the battery
or by drawing power from the grid. {X;};>1, Xy € X
where X :={0,1,2,...,m,} denotes the (exogeneous) i.i.d.
power demand process distributed according to Q) x. {Yt}tzla
Y, € Y, denotes the energy consumed from the grid where
Y = {0,1,2,...,my} and {S;};>1, St € S denotes the
energy stored in the battery where S := {0,1,2,...,m,} and
the initial charge S; of the battery is distributed according to
probability mass function P, .

We assume that m, < m, so that the system is guaranteed
to be able to satisfy the demand at any time by drawing solely
from the grid i.e. Y; = X, Vt. While in general, the alphabets
X and ) can be any finite subset of the integers — where
negative values of X and Y would model a situation where
energy (possibly generated from an alternative energy source)
is sold back to the utility provider — it is more realistic to for
them to be a contiguous interval. In this case, without further
assumptions on the battery size, the alphabets would have to
satisfy & C Y in order to guarantee that energy is not wasted
and the power demand can always be satisfied. Nonetheless,
our results generalize to these cases.

We assume an ideal battery that has no conversion losses
or other inefficiencies. Therefore, the following conservation
equation must be satisfied at all time instances:

Sip1 =5 - X, +Y,. (D

The energy management system observes the power demand
and battery charge and consumes energy from the grid ac-
cording to a randomized charging policy q = (q1,q2,-..).
In particular, at time ¢, given (zf, st,y'~!), the history of
demand, battery charge, and past consumption, the battery
policy chooses the level of current consumption Y; to be
y with probability ¢;(y | =%, s’,4*~!). For a randomized
charging policy to be feasible, it must satisfy the conservation
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Home X, Battery Policy Y, Power
Appliances Sev1 = S+ Vi — X Grid
a:(Ye| X", 84, Y

Fig. 1: System Diagram. The user demand is denoted by X, the grid
consumption by Y;, and the battery state by S;. The battery policy
is denoted by the conditional distribution ¢(Y;|X*, S* Y*~1). The
battery policy effectively defines a channel with memory from the
residence to the utility provider.

equation (1), so given the current power demand and battery
charge (x,s;), the feasible values of grid consumption are
defined by

Vo(st —x) ={yeY:si—ar+y €S}
Thus, we require that

Qt(yo(st - $t) ‘ iUt, 5t7yt_1)

>
YyEYVo(st—t)
=1.

Qt(y | mtv Stvyt_l)

The set of all such feasible strategies is denoted by Q4.
A battery policy effectively defines a channel with memory
between a residence and the utility provider (as portrayed in
Fig. 1).

The quality of a charging policy depends on the amount of
information leaked under that policy. This notion is captured
by mutual information 79(Sy, XT;YT) evaluated according
to the joint probability distribution on (ST, X7, YT) induced
by the sequence q:

]Pq(ST = ST7XT = :L'T7YT — yT)

= Ps,(s1)Px, (z1)q1(y1 | z1,51)
T

X H |:15t{5t—1 —Ti—1+ Y1}

t=2

(@)

Q(-Tt)Qt(yt ‘ xtvst>yt_1) .

Given a policy q = (q1, g2, ... ) € Q4, we define the worst
case information leakage rate as follows:

Loo(q) := lim sup %Iq(Sl, XT.yT, 3)

T—o0
Remark 11.1. The random variable S in the mutual informa-
tion terms do not affect the asymptotic rate. It will be clear in
the sequel that this simplifies the analysis.

We are interested in the following optimization problem:

Problem A. Given the alphabet X and distribution Qx of
the power demand, the alphabet S of the battery, the initial
distribution Pg, of the battery state, and the alphabet Y of the
demand: find a battery charging policy q = (¢1,q2,...) € Qa
that minimizes the leakage rate Lo (q) given by (3).

III. STATIONARY POSTERIOR POLICIES

The simplest class of policies are stationary and memory-
less, conditioning only on the current battery state and power
demand:

“

As such evaluating the leakage rate (3) even for this simplified
class of policies requires numerical approaches, see e.g., [7],
[13]. Our key insight is that if we further impose a certain
invariance condition we can obtain a closed form expression
for the leakage rate. Interestingly we will see that this class of
policies also includes a globally optimal policy. Our proposed
class preserves the following property:

IP(S2 = 82‘Y1 = yl) = IP(Sl = 82), VSQ S S,yl S j) (5)

q(ylz, 5).

where ) := {y : Py, (y1) > 0} for some initial battery state
distribution PPg, . This invariance condition implies that S; L
Y;_1 and also that Pg, = Pg,, V¢. By exploiting this property,
we can obtain single-letter achievable leakage rates as follows:

Lemma IIL.1. Given an instance of Problem A with i.i.d.
power demand Qx(x) and initial battery state distribution
Ps,, if the stationary memoryless policy q = (q,q,...) € Qa
satisfies the invariance property (5), then

Loo(q) = Iq(Sl7X1;Y1)7
where (S1,X1,Y1) ~ Pg, (51)Q(x1)q(y1]21, 51).

Proof. The invariance property and the memorylessness of q
implies that (Y3, Xy, S;) L Y=L Vt. Therefore we have

198, X" vyt

M=
Nl =

1
SIS XTYT) @

o~
Il
—

IS, X VA YT )

=
M=
N

~
Il

1

—~

(&

= I19(51, X1; Y1), VT

where (a) is due to the chain rule of mutual information and
the fact that S* is a deterministic function of (S1, X*~1,Y*~1)
given by the battery update equation (1), (b) is due to the
memoryless condition (4), and (c) is due to the invariance
property (5). O

We will next develop some further properties of the invari-
ance condition (5). Let us define an auxillary random variable
Wy := S; — X; where W, € W:= S — X and for w € W, let

D(w) :={(z,s) € X x S: s —z =w}.

Lemma IIL2. An initial battery distribution Pg, and a
stationary memoryless policy q = (q,q,...) satisfies the
invariance property (5) iff for each (s2,y1) € S x X, we

have
>

Ps, (s2)Q(y1) = q(y1171,81)Q(Z1)Ps, (51)-
(2,5)€D(s2—y1)

(6)
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Proof. (If) Note that since the rhs is equal to the joint
P9(Sy = s9,Y7 = y1), the systems of equations in the Lemma
implies that S | Y7 and IPg2 = IPg, which is the invariance
property (5).

(Only if) Assuming the invariance property to be true, since
S1—X, = S2—Y; given by the battery update equation (1) we
must have P{. (y1) = Q(y1), Vy1 € X. Using Bayes rule and
the definition of the joint distribution we recover the statement
in the Lemma. O

Lemma III.2 implies that the alphabet for {Y;};~o must
be limited to X' and IP‘;‘Q = (. In addition, Eq. (6) provides
an explicit condition that must be satisfied by the stationary
memoryless policies for any fixed Pg, € Pg. Note that
these are essentially |VV| linear constraints. It should be clear
that these constraints are always feasible. For example, using
the policy ¥; = X;, any Pg, will satisfy the invariance
property (5). However, this will maximize the leakage rate.
We next discuss a policy that turns out be optimal.

A. Optimal Policy

Lemma IIL.3. Given a fixed Pg, and W1 = S; — Xy,
the optimal policy q* = (¢*,q*,...) satisfying the invariance
property 111.2 is

Q(y)Ps, (y+s—x)

B P fyeXNYs(s—=z
q(yms)—{o G (8 =)

otherwise
achieving a leakage rate of

Loo(q") = I(S1 — X1; X3)
where (S1,X1) ~ Pg, (s1)Q(x1).

Proof. By definition, ¢*(y|z,s) > 0, Vs € S,z € X,y €
X NYs(s—x). Next, we show that ¢* is properly normalized.

> QU)Ps(G+s— )

JEXNY, (s—x)

-y

(#,5)eD(s—x)

Q(Z)Ps, (3)

= Denominator of ¢*(Vs(s — x)|z, s),

where the second step follows by substituting = ¢ and § =
7+ s — x and observing that § — & € D(s — x). Therefore, g*
is admissible. The invariance property can be verified using
Lemma IIL.2 or as follows:

P9 (Sy = 59,Y1 = y1)

@ pa-
@ pa (S2 =82, Y1 = y1, W1 = 52 — 1)

b) o
© pa Y1 =y, W1 =52—11)

=P (Y1 = 3| W1 = 53— y1)P(W1 = 82 — 1)

© P9 (Yy = y1| X1 = y1, 81 = s2)P(Wy = 82 — 1)
= q(y1ly1, 52)P(W1 = s2 — y1)

= Q(y1)Ps, (s2)

where (a) and (b) use the fact that So—Y; = W7 holds from the
battery update equation, (c) is because ¢* (y|x, s) only depends
on (x,s) via s — x and the last equality follows from the
definition of ¢*. The last equality shows that the invariance
property is satisfied.

To show optimality, fix Pg, and let q be any policy
satisfying Lemma II1.2 and consider the following inequalities:

Loo(a) 2 I(S1, X15 Y1)
(b)
> I(Wi; 1)
=HW,)— HW; +Y1|Y1)

© H(W1) — H(S2)
S1)

@ H(w) - H(

Y H(S - X)) - H(S: — X1|1X))

= I(Sl - X1§X1)

(a) is due to Lemma IIL.2, (b) is due to the data processing
inequality, (c) and (d) are due to the battery update equation (1)
and the invariance property of q, and (e) is by definition.
The achievability proof is completed by noting that under
q*, we have Y; — W; — (X, S;) and so the lower bound is
obtained. O

Proposition III.1. Minimizing over the initial battery distri-
bution Pg, in Lemma II1.3 we obtain the optimal leakage rate
in the class of policies satisfying the invariance property II1.2.

Remark 1I1.1. The limitation of this achievability scheme
requires that the battery have a specific distribution over
the battery’s initial states. However, this loss of generality
is operationally insignificant since the user can start off by
randomly charging the battery from an external source.

B. Converse

So far we have shown that the policy in Lemma II1.3, is opti-
mal for the class of invariance policies that satisfy (5). We will
now prove an information theoretic converse that establishes
that the stated policy is globally optimal among all policies
in Q4. This provides the counterpart of the result in [10],
but avoids the use of the dynamic programming framework.
Consider the following inequalities: for any admissible policy
q € Q4 we have

T T

IS, XTYT) =Y IS, Xp Vily'™) > > I(W vy )
t=1 t=1

= H(Wy) — HW1|Y1) + HWs|Yy) — HWa|Y?) 4 - -

QH(Wy) — H(S2|Y1) + H(Ss — Xo|V1) — H(S5|Y?) +---

I(Wy Xo[Y'™) = HWrpYT)

M=

=HW)+

-
U
o
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where (a) is because S;1 is an invertible function of W; given
Y;. Now, taking the limit 7" — oo to obtain a lower bound to
the leakage rate we have

. 1

Loo(q) = Th_r)réo fI(Sl,XT;YT)
T

H(Wy) + > T(Wis X, Y'Y = HWr|Y™)

1m —
t=2

T—o0

T
> I(Wy XYt

t=2

@ Jim 1

_T~>ooT

(b)

> min I(S - X;X).
PsePs

(a) is because the entropy of any discrete random variable
is bounded and (b) follows from the observation that every
term in the summation is only a function of the posterior
P(S;|Y'=1). Therefore, minimizing each term over a Ps €
Ps results in a lower bound to the optimal leakage rate which
is achievable using Proposition III.1.

IV. CONCLUSIONS

In this paper, we provide a single-letter characterization of
the optimal private information leakage rate using information
theoretic arguments. While the result was already established
in [10], the proof provided in this paper is based on more
elementary arguments and avoids the use of the dynamic
programming framework. Our proof shows that the optimal
leakage rate is achieved using a class of stationary memoryless
policies that preserve the posterior distribution of the battery
state. We believe that the techniques discussed here also extend
to continuous valued input and output alphabets.
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Abstract—This paper takes a rate-distortion approach to the
caching problem of Maddah-Ali and Niesen. We characterise
the optimal tradeoffs between compression rate, reconstruction
distortion and cache capacity for a single-user problem and spe-
cial cases of a two-user problem. These tradeoffs illustrate some
interesting connections between optimal caching strategies, Gacs-
Koérner common information, and Wyner’s common information.

I. INTRODUCTION AND SETUP

We address a communication scenario where users request
files from a server during peak-traffic periods. The server
reduces the peak-traffic by pre-placing information in cache
memories close to the users during prior periods of low
traffic. In these low-traffic periods, communication rate is not
a limiting resource and the amount of pre-placed information
is mainly restricted by the cache memory sizes.

More specifically, in this paper we consider the scenario in
Figure 1. The server has access to a library with L files:

Library X := (X7, X5,...,X7}),
where each file is a sequence of n symbols
XZL = (Xg,l, X&Q, e ,X[_’n)

taking value in a finite alphabet X,. For simplicity, we assume
that each file is a sequence of independent and identically dis-
tributed (i.i.d.) symbols, where symbols pertaining to different
files can be correlated:

(Xl,lv cee 7XL,1)7 LR} (Xl,ny .. '7XL7’VL)

for some given joint law Px over X := &} X --- X A.
Assume that there is a single user, which selects an index

tel:={1,2,... L}

iid ~Px, (1)

arbitrarily and requests the corresponding file X' from the
server. The user has a local cache memory of size nC' bits
where the server can pre-place information M., and which
the user can access to reconstruct its requested file Xj'. A
central assumption in our work is that the server has to place
the information in the cache before it learns the user’s request.
The information M, stored in the cache should thus be chosen
such that it is useful for (or common to) as many files as
possible.

Once the server learns the user’s request £ € L, it sends an
nR-bit delivery message M to the user. Based on this message
M and the cache content M., the user attempts to reconstruct
its requested file X;'. Hence, the delivery message M should

Library

(X7, X7

Fig. 1. Single-user RD cache problem.

contain all the information about X' that is relevant to the
user and that is not yet stored in the cache memory.

Such a cache-aided setup was first considered by Maddah-
Ali and Niesen in [1, 2] and triggered a series of fruitful
results [3]-[9]. The works in [1]-[7] studied the problem
where independent files X7, ..., X} had to be reconstructed
losslessly by multiple users. More specifically, these works
presented various upper and lower bounds on the minimum
required delivery-rate R for given cache capacity C'. While we
limit ourselves to a single user with cache memory, we extend
the analysis to lossy reconstruction of potentially correlated
files, cf. (1). We furthermore analyse the problem when a
second user without cache memory is present, see the setup
in Figure 4.

The main problem of interest in this paper is thus the
optimal tradeoff between the delivery rate R, the cache
capacity C, and the user’s reconstruction distortion. Notice
that the delivery rate R is a worst-case rate (or a compound
rate) in the sense that it has to be sufficiently large so that
the user can reconstruct every file X', £ € L, with desired
accuracy. The problem setup by Wang, Lim and Gastpar [9],
can be considered as an ergodic average-case equivalent of our
worst-case (or compound) setup.

II. SINGLE USER
A. Formal Problem Definition

Let /’\?1, ey X, be given reconstruction sets. A joint rate-
distortion-cache (RDC) code for a given blocklength n con-
sists of (2L + 1)-mappings:

(i) A cache encoder f.: X" — M., where M. is finite.

(ii) A file encoder fy: X" — M for each £ € L, where M
is finite. A
(iil) A file decoder g, : M x M, — X' for each ¢ € L.
For brevity, we will call the above collection of encoders

and decoders an (n, M, M.)-code. Given demand ¢ € L, the
cache content and the delivery message are

M, := f.(X™) and M = f(X");

125



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

and the user’s reconstruction is
X7 = go(M, M) € X

As per the usual rate-distortion (RD) paradigm, let us
assume that the quality of X}‘ can be meaningfully mea-
sured using average per-letter distortions. Specifically, for each
{e L, let

(5@:./’%@><Xg—> [0700)

be a bounded distortion function. For simplicity, we assume
that for each symbol z, € X; there always exists an 2, in é@
such that d¢(Z¢, z¢) = 0.

Definition 1: Let D := (D1, Da,...,Dy) and C be arbi-
trary nonnegative reals. We say that a delivery rate R > 0 is
(D, C)-admissible if for every e > 0 there exists a sufficiently
large blocklength n and an (n, M, M,)-code such that

1 n .
€ {n; o(Xeis Xo, )} 0+ €

and
M| < 2MCF9 and M| < 2MFE+O), 2)

We call C the cache capacity and D the distortion con-
straints. The optimal RDC tradeoff for blocklengths n — oo
is characterised by the following function.

Definition 2: The RDC function is

R(D,C) :=inf {R>0: Ris (D,C)-admissible}.
B. Main Results
The RDC function has the following properties:

Proposition 1:

(i) R(D,C) is jointly convex and non-increasing in D and
C.
(ii) If C > H(X), then R(D, C) = 0 for all D.
(iii) If C' = 0, then

R(D,0) = r?eaﬁx Rx,(Dy),

where Rx,(Dy) is the usual RD function for X,

Rx,(Dy) := min  I(XgX).
pxl‘xli Xg—)Xz
s.t. E[60(Xe,X0)] <Dy
Let
R*(D, C) := min max I(Xy; X,|U), 3)

where the minimum is taken over all (U, X1, Xo,..., X L)
jointly distributed with X such that [(X;U) < C and
E[6¢(X¢, X¢)] < Dy for all £ € L.

Theorem 1:

R(D,C) = R*(D, 0).

Rl Xl

Receiver 1 —>

(X7, X3) _ R,
—| Transmitter

Ry 7
Receiver 2 —2»

Fig. 2. Lossy Source Coding for a Simple Network.

C. Connections to the Gray-Wyner Network

For the case of L = 2 files, X" = (X}*, X7'), there is a close
connection between the RDC function and Gray and Wyner’s
classic “source coding for a simple network” problem [10].
The Gray-Wyner network is illustrated in Figure 2: A trans-
mitter is connected to two different receivers via a common
link of rate R. and two private links of rates R; and R,.
The set of all achievable rate tuples (R., Ri, Ry) for which
receivers 1 and 2 can respectively reconstruct X* and X3’ to
within distortions D; and Ds is given by [10, Thm. 8]

R, > I(X1,X5;U)
Rew (D1, D2) := U (Re,R1,R2) : Ry > 1(X1§)§1|U) )
RQ ZI(X27X2|U)

where the union is over all tuples (X1, Xo, U, X’l, X’g) satisfy-
ing E[0¢(X, X;)] < Dy, for £ € {1,2}. The next proposition
can be proved by associating the common rate R. of the
Gray-Wyner problem with the rate of the caching message
M., and the two private rates R; and Ry of the Gray-Wyner
problem with the rates of our delivery message M when the
user demands X7 and X3, respectively.
Proposition 2:

R((Dl,Dg),C) = min

= max {Rl,Rz}.
(C,R1,R2)ERgw(D1,D2)

D. Almost Lossless Compression

Let us now restrict attention to the case where the user wants
to reconstruct X' (almost) losslessy. Specifically, suppose that
X, = X, and 0¢(Zg,x0) = 1{&y # x4} for all £ € L are
Hamming distortion functions; and 0 := (0,...,0) is a tuple
of L zeros. Given these assumptions, define the rate-cache
(RC) function

From Theorem 1 we have the next corollary.
Corollary 1.1:

Ro(C) =R*(0,C) = mUinm?xH(XAU),

where the minimum is taken over all auxiliary random vari-
ables U, jointly distributed with X, satisfying I(X;U) < C.

Figure 3 shows the typical behaviour of Ro(C'). To obtain
better understanding, we propose two lower bounds and study
conditions when they are tight.
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AR0(C)
max H(X,)
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Fig. 3. An illustration of a typical RC function Rg(C') and the lower bounds
in Propositions 3 and 6.

1) Lower Bound R{ Gepie(C') on Ro(C'): Imagine that, be-
fore the caching phase, a genie tells the server which ¢ € £ the
user will select in the future. The optimal caching strategy for
this hypothetical genie-aided problem is obvious, because for
each ¢ € £ we have a standard RD problem: The server uses
an optimal code to losslessly compress the source X', stores
the first nC' bits produced by this code in the user’s cache
memory, and sends the remaining bits as the delivery message.
The user assembles the bits from the cache memory and the
delivery message and reconstructs the requested file. The RC
function of this genie-aided system, Ro Genie (C), hence equals!

Ro,Genie (C') = RS,Genie(C) 1= max {07 I}IEaKXH(X[) - C}.

Since the server can always choose to ignore the genie-
information, the RC function of the genie-aided system cannot
exceed the RC function of the original scenario:

Proposition 3:

Ro(C) > Ro,Genie (C).

For degraded file sets, above lower bound is tight.

Example 1: Let the DMS X be given by X, := (A, ...,
Ay) for all £ € L, where (A1, ..., Ar) have an arbitrary joint
distribution. Then,

Ro(C) = Ro Genie (C) = max{0, H(X1) — C}.

2) Connection to the Gdcs-Korner Common Information:
The lower bound R{ ey (C) is also trivially tight at zero
cache capacity, C' = 0; for example, see Assertion (ii) in
Proposition 1. It is therefore natural to define

C’Genie ‘= sup {C < H(X) : RO(C) = R(*),Genie(c)}

to be the largest cache capacity for which there is no rate loss
with respect to the optimal genie-aided system.
Define the subset £* C L as

L = arg max H(X,).
teL

'The maximum over £ € L is needed because we again consider a worst-
case (compound) setup over all possible demands ¢ € L.

Further, let
Céenie = m{}X I(X7 U),

where the maximum is taken over all auxiliary random vari-
ables U jointly distributed with X for which the following
statements hold:
(i) For every £* € L*, we have U <> Xy« <> Xp\ g+, where
Xﬁ\g* = ()(17 XQ, ey Xg*_l,X[*_;,_l, ey XL)
(ii) For every £* € L*,

H(X,-

U) = r?eaLXH(XAU)’

(iii) U is defined on an alphabet I/ with |[U| < |X|+|L*|+ L.
Proposition 4:
CGenie = Céenie'
The critical cache capacity Cf.,;. is related to the natural

L-variable generalisation [12] of Gacs and Korner’s common
information:

K&k i= HU).
OK = BN, v e (o)
Proposition 5:
C’éenie 2 KEK (4)
If H(X;) =--- = H(XL), then (4) holds with equality.

3) Lower Bound Rg g,...(C) on Ro(C): Now imagine a
situation where we have a superuser that requests all the L
sources X{',..., X} and that obtains L delivery messages of
rate R each. Moreover, suppose that as before this superuser
has a local cache memory of size nC bits that can be filled by
the server. The optimal strategy for this superuser problem is
again obvious, since it is equivalent to a standard RD problem
with a single compression message of rate LR+ C': The server
takes an optimal code to compress the entire library X" and
distributes the produced bits in the cache memory and over
the L delivery messages. The RC function of this superuser
system, Ro_ super(C), hence is:

Ro,super(C) = R guper(C) = max {0, F(HX) - c)} .

If one limits the superuser to reconstruct each source X[,
¢ € L, solely based on the content in the cache memory and
the ¢-th delivery message, one obtains our original setup. The
RC function of the superuser system thus can not exceed the
RC function of the original setup:

Proposition 6:

RO (C) Z RO,Super(C) .

For independent and identically distributed files, above lower
bound is tight:

Example 2: Let the DMS X follow the product distribution
Px = H/@L:1 Px. In this case,

C

Ro(C) = R (€)= max {0.1(x) ~ 7 }.
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Library

Fig. 4. Two-user RD cache problem.

4) Connection to Wyner’s Common Information: The supe-
ruser lower bound is trivially tight when C' > H(X). So it is
natural to consider the smallest cache capacity for which there
is no rate loss with respect to the optimal superuser system,

CSuper = 1nf {C 2 O : Ro(c) = RO,SUPH(C’)}.

Let
Cékuper = m[}nl(x’ U)7

where the minimum is taken over all auxiliary random vari-
ables U jointly distributed with X such that
(i) Xo <> U < Xp\g forall £ € L;
(i) H(X1|U) =--- = H(X.|U); and
(iii) U is defined on U with || < |X| + 2L.
Proposition 7:
CVSUPer = Cguper'

The critical cache capacity C’g‘uper is related to the natural L-

variable generalisation [11] of Wyner’s common information:
Kw(X) = m(}n 1(X;U),

where the minimum is taken over all U jointly distributed with
X for which
(i) Xp <> U < Xp\g forall £ € £; and
(ii) U is defined on an alphabet I/ with [U/| < |X]| + L.
Proposition 8:
Csuper > Kyy-

If the source X is sufficiently symmetric, above inequality
holds with equality.

III. TWO-USERS WITH ONE CACHE
A. Setup

We now consider a two-user extension of the problem in
Section II. Let us assume that user 1 has a cache with capacity
C, while user 2 does not have a cache; see Figure 4. The
library consists of the same L files X" := (X7,...,X})
used in Section II, and communication again takes place in two
phases — a caching phase and a delivery phase. Let L1, Lo C
L denote those indices that can be potentially selected by users
1 and 2, respectively. That is, user k (for k = 1, 2) will request
a file from {XZC: U € £k.}. Let L; := |£4] and Ly := |Ls].

A two-user joint RDC code with blocklength n consists of

(i) A cache encoder

fe:r X" = M..

(ii) A file encoder
foreny: X" = M,
(iii) A user-1 file decoder
Gir, Mo Mo = B0 (01, 0) € L1 Lo
@iv) A user-2 file decoder
02, M= PN (1, 8) € Ly x Lo,

(Zl,fz) S £1 X £2.

Notice that we allow the decoders to depend on the demands
of both users. We call the above collection of encoders and
decoders an (n, M, M.)-two-user-code.

During the caching phase, the server pre-places the message
M, := f.(X™) in the cache of user 1. After the demands
(€1,€2) € L1 X Lo are revealed to the server and both users,
the server sends the message M := f(y, ¢,) (X™) to both users.
Users 1 and 2 respectively output

>(1),n 1 -(2),n 2
X =g, (M, M) and XM= g, (M),

For convenience, we index user 1’s reconstruction sequence
only with its own demand /;; it can however also depend on
user 2’s demand /5. Similarly, for user 2’s reconstruction.

The users might have differing exigencies regarding the files
in the library. To account for this, we admit both users to
measure reconstruction accuracy with different bounded per-
letter distortion functions 521”: /'\?Z(ID x Xy, — [0,00) and
62): Xé:) X Xp, — [0,00) (for indices ¢; € £ and £y € L).

Definition 3: Let C be a nonnegative real number, and let
DW .= {Dg)}elecl and D® .= {Dg>}£2€£2 be L;- and
Lo-tuples of nonnegative real numbers.

We say that a compression rate R > 0 is (DY), D) C)-
admissible if for any e > 0 there exists a sufficiently large
blocklength n and an (n, M, M,)-code satisfying (2) and

Vke{l,2}: VL€ Ly
1 & N ,
e[S () <o v
1=1

Definition 4: The two-user RDC function is
R2user(D(1); D(Z)7 0)
=inf {R>0:Ris (DY, D® C)-admissible}.
B. Genie-Aided Lower Bound on the RDC Function

If both users’ demands were revealed by a genie to the
server even before the caching phase, our setup would coin-
cide with a “worst-case” (or compound) successive-refinement
setup. The rate-distortions function of this worst-demands
successive refinement problem thus forms a lower bound on
R2user(D(1), D(2)7 C)

Definition 5: Let R, .rer(DY, D@, C) be the RDC func-
tion defined in (6) on top of the next page, where the
minimum is taken over all tuples (X, X1 X®)) such that
for k € {1,2}:

viee Ly B[ (£, x,)] < pfY. %)
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max

RguccRef(D(l)’ D(2)7 C> = (€1,02)ELY X Lo

max

R2user,Ach (D(1)7 D(2), C) ;= min
(L1,82)ELY X Lo

Rouser (0,0, C) < min max
user( T )_ Pyix (£1,02)€L1X Lo

min
Py x(1) x(2)

max {1(X; X2), 1(X; %, X2) - ¢} ©)

max {1(X; X2) + 1(X: X0, X2), 1(%:0, X0, %) - ¢} ®)

max {H(ng) H(X, U, X0,), HU, Xe,, Xo,) — C} ©)

Theorem 2:
R?user(D(l)a D(2)7 C) 2 RguccRef(D(l): D(2)7 C) .

C. Upper Bound on the RDC Function

We have the following upper bound on the RDC function.
Definition 6: Let Royeracn(D™M, D C) be defined as
in (8) on top of the next page, where the minimum is taken
over all tuples (U, X<1)::{X§j>}gleﬁl,X(2>::{X,§j)}42€g2)
jointly distributed with X such that (7) holds for k € {1, 2}.

Theorem 3:
R2user (D<1): D(Q): C) < R2user,Ach (D(l)v D(Q)v C) .

Theorem 3 can equivalently be stated as follows: a rate
R > 0is (DM, D® ()-admissible whenever there is a tuple
(U, XM, X)) and a collection of auxiliary rates { R, }r,ec,
such that for every pair (¢1,02) € L1 X La:

C+ Ry, > I(U:X, X)) - 1(U: X)) = 1(U: X[ X))
R— Ry, > I(X; X)) + 1(X; XU, X2).

These rates are achieved by the following scheme. The
server compresses the entire library X™ into U™ using the
adaptive conditional RD code for side-information X ¢, that we
describe in the next paragraph. Our adaptive RD code produces
a first message of nC' bits which the server stores in user 1’s
cache, and a second message of nRgz bits which the server
sends as part of the delivery message. In the delivery message
it also sends a standard RD message that allows both users to

reconstruct X g)"", and a standard conditional RD message

that allows user 1 to reconstruct X'l(j)’" given that it al-
ready knows (U™, Xg)n) Both users first reconstruct Xéf)’".

User 1 subsequently reconstructs U” and X 1511) ™, always using
previously reconstructed sequences as side-information.

Our adaptive conditional RD code uses a codebook C :=
{U™(m,)} with a nested binning structure: it contains ~ 2"
outer bins that each consist of ~ 2"%* inner bins. The outer
binning rate C' is fixed in advanced; the inner binning rate
however adapts to the quality of the side-information X g)’"
and is fixed only after the demand /5 is revealed. Encoding
is in two steps. In a first step the server picks the unique
codeword U™(mz) that for every ¢ € Lo is jointly typical
with the pair (X", X éf)’”). The outer bin index of U™(m};)
is immediately available and the server stores the nC' bits
representing this index in user 1’s cache. Once the demand ¢
is fixed, also the inner bin index is available and the server

sends it as part of the delivery message. Decoding is standard
using both bin indices and the side-information X 1522)"

D. Almost Lossless Reconstructions

Let now both users reconstruct their demanded files X'
and X Z (almost) losslessy. From Theorem 3:

Corollary 3.1: The RC-function for the lossless setup satis-
fies the upper bound in (9) on top of this page.

Corollary 3.2: Bound (9) holds with equality when

1) Ly =Ly={({} for 0,0 € L;

2) £y = {{} for some £ € L; or

3) Lo = {¢} for some £ € L.

Proof: To prove cases 1.) and 2.), specialise the lower
bound in Theorem 2 to the lossless case and to U = (X, Xy/)
and U = X, respectively. For case 3.) a new converse is
required. |

Interestingly, in the first two cases there is no penalty for
not knowing the demands during the caching phase.
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Abstract—We consider the discrete memoryless symmetric
primitive relay channel, where, a source X wants to send
information to a destination Y with the help of a relay Z
and the relay can communicate to the destination via an error-
free digital link of rate Ry, while Y and Z are conditionally
independent and identically distributed given X. We develop
two upper bounds on the capacity of this channel that are
tighter than existing bounds, including the celebrated cut-set
bound. Our approach significantly differs from the standard
information-theoretic approach for proving upper bounds on the
capacity of multi-user channels. We build on the blowing-up
lemma to analyze the probabilistic geometric relations between
the typical sets of the n-letter random variables associated with
a reliable code for communicating over this channel. These
relations translate to new entropy inequalities between the n-
letter random variables involved.

I. INTRODUCTION

Characterizing the capacity of relay channels [1] has been
a long-standing open problem in network information theory.
The seminal work of Cover and El Gamal [2] has introduced
two basic achievability schemes: Decode-and-Forward and
Compress-and-Forward, and derived a general upper bound on
the capacity, now known as the cut-set bound. Over the last
decade, significant progress has been made on the achievability
side: these schemes have been extended and unified to multi-
relay networks [3]-[4] and many new relaying strategies have
been discovered, such as Amplify-and-Forward, Compute-and-
Forward, Noisy Network Coding etc. [S]-[7]. However, the
progress on developing upper bounds that are tighter than the
cut-set bound has been relatively limited. In particular, in most
of the special cases where the capacity is known, the upper
bound is given by the cut-set bound [2], [8]-[10].

In general, however, the cut-set bound is known to be
not tight. Specifically, consider the primitive relay channel
depicted in Fig. 1, where the source’s input X is received by
the relay Z and the destination Y through a channel p(y, z|z),
and the relay Z can communicate to the destination Y via
an error-free digital link of rate Ry. When Y and Z are
conditionally independent given X, and Y is a stochastically
degraded version of Z, Zhang [11] used the blowing up lemma
to show that the inequality between the capacity and the cut-
set bound is indeed strict in certain regimes of this channel.

This work was supported in part by the NSF CAREER award 1254786
and by the Center for Science of Information (CSol), an NSF Science and
Technology Center, under grant agreement CCF-0939370.

Ayfer Ozgiir
Stanford University
aozgur @stanford.edu

However, Zhang’s result does not provide any information
regarding the gap or suggest a way to compute it. For a special
case of the primitive relay channel where the noise is modulo
additive and Z is a corrupted version of the noise for the X-
Y link, Aleksic, Razaghi and Yu characterize the capacity and
show that it is strictly lower than the cut-set bound [12]. While
this result provides an exact capacity characterization for a
non-trivial special case, it builds strongly on the peculiarity of
the channel model and in this respect its scope is more limited
than Zhang’s result.

X[ )]

Fig. 1. Primitive relay channel.

More recently, a new upper bound demonstrating an explicit
gap to the cut-set bound was developed by Xue [13] for
general primitive relay channels. Xue’s bound relates the gap
of the cut-set bound to the reliability function of the X-Y
link. Unlike Zhang’s result, Xue’s bound can be numerically
computed. While it is strictly tighther than the cut-set bound in
certain regimes of the primitive relay channel, with an explicit
computable gap, it can also be looser than the cut-set bound.

In [14], we presented two new upper bounds on the capacity
of the primitive relay channel. The first of these bounds can
be regarded as a direct improvement of Xue’s bound. It is
indeed strictly tighter than both Xue’s bound and the cut-set
bound and like Xue’s bound involves the reliability function
of the X-Y link. Our second bound was based on a new set of
arguments and is structurally different than the first one. It can
be significantly tighter than our first bound as demonstrated in
[14] for the binary symmetric relay channel, however it can
be also looser than it for some other channel models.

The current paper is a continuation of our work in [14].
We present a new bound which is strictly tighter than our
first bound in [14] and is also structurally different from it. In
particular, it does not involve the reliability function of the X-
Y link but is structurally closer to our second bound in [14].
The more important contribution of this paper is to distill a
new proof technique which significantly differs from existing
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converse approaches in the literature and can be potentially
useful for other multi-user problems. In general, proving an
upper bound on the capacity of a multi-user channel involves
dealing with entropy relations between the various n-letter
random variables induced by the reliable code and the channel
structure (together with using Fano’s inequality). In order to
prove the desired relations between the entropies of the n-letter
random variables involved, in this paper we consider their B-
letter i.i.d. extensions (leading to length B i.i.d. sequences of
n-letter random variables). We then use the blowing up lemma
to analyze the geometry of the typical sets associated with
these B-letter sequences. We present two different ways to
translate the (probabilistic) geometric relations between these
typical sets into new entropy relations between the random
variables involved. This leads to two different bounds on the
capacity of the primitive relay channel which do not include
each other in general. As pointed out before, the first of these
bounds is new to this paper, the second one recovers the second
bound we presesented in [14].

II. PRELIMINARIES

Consider a primitive relay channel as depicted in Fig. 1. The
source’s input X is received by the relay Z and the destination
Y through a channel

(QXJ)(% Z|I)7QY X QZ)

where Qx,Qy and Qz are finite sets denoting the alphabets
of the source, the destination and the relay, respectively, and
p(y, z|x) is the channel transition probability; the relay Z can
communicate to the destination Y via an error-free digital link
of rate Ry.

For this channel, a code of rate R for n channel uses,
denoted by

(C(n,R)»fn(Zn)vgn(ynvfn(zn)))v or simply, (C(n,R)vfnvgn)v

consists of the following:
1) A codebook at the source X,

Cin,my = {z"(m) € A%, m € {1,2,...,2"} };
2) An encoding function at the relay Z,
[ Q% — {1,2,..., 2"},
3) A decoding function at the destination Y,
gn s Q% x {1,2,...,2"0) (1,2, 2nf)
The average probability of error of the code is defined as
P = Pr(gn(Y", fu(Z7)) # M),

where the message M is assumed to be uniformly drawn
from the message set {1,2,...,2"%} A rate R is said to
be achievable if there exists a sequence of codes

{(C(n,R)a f’ru gn)}zo:l

such that the average probability of error Pém — 0asn — oo.

The capacity of the primitive relay channel is the supremum
of all achievable rates. The well-known cut-set bound on
the capacity of the primitive relay channel is stated as the
following.

Proposition 2.1 (Cut-set Bound): For the general primitive
relay channel, if a rate R is achievable, then there exists some
p(z) such that

{ R<I(X:Y,Z) (D
R<I(X;Y)+ Ro. )

Inequalities (1) and (2) are generally known as the broadcast
bound and multiple-access bound, since they correspond to the
broadcast channel X-Y Z and multiple-access channel X Z-Y,
respectively.

A. Symmetric Primitive Relay Channel

To simplify the exposition, in this paper, we only concen-
trate on the symmetric case of the primitive relay channel,
that is, when Y and Z are conditionally independent and
identically distributed given X, however our results can be
extended to the asymmetric case by using channel simulation
arguments. Formally, a primitive relay channel is said to be
symmetric if

D p(y, z|z) = p(ylz)p(z|z),

2) O = Qz :=Q,and Pr(Y = w|X =2z) =Pr(Z =

w|X =x) for any w € Q and z € Qx.
In this case, we also use p(w|z) to denote the transition
probability of both the X-Y and X-Z channels.

III. MAIN RESULTS

This section presents two new upper bounds on the capacity
of symmetric primitive relay channels that are generally tighter
than the cut-set bound. Before stating our main theorems, in
the following section we first explain the relation of our new
bounds to the cut-set bound.

A. Improving on the Cut-Set Bound

Let the relay’s transmission be denoted by I,, = f,(Z™).
Let us recall the derivation of the cut-set bound. The first step
in deriving (1)—(2) is to use Fano’s inequality to conclude that

nR < I(X™;Y" I,) + ne.
We can then either proceed as

nR<I(X™Y" I,) + ne
<I(X™ Y™, Z™) + ne
<nl(X;Y,Z)+ ne

to obtain the broadcast bound (1), where the second inequality
follows from the data processing inequality and the single
letterization in the third line can be either done with a time-
sharing or fixed composition code argument'; or we can

'Note that the time-sharing or the fixed composition code argument for
single letterization is needed to preserve the coupling to the second inequality
in (4) via X.
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proceed as

nR < I(X™ Y™ I,)+ ne
<I(X™MY™)+ H(IL,)Y") — H{I,|X™) +ne  (3)
<nI(X;Y)+nRy+ ne 4)

to obtain the multiple-access bound (2), where to obtain the
last inequality we upper bound H(I,|Y™) by nRy an use the
fact that H([,|X™) is non-negative.

Instead of simply lower bounding H([,|X™) by 0 in the
last step, our bounds presented in the next two subsections
are based on letting H(I,|X™) = na,, and prove a third
inequality that forces a,, to be strictly positive. Intuituvely, it
is easy to see that a,, cannot be arbitrarily small. Specifically,
suppose a,, ~ 0, then roughly speaking, this implies that given
the transmitted codeword X", there is no ambiguity about I,
or equivalently, all the Z™ sequences jointly typical with X™
are mapped to the same [,,. Since Y" and Z" are statistically
equivalent given X" (they share the same typical set given
X™) this would further imply that I,, can be determined based
on Y™ and therefore the transmitted codeword can be decoded
based solely on Y™, which forces the rate to be even smaller
than 7(X;Y'). In general, there is a trade-off between how
close the rate can get to the multiple-access bound I(X;Y") +
Ry and how much it can exceed the point-to-point capacity
I(X;Y) of the X-Y link.

In our new bounds, we capture this trade-off by leaving a,,
as it is in (3), yielding

R<I(X;Y)+Ro—an+e
and proving a new constraint on the rate involving a,. This
new constraint is obtained by writing
nR < I(X™Y", I,) + ne
=H(Y", I,)— HY"X") — H(I,|X") +ne, (5)
and upper bounding H (Y™, I,,) in terms of a,,. We do this in
two different ways corresponding to the two different ways of
expanding H (Y™, I,,), i.e.
H(Y™ I,)=HY")+ H(IL,|Y")
=H{I")+ H(Y,|I").

Our first bound attacks the first conditional entropy term and
is based on proving that

anIn2 anln2
2 ) + 2 1Og(‘Q| - 1)7 (6)

H(I,)Y"Y<H (

while our second bound attacks the second conditional entropy
term and is based on proving that

H(Yo|I™)

< H(X"[In) — H(X"|Z") + n(H(Z|X) + Alp(z), an)),
where A(p(z),a,) is a quantity that depends on the input
distribution p(z) and a,, which we formally define in Sec-

tion III-C. Once these entropy relations are proved, it is not
difficult to plug them in (5) and see how they lead to the

theorems stated in the next two sections. The heart of our
argument is therefore to prove these two entropy inequalities.
To accomplish this, we suggest a new set of proof techniques.
In particular, we look at the B-letter i.i.d. extensions of the
random variables X", Y™ and [,, and study the geometric
relations between their typical sets by using the generalized
blowing-up lemma. While we use this same general approach
for bounding the two entropy terms, we build on different
arguments in each case, which eventually leads to two different
bounds on the capacity of the relay channel that do not include
each other in general.

B. Bounding H(I,|Y™)

Our first bound builds on bounding H(I,|Y™) and it is
given by the following theorem that will be proved in Section
IV. This bound is new and in particular strictly tighter than
our first bound in [14].

Theorem 3.1: For the symmetric primitive relay channel, if
a rate R is achievable, then there exists some p(x) and

2 /10]-1\?
ae {O,min{Ro,H(Z|X)7ln2<| \|Q| ) H ™

such that

R<I(X:Y,Z) ®)
R<IX;Y)+Ry—a )

aln2

2
2

+\/a; log(|Q] — 1) — a. (10)

Clearly our bound in Theorem 3.1 implies the cut-set bound
in Proposition 2.1. In fact, it can be checked that our bound
is strictly tighter than the cut-set bound for any Ry > 0. For
this, note that (9) will reduce to (2) only if @ = 0; however, if
a = 0 then (10) will constrain R by the rate I(X;Y") which
is lower than the cut-set bound.

RgI(X;Y)+H<

C. Bounding H(Y™|I,)

Before presenting our second upper bound, we first define a
parameter A(p(z),a) that will be used in stating the theorem.
This bound is equivalent our second bound in [14], however
we provide an alternative definition for A(p(z), @) in terms of
information-theoretic quantitites.

Definition 3.1: Given a fixed channel transition probability
p(w|z), for any p(z) and a > 0, A(p(x),a) is defined as

Alp(z),a) = mé}X)H(ﬁ(wlir)\p(x)) + D(p(w|z)||p(w|)[p(x))

plwle
— Hpwlolp) (D
st Y In@)ilele) - pplele)] <202 a2)

(2.w)

In the above, we adopt the notation in [16]. Specifically,
D(p(w|x)||p(w|x)|p(x)) is the conditional relative entropy
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defined as

D(p(wlz)||p(wlx)|p(z)) ==

z)p(wl|zx)lo plwlz)
3 plaenos L

H(p(w|z)|p(x)) is the conditional entropy defined with re-
spect to the joint distribution p(z)p(w|z), i.e.,

H(p(w|z)|p(x)) == = Y p()p(w|z) log p(wlz),

(z,w)

and H (p(w|z)|p(z)) is the conditional entropy similarly de-
fined with respect to p(x)p(w|z).

It can be easily seen that A(p(z),a) > 0 for all p(z) and
a >0, and A(p(z),a) = 0 when a = 0. Moreover, for any
fixed p(z) and a > 0, A(p(x),a) = oo if and only if there
exists some 2 with p(z) > 0, and some w and & such that
p(w|x) = 0 and p(@|z) > 0. Thus, a sufficient condition for
A(p(z),a) < oo for all p(z) and @ > 0 is that the channel
transition matrix is fully connected, i.e., p(w|x) > 0,¥(z,w) €
Qx x Q. In this case, A(p(x),a) — 0 as a — 0 for any p(x).

We are now ready to state our second new upper bound,
which is proved by bounding H (Y™|1,,).

Theorem 3.2: For the symmetric primitive relay channel,
if a rate R is achievable, then there exists some p(x) and
a € [0,min { Ry, H(Z|X)}] such that

R<I(X;Y,Z) (13)
R<I(X;Y)+Ro—a (14)
R<I(X;Y)+ A(p(x),a) (15)

Theorem 3.2 also implies the cut-set bound in Propositions
2.1. In particular, when the channels X-Y and X-Z have a
fully connected transition matrix, our new bound is strictly
tighter than the cut-set bound since A(p(z),a) — 0 as a — 0
for any p(x) in this case.

In the remaining space we provide the proof of Theorem
3.1.

IV. PROOF OF THEOREM 3.1

Based on the discussion in Section III-A, to show Theorem
3.1, it suffices to prove the entropy inequality (6) between
various n-letter random variables. For this, we go to the
higher dimensional, say n3 dimensional space, to invoke the
concepts of typical sets, and resort to a result on measure
concentration, namely, the generalized blowing-up lemma.

Specifically, consider the B-length i.i.d. extensions of the
random variables X", Y™ Z" and I,, i.e.,

{(X7(0),Y"(5), Z"(b), I (b)) }s21 (16)

where for any b € [1 : B], (X"(b),Y"(b), Z"™(b), I,(b))
has the same distribution as (X™, Y™, Z", I,). For no-
tational convenience, in the sequel we write the B-
length vector [X™(1),X"(2),...,X™(B)] as X and sim-
ilarly define Y,Z and I, note here we have I =
[fn(Z27 (1)), fu(Z27(2)), - [n(Z27(B))] =: [(Z).

The following lemma is critical for establishing inequality
(6). Its own proof is given at the end of the paper.

Lemma 4.1: Let f71(i) :== {w € Q"8 : f(w) = i} and
1/ .
r . (VT 5)(-f (i)) be its blown-up set defined as

L/ (1) :—{w €3y e )

st d(w, w') <nB (\/an;nQ—i—5> }

where d(w,w’) denotes the Hamming distance between w and
w’. Then for any 6 > 0 and B sufficiently large,

Pr(Y € F"B(WM)(JH(I))) >1-6.
With the above lemma, we now upper bound H (I]Y). Let
_ —1
E= H(Y € F7LB(\/L1712W+5)(f (I)))
where I(-) is the indicator function defined as

I(A4) = { 1 1fAh(?lds
0 otherwise.

We have

HIY) < H(L E[Y)

= H(E|Y)+ HI|Y,E)
<HIY,E)+1
=Pr(E=1)HY,E=1)+Pr(E=0H(I|Y,E=0)+1
< H(I|Y,E =1)+6nBRy + 1. (17)
To bound H(I[Y,E = 1), consider a Hamming ball?> cen-

tered at Y of radius nB ""Tm +5>. The condition

J— 3 71
E =1, ie,Y € FnB(\/“"QT-s-&)(f (I)), ensures that
there is at least one point w € f~1(I) belonging to this
ball, and therefore, given £ = 1 and Y there are at most

Ball (nB (, [enln2 4 5)

following upper bound on H(I|Y,E = 1),

Ball <nB (w/a”;ﬁ +5>>‘
H (\/“";“2) + \/“";HQ log(1©2] — 1) + 61

for some 97 — 0 as § — 0, where (18) follows from the
characterization of the volume of a Hamming ball. Plugging
(18) into (17), we have

H (\/a";M) n \/a”;nz log(|Q — 1) + 6,

+ dnBRy + 1.

possibilities of I, leading to the

HAY,E=1) < log

<nB

(18)

H(I]Y) < nB

2A Hamming ball centered at ¢ of radius r, denoted by Ball(c, ), is defined
as the set of points that are within Hamming distance r of c. The center c
can be omitted in the notation when it becomes irrelevant.
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Dividing B at both sides of the above inequality and noting and thus,

that 1
., Pr(Y € FnB(\/”"QTJrzﬁ)(f @))
H(IY) =Y H(I,(b)[Y"™ (b)) = BH(L,|Y™), => Pr(Ye FnB(\/@Hﬁ)(fl(i))lx, ip(x,1)
b=1 (x,i)
we have = Z Pr(Y € FnB(\/WH\/a)(f*l(i)ﬂx)p(x, i) (20)
(x,1)

an1In2 anIn2
ny < n n _ >
H(L,|Y") <n|H \/ 5 )+\/ 5 log(I0]—1) 2 >

(x)eT P (X, 1,)

1 . .
+ 01+ 0Ry + —= | (19) Pr(Y €T, mmz e (F 1 (0))P(x.1)
>1-va) Y pxd)
Since 9,6, and B in (19) can all be made arbitrarily small (x)eT P (Xn 1,,)
by choosing B sufficiently large, we obtain (6). >(1- \/5)2
We next prove Lemma 4.1. >1-2/a

Proof of Lemma 4.1: Consider any (x,i) €
7;(3) (X", 1), where 7;(3) (X™, I,,) denotes the e-jointly typ- for sufficiently large B, where (20) follows due to the Markov

ical sets® with respect to (X", I,,). From [17, Sec. 2.5], we chain: Y < X < Z < L Finally, choosing ¢ to be 2./,
have for some ¢; — 0 as € — 0 concludes the proof of Lemma 4.1. |
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Abstract—The capacity region of the semideterministic relay
channel has been characterized using the idea of partial-decode-
forward. However, the requirement to explicitly decode part of
the message at the relay can be restrictive, for example, when
nodes have different side information regarding the state of the
channel. In this paper, we generalize this scheme to cooperative-
bin-forward by building on the observation that explicit recover-
ing of part of the message is not needed to induce cooperation.
Instead, the relay can bin its received signal and the bin index is
cooperatively forwarded to the decoder. The main advantage of
this new scheme is illustrated by considering a state-dependent
extension. While partial-decode-forward is suboptimal in the new
setup, cooperative-bin-forward continues to achieve capacity.

Index Terms—Cooperative-bin-forward, Relay channel, State,
Semideterministic

1. INTRODUCTION

The capacity region of the semideterministic relay channel,
depicted in Figure 1, is characterized in [1] using the partial-
decode-forward scheme. In this scheme, the source splits its
message into two parts and encodes them using superposition
coding. The relay decodes one part of the message, and maps
this to a codeword to be transmitted in the next block. The
codebooks at the source are generated conditioned on the
relay’s transmission, which results in coherent transmissions
from the source and the relay.

Relay Encoder

Z; :Z(XuXr,L) -Tr’.L(Zlil)

wi(M)

M —{Encoder | Pvzixxe o] Decoder > m(Y™)

Fig. 1: Semideterministic Relay Channel

Consider now the extension of this model depicted in
Figure 2, which corresponds to a state-dependent semideter-
ministic relay channel where the state information is causally
available only at the source and the destination. This model
captures the natural cellular downlink scenario, in which train-
ing enables the source and the destination to learn the channel
gain between them (state = channel gain), while a relay could
be potentially available to assist the communication, e.g. a
wifi access point. In this scenario, it is typically unrealistic to
assume that the relay is also able to obtain timely information
about the channel state between the source and the destination.

Haim Permuter
Dept. of Electrical and Computer Engineering
Ben-Gurion University, Beer-Sheva 84105, Israel
Email: haimp@bgu.ac.il

As such, requiring the relay to decode part of the source
message, without any state information, is unduly restrictive
and to the best of our knowledge, the capacity has not been
characterized previously.

Relay Encoder

Z; = 2(Xi, Xp,i, i) zri(Z771)

x; (M, 8%

M

Y;
PY,Z|X,X,,S }—L{ Decoder }—» m(Y™,S™)
LY

Fig. 2: State-dependent Semideterministic Relay Channel with Causal State
Information at Source and Destination

The main contribution of this paper is to develop a new
scheme which we call cooperative-bin-forward. This new
scheme does not require the relay to decode part of the
message; instead, the relay simply bins its received signal and
maps the bin-index to a codeword to be transmitted in the
next block. As in partial-decode-forward, the codebooks at the
source are generated conditioned on the relay’s transmission,
resulting in coherent cooperation. This cooperative aspect of
the scheme distinguishes it from bin-forward (a.k.a. hash-
forward) that has been considered previously for primitive
relay channels in [2]. For the vanilla semideterministic relay
channel in Figure 1, cooperative-bin-forward recovers the
capacity achieved by partial-decode-forward. However, while
partial-decode-forward is suboptimal for the state-dependent
semideterministic relay channel in Figure 2, cooperative-bin-
forward continues to achieves the capacity.

Another setup we consider, motivated by the relay-without-
delay channel considered in [3], is the “without-delay” varia-
tion of the state-dependent setup described above, depicted in
Figure 3. In this setup, the transmission of the relay is allowed
to depend on its past and current received signal. The capacity
region for this setup without state is characterized in [3],
using partial-decode-forward combined with instantaneous re-
laying (a.k.a. codetrees or Shannon strategies). We show that
cooperative-bin-forward combined with instantaneous relaying
achieves the capacity regions of this setup too, while partial-
decode-forward suffers from the same shortcoming mentioned
in the previous paragraphs.
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Relay Encoder

Zi = 2(Xi, 8) zr,i(2%)

@i(M, 57)

YRR ooy s
‘
‘
I

Y;
Pv.z1x.x,8 || Decoder | (Y™, ")
A

Fig. 3: State-dependent Semideterministic Relay-Without-Delay Channel with
Causal State Information at Source and Destination. Since the current trans-
mission of the relay is allowed to depend on its current received signal, we
need to specify the model so that the latter does not depend on the former,
in contrast to Figure 2.

Related Work

Various cases of state-dependent relay channels have been
considered in [4]-[10]. The achievability schemes in these
works combine well-known block-Markov relaying ideas such
as partial-decode-forward and compress-forward with Shannon
strategies or (Gelfand-Pinsker) multicoding. A class of state-
dependent orthogonal relay channels with state information
only at decoder was considered in [11], and optimality of
a partial-decode-compress-forward scheme was proved. To
the best of our knowledge, the state-dependent relay channel
considered in this paper has not been previously studied, and
as mentioned previously, standard combinations of available
ideas are not sufficient to obtain good achievability schemes.

Organization

The following section describes the models and notation.
Section III contains the formal statements of the main results
described in the introduction. A toy example is considered in
Section IV for the purpose of explicitly illustrating the advan-
tage of cooperative-bin-forward over partial-decode-forward.
The following sections contain the proof of the main result.
We conclude by describing some open problems in section VI.

II. SYSTEM MODELS

As standard, capital letters denote random variables, small
letters denote realizations, and calligraphic letters denote the
alphabet of the corresponding random variable. The notation
ﬁ(n) stands for the e-strongly typical set of sequences for the
random variables in context.

A. State-Dependent Semideterministic Relay Channels

The state-dependent semideterministic
is depicted in Figure 2, and described by the pmf
ps(s)py|x,x,.s(ylz,zr,s) and Z = 2(X,X,,S). The
encoder and decoder have causal state information. So a
(n, 2" ¢) code for the above channel consists of the source
encoding, relay encoding and decoding functions:

relay channel

i [1:2"8]xS' 5 X, 1<i<n,
Tyt ZEl L x, 1<i<n,
Y x St [1:2n R
such that
Pr{m(Y"™,S") # M} <,

where M € [1: 2"] denotes the transmitted message. A rate
R is said to be achievable if for every ¢ > 0, there exists
a (n,2"%,¢) code for sufficiently large n. The capacity is
defined to be the supremum of achievable rates.

The state-dependent semideterministic relay-without-delay
channel is depicted in Figure 3, and described by the pmf
ps(s)py|x,x,,s(y|z, xr,s) and Z = 2(X,S). The difference
from the previous setup is that the relay encoding function is
now allowed to depend also on Z;:

xm:Zi—>Xr, 1<i<n.

Note that here we need to restrict Z to be z(X, S), instead of
2(X, X, S).

III. MAIN RESULTS

The first result provides an expression for the capacity of
the state-dependent semideterministic relay channel.

Theorem 1. The capacity of the state-dependent semideter-
ministic relay channel, shown in Figure 2, is given by

min {/(X, X;; Y]S), H(Z]S, X;) + [(X; Y]S5, X, Z)}, (1)

maximized over distributions that can be factorized as
px, (zr)px|x,,s(x|Tr, 5).

The proof of the achievability part is presented in the next
section. We refer the reader to the longer version of this
paper [12] for all the missing proofs (including converses).

The difference between the capacity expression in Theo-
rem 1 and the capacity of the semideterministic relay chan-
nel [13, Eq. (16.8)] is that the mutual information and en-
tropy terms involve a conditioning on S. Such an expression
would also characterize the capacity if the relay is provided
with the state information, and it would be achievable by
performing partial-decode-forward while treating the state as
a time-sharing sequence. It is quite interesting then that the
capacity expression remains the same even when the relay
does not have state information. However, the limitation is
reflected in the fact that the choice of pmf is restricted to be
PX,.(%)PX\XMS@‘?ET, s), instead of px x,|5(z, r|s). So, the
cost of not having state information at the relay is reflected
entirely in the limited choice of pmf.

The following theorem states the capacity of the without-
delay variation of the above case. The expression involves an
auxiliary random variable, which allows the relay to perform
instantaneous relaying on top of the binning.

Theorem 2. The capacity of the state-dependent semideter-
ministic relay-without-delay channel, shown in Figure 3, is
given by

min {I(U, X;Y|S), H(Z|U,S) + I(X;Y|U, Z,5)},  (2)

maximized over distributions of the form py (u)px|v,s(x|u, s)
and X, = z,(U, Z), and |U]| < |S| (|X]|X-] — 1) + 2.

The capacity region for the setup of Theorem 2 in the
absence of states is characterized in [3, Proposition 7]. Setting
S to be the empty random variable in Theorem 2 recovers this
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result. Note that the objective in (2) is the same as that in (1)
with X, being replaced by U. However, the optimization in
(2) is over a different domain since the dependence of X, on
Z can now be chosen and is not specified by the channel.

IV. ILLUSTRATIVE EXAMPLE

Consider the following special case of Figure 2. Let the
state S’ be the ternary random variable

p/2,  ifs=0,
ps(s) =< p/2, if s =1,
1—p, ifs=2,

where p < 1/2. The other variables are all binary. The
channel z(X,S) is the memory-with-stuck-at-faults channel
considered in [13, Figure 7.7], while the channel py | x x, s is
specialized to be a noiseless channel from X, to Y. Formally,

0, ifS=0,
2(X,8)={1, ifS=1,
X, ifS=2,

Y = X,.

Recall that the source and the destination know the state
information causally while the relay has no state information.

If, motivated by the optimality of decode-forward in the case
of a line network with no state, the relay is required to decode
the message, then the achievable rate is limited to be no more
than the capacity of the memory-with-stuck-at-faults channel
when the state is known causally only to the source, which
is 1 — Hy (5) . We point out that this cannot be improved by
using partial-decode-forward, because the absence of a direct
link between the source and destination means that any part
of the message that is not forwarded by the relay cannot be
communicated to the destination in any manner. However, a
higher rate can be achieved if the relay simply forwards its
received signal, resulting in an effective channel between the
source and the destination that is the memory with stuck-at
faults channel with state known causally both to the source and
the destination. The capacity of this channel is 1 — p, which
is achieved by multiplexing at the source and demultiplexing
at the destination according to the observed state. Thus, a rate
1 — p, which is higher than 1 — H3 (5), can be achieved.

What if the channel from the relay to destination is not a
noiseless bit-pipe, but a general noisy channel with capacity at
least 1 —p? The rate 1 —p can still be achieved if the operation
at the relay is changed from simply forwarding to randomly
binning its received signal into ~ 2"(1=P) bins and forwarding
a codeword corresponding to the chosen bin. To recover the
message, the destination can first decode the bin-index. Since
the destination has state information, it can reconstruct the
state-multiplexed codebook at the source. Hence, it can recover
the message by finding the unique source codeword, if any,
that results in the received signal at the relay falling in the
correct bin.

The above example serves to illustrate the limitation
of partial-decode-forward when nodes have different side-
information. This example did not require cooperative trans-
missions from the source and the relay, because the source
transmission did not directly affect the received signal at the
destination. When there is also a direct link between the source
and the destination, as allowed in the general models that we
consider in this paper, the source and relay need to perform
the bin-forward operation in a cooperative fashion.

V. PROOF OF THEOREM 1

Due to the availability of causal state information at the
source encoder and the decoder, the source encoder constructs
codebooks for each state symbol and treats the state sequence
as a time-sharing sequence (i.e. it performs multiplexing). Note
that since the relay does not have state information, it might
not be able to decode part of the message. However, it can still
perform the bin-forward operation, allowing us to establish
coherence between the source and the relay transmissions
without sacrificing unnecessarily on the rate.

Proof:

Fix a pmf px, (2;)px|x,,s(®|r;,s) and ¢ > 0. Split R
as R’ + R”, with the message M denoted accordingly as
(M’, M"). Divide the total communication time into B blocks,
each of length n.

m' =4
’
e e P . m! =3
S =1
. . ® . ® . m! =2
Py A
Ty
e . .. . m! =3
S=0
®© ® « @ - m! =2
T,

Fig. 4: The figure depicts the cribbed codewords generated for encoding m/
for a given 7 (l). Each node corresponds to a z symbol that is generated
independently according to pz|x,. s(-|#r,i(l), s). The red circles show how
encoder 1 chooses the codeword if it wants to transmit m’ = 2 and observes
s™ =(0,0,1,0,1,0). This construction is not identical but equivalent to that
described in [13, Section 7.4.1].

Codebook Generation:
For each block b € [1 : B], a codebook is generated
independently of the other blocks as follows.

- Cooperation codewords

Generate 2" codewords 7, (Iy—1), i.i.d. according to px., ,
where [, 1 € [1: 2"F].
- Cribbed codewords

For each ;1 and each s € S, generate a codebook of
2nR" codewords. The ith symbol of such a codeword is
chosen independently according to pyzx, s(-|Zrbi(lp—1), 5).
The result of this is that for each [, each mj € [1 :
2”R/] and each s}’ = (Sp1, Sp2, - - -, Sbn ), the source encoder
can form an effective codeword z]*(mj|l,—1, s}*), whose ith
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symbol can be causally chosen as the ith symbol of the -
th codeword from the codebook corresponding to /;,_; and
Spi- See Figure 4.

- Transmission codewords
For each [;,_q, each mj € [I : Q"Rl} and each s € S,
generate a codebook of 278" codewords. The ith symbol
of such a codeword is generated independently according
to pX|XT,Z,S('|fL'7'bi(lb—1)7 Zbi(m;;‘lb—la 8), é) The result of
this construction is that for each l,_1, each my € [1 : Q”R’],
each my/ € [1:2"R"] and each s}, the source encoder can
form an effective codeword ' (mj/|l,—1, mj}, s}'), whose ith
symbol can be causally chosen as the ith symbol of the mj-
th codeword from the codebook corresponding to ly_1, m;,
and sp;.

- Binning

Partition the set 2" into 2% bins, by choosing a bin for
each z" independently and uniformly at random. Denote the
index of the chosen bin for 2" by bin(z").

Encoding:

Fix lp = 1 and (m/z,m’;) = (1,1). Since the message in
the last block is fixed, the effective rate of communication
is %R, which can be made as close as desired to R by
choosing a sufficiently large B.

In block b, l,_1 is known to the source encoder.
To communicate message m; = (mj},my), it transmits
xp(my|ly—1,m}, si). The relay transmits 2™ (l,_1). Due to
the deterministic link from source to relay and the codebook
construction, the received signal at the relay in block b is the
codeword z}'(mj|lp—1, sj'). The source and the relay set [}, to
be the index of the bin containing z! (mj|l,—1, s}').

From the encoding operation described above, we can see
that the label [, depends on (l,—1,mj, s}). We do not require
the relay to decode mj, but the source and the relay can
still establish cooperation by directly performing a binning
on the z;" codeword to agree on the uy,,; codeword to be
used in the next block, thus providing the scheme with the
title “cooperative-bin-forward”. The term cooperative is added
to emphasize that the source and the relay agree on the
binning and transmit coherently. Thus, the scheme achieves
cooperation by communicating [, via the relay, instead of m;,.
While the relay is not required to decode the partial message,
we still need the destination to be able to decode all parts of the
transmitted message successfully. In the following, appropriate
conditions are imposed so that the destination can utilize the
state information at its disposal to achieve successful decoding.

Decoding:

The decoder performs backward decoding, starting from
block B and moving towards block 1, performing the fol-
lowing two steps for each block b:

(1) Assuming that [, is known from previous operations, the
decoder, for each l,_1 € [1 : 2"R], finds the unique mj,
such that

binb(zgl(m’b\lb_l, Sg')) =lp.

Whenever a unique mg cannot be found for some [;,_1, the
decoder chooses any m;, arbitrarily. So after this operation,
the decoder has chosen one my for each l,_;, given its
knowledge of [; and s;'. We will signify this explicitly by
denoting the chosen message as 1, (lp—1, 87 [p)-

"

(2) Now it looks for the unique (I,—1, ;) such that

(2 lo-1) 2 O o1, 55 1) 1,57

2 (g 1,1 (-1, 57, 1)o7 s vt ) € T 3)

Probability of Error:

In the following error analysis, we will observe that in
order to achieve the largest rate, the scheme will set R’ =~
H(Z|X,,S). The causal multiplexing-demultiplexing strategy
proposed above effectively creates a different codebook for
my, for each s} sequence. The total number of 2] codewords
constructed by the source encoder considering only the typical
s sequences is therefore ~ 27H(5) . gnR" ~ onH(S,Z[Xy)
However, these codewords cannot be distinct since there are
only ~ 2"H(Z1X-) distinct typical sequences 2y (conditioned
on ly—1). This implies that multiple (s}, mj) pairs will be
mapped to the same codeword z; and therefore, the relay
will be not be able to decode m; due to the lack of state
information. In the absence of state, the scheme will set
R = R' =~ H(Z|X,). In this case, it is easy to see that
given its knowledge of [,_;, the relay can indeed recover
my, since each message mj is mapped to a different bin.
Thus, cooperatively communicating the bin index becomes
equivalent to cooperatively communicating the partial message
mj, so cooperative-bin-forward for setup without states is
indeed equivalent to partial-decode-forward. When we have
states, even though we still set R =~ R/, the relay is not be
able to decode any part of the message, so the binning aspect
of the scheme is instrumental.

By symmetry, we can assume without loss of generality that
the true messages and bin-indices corresponding to the current
block are all 1, i.e.

(Ly_y, My, M) = (1,1,1).

We bound the probability of decoding error in block b condi-
tioned on successful decoding for blocks { B, B—1,...,b+1},
averaged over the randomness in the messages and codebook
generation. In particular, successful decoding in block b + 1
means that L, has been decoded successfully, where we
remind ourselves that

Ly = Biny(Z(1]1, S1)).

An error occurs in block b only if any of the following
events occur:
(a) Mj(1,Sp, Ly) # 1, A
(b) (Lb—laMl:/) # (17 1) given Ml;(L Sl?va) =1
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Event (a): Mj(1, S}, Ly) # 1: We have

pr (ME(1, S}, L) # 1)
= Pr (Bin,(Z; (my|1, S3)) = Ly for some my, > 1)
< Y Pr(Zp(mil1,Sp) = Zp (11, 57))
my>1
+ Y pr (Binb(zg) = Biny(Z1") \ Zn 4 Z;;)
my>1
< onR' 9-n(H(Z|X,,S)=5(c)) + gnR’ .2—n§’

where we use d(e) to denote any function of e for which
d(e) = 0 as e — 0. Hence, we get that

Pr (Mé(l, Sy, Ly) # 1) — 0 as n — o0,

if the following two constraints are satisfied:
R <R, “)
R < H(Z|X,,S)—d(e). 5)
Event (b): (Ly_1, M) # (1,1) given M}(1,80, L) =
1. For brevity, we do not mention the conditioning on
{Mj(1,Sy,Ly) = 1} in the following expressions. The

probability of this event is upper bounded by

Pr (Condition (3) not satisfied by (l,_1,m; ) = (1,1))

+ Pr (Condition (3) satisfied by some (lp—1,my) # (1,1)).

The first term goes to zero as n — oo by the law of large
numbers. The second term can be analyzed as follows:

Pr (Condition (3) satisfied by some (I,—1,my) # (1,1))
< ) Pr(Condition (3) satisfied by (1,m}))
lp_1=1,m}/>1
DD
lp—1>1,my>1
< 2nR”2—7L(I(X;Y\XT,Z,S)—5(€))

Pr (Condition (3) satisfied by (I,_1,my))

+ 2n(1§+R”)27n(I(X,Xr,Z;Y|S)76(e))’

which follows by applying the packing lemma. Note that when
lp—1 > 1, it so happens due to the codebook construction that
yy 1s independent of all the other sequences for any value of
(my,, my). So the joint distribution of the sequences has the
same factorization no matter what mj, is chosen for [,_; > 1.
The only fact that matters for our analysis is that at most
one mj, has been chosen somehow for each l,_; > 1. This
allows us to write the fourth event as the union of at most
2n(B+R") events, where each corresponds to a different value
of (lp—1,my ). Thus, as n — oo, we get that

Pr ((ib_l,Mg’) £ (1,1) | N1, 87, Ly) = 1) 0,

if
R' < I(X;Y|X,, Z,8) - 8(e), ©6)
R+ R’ < I(X,X,;Y|S) = d(e). (7)
The proof is concluded by performing Fourier-Motzkin
elimination, and letting n — co, B — oo and € — 0. [ |

VI. CONCLUDING REMARKS AND SOME OPEN PROBLEMS

We presented the cooperative-bin-forward scheme and
showed that it achieves the capacity region in a variety of
semideterministic setups. While partial-decode-forward has
been the scheme of interest in semideterministic setups,
we demonstrated the advantages of cooperative-bin-forward
by considering state-dependent setups, where partial-decode-
forward is suboptimal, but cooperative-bin-forward is optimal.
A number of interesting questions remain. Most importantly,
how can the cooperative-bin-forward scheme be extended to,
e.g. the model in Figure 2, when the source-relay link is not
deterministic, but a general noisy link? Another interesting
question is that of designing optimal achievability schemes for
all the state-dependent setups considered in this paper when
the state is known only to the source encoders, causally or
strictly causally. Finally, the semideterministic relay channel
with two state components, one known to the source and the
other to the relay, with an uninformed destination, is also an
interesting open question.
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Abstract—This paper is about deriving lower bounds on the
error exponents for the two-user interference channel under
the random coding regime for several ensembles. Specifically,
we first analyze the standard random coding ensemble, where
the codebooks are comprised of independently and identically
distributed (i.i.d.) codewords. For this ensemble, we focus on
optimum decoding, which is in contrast to other, suboptimal
decoding rules that have been used in the literature (e.g., joint
typicality decoding, treating interference as noise, etc.). The
fact that the interfering signal is a codeword, rather than an
i.i.d. noise process, complicates the application of conventional
techniques of performance analysis of the optimum decoder.
Also, unfortunately, these conventional techniques result in loes
bounds. Using analytical tools rooted in statistical physics, as well
as advanced union bounds, we derive single-letter formulas for
the random coding error exponents. We compare our results with
the best known lower bound on the error exponent, and show
that our exponents can be strictly better. Then, in the second pa
of this paper, we consider more complicated coding ensembles,
and find a lower bound on the error exponent associated with the
celebrated Han-Kobayashi (HK) random coding ensemble, which
is based on superposition coding.

Keywords—Random coding, error exponent, interference chan-
nels, superposition coding, Han-Kobayashi scheme, statistical
physics, optimal decoding, multiuser communication.

I. INTRODUCTION

A. Previous Work

best known inner bound is the Han-Kobayashi (HK) rec
established in [8], and which will also be considered in
paper.

To our knowledge, [9, 10] are the only previous wc
which treat the error exponents for the IFC under opt
decoding. Specifically, [9] derives lower bounds on e
exponents of random codebooks comprised of i.i.d. codey
uniformly distributed over a given type class, under maxim
likelihood (ML) decoding at each user, that is, optimal di«
ing. Contrary to the error exponent analysis of other ms#i
communication systems, such as the multiple access ct
[11], the difficulty in analyzing the error probability of &
optimal decoder for the IFC is due to statistical depends
induced by the interfering signal. Indeed, for the IFC,
marginal channel determining each receiver's ML deco
rule is induced also by the codebook of the interfering 1
This indeed extremely complicates the analysis, mostly
cause the interfering signal is a codeword and not an
process. Another important observation, which was no
in [9], is that the usual bounding techniques (e.g., Gala
bounding technique) on the error probability fail to givghti
results. To alleviate this problem, the authors of [9], comed
some of the ideas from Gallager's bounding technique
to get an upper bound on the average probability of decc
error under ML decoding, the method of types [13], and |
the method of distance enumerators, in the spirit of [14]ctv
allows to avoid the use of Jensen’s inequality in some s

The two-user interference channel (IFC) models a generdfinally, another relevant work is [15], where lower bound
scenario of communication between two transmitters and twehe error exponents of both standard and cognitive muH
receivers (with no cooperation at either side), where eaclhccess channels (MACs), were derived assuming suboy
receiver decodes its intended message from an observed,signsuccessive decoding scheme.
which is interfered by the other user, and corrupted by calnn
noise. The information-theoretic analysis of this mode$ ha Contributi
begun over more than four decades ago and has recentﬁ/ ontributions
witnessed a resurgence of interest. Most of the previoukwor  The main purpose of this paper is to extend the stuc
on multiuser communication, and specifically, on the IFG ha achievability schemes to the more refined analysis of
focused on obtaining inner and outer bounds to the capacit¥xponents achieved by the two users, similarly as in
region (see, for example, [1, Ch. I1.7]). In a nutshell, theSpecifically, we derive single-letter expressions for then
study of this kind of channel has started in [2], and contihue exponents associated with the average error probabiby
in [3], where simple inner and outer bounds to the capacityhe finite-alphabet two-user IFC, under several randomng
region were given. Then, in [4], by using the well-known ensembles. The main contributions of this paper are asifs}
superposition coding technique, the inner bound of [3] was
strictly improved. In [5], various inner and outer boundsreve e Similarly as in recent works (see, e.g., [11, 16-19]
obtained by transforming the IFC model into some multiple-references therein) on the analysis of error exponents
access or broadcast channel. Unfortunately, the capagjtgm  derive single-letter lower bounds for the random codingnr
for the general interference channel is still unknown,@itgh  exponents. For the standard random coding ensemble,
it has been solved for some very special cases [6, 7]. Theidered in Subsection 1I-B, we analyze the optimal dec
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for each receiver, which is interested solely in its intehde e Recently, in [15], the authors independently suggestee
message. This is in contrast to usual decoding techniqudsounds on the error exponents of both standard and c
analyzed for the IFC, in which each receiver decodes, irtive multiple-access channels (MACs), assuming subop
addition to its intended message, also part of (or all) thesuccessive decoding scheme, and using the standard ri
interfering codeword (that is, the other user's message), occoding ensemble (considered in Subsection II-B). Althc
other conventional achievability arguments [1, Ch. llwhich  the motivation in [15] is different, the codebook constio
are based on joint-typicality decoding, with restrictimmsthe and the decoding rule are the same as in the first pe
decoder (such as, “treat interference as noise” or to “decodthis paper, and thus, essentially, their results apply &s
the interference”). This enables us to understand whelteget the IFC. Now, despite the fact that the analysis in our p
is any significant degradation in performance due to the subis not the same as in [15], for the standard random cc
optimality of the decoder. Also, since [9] analyzed themati ~ ensemble, our lower bound coincides with that of [15]. M
decoder as well, we compare our formulas with those of [9]jmportantly, as was mentioned above, we consider alsi
and show that our error exponent can be strictly better, kvhic more complicated ensemble pertaining to the HK sch
implies that the bounding technique in [9] is not tight. It is Accordingly, the derivation of the lower bound on the e
worthwhile to mention that the analytical formulas of ouroer ~ exponent of this ensemble is built upon the derivation of
exponents are simpler than the lower bound of [9]. lower bound on the error exponent of the standard rar
e As was mentioned earlier, in [9] only random codebookscoding ensemble, and thus it makes useful and convenit
comprised of i.i.d. codewords (uniformly distributed over start with the analysis of the latter ensemble. We emph
type class) were considered. These ensembles are much sithat the techniques used in [15] are not sufficient to analye
pler than the superposition codebooks of [8]. Unfortunatel ensemble pertaining to the HK scheme. Finally, we mer
it very tedious to analyze superposition codebooks usieg ththat the focus in [15] was on achievable rate region, r:
methods of [9], and even if we do so, the tightness is questiorthan the error exponents, and thus no comparison to [9
able. In this paper, however, the new tools that we have e@riv provided.

enable us to analyze more involved random coding ensemblee. We believe that by using the techniques and tools de
Indeed, we can consider the coding ensemble used in tha this paper, other multiuser systems, such as the IFC
HK achievability scheme [8] and derive the respective erromismatched decoding, the MAC [11], the broadcast cha
exponents. We also discuss an ensemble of hierarchieal/trehe relay channel, etc., and accordingly, other codingreels:
codes [20]. such as binning [16], and hierarchical codes [20], cat
e The analysis of the error exponents, carried out in thisanalyzed.

paper, turns out to be much more difficult than in previ-
ous works on point-to-point and multiuser communication
problems, see, e.g., [11, 16-19]. Specifically, we encaunte

two main difficulties in our analysis: First, typically, whe Throughout this paper, scalar random variables (RVs)
analyz[ng the probability of error, the flrst step is to apply pe denoted by capital letters, their sample values wil
the union bound. Usually, for point-to-point systems, unde genoted by the respective lower case letters, and theiahét
the random coding regime, the average error probability cagij pe denoted by the respective calligraphic letters, &g,
be written as a union of pairwise independent error eventsang x| respectively. A similar convention will apply to rand
Accordingly, in this case, it is well known that the trun@hte ectors of dimensiom and their sample values, which will
union bound is exponentially tight [21, Lemma A.2]. This genoted with the same symbols in the boldface font. We

is no longer the case, however, when considering multiusglisa the notatior? (j > i) to designate the sequence of F
systems, and in particular, the IFC. For the IFC, the event%Xi Xi ¢
) 9.

o - ; .., X;). The set of alln-vectors with componen
comprising the union are strongly dependent, especiakiytdu aying values in a certain finite alphabet, will be denotetha

the fact that we are considering the optimal decoder. Indeeq 5o alphabet superscripted loye.g., X™. Generic channe
recall that the optimal decoder for the first user, for exampl will be usually denoted by the Ietteé@ Q, or W. We shal
declares that a certain message was transmitted if thisa@ess mainly consider joint distributions of two RVEX,Y) over
maximizes the likelihood pertaining to the marginal chdnne 1o Cartesian product of two finite alphabetsand ). For
This marginal channélis t_he average of the actual channel brevity, we will denote any joint distribution, e.@.y-, simply
over the messages of the interfering user, and thus depends By Q. the marginals wili be denoted b§x and Qy, anc
the whole codebook of the that user. Accordingly, the oVeralyye congitional distributions will be denoted b9 xy and
error event is the union of an exponential number of errorﬁ \x. The joint distribution induced by)x and Qyx wil

events where each event depends on the marginal channel denoted by i ; ;
) , 3 ! x X Qy|x, and a similar notation will be us
thus on the codebook of the interfering user. To alleviai® th \yhan the roles ofX andY are switched.

difficulty, following the ideas of [11], we derived new upper

bounds on the probability of a union of events, which take The expectation operator will be denoted By -}, and
into account the dependencies among the events. The secomtien we wish to make the dependence on the under
difficulty that we have encountered in our analysis is that indistribution @ clear, we denote it byEg {-}. Information
contrast to previous works, applying the type class enutbera measures induced by the generic joint distribut@@gy-, will
method [14] is not simple, due to the reason mentioned abovée subscripted by, for example,l(X;Y") will denote the
Using some methods from large deviations theory, we wereorresponding mutual information, etc. The divergence

. Notation Conventions

able to tackle this difficulty. Kullback-Liebler distance) between two probability meas
@ and P will be denoted byD(Q||P). The conditiona
1The precise definition will be given in the sequel. information divergence between the conditional distiidug
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Qy|x and Py x, averaged overPyx, will be denoted by

E{P.,(C,)}, where the average is over the code enser

D(Qy x||Py|x|Px). Logarithms are defined with respect to that is,

(w.r.t.) the natural basis, that i&g (-) = In(-), and finally,
for a real number;, we denotefz], = max{0,z}.

Il.  PROBLEM FORMULATION AND MAIN RESULTS
A. The IFC Model

Consider a two-user interference channel of two sender
two receivers, and a discrete memoryless channel (DMC
defined by a set of single-letter transition probabilities,

Wy, v, x: x> (Y1y2|122), with finite input alphabetst;, Ao
and finite output alphabet¥,,)>. Here, each sendek €
1,2}, wishes to communicate an independent mesddgec
%1,2,...,2"’“’%} at rate Ry, and each receivel, € {1,2},

wishes to decode its respective message. Specifically,

(2nfta onf2 ) codeC,, consists of:

e Two message setdt; = {0,...,2"% —1} and M, £

{o,...,27%2 — 1} for the first and second users, respectively.

e Two encoders, where for eaéhe {1, 2}, the k-th encoder
assigns a codeword} ; £ (T4 1, %k,i2,---,Tkin) tO €aCh
message € M. '

e Two decoders, where each decodet {1,2} assigns an
estimate)M; to M;.

We assume that the message pg@id,, Ms) is uniformly
distributed overM | x M. It is clear that theoptimal decoder
of the first user, for this problem, is given by

M, = arg max P (?/?‘T?z) 1
My—1

=ergmax e 3 P(leteci,) @
j=1

where P (yﬁx?’i,x’ij) is the marginal channel defined as

n
P (yrlat a5 ;) 2 1] Wajxoxe Wiklzixezin),  (3)
k=1

and

WYl\XlXQ (yl,k 901,1:,1«372,j,k)

23 Wyivaixxe Wistenlrrinmasn).  (4)

Y2,k EV2

E(Ry, Ry) 2 liminf — log P, ®)
n—oo n ’

and similarly for the second user. Before stating the |
result, we define some quantities. Given a joint distriln
Qx,x,y, over X; x Xy x Y, consider the definitions
7), shown at the top of the next page. Our main rest
he following. Due to space limitation, the proofs of all
ollowing results are omitted and can be found in [22].

Theorem 1 Let Ry and Ry be given, and letE*(R;, R2) be
defined as in (6). Consider the ensemble of fixed compo:
codes of typesPx, and Px,, for the first and second use
respectively. For a discrete memoryless two-user IFC, we:

E;(Ry,Ry) > E1(Ry, Ry), (8)
for any Ry, Ry > 0.

Several remarks on Theorem 1 are in order.

e Due to symmetry, the error exponent for the second
that is, E5(R1, R2) is simply obtained from Theorem 1
swapping the roles ok, Y7, and Ry, with X5, Y5, and R,
respectively.

e An immediate byproduct of Theorem 1 is finding the
of rates(Ry, Rg) € ]Rﬁ for which E;(R1, R2) > 0, namely
for which the probability of error vanishes exponentialls
n — oo. It is not difficult to show that this set is given by

, Ry < I(X1:Y:1|X
Rordinary1 = R U {(R“ Ra)ip +1R2 <(1 (1X11‘X;')Y1)} ’
(

evaluated withPx, x,y, = Px, X Px, x Wy,|x,x,, Where
Ri1 2 {R,: Ry, <I(X1;Y1)}. Fig. 1 demonstrates a quali
tive description of this region. The interpretation is akofws:
The corner point( (X1;Y1|X2), I (X2;Y1)) is achieved b
first decoding the interference (the second user), cangél
and then decoding the first user. The sum-rate constraine
achieved by joint decoding the two users (similarly to M#
and thus, obviously, also by our optimal decoder. Finaltg
region Ry < I (X1;Y1) and Ry > I (X»;Y1|X;1) means th:
we decode the first user while treating the interference
Evidently, from the perspective of the first decoder, whis

The optimal decoder of the second user is defined similarlyinterested only in the message that is emitted from the
Since there is no cooperation between the two receivers, thsender, the second sender can use any rate, and thus |

error probabilities for the codé,,, are defined as:
Pe,i (Cn) £ 2—n(R1+R2).
3 IP’{Mi (V) # m| My = my, My = mz} L i=1,2.
m1,mo
(%)

B. The Ordinary Random Coding Ensemble

no bound onR; wheneverR; < I(X;;Y1). Note that thi
region was also obtained in [9], but from a lower bounc
the error exponent. Accordingly, this means that accorda
[9], the achievable rate could be larger. Our results, hew
show that one cannot do better when standard random c
is applied. Notice thaR orginary1 IS Well-known to be containe
in the HK region [10, 23].

e Existence of a single code: our result holds true on tl
average, where the averaging is done over the random ¢

In this subsection, we consider the ordinary random codingf codebooks. It can be shown (see, for example, [24, p. 3

ensemble: For each € {1,2}, we select independently/;

codewordsz} ;, for i € My, under the uniform distribution

across the type clast (Px,), for a given distributionPx,
on X},. Our goal is to assess the exponential ratef’é’f £

that there exists deterministic sequence of fixed compn
codebooks of increasing block lengthfor which the sam
asymptotic error performance can be achievedbimh user:
simultaneously.

142



International Zurich Seminar on Communications (IZS), March 2 -4, 2016

F(Qx,xov1) = Eq [log Wy, x, x, (V1| X1 Xa) ], (7a)

to(@xiv) 2 Rat o max [£(@) — 152 %1, 1) (7b)
Q: Qxy=Px,, Qx;v,=Qx, vy, 15(X2;X1,Y1)<R2

L(Qx, x:v1, Qx1 X0y, ) = {Q : max [to(Qx, x.v1)s f(Qx, X211 )]

< max {f(@xl)(ﬂl),f(@) + [Rz - IQ(X2§X17Y1)]J } : (7c)
EI(QX1X2Y17QX1X2Y1) £ A N - min R - ]Q(XQ;XLYI) - RQ} ; (7d)
Q: Qx,=Px,, Qx;v; =Qx;1vy, QEL(QX, X5v7 QX1 X5v7) +
By@xixavio B2) 2 min [16(X1: X2, 1) + B (@xyxavs @xixavs)] (7€)
Q: Qx,=Px,, Qx,v,=Qx,v,
Ei(Ri,Ry) & min |:D(QY1|X1X2||WY1\X1X2|PX1 x Px,) + [E1(QX1X2Y1~,32) - 31} } . (70
Qyyx, x5! @x;=Px,,Qx,=Px, +

My—1 | M>—1 Ms—1
P = Pr S P(YIXTLXE) > Y P (YN XS o (10)
i=1 j=0 Jj=0
Mi—1 Msy—1 Ms—1
—ulpr| | P(YPIXT X35) > Y P (YIXT0. XE) ¢ Fol o (11)
i=1 =0 §=0

which is a useful result when assessing the exponentiavb

ior of such probabilities. Equation (12) is one of the builg

blocks of tight exponential analysis of previously consédi
point-to-point systems (see, e.g., [16-19], and many eeies:

therein). However, it is evident that in our case the var

events are not pairwise independent, and therefore thist

cannot be applied directly. Indeed, since we are intereist

the optimal decoder, each event of the union in (11), def

on the whole codebook of the second user. One may spe

that this problem can be tackled by conditioning on
codebook of the second user, and then (12). However, thi

R, of this conditioning is a very complicated (if not intracka)
1(X1;71) I(X1; 11| X2) large deviations analysis of some quantities. To alleviats
problem, we derived new upper bounds on the probabili
union of events, which takes into account the depende
among the events. This was done using the techniques of
Another difficulty that arises in the error exponent ana

of the IFC model, is that in contrast to previous wo

I(X2; Y1)

Fig. 1. Rate regiorRacn1 for which Ef (R1, R2) > 0.

e On the proof: it is instructive to discuss (in some more

detail than earlier) one of the main difficulties in proving ; ; X .
Theorem 1, which is customary to multiuser systems, sucl’?lpplylng the distance enumeratonethod [14], is not a simp

as the IFC. Without loss of generality, we assume throughouf2Sk: Again, our optimal decoder compares two guantities,
i o B v e el T g o e e o
the average probability of error associated with the delcoden order to anal Ze‘ the robab(i]lit of error. it is re uir’ed
(2) is given by (11), shown at the top of the next page, wheré 7o the io >t/ st F; p ty ey qt for
Fo & (XﬁO7X§07Y1”). By the union bound and Shulman’s analyze the joint distrioution of ype class enumerato

inequality [21, Lemma A.2], we know that for a sequence ofnot just rely on their marginal distributions, as usuallyné
T N . e.g., [16-19].
pairwise independent events4;};_;, the following holds:

e Comparison with [9]: Similarly to [9], we present resul

N N
1 . 2For a giveny™ € Y™, and a given joint probability distributiof® xy- on
2 min { L, Z Pr {Al}} <Pr { U A’} X x Y, thedistance enumerator (or, type class enumerator), N(Qxy ), is the
i=1 i=1 number of codeword#a:?} in C,, whose conditional empirical joint distrib

N . . . .

. tion with 3™ is Qxy, namely,N(Qxy) = ’;n €Cn: Qunyn = Qxvy|,

< min {1’ ZPr {A’}} , (12) where sz is the empirical joint distribution ofz™ and y™, and |.A|
i=1 designates the cardinality of a finite sdt
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—o—E, forR,=0.139, le(l) =0.6, sz(l) =0.9 [1]

I E1,LB for R, =0.139, le(l) =0.6, sz(l) =0.9 [2]
—=—E, for R,=0.277, le(l) =0.6, sz(l) =07
- — = El,LB for R, =0.277, le(l) =0.6, sz(l) =07

[3]

4

Error Exponents

[5]
6]
(7]

0.4 0.5

0.3
Rl [nats/channel use]

0.6 18]

Fig. 2. Comparison between our error expongtt(R1, R2) and the lower £
bound E\g(R1, R2) of [9], as a function ofR; for two different values of
R and fixed choices oPx, and Px,.

[10]

for the binary Z-channel model defined as followd; =
X -XopZ andY2 = Xo, WhereXl,Xz,YhYé S {O,].},
Z ~ Bern(p), “-" is multiplication, and %" is modulo-2
addition. In the numerical calculations, we fix= 0.01. Fig. 2
presents the lower bound on the error exponent under optimél2]
decoding, derived in this paper, compared to the lower bound
Eig(R1, Ry) of [9], as a function ofR;, for different values (23]
of Px,, Px,, and R,. It can be seen that our exponents can
be strictly better than those of [9].

e Generalization to other ensemble: As was mentioned before,
in [9] only random codebooks comprised of i.i.d. codewords 15]
were considered. These ensembles are much simpler than
the superposition codebooks of [8]. Unfortunately, it very
tedious to analyze superposition codebooks using the mgtho[16]
of [9], and even if we do so, the tightness is questionable.
However, the new tools that we have derived enable us to
analyze more involved random coding ensembles. Due to spaé¥!
limitations, we do not present the error exponents achieved
by the following schemes. All the details can be found in[18]
[22, Subsection III.C]. For example, we can derive the error
exponents for the HK scheme, which gives the best known
inner bound. The idea in this scheme is to split the messageg]
M, into “private” and “common” message8/,; and M, at
ratesRy; and Rys, respectively, such thak, = Ry; + Rio.
Similarly M, is split into My, and My, at ratesRy; and
R, respectively, such thak, = Ry + Raos. Then, receiver
k = 1,2, recovers its intended messagig,, and the common
message from the other sender (although it is not requiregy
to) each decoder. Also, using the same techniques, we can
analyze the error exponents resulting from thierarchical

code ensemble [20], in which the case has a tree structure[22]
with two levels, where the first serves for “cloud centersida

the second for the “satellites”.

[11]

[14]

[20]

[23]
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A Necessary and Sufficient Condition for the
Asymptotic Tightness of the Shannon Lower Bound
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Abstract—The Shannon lower bound is one of the few lower
bounds on the rate-distortion function that holds for a large
class of sources. In this paper, it is demonstrated that its gap
to the rate-distortion function vanishes as the allowed distortion
tends to zero for all sources that have a finite differential entropy
and whose integer parts have a finite entropy. Conversely, it is
demonstrated that if the integer part of the source has an infinite
entropy, then its rate-distortion function is infinite for any finite
distortion. Consequently, the Shannon lower bound provides an
asymptotically tight bound on the rate-distortion function if, and
only if, the integer part of the source has a finite entropy.

1. INTRODUCTION

Suppose a source produces the sequence of independent and
identically distributed (i.i.d.), real-valued, random variables
{Xk, k € Z} according to the distribution Py, and suppose
that we employ a vector quantizer that produces a sequence
of reconstruction symbols { X}, k € Z} satisfying

Tim %zn:E[(Xer)Q} <D. (1
k=1

(We use lim to denote the limit superior and lim to denote
the limit inferior.) Rate-distortion theory tells us that if for
every blocklength n and distortion constraint D we quantize
the sequence of source symbols X1, ..., X, to one of e"/(P)
possible sequences of reconstruction symbols Xy, X,
then the smallest rate R(D) (in nats per source symbol) for
which there exists a vector quantizer satisfying (1) is given by
(11, [2]

R(D) = inf I(X;X) )
XX
where the infimum is over all conditional distributions of X
given X satisfying

E[(x-%)"] <D 3)

and where the expectation is computed with respect to the joint
distribution Px PX| - Here and throughout the paper we omit
the time indices where they are immaterial. The rate R(D) as
a function of D is referred to as the rate-distortion function.

This work has been supported in part by a Marie Curie Career Integration
Grant through the 7th European Union Framework Programme under Grant
333680, by the Ministerio de Economia y Competitividad of Spain under
Grants TEC2013-41718-R, RYC-2014-16332, and TEC2015-69648-REDC,
and by the Comunidad de Madrid under Grant S2013/ICE-2845.

Unfortunately, the rate-distortion function is unknown ex-
cept in very few special cases. It therefore needs to be assessed
by means of upper and lower bounds. Arguably, for sources
with a finite differential entropy, the most important lower
bound is the Shannon lower bound [1], [2]

Reus(D) = h(X) — %log(27reD) @)

where log(-) denotes the natural logarithm. While this lower
bound is tight only for some special sources, it converges to
the rate-distortion function as the allowed distortion D tends
to zero, provided that the source satisfies some conditions
[3]-[6]. Thus, in this case the Shannon lower bound provides
a good approximation of the rate-distortion function for small
distortions. A finite-blocklength refinement of the Shannon
lower bound has recently been given by Kostina [7].

To the best of our knowledge, the most general conditions
for the asymptotic tightness of the Shannon lower bound
are due to Linder and Zamir [6]. While Linder and Zamir
considered more general distortion measures, specialized to
quadratic distortion (3), they showed the following.

Theorem 1 (Linder and Zamir [6, Cor. 1]): Assume that X
has a probability density function (pdf) and h(X) > —oco. Fur-
ther assume that there exists an o > 0 such that E[| X %] < occ.
Then the Shannon lower bound is asymptotically tight, i.e.,

lim{R(D) — Rsia(D)} = 0. (5)

The theorem’s conditions are very mild and satisfied by
the most common source distributions. In fact, Theorem 1
demonstrates that the Shannon lower bound is asymptotically
tight even if there exists no quantizer with a finite number of
codevectors and of finite distortion, i.e., when E [X 2] = 00.
However, the conditions are more stringent than the ones
sometimes required for the analysis of the rate and distortion
redundancies of high-resolution quantizers. For example, in
[8] Gray et al. analyzed the asymptotic distortion of entropy-
constrained vector quantization in the limit as the rate tends
to infinity, thereby rigorously proving a theorem by Zador [9].
In their work, they considered source vectors X that have a
density, whose differential entropy is finite, and that satisfy

H(|[X]) <0 (6)

where |a| denotes the integer part of a, i.e., the largest integer
not larger than a. Furthermore, Koch and Vazquez-Vilar [10]
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demonstrated that these assumptions are also sufficient to re-
cover the result by Gish and Pierce [11] that, among all scalar
quantizers, uniform quantizers are asymptotically optimal as
the allowed distortion tends to zero. In words, condition (6)
demands that quantizing the source with a uniform quantizer
of unit-length cells gives rise to a discrete random variable
of finite entropy. This ensures that the quantizer output can
be further compressed using a lossless variable-length code of
finite expected length.

The quantity H(|X]) is intimately related with the Rényi
information dimension [12], defined as

iy H(mX) /m)

, if the limit exists 7
logm

d(X) =

m—r0o0

which in turn coincides with the rate-distortion dimension
introduced by Kawabata and Dembo [13]; see also [14].
Indeed, the Rényi information dimension is finite if, and only
if, condition (6) is satisfied [14, Prop. 1]. Furthermore, a
sufficient condition for finite Rényi information dimension is
Ellog(1+ |X|)] < oo [14, Prop. 1], which in turn holds for
any source for which E[|X|*] < oo for some « > 0. Thus,
(6) is weaker than the assumption that E[|X %] < oco.

It is common to assume that the differential entropy of the
source is finite, since otherwise the Shannon lower bound
(4) is uninteresting. One may thus wonder how (6) and the
assumption of a finite differential entropy are related. As
demonstrated, for example, in the proof of Theorem 3 in [15],
condition (6) implies that h(X) < co. In fact, one can show
that if (6) holds and X has a pdf, then h(X) < H(|X])
[16, Cor. 1]. Conversely, one can find sources for which
the differential entropy is finite but H(|X]) is infinite. For
example, consider a source with pdf

> 1
- m 1 < (> R 8
fx(z) E Pmm {m x<m+m} T € (8)

m=2
where
1
pnl:m’ TTL:2,37... (93)
= 1
K = _— 9b
mzzjz mlog2 m o)

and 1{-} denotes the indicator function. It is easy to check
that for such a source

(X)) = 3 poloz -

m=2
- i log K + logm + 2loglogm
= 2
— Kmlog®m
=00 (10)
and
h(X) = — / fx(@)log fx(z) dz
R
_ >, log K 4 2loglogm
= 2
oo’ Kmlog®m
< 00. 11

(See remark after Theorem 1 in [12, pp. 197-198].) Thus, for
sources satisfying hA(X) > —oo, a finite Rényi information
dimension implies a finite differential entropy but not vice
versa.

In this paper, we demonstrate that for sources that have
a pdf and whose differential entropy is finite, the Shannon
lower bound (4) is asymptotically tight if (6) is satisfied. This
ensures the asymptotic tightness of the Shannon lower bound
under the most general conditions imposed in the analysis of
high-resolution quantizers. Conversely, we demonstrate that
for sources that do not satisfy (6) the rate-distortion function
is infinite for any finite distortion.

II. PROBLEM SETUP AND MAIN RESULT

We consider a one-dimensional, real-valued source X with
support X C R whose distribution is absolutely continuous
with respect to the Lebesgue measure, and we denote its pdf
by fx. We assume that x — fx(z)log fx(x) is integrable,
ensuring that the differential entropy

B(X) 2 - /X fx(@)log fx(z) da

is well-defined and finite. We have the following result.

Theorem 2 (Main Result): Assume that the one-dimensional,
real-valued source X has a pdf and h(X) > —oo. If
H(|X]) < oo, then the Shannon lower bound is asymptot-
ically tight, i.e.,

(12)

g%{R(D) — Rsie(D)} = 0. (13)
Conversely, if H(| X |) = oo, then R(D) = oo for D > 0.
Proof: See Section III. |

Theorem 2 thus demonstrates that the Shannon lower bound
is asymptotically tight if, and only if, H(|X|) is finite.

III. PROOF OF THEOREM 2

The proof consists of two parts. In the first part, we show
that if H(|X]) < oo, then the Shannon lower bound is
asymptotically tight (Section III-A). In the second part, we
show that if H(| X |) = oo, then R(D) = oo for every D > 0
(Section III-B).

A. Asymptotic Tightness

In this section, we demonstrate the asymptotic tightness
of the Shannon lower Rgig(D) for sources that satisfy
H(|X]) < o0 and h(X) > —o0. The first steps in our proof
are identical to the ones in the proof of Theorem 1 in [6]. To
keep this paper self-contained, we reproduce the main steps.

To prove the asymptotic tightness of Rgi (D), we derive
an upper bound on R(D) whose gap to Rgi (D) vanishes as
D tends to zero. In view of (2), an upper bound on R(D)
follows by choosing X=X4+Z D, where Zp is a zero-mean,
variance-D, Gaussian random variable that is independent of
X. It follows that

R(D) < I(X; X + Zp)
=h

(X +Zp)—h(Zp). (14)
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Furthermore, using that h(Zp) = %log(ZweD), the Shannon
lower bound (4) can be written as

Rsip (D) = h(X) — h(Zp). (15)
Combining (14) and (15) gives
0 < R(D) - Rsig(D) < WX + Zp) — h(X). (16)

Thus, the asymptotic tightness of R p(D) follows by proving
that

lim < .

glj% h(X + Zp) < h(X) (17)
To this end, we follow the steps (17)—(21) in [6] but with
Ya(p) and Ya(g) replaced by the random variables Yp and
Yy with respective pdfs

fro(y) = ZPr(LX +Zp] =i)1{|ly] =i} (18a)
froly) =D Pr(|X] =i)1{|y| =i}. (18b)
i€Z
It follows that
D(fxtzpllfyp) =H(X+Zp]) - WX +Zp) (19
and
D(fx|fv,) = H([X]) — h(X). (20)

The random variable Zp converges to zero almost surely as D
tends to zero and, hence, also in distribution. Since X and Zp
are independent, it follows that X + Zp — X in distribution
as D tends to zero. Furthermore, since by assumption the
distribution of X is absolutely continuous with respect to the
Lebesgue measure, for every i € Z the interval [i,i + 1) is a
continuity set of X, so

gi%Pr([X +Zp) =i) =Pr(|X] =1i), i€Z (21)
Thus, the pdf of Yp (18a) converges pointwise to the pdf of
Yo (18b), which by Scheffe’s lemma [17, Th. 16.12] implies
that Yp — Yj in distribution as D tends to zero.

By the lower semicontinuity of relative entropy (see, e.g.,
the proof of Lemma 4 in [18] and references therein),

im D(fx+zp | fyp) > D(fxl fry)- (22)
D]0

Combining (22) with (19) and (20) yields
im{H(|X+Zp])—h(X+Zp)} > H(|X])—h(X). (23)
DJ0

Since h(X) > —oo and H(|X]|) < oo, the claim (17)
(and hence the asymptotic tightness of Rg (D)) follows by
showing that H(| X + Zp]) tends to H(| X ]) as D tends to
zero. We present this result in the following lemma.

Lemma 1: Assume that X has a pdf and H(| X |) < oo. Let
Zp be a zero-mean, variance-D, Gaussian random variable
that is independent of X. Then

E%H(LX—FZDJ):H(LXJ). (24)

Proof: Using basic properties of entropy, we obtain

H(|X+Zp|) <H(|X])+H(|X+Zp| | |X])

< H(|X])+ H(Vp) (25)
and
H(|X +Zp]) > H(|X]) - H(|X] | [X + Zb])
> H(|X]|)-H(Vp) (26)

where Vp = | X + Zp| — | X]. Lemma 1 follows therefore
by showing that H(Vp) vanishes as D tends to zero.
We first show that

lim P =1i)=1{i =0}. 2
Lim r(Vp = 1) {i =0} 27
Indeed, let X £ X — |X|, and recall that Zp — 0 in
distribution as D tends to zero. Noting that Vp = | X + Zp ],
the probability mass function of Vp can be written as

Pr(Vp=i) =Pr(| X+ Zp| =i), i€Z  (28)

Furthermore, the independence of X and Zp implies that
X + Zp — X in distribution as D tends to zero. Since the
distribution of X is absolutely continuous with respect to the
Lebesgue measure, so is the distribution of X. Consequently,
for every i € Z the interval [i,i + 1) is a continuity set of X
and

g%Pr(LX +Zp| =1i) =Pr(|X]|=14) =1{i =0} (29)
where the last step follows because the support of X is [0,1).
This proves (27).

We continue by expressing the entropy of Vp as

1
. 1
i=—1
1

i€Z: |i|>1
The first sum on the right-hand side (RHS) of (30) con-

sists of finitely many terms, so (27) and the continuity of
z + zlog(1l/z) give!

1
1
li P =1)log ————
By 2 P = e i, =
1
= P lDlm Pr(Vp =i)log (Vi) = 1)
—0. 31)

To show that the second sum on the RHS of (30) vanishes as
D — 0, it suffices to show that

1
— <
‘ E . Pr(Vp =i)log PV =) = 0 (32
1€ZL: |i|>1

lim
D0

since the summands are nonnegative. As observed above, the
distribution of X is absolutely continuous with respect to the

"Here and throughout the paper we define 0log(1/0) £ 0.

147



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

Lebesgue measure, so X has a pdf which we shall denote by
fx- Since Zp and X are independent, the pdf of X + Zp is
given by [19, Th. 4.10, p. 29]

_ 1 _E-n?
fX+ZD(£) - /(; fX(‘T) \/271'7De diL’, 5 S R. (33)
Combining (28) and (33), we obtain
Pr(Vp =i) =Pr(|X + Zp| = i)
i+1
/ / fx(@
_ i \+1)2 ic7z (34)

\/27rD ’
where the inequality follows because for £ € [i,i + 1) and
z € [0,1) we have |€ — Z| < |i| + 1. Applying (34) to the
second sum on the RHS of (30) gives

1
Z Pr(VD = Z) log S
i€Z: |i|>1 Pr(Vp =)
1
< 5 log (27 D)

> Pr(Vp =)

i€Z: |i]>1
+ E Pr(V;
€L |i]>1

To demonstrate that the first term on the RHS of (35)
vanishes as D — 0, we use that any variable z satisfying
[|Z+ z]| > 1 must also satisfy |z| > 1, irrespective of
Z € ]0,1). Consequently,

> Pr(Vp =)

i€Z: |i|>1

NUERS

2D (35)

=Pr(|[X + Zp]| > 1)

<Pr(|Zp| > 1)

<D (36)

where the last inequality follows from Chebyshev’s inequality
[20, Th. 4.10.7, p. 192]. Combining (36) with (35), we obtain

1 . D

510g(27rD). Z Pr(Vp =1i)| < 5|10g (27rD)| 37)
i€Z: |i|>1

which tends to zero as D — 0.

We next consider the second term on the RHS of (35). To
this end, we write

i+1
Pr(Vp = i) (Ji] + 1)% = / Fiszy O+ 12 de. (38)

By Fubini’s theorem [20, Th. 2.6.4, p. 105], we obtain from
(38) and (33) that

> Pr(Vp =i)(Ji| +1)?

i€Z: |i|>1
i+1 (e—5)2
- > / (@) e T (il + 1P dre
i€Z: Ji|>17" D
i+1—T . 2 2
:/ fx@ Y Tl 35 dzdz. (39)
i€z |i|>17

For every 1| =2,3,...,2€[i—Z,i+1—Z), and T € [0,1)
we have |i| + 1 < 3|z|. Hence,

z+11
1 22
> [ e s

L&
U\

€L |i|>1
Z i+1—7 o
< e 20 dz
i€z Ji|>17 \/F
2
< 9/ ~30 dz (40)
{IZ\Zl} V2rD

where the last inequality follows because, for every Z € [0, 1),

U li-zi+1-2)C{zeR:|z]>1}
i€Z: |i|>1

The RHS of (40) does not depend on Z, so together with (39)
this yields

> Pr(Vp =i)(lil+1)* < 9E[Z31{| Zp| > 1}] . (41)

i€Z: |i|>1

Writing Zp as Zp = vV DZ;, where Z; is a zero-mean, unit-
variance, Gaussian random variable, the expected value on the
RHS of (41) can be written as

E[Z}1{|Zp| > 1}] = DE[Z}1{Z} > 1/D}]. (42
Combining (42) and (41), we obtain
(il +1)
. Z Pr(Vp =) 5D
i€Z: |i|>1
g [Zz:1{Z} >1/D}].  (43)

Since the function z + 2?1{2%> >1/D} is dominated by
2z — 22, and since E [le] =1, it follows from the Dominated
Convergence Theorem [20, Th. 1.6.9, p. 50] that
limE[Z21{z? > 1/D}| = 44
limE[Z7 1{2} > 1/D}] (44)
Together with (43) this demonstrates that the second term on
the RHS of (35) vanishes as D tends to zero.

Thus, (35), (37), (43), and (44) prove (32), which together
with (30) and (31) demonstrates that

1
lim H(Vp) = lim % Pr(Vp = i) log PV =T - 0. (45)
This was the last step required to prove Lemma 1. |

Combining Lemma 1 with (23) implies (17), which in turn
demonstrates that the Shannon lower bound is asymptotically
tight if H(|X|) < oo and h(X) > —oo. This proves the first
part of Theorem 2.
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B. Infinite Rate-Distortion Function

To prove that H(| X |) = oo implies R(D) = oo for every
D > 0, we show that I(X; X) = oo for every pair of random
variables (X, X) satisfying (3) and H(|X|) = oo. To this
end, we follow along the lines of the proof of Theorem 6 in
[16, App. A]. Indeed, by the Data Processing Inequality [21,
Cor 7.16],

I(X; X) > I([X]; [ X)) 46)

The mutual information on the RHS of (46) can be written as
I(|X); (X)) =H(X))-H(X]|[X])). @D

Since H(|X]) = oo by assumption, the claim follows by
showing that the conditional entropy on the RHS of (47) is
bounded for every pair of random variables (X, X) satisfying
(3). Indeed, we have

H(|X|||X]) <H(X-X])
+H(|X]|[X],[X-X]). @48)

Since E[log(1 + |X — X|)] < oo for (X, X) satisfying (3),
Proposition 1 in [14] yields that

H(|X - X]) < o0. (49)

Furthermore, denoting ¥ = X — X, we obtain
H([X] || X],[X - X)) =H(X +Y][|X],[Y])
<log?2 (50)

since, conditioned on |X| and |Y |, the random variable
| X +Y]| can only take on the values [X]| + [Y] or
| X ]+ [Y]| + 1. Combining (48)—(50) yields

H(X]||X]) < . (51)

Summing up, (46)—(51) demonstrate that I(X; X) = oo for
every pair of random variables (X,X) satisfying (3) and
H(|X]) = oo. Hence, the rate-distortion function R(D) is
infinite for every finite D. This proves the second part of
Theorem 2.

IV. CONCLUSIONS

The Shannon lower bound is one of the few lower bounds
on the rate-distortion function that hold for a large class
of sources. We have demonstrated that this lower bound is
asymptotically tight as the allowed distortion vanishes for all
sources having a finite differential entropy and a finite Rényi
information dimension. Conversely, we have demonstrated that
if the source has an infinite Rényi information dimension, then
its rate-distortion function is infinite for any finite distortion.

Assuming a finite Rényi information dimension is tanta-
mount to assuming that quantizing the source with a uniform
scalar quantizer of unit-length cells gives rise to a discrete
random variable of finite entropy. The latter assumption is
natural in rate-distortion theory and often encountered. To this
effect, we have demonstrated that this assumption is not only
natural, but it is also a necessary and sufficient condition for
the asymptotic tightness of the Shannon lower bound.

Finally, the presented results can be generalized to
d-dimensional, real-valued sources and distortion measures of
the form ||x — %||", where || - || is an arbitrary norm on R and
r > 0. For details, see our paper [22] on arXiv.
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Abstract—In this work, we establish the rate-distortion func-
tion R(D1, D) of a Heegard-Berger Problem with two sources,
S1 and S2, under the assumption of degraded reconstruction
sets and common encoder-receivers reconstruction. Specifically,
the source S; needs to be recovered at only Decoder 1, to within
some prescribed average distortion level D;; and the source S>
needs to be recovered at both decoders, to within some same
prescribed average distortion level D-. In addition, the encoder
and decoders must agree on a common reconstruction version of
Sa.

I. INTRODUCTION

The Heegard Berger problem [1] is one of the most crucial
extensions of Wyner and Ziv’s result, on lossy source coding
with side information, to multi-terminal scenarios. In such a
setting, a memoryless source S™ has to be reconstructed at two
decoders 1 and 2, respectively to within prescribed distortion
levels Dy and Do — Decoder 1 has access to side information
Y7" and Decoder 2 has access to side information Y5*. Heegard
and Berger derived in [1] an inner bound on the rate-distortion
function R(D1, D) of the model that remains the best bound
known to date for the two-user case. This inner bound proves
to be optimal for many a setting, among which, degraded side
information and the wider class of conditionally less-noisy
side information as summarized by Timo et al. in [2], as well
as for some settings where the side information sequences
are not ordered, e.g. the complementary delivery investigated
by Kimura et al. in [3], and the unmatched product of two
degraded sources investigated by Watanabe in [4].

In this work, we investigate a wider class of Heegard-
Berger problems in which we assume that the source is
composed of two sources ST and S5 arbitrarily correlated
between them, and to the side information sequences Y7"
and Y5". The source sequence ST has to be reconstructed at
only receiver 1 to with some prescribed distortion D;, while
the source S% has to be reconstructed at both receivers. As
such, we impose a degraded reconstruction set but we do, by
no means, impose any sort of hierarchy or ordering on the
side information sequences Y;* and Y3'. In previous works
[5] and [6], the authors derived the optimal rate-distortion
function R(D;) where S3 had to be recovered losslessly at
both decoders. In this work, we investigate the more general
case where we allow the source S§ to be reconstructed to

Abdellatif Zaidi
Mathematics and Algorithmic Sciences Lab
Huawei Technologies France
Boulogne-Billancourt, 92100, France
Email: abdellatif.zaidi @huawei.com

within a certain distortion Dy, but impose however that the
reconstructions of S5 at all terminals, including the source,
be almost equal. This model, as depicted in Figure 1, is
useful for applications in which the source component S%
represents some critical information, such as sensitive medical
information, and each of the sender and the receivers need to
share a common compressed version of it. Such a common

n
vy

LEd,(Sp,S7) < Dy

s
n
s

Source
Encoder

Decoder 2

A n
Sy Y;

LBdy(8y,5%) < D2

Fig. 1. Heegard-Berger problem with two sources, side information and
degraded reconstruction sets.

reconstruction constraint was first investigated by Steinberg
in [7] for a Wyner-Ziv setting and it was shown that, under
a common source-receiver reconstruction constraint, the use
of side information was prevented in the estimation phase
and allowed only in the binning phase, as elaborated on in
Section II-A. Yet, the utility of side information is less easy
to understand in multi-terminal settings, such as the Heegard-
Berger problem with common reconstruction constraints. In-
deed, as an intuitive result for the Heegard-Berger problem
with a common source-receivers reconstruction constraint as
in Figure 2, [8] shows that side information is only useful
for binning since it is not known to the source and can be
of no use for estimation. However, for the Heegard-Berger
problem with common receivers reconstruction only shown in
Figure 3, Vellambi and Timo [8] observed that the common
part of the two side information sequences can still be used
at the estimation phase. ( The reader may also refer to
the related work in [9] where Ahmadi er al. investigate a
Heegard-Berger problem with degraded side information in
which the encoder is constrained to be able to produce each
of the receivers reconstructions, without imposing that these
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Yl”
o~ ¢
gn Source 1Rd(§",5") < D
Encoder

gn vy

Fig. 2. Heegard-Berger problem with common source-receiver reconstruction

Y177,
e
gn Source | W LEd($",8") < D
Encoder
Decoder 2 gn
Yy

Fig. 3. Heegard-Berger problem with common receiver reconstruction only

n
Y

o)
LEd,(Sp,57) < Dy

Source
Encoder

Sy
LEdy(Sy,53) < Dy
Sy gy Yy

Fig. 4. Heegard-Berger problem with distinct common source-receiver
reconstruction

decoders’ reconstructions be identical to each other with high
probability — see Figure 4, or to [10] where Timo er al
investigate the Heegard-Berger problem with complimentary
delivery and common receivers’ reconstructions.)

In this work, we assume unlike previous works that we
are in the presence of two sources, and impose a common
source-receiver reconstruction constraints for source S3'. Our
contribution is outlined as follows. In section II, we give
necessary definitions and briefly review and comment on some
related results on the role of side information for binning
and/or estimation. The main result, as stated in Section III, is a
full characterization of the rate-distortion function R(Dy, D)
of the model of Figure 1. Finally, Section IV is dedicated to
the proof of the main result.

Notations

We use the following notations. Upper case letters are used
to denote random variables, e.g., S; lower case letters are
used to denote realizations of random variables, e.g., s; and
calligraphic letters designate alphabets, i.e., S. S denotes the
cardinality of a set X'. For random variables X, Y and Z, the
notation X —e— Y —e— Z indicates that X, Y and Z, in this

order, form a Markov Chain. For integers ¢ < j, we define
[i:4] :={i,i+1,...,7}. p.m.f stands for probability mass
function while a.r.v. stands for auxiliary random variable.

II. PROBLEM SETUP AND DEFINITIONS

Let (81 x S2 X V1 X V2, Ps, s,.v1.v,) be a discrete mem-
oryless four-source with generic variables Sy, Sa, Y7 and Y.
Also, let 31 and 32 be two reconstruction alphabets and, for
i € {1,2}, d; a distortion measure defined as

di : ‘Sz XSZ' — R+
(8i,8)) — di(si,8) -

6]

An (n, M,,, D1, D5) code for the lossy Heegard-Berger prob-
lem with degraded reconstruction sets and common recon-
struction consists of:

- A set of messages W £ [1: M,,].

- An encoding function f such that:

f S xSE - W
(St.5) — w=jspsp . @
- Two decoding functions g; and g», one at each user:
gt WX - SpxSy 3
WYy — (Sg,lv ST =g (W, Y7,
and N
g2t WxYy — SF @)

W Y3) — 332 = go(W,Y3") .
- An additional encoder reconstruction function g, defined by

gs:W—>S‘§L

A 5
W — 83, =gs(W). )
The expected distortions of this code are given by
. 1 & .
E(dl( IL,S{L)) éEﬁEdl(Su,Su) (6)

. 1 & . )
E (d2(S5.95,)) 2 E— 3" do(Sis S2,i)s for j = 1,2(7)
i=1

The probability of error of this code is given by

P™ &£ P(Sy, # Sy, or Sy, #S5,) . 8)

N.B: Imposing that the probability of error of the source
Sa’s reconstructions be arbitrarily small implies that the
three terminals, i.e. encoder and receivers, can not have
distinct distortion levels and thus, we only impose one common
distortion level for the source Ss.

Definition 1. A rate R is said to be (D1, Ds)-achievable
for the lossy HB problem with degraded reconstruction sets
and common source-receivers reconstruction if there exists a
sequence of codes (n, M,,, D1, Ds) such that:

limsup P = 0, ©)
n—oo
limsupE (d1(S},87)) < Di, (10)
n—r o0
limsupE(dg(S’g,Sg’s)) < Dy, (11)

n—oo
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liminflog,(M,) > R. (12)
n—0o0
The rate-distortion R(D1, D2) of this problem is defined by
R(D1,D,) 2 inf{R: R is (D1, Dy)-achievable} . (13)

A. Role of Side Information, Binning and/or Estimation

In source coding problems with side information at the
decoder, side information may be utilized for binning and/or
estimation, depending on the configuration. For example, in
the standard Wyner-Ziv setup [11] with source S and arbitrar-
ily correlated side information Y available non-causally only
at the decoder, the side information is utilized both for binning
and for the estimation of the reconstruction. This is reflected
through the following rate-distortion function,

Rwz = Pmin I(V;8|Y) (14
V|SY

where Py gy is such that:

1) VeS-eY (15)

2) 3 S2£4(V;Y) st Ed(S,S)<D. (16)

in which it is clear that the rate I[(V;S|Y) = I(V;S) —
I(V;Y) takes benefit from the binning against side infor-
mation, while the reconstructed sequence at the estimation is
allowed to depend on the side information sequence through
the function ¢(-).

The side information plays a similar role, but with a generally
stronger binning leading to a better rate, if it is also given to the
encoder (i.e., the standard conditional rate-distortion problem
[12]); and it plays a less important role (only estimation) if it
is given only causally to the decoder but not to the encoder
[13]. If the encoder is constrained to produce an exact copy
of the decoder’s reconstruction, referred to as common source-
receiver reconstruction constraint in [7], side information can
be used for binning but not for estimation — as otherwise,
the encoder, which does not know the side information, can
not estimate the decoder’s reconstruction. This is reflected
through the associated rate-distortion function, which in this
case reduces to [7]

Recg = min I(S; S|Y) (17
S|1SY

where Pggy is such that:

) S S-Y (18)

2) Ed(S,5) <D (19)

It is clear from the above equation that the reconstruction S
can not depend on the side information sequence Y due to the
Markov Chain S - S —e— Y while the transmission rate
still from the binning the binning.

I1I. RATE-DISTORTION FUNCTION

Recall the definitions of section II. The following theo-
rem characterizes the rate-distortion function of the Heegard-
Berger model with degraded reconstruction sets and common
reconstruction shown in Figure 1.

Theorem 1 (The rate-distortion function). The rate-distortion
function R(D1,Ds) of the Heegard-Berger model with de-
graded reconstruction sets and common reconstruction shown
in Figure 1 is given by

R(Dl7 Dg) = n%;n maX{](U()SQ; Sng\Yl), I(Uos’g; Slsz‘YQ)}

+ I(Uy; 819 |V18:U5)  (20)

where the minimization is over of the set P of joint conditional
p.m.fs PUUU1 85151 5 that satisfy i), ii), and iii) where:

i) (Uy, Uy, 5‘2) - (51, S2) o (Y1, Ya) forms a Markov chain,
ii) there exists a function ® such that:

0] : UOXL{lXSQXyl*)S&
(Uo, U, 82, Y1) — S1 = ®(Up, Uy, Sa, Y1)
and ]E(dl(Sl, Sl)) S D1 .

iii) The distortion constraint of source Ss is such that

E(dy(S,5)) < Ds. 21

Proof: The proof of Theorem 1 is given in Appendix IV.

In the following remarks, we elaborate more on Theorem 1
and its connection to related results.

Remark 1. The result of Theorem 1 can be seen as a
generalization of that of [5, Theorem 1], in the sense that
setting Do = 0 in Theorem 1, one recovers [5, Theorem 1].

Also, a characterization of the rate-distortion function for
the model of Figure 2 can be readily obtained from the result
of Theorem 1 by setting S1 = 0. In this sense, Theorem I
can also be seen as a generalization of [8, Theorem 1] to the
case in which one of the decoders also recovers an individual
description.

Remark 2. The coding scheme that we use for the proof of
achievability of Theorem I requires that for the encoding and
decoding of the source component sy, the side information
sequences Yy and yy are used for the binning stage, but
not for the estimation stage. However, they are used for both
binning and estimation for the encoding/decoding of the source
component s.

IV. PROOF OF THEOREM 1
A. Proof of converse

Let R be a (D1, D2)-achievable rate for our Heegard-Berger
problem with degraded reconstruction sets and common re-
construction of Figure 1. Let ® be the associated encoding
function, and g1, g2, and g, the associated reconstruction
functions. That is, W = ®(Sp,8%), Sp = g(W,Y!),
Sg,l =g1(W,Y{") and 5';2 = g2(W,Y3") with

PV £ P(S5, # 85, or 55, # 8,) < en.

First, note that the imposed common encoder-decoders
reconstruction constraint for the source component sj implies
the following Fano’s inequalities,

(22)

1o 1 R ,
CH(S18,) < - +loga (ISP @23)
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1 A 1 R
~H(S3,1555) < — +logy([IS:[DP. 24)
Combining (22) and (24), one gets that
1 A A 1 . N
—H(S3,|85,) <€, and —H(Sy,[95,) <e,, (25
where lim,,—. o €/, = 0.
Next, for the first constraint on the rate R, we have
nR > HW|Y") (26)
> I(W; 57 S3(YY") 27
= I(WSy,; STy (Y (28)
(a) PN
> I(WS;ngs; STSTIYT) — 2ney, (29)
> I(WS3 ; STSH|YT) — 2ney, (30)
Note then that:
I(WSg; SPSpYT)
n
=Y I(WS3 ;8182081185 Y, Yi~ 'Yy (3

i=1

=Y I(WSs Y Y S Sy 81iS04Y1 ) (32)
=1

b\ & i— i—1 i1y i—

O S IW g Yy ST YT 8841 0)
i=1

> ZI(Wgéjslgg,s,i+1yli_IYIT,Lz‘-&-lYZ'_lg278»i5Sl,iSQ,i|Y1.,i)
i=1

where (a) holds using (25) and (b) holds using the following
Markov chain the justification of which will follow,

Y;_le(wv S';L,sv Yli_lv Y17.li+17 Si_lv S;_l’ YM)Q(SLZH S2,i)-

' (33)
At this stage, we pause to justify (33). We have the following
list of Markov chains and implications,

(a) (YQiil» Yliilv Si;l? S/Qiil)

Y1 o (Vg ST i1 9% 41, S1,6s S2.i)
=Yy e (Vi YT S S

(Y415 5141, 52,415 51,6, S2,4)
:’Q YQz‘—l - (Yl,i’yli—1’5i—175%'—1)

(W, Sg,s? Y1, ST i1, 95 15 S14 S2.4)(35)
S Y e (Vi YL St sit

(34

(W, SS,S, Y1, 51,0, 52,4) (36)
= Y2i71 - (Yl,iv VVa 5”21,55 Yii717 Y17,7‘i+17 55717 Séil)
- (S1,i,52,) - 37

where (a) holds since the source is memoryless and (b) holds
since W, and so 5”21 o are deterministic functions of (S}, S%).
Defining, for ¢ € [1 : n], the auxiliary random variables
Uoi = Wgé:elgél,s,i+1yzi_lyfi+1 and Up; = (UoqY{ ™),
the inequality (33) given

nRk > ZI(UO,iUl,iSQ,s,i; S1,i82,i|Y1,:) — 2ne,.  (38)

i=1

For the second constraint on the rate R, we have

nR > HWIYy) (39)
> I(W; SpSp|Yy) (40)
= I(W 8y ; S7S3|Y3) 1)
> I(WS3,S5 ; ST SPIYS) — 2ney, 42)
> I(WSg; STSHY3") — 2ne, 43)

= H(STS3|Ys) — H(S{LS£L|W§§ﬁSan) — 2ne, (44)
= H(S}Sy[Ys") — H(SPS5|W S5, Y5'") — 2ney
+H(STSy W S3 Y{") — H(STS5|W S5 Y5').(45)

The term [H (S S5 |W S5, Y{")— H(SpS5|WSg Y{")] on the
RHS of (45) can be written as

H(SySy|W Sy, Yi") — H(STSy|W Sy Y5

= I(S}Sy; Y WSy ,) — I(SPSy; Y |WSE,)  (46)
(i) Z[I(S?S& Y2,i|WSS’,SY2i_1Y17}i+1)
=1
—I(ST Sy Vi, WSy Yy 'Y y)] @)

[1(S1,i92,:; YQ,i\WS'S,sYQFIYf?iH)

IS

s
Il
-

—I(S1,iSa,; Ya | WSE Y31V )] 48)

S

[[(Sl,iSQ,i; Y2,i\Uo,iS'2,s,i)

i=1
—1(81,:82,i3 Y1,i|Uo,:52,5.i)] (49)
= [H(Sl,iSQ,i\Uo,i§2,s,iY1,7:)
i=1
—H(51,i52, UO,'LSZS,'LYZ,Z')] (50)

where (a) follows using Csiszar-Korner sum identity, applied
twice, and (b) holds since the following is a Markov chain,
the justification of which will follow,

(Siilv ﬁi+17S3717S£i+1) - (UO,i7~§2,s,i751,iy S2.i)
(Y1, Ya,). (1)

We pause to justify (51). This is obtained using the follow-
ing easy Markov chains and implications,

i—1 n i—1 n i—1 n
(YQ 7Y1,i+17S1 7Sl,i+1’S2 752,i+1)

(81,1, 52,:) o= (Y14, Y2,0) (52)
& W, 8 Y3 Vi, ST 8010, 551850

(51,1, 52,:) o (Y14, Y2,0) (53)
= (UO-,ivgls,ivSi_la Sin,i-k—l?‘sé_lv S2,i+1)

~o—(S1,i,52,:) o (Y14, Y2,0) (54)
= (5171, Sﬁi+175§-_17 Sait1)

- (Uo,is S2,,i, 1,5 S2,i) o (Y11, Yai)  (55)

and where (c) follows since W, and so SS s» are deterministic
functions of (ST, S%).
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Finally, we terminate the proof of converse of Theorem 1
by noticing that the reconstruction Sy,; = g(W,Y]") clearly
satisfies S1; = ¢'(Uo,i, Un,i, Y1,;) for some function ¢’. I

B. Proof of achievability

The proof of achievability of Theorem 1 is as follows.
First, we show the achievability of the following rate distortion
function,

R(Dl, Dz) = minmaX{I(U; 31S2|Y1), I(Uv7 S152|Y2)}
+I(Uy; $152|10) (56)

where the minimization is over all conditionals Py, s, s,
satisfying that (U, U;) —e- (S1,S2) —e- (Y1,Y3) is a Markov
chain and there exist functions ¢ and 1 such that:

Ed (S1,51) < D1Edy(Ss, 85)< Dy (57)

where

SZ = w(U) andgl = ¢(Y17 U7 Ul)' (58)

Next, we evaluate the above region with the choice U =
(U, 5'2) to recover the result of Theorem 1.

Codebook generation:
Generate 270 sequences u"(wy) following [, Py where
wy € [1 : 2"%] and set them in 2"Fo bins B™(w}) with
w} € [1: 2", Then, for each wy, generate 2" sequences
ul (wo, wy) following 7", Py, v with wy € [1 : 2"%1] and
set them in 2% bins B (w), w}) with w € [1 : 27F1]. Also,
fix a reconstruction function ¢ such that: Eds(S2,9(U)) <
Dy and denote 9" its n-letter extension such that 85, =
" (u” (wo).

Encoding:
Upon observing ST and S%, find an index wq € [1 : 2"f%]
such that:

(u" (wo), 83, 57) € T a5 » (59)
and an index w; € [1 : 2"%1] such that:
(uf (wo, w), u" (wo), s5,57) € T 5,5, - (60)

The encoder transmits w, and w},i.e., the indices of the bins
in which u™ and u7 lie. This encoding step has small error as
long as n is large and
R() 2 I(USng) 5
R1 2 I(Ul; 5152|U)

(61)
(62)

Decoding:
Decoder 2 reconstructs the sequences 55. To this end, it first
looks for the unique sequence u"(wp) € B™(wj) such that

(u™(wo), y3) € Tyl - (63)

Then, it sets 85, = 1™ (u"(wp)) as the final reconstruction.
(Note here that the reconstruction 5'2 can not depend on the
available side information sequence).

The error in this decoding step can be made arbitrarily small
as long as n is large and

Ro — R6 S [(U,YQ) ) (64)

Decoder 1 looks for a sequence u™ € B™(wy,) such that:

(u" (wo), y1') € T » (65)

and then looks for a sequence u} € B"(w{,w}) verifying:
(u" (wo), uf (wo, w1), y7') € T sy (66)

Then, from (u™(wo), u (wo,w1),y}) the decoder can recover
the reconstruction sequences 53 ; = ¥"(u"(wo)) and 87 =
¢(un(w0)7 u? (w(]v wl)v y?)

Similarly, the error in this decoding step can be made arbi-
trarily small as long as n is large and

Ry — R, < I(U;Yy) ,
Rl —Rll SI(U17Y1|U) .

67
(68)

Note that, in this scheme, if the encoding and decoding steps
are performed correctly are successful, then all terminals can
reconstruct §5 with essentially no error.

The rest of the proof follows by a standard application of FME
to eliminate Ry, R; and Ry from inequalities (61) — (68) and
substituting R = R}, + R, + R} to get the desired result. [J
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Abstract—Spatially-Coupled LDPC (SC-LDPC) ensembles
achieve the capacity of binary memoryless channels, asymptot-
ically, under belief-propagation decoding. In this work, we are
interested in the finite-length performance of these ensembles
on binary channels with memory. We study the average perfor-
mance of random regular SC-LDPC ensembles on single-burst-
erasure channels and provide tight bounds for the block erasure
probability. Further, we show the effect of expurgation on the
performance by analyzing the minimal stopping sets.

I. INTRODUCTION

Low-density parity-check (LDPC) codes are widely used
due to their outstanding performance under low-complexity
belief propagation (BP) decoding. However, an error probabil-
ity exceeding that of maximum-a-posteriori (MAP) decoding
has to be tolerated with (sub-optimal) BP decoding. Recently,
it has been empirically observed for spatially coupled LDPC
(SC-LDPC) codes—first introduced by Jiminez Felstrom and
Zigangirov as convolutional LDPC codes [1]—that the BP
performance of these codes can improve dramatically to-
wards the MAP performance of the underlying LDPC code
under many different settings and conditions, e.g. [2]. This
phenomenon, termed threshold saturation, has been proven
rigorously in [3], [4]. In particular, the BP threshold of a
coupled LDPC ensemble tends to its MAP threshold on any
binary memoryless symmetric channel (BMS).

Besides their excellent performance on the BEC and AWGN
channels, much less is known about the burst error correctabil-
ity of SC-LDPC codes. In [5], the authors consider SC-LDPC
ensembles over a block erasure channel (BLEC) where the
channel erases complete spatial positions instead of individual
bits. This block erasure model mimics block-fading channels
frequently occurring in wireless communications. The authors
give asymptotic lower and upper bounds for the bit and block
erasure probabilities obtained from density evolution. In [6],
the authors construct protograph-based codes that maximize
the correctable burst lengths, while the authors in [7] apply
interleaving (therein denoted band splitting) to a protograph-
based SC-LDPC code to increase the correctable burst length.

This work was conducted while N. Rengaswamy was visiting Bell Labs as
a research intern funded by a scholarship of the DAAD-RisePro programme.
The work of L. Schmalen was funded by the German Government in the
frame of the CELTIC+/BMBF project SASER-SaveNet.

Laurent Schmalen and Vahid Aref
Alcatel-Lucent Bell Labs
Stuttgart 70435, Germany
Email: {laurent.schmalen,vahid.aref} @alcatel-lucent.com

If windowed decoding is used, this approach results in an
increased required window length and thus complexity. Re-
cently, it has been shown that protograph-based LDPC codes
can increase the diversity order of block fading channels and
are thus good candidates for block erasure channels [8], [9];
however, they require large syndrome former memories if the
burst length becomes large.

In this paper, we consider the (d,,d.,w, L, M) code en-
semble introduced in [3] and derive tight lower bounds on the
correctability of a long burst of erasures. First, we consider
the case when a complete spatial position is erased and then
generalize the expression to the case where the burst can occur
at any position within a codeword. We show that estimating
the capability of correcting long burst erasures reduces to the
problem of finding small stopping sets in the code structure.
Also, we demonstrate that if we properly expurgate the en-
semble, then a random code from the ensemble has very good
average burst erasure capabilities. We focus on the general
(dy,de,w, L, M) code ensemble as the common protograph-
based approach contains unavoidable small stopping sets in
each spatial position, which are not recoverable if erased [10].

II. PRELIMINARIES

A. The Regular (d,,d.,w, L, M) SC-LDPC Ensemble

We now briefly review how to sample a code from a random
regular (d,,d.,w, L, M) SC-LDPC ensemble [3]. We first
lay out a set of positions indexed from z = 1 to L on a
spatial dimension. At each spatial position (SP), z, there are
M variable nodes (VNs) and M g—’({ check nodes (CNs), where
M % € N and d, and d. denote the variable and check
node degrees, respectively. Let w > 1 denote the smoothing
(coupling) parameter. Then, we additionally consider w — 1
sets of ]M% CNs in SPs L+ 1,...,L +w — 1. Every CN
is assigned ‘with d. “sockets” and made to impose an even
parity constraint on its d. neighboring VNs. Each VN in SP
z is connected to d,, CNs in SPs z,...,z+w — 1 as follows:
each of the d, edges of this VN is allowed to randomly and
uniformly connect to any of the wMd, sockets arising from
the CNs in SPs z,..., 2+ w — 1, such that parallel edges are
avoided in the resultant bipartite graph. This graph represents
the code so that we have n = LM code bits, over L SPs.
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Because of additional check nodes in SPs z > L, the code
rate 7 = 1 — §= — &, where § = O(%). Throughout this paper,
we assume that d, >3 and wM > 2(d + 1)d,.

B. Single-Burst-Erasure Channel Models

We introduce two channel models for computing the burst
erasure recoverability. First, the Single Position Burst Channel
(SPBC) erases all M VNs of exactly one SP in the transmitted
codeword and leaves all other bits undisturbed.

The second model is the more general Random Burst
Channel (RBC) whose burst pattern is denoted by RBC(¥,s,b)
where s € {1,..., M} is the starting bit index of the burst in
SP ¢ € {1,...,L}, indicating the offset from the first VN of
the SP ¢, and b is the length of the burst. Note that in general
0 < b < (L—€)M—s. As for the SPBC, all VNs in the random
burst are erased while all other VN are received correctly. We
sometimes omit the SP ¢ when referring to the RBC for the
following reason: neglecting boundary effects in the limit of
large enough L, all SPs are structured identically. With some
abuse of terminology, we will use the same notation to refer
to the channel itself, rather than the burst introduced by it.

While multiple models exist for a correlated erasure chan-
nel, like the Gilbert-Elliott model used in [6], we use this
model because it is sufficient to describe the scenarios that
we consider: for instance, the SPBC can be used to model
a slotted-ALOHA multiple access scheme where each user
transmits an SC-LDPC codeword over L time slots, but one
SP might be erased in the case of a collision. Additionally,
long burst erasures might occur in block fading scenarios, or
in optical communications with, e.g., polarization dependent
loss, where long burst erasures are common. Another scenario
is optical storage, where long erasure bursts may occur as well.

III. ERROR ANALYSIS ON THE SPBC

Let P5*®°(d,,d., w, L, M) denote the average block era-
sure (decoding error) probability of the (d,,d.,w,L,M)
ensemble on the SPBC under BP decoding, i.e., the probability
that the iterative decoder fails to recover the codeword. For
large enough M, size-2 stopping sets (each of which also form
a codeword) are the dominant structures in the graph that cause
the BP decoder to fail [10]. Stopping sets are subsets A of the
VN such that every neighbor of the VNs in A connects to .4
at least twice [11, Def. 3.138]. A minimal stopping set is one
which does not contain a smaller size non-empty stopping set
within itself. Hence, the number of size-2 stopping sets per
SP, denoted N5F, is a good starting point for analyzing the
performance of the ensemble. We have

PSPP° = Prob [At least one stopping set in a SP]
> Prob [N > 1]
- ]E[NSPZ] - (#M —3)d

EINy') (1 0 (Md,,,Q) ~EING) = Ase, (1)

Fig. 1. A size-2 stopping set from a (3,6) random ensemble. CNs
{c1,c2,c3} and VNs {v1,v2} have been labeled for convenience. CNs have
been expanded to show all their d. = 6 sockets. The solid edges indicate
definite connections and the dashed edges complete one configuration to form
a stopping set. Parallel edges are not allowed in the ensemble.

where (a) is the application of the second moment method
and (b) can be shown as follows: Define U;; = 1 if VNs ¢
and j form a stopping set, otherwise U;; = 0. Then N5 =
Di<ic j<um Uij where the summation is over all ( ) pairs of
VNs from a SP. We can see that Asp = E[N57] = (/) p where
p = E[U;;] is the probability of forming a size-2 stopping set.
Furthermore,

s -5 ¥
1<i<j<M
= > EUE + > E[U,;Uul
1<i<j<M (4,5)#(k,1)
i< k<l

where in the last step, >3, ;< E [UZ] = (Az/[)p as Uj; €
{0, 1} and the second term is over the remaining (1\24 )((1\24 )—1)
combinations. Using some combinatorial arguments, we can
show that IE[U”UM] = ]P)(U” = ].)P(Ukl = ].‘Uij = 1) <

2p/ (wM*”U_Qd ). As a result, we have

2(%)
(wM ch’vf%l,,)

M2
EN](1+ ———
[ 2 ]( +(§ZA{3)dl)7
which eventually implies (1). Note that following standard
arguments [10], [11, Appendix C], we can also approximate
the bound on PS"®° by a Poisson distribution with mean Agp,
for a large M, so that

PEPPC 1 —e”

E [N;‘PE] <EMN] | 1+

ASP 2 Asp. )

Both (1) and (2) are very tight when w > d, (which is a
prerequisite for constructing capacity-achieving codes [3]) as
otherwise, we have observed that the contribution of larger
stopping sets becomes non-negligible.

A. Calculation of p

We now calculate the probability p of finding a size-2
stopping set within an SP of a code uniformly sampled from
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Fig. 2. Monte Carlo simulations on the SPBC with a (3, 6) random ensemble
for w = 3 and w = 4, along with their respective theoretical lower bound (1).
The bound becomes tight very quickly with M.

an ensemble. As example, we randomly choose two VNs v;
and vy from an SP of the (d, = 3,d, = 6,w, L, M) ensemble.
First, we connect the d,, = 3 edges of v; to randomly chosen
empty sockets of d,, distinct CNs as described in Section II-A.
Let ¢y, co, c3 denote the CNs adjacent to v;. A stopping set
(and in this case, also a low-weight codeword) is formed if
and only if the edges of vy are connected to the same CNs,
i.e., ¢1, C2, cg. This situation is shown in Fig. 1: once we have
assigned d, CNs to v;, we have d. — 1 = 5 free distinct
sockets each for CNs ¢y, co, c3. Thus, the first edge of vy has
d,(d. — 1) = 15 ways to attach to these sockets, the second
edge has (d, — 1)(d. — 1) = 10 ways and the last edge has
(dy —2)(d. — 1) = 5 ways. In general, the edges of v, can be
connected to any of the wMd, — d, possible sockets.

By a counting argument, we can compute p = TT where
T is the total number of combinations by which the edges of
v9 can form a stopping set with v; and 7T is the total number
of combinations by which the edges of v, can be fit to the
possible CN sockets without forming parallel edges.

Hence, for a general (d,,d., w, M) ensemble we can cal-

culate p = “ with
dy—1

Too = [] (dv = i)(de — 1) = d!(de — 1)*
=0
dy

T = Z

i=

dy—1—1

(de —1 dy v

ot 5)
k=0

For large M, T can be well approximated by the dominating
summand (¢ = 0) leading to

N (dy — i) (de — 1)

dy!(d, — 1)%
P 11 (wMd, — (dy + i)de)

~ ((wM - dc)dU)dv .

3)

We observe that Agp = (Jél)p ~ O(M?=dv),
B. Simulations

We performed Monte-Carlo simulations where we randomly
selected a spatial position from the middle of the graph (to

- (dv + k)dc):| .

avoid boundary effects) to be erased, for each transmitted
codeword. At the receiver we performed BP decoding and av-
eraged over the ensemble. We counted 1000 decoding failures
for each M to assess the average block erasure probability
P5PBC. The simulation results for a (3,6) random ensemble
with w = 3 and w = 4 are shown in Fig. 2 along with
their respective lower bounds calculated using (1) and (3). We
observe that the bound indeed becomes a good approximation
for large M, since large-size stopping sets (larger than 2)
vanish. The simulation curve is slightly unstable because
counting 1000 failures is not enough to keep the sample
variance small as PSTBC decreases by O(M?2~),

IV. ERROR ANALYSIS ON THE RBC

We now generalize our results to the RBC, where a burst can
span multiple spatial positions and can be of arbitrary length.
Besides the stopping sets within a single spatial position, we
first have to derive an expression for stopping sets that span
multiple SPs.

A. Size-2 Stopping Sets across Coupled SPs

The results from Sec. III can be extended when the channel
is a RBC, i.e., the burst occurs at arbitrary location and
is of arbitrary length. This means that size-2 stopping sets
formed across coupled SPs will also contribute to decoding
failures. Hence, we will now calculate the probability that two
VNs chosen each from two coupled spatial positions form a
stopping set.

Let us first consider two VNs chosen from two adjacent
SPs: w.l.o.g, call them v; and vy chosen from SPs 1 and 2,
respectively. We immediately notice that the check positions
adjacent to vy are 1,2,...,w and to vy are 2,3,...,w + 1.
Hence, to form a stopping set, v; should not have any edge
connected to check position 1. This restricts the number of
favorable constellations [3] for v; to be (w — 1)%. Using the
same ideas as in Section III-A and restricting the constellations
for v{, we have

(w — 1)

Pa,2) = Wi

b,

where p can be approximated by (3). This idea can now be ex-
tended to VNs chosen from positions (1,3), (1,4),...,(1,w)
by restricting the number of favorable constellations for v;.
Hereafter, we will refer to these as size-2 (1,i)-stopping
sets. Hence, a (d,,d.,w, L, M) ensemble can be completely
characterized, for large enough M, by the vector

p(dy, de,w, L, M) = (p(1,1), P(1,2) - - - » P(1,w)) )
) w—(i—1) do
with pay=\—""

w

The average number of size-2 stopping sets of each type,
A(1,i)» can be calculated as

M
Ay = (2 >p(1,1) =Xsp 5 Ay =Mpay, 5

where i = 2,3,...,w. Again, we see that A1 ;) ~ O(M?~%).

157



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

1071 p -_—
r —— Simulation, 1000 failures

E --- Theoretical Approximation (6)
z

§ 1072 F

2

[~}

[}

3

g

43|

)

ERR U=

m

3

&

=

o

10,,1 | | | | Il Il Il Il Il
0 100 200 300 400 500 600 700 800 900 1,000
# VNs per Spatial Position (M)
Fig. 3. Monte Carlo simulations for a (3,6, 3,20, M) random ensemble

on the RBC with burst length b =
approximation (6).

1.25M, along with the theoretical

B. Performance on the RBC

Now let us see the effect of RBC(s,b) on the ensemble
in terms of the average block erasure probability, PL*°. For
keeping the expressions simple, let us assume in the example
that w = 3 and 0 < b < 2M. This means that the burst can
span a maximum of 3 SPs. Applying the same argument as in
Section III and assuming all values for s are equally likely,

i L = Py Pe2) Pes) P2 Pes) Pas
M

PBRBC ~

;(6)

s=1

Py =1- (n;k>p(171) for k =1,2,3,
Pl g1y =1 —mpmpi1pa 2y for k=1,2,
P pyo) =1 —mgpmypyopa sy for k=1,

where my = (M — s),me = min(b — my,M),mg =
(b —my — my) are the lengths of the burst in each SP that it
affects, progressing from left to right. If any of these lengths
is zero, all probabilities involving that length are 1, i.e., the
probability of forming no size-2 stopping sets involving the
SP corresponding to this (zero) length is 1. For general w and
longer bursts, this strategy can be extended for finding a very
good approximation for the average block erasure probability
for the ensemble.

To verify the tightness of (6), we again performed Monte-
Carlo simulations and counted 1000 decoding failures for
each M to assess the average block erasure probability PE®€.
For the sake of example, we fixed the burst length to be
b = 1.25M. We selected a value for s, uniformly from
{1,..., M}, for each codeword. The simulation results for
the (3,6, 3,20, M) ensemble are shown in Fig. 3 along with
(6). We see that (6) is indeed a tight approximation.

V. EFFECTS OF EXPURGATION
A. Minimal Stopping Set Size

As the performance is mainly dominated by size-2 stopping
sets, we can improve the burst erasure correction capability

Cc1 C2 C3 Cy Cs Ce

Fig. 4. A size-4 stopping set from an expurgated (3,6, w, L, M) random
ensemble. CNs {c1, c2,¢3,ca,c5,c6} and VNs {v1,v2,v3,v4} have been
labeled for convenience. The solid edges indicate definite connections and
the dashed edges complete one configuration to form a stopping set. Parallel
edges are not allowed in the ensemble.

by expurgating the ensemble and thereby removing all small
stopping sets. Observing that a size-2 stopping set, as shown
in Fig. 1, is built around 4-cycles, we can reduce the size
of the minimal stopping sets by removing small cycles from
the graph. For example, increasing the girth of the graph to 6
leads to minimal stopping sets (i.e., of smallest size) of size
dy + 1 [12].

B. Performance on the SPBC

We can use the same approach as in Section III-A to
calculate the probability of occurrence of the stopping set
shown in Fig. 4 within a spatial position of a code sampled
uniformly from the ensemble. Once again we have p = TT*S s
where T is the total number of combinations of the edges of
v1, Vg, U3, Uy that form a stopping set and 7' is the total number
of combinations by which these edges can fit to the available
CN sockets. Since T is the total number of combinations in
which the edges of (d, + 1) VNs can be assigned to sockets
ensuring no 4-cycles, we can again approximate it by its
dominant term as

dy(dy+1)—1

II

Jj=0

T~ (wMd, — jd.).

For a general (d,, d.,w, M) random ensemble, the expression
for Tss can be calculated as

dy i

1T T4 = 1)(dy =i+ 1)

=0 | j=1
ngzlo<drr;7m)+(dvfz‘,1) .
v
8 11 (wMd, — kd.) (Z)
k=31 20(dy—m)

Tss -

It can be verified that the last value for k£ in the above
expression is k = w — 1. Then, we can simplify and
rearrange the expression as

dy )
Tss = T1/2 H [(dc - 1)(d’U —i+ 1)11

i=1

d,!
(dy — i)’
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Fig. 6. The theoretical approximation (1) and (7) on PEPBC for various
ensembles in both the unexpurgated and expurgated scenarios.

dy(dyt1)

where, T /5 =[], (wMd, — kd.) is the first half of
the products in 7" which can be canceled while calculating p,
so that
T dv(dﬁl)—l
Tio

_dy(dyt1)
- 2

(wMd, — jd.).

Hence, for a general (d,,d.,w, L, M) ensemble, the proba-
bility of forming such a minimal stopping set of size (d, + 1)
can be shown to be

dy ; i !
N [1:2, [(de = 1)(dy — i+ 1)] (df:i)!
T Hdu(dv+1)_1(deU — jd.)

j= du(dy 1)

@)

which means the expected number of such stopping sets within
a SP of the code is Agp = (dl‘il)p. Using similar arguments

as in Section III, we have PJ'JC ~ Agp.

C. Comparison of Ensembles

We now compare the average performance of different SC-
LDPC ensembles on the SPBC. We fix the asymptotic design
code rate as r = %, the smoothing parameter as w = d,, and
plot the (tight) approximations on P3¢ of three ensembles,
namely (3,6), (4,8) and (5,10), for both the unexpurgated
and the expurgated cases in Fig. 6.

For the unexpurgated case, the average block erasure prob-
ability varies as PSP2¢ ~ O(M?~9). When the ensemble is
expurgated, the improvement is by an order of d“; L in M and
we have PSREC ~ O(M (4 T1)(2=dv)/2) Therefore, for a fixed
(asymptotic design) rate of %, a unit increase in d,, improves
the performance by a factor of about M ~%,

VI. CONCLUSION

We have analyzed random regular SC-LDPC ensembles on
the burst erasure channel and provided insights into improving
the block erasure probability by increasing VN degree and
expurgating the code. We have shown, through these results,
that the vector in (4) completely characterizes the average
ensemble performance on the erasure channel.

Future work will focus on, among others, finding good
approximations for the expurgated ensembles in the case of
the RBC model and to extend the considerations to the case
where we have independent random erasures besides the burst
erasures. We note that the vector in (4) will play a significant
role in the analysis of random erasures too.
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Abstract—The generator matrix of a polar code is obtained
by selecting rows from the Kronecker product of a lower-
triangular binary square matrix. The selection is based on the
Bhattacharyya parameter of the row, which is closely related
to the error probability of the corresponding input bit under
sequential decoding. This work investigates the properties of the
index set pointing to those rows in the infinite blocklength limit.
In particular, the Lebesgue measure, the Hausdorff dimension,
and the self-similarity of this set will be discussed. It is shown
that these index sets fulfill several properties that are common
to fractals.

I. INTRODUCTION

Applying the polarization transform proposed by Arikan [1]
to sufficiently many instances of a binary-input memoryless
channel, causes a portion of the resulting channels to have
a capacity close to one, while the remaining portion has a
capacity close to zero. These polarized channels can thus
be split into two sets: The set of “good” channels, and the
set of “bad” channels. Despite their importance for code
construction, very little is known about their structure. A recent
exception is the work by Renes, Sutter, and Hassani, stating
conditions under which polarized sets are aligned, i.e., under
which the good (bad) channels derived from one binary-input
memoryless channel are a subset of the good (bad) channels
derived from another [2].

Polar codes are Kronecker product-based codes. Such a code
of block-length 2" is based on the n-fold Kronecker product
G(n) := F®", where

1 0
F::{l 1]. (1)

Following the terminology of [3], a rate-K /2" Kronecker
product-based code is uniquely defined by a set F of K in-
dices: Its generator matrix is the submatrix of G(n) consisting
of the rows indexed by F. For polar codes, in which each row
of G(n) can be interpreted as a (partially polarized) channel,
F consists of rows corresponding to the K channels with the
lowest Bhattacharyya parameter [4] (see Section II).

That Kronecker product-based codes, such as polar
codes [1] or Reed-Muller codes, possess a fractal nature has
been observed in [3], where it was noted that G(n) resembles
a Sierpinski triangle. Much earlier, Abbe suspected that the set
of “good” channels has fractal nature [5]. Nevertheless, to the
best of the author’s knowledge, no definite statement regarding
this fractal nature has been made yet. In this paper, we try
to fill this gap and present results about the set of “good”
channels (Sections III). Specifically, we study the properties
of the set F for infinite blocklengths, i.e., for n — oo.

To simplify analysis, we represent every infinite binary
sequence indexed in F by a point in the unit interval [0, 1].
Let 2 = {0, 1} be the set of infinite binary sequences, and
let b := (byby---) € Q be an arbitrary such sequence. We
abbreviate b := (biba - - - by, ). Let (2,8, P) be a probability
space with B the Borel field generated by the cylinder sets
SO") :={w € Qw1 =by,...,w, = bz} and P a probability
measure satisfying P(S(b™)) = 1/2". The following function
f: Q@ — [0,1] permits us to convert these sequences to real

numbers:
oo

bn
F0) =2 5% @
n=1
Letting D := [0,1] N {p/2™: p € Z,n € N} denote the set
of dyadic rationals in the unit interval, we recognize that f is

not injective:

Example 1. f maps both b = (01111111---) and b =
(10000000 ---) to 0.5. We call the latter binary expansion
terminating.

However, as the following lemma shows, f is bijective if
we exclude the dyadic rationals:

Lemma 1 ([6, Exercises 7-10, p. 80]). Let Bg 1] be the Borel
o-algebra on [0, 1] and let \ be the Lebesgue measure. Then,
the function f in (2) satisfies the following properties:

1) f is measurable w.rt. B 1

2) f is bijective on Q\ f~1(D)

3) forall I € By, P(f~H(I)) = A(I)

We believe that the results we prove in the following not
only improve our understanding of polar codes: Since its
introduction in 2009, the polarization technique proposed by
Arikan has found its way into areas different from polar
coding. Haghighatshoar and Abbe showed in the context
of compression of analog sources that Rényi information
dimension can be polarized [7], and Abbe and Wigderson used
polarization for the construction of high-girth matrices [8].
Recently, Nasser proved that a binary operation is polarizing
if and only if it is uniformity preserving and its inverse
is strongly ergodic [9], [10]. We believe that our results
might carry over to these areas as well and point to possible
extensions in Section IV.

II. PRELIMINARIES FOR POLAR CODES

We adopt the notation of [1]: Let W: {0,1} — ) be
a binary-input memoryless channel with output alphabet ),
capacity 0 < I(W) < 1, and with Bhattacharyya parameter

ZW) = > V/W(ylo)W(y[1). 3)

yey
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That Z(W) =0 I(W)=1and ZW)=1<I(W) =0
is a direct consequence of [1, Prop. 1].

The heart of Arikan’s polarization technique is that two
channel uses of W can be combined and split into one use of
a “worse” channel

1
W3 (yilur) := B D Wiyilw & u2)W(yoluz) — (4a)
u2

and one use of a better channel

1
W3 (y3, urfug) == §W(y1|u1 © uz)W (y2|us) (4b)

where uy,us € {0,1} and y1,y2 € ). In essence, the combin-
ing operation codes two input bits by F' in (1) and transmits
the coded bits over W via two channel uses, creating a vector
channel. The splitting operation splits this vector channel into
the two binary-input memoryless channels indicated in (4). Of
these, the better (worse) channel has a strictly larger (smaller)
capacity than the original channel W, i.e., I(W3) < I(W) <
I(WJ}), while the sum capacity equals twice the capacity of the
original channel, i.e., I(W3) + I(W3) = 2I(W) [1, Prop. 4].

The effect of combining and splitting on the channel capac-
ities I(WY) and I(W3) admits no closed-form expression; the
effect on the Bhattacharyya parameter at least admits bounds:

Lemma 2 ([1, Prop. 5 & 7]).
Z(Wy) = q1(Z(W)) = Z2(W) < Z(W)
Z(W) < Z(W3) < go(Z(W)) = 2Z(W) — Z*(W)

(5a)
(5b)

with equality if W is a binary erasure channel.

Channels with larger blocklengths 2", n > 1, can either be
obtained by direct n-fold combining (using the matrix G(n))
and n-fold splitting, or by recursive pairwise combining and
splitting. For b™ € {0,1}", we obtain

(W;Z W ) = (WQ”ZEI,WQZL) )

where "0 and b"1 denote the sequences of zeros and ones
obtained by appending 0 and 1 to b, respectively. Note that
g1 and go from Lemma 2 are non-negative and non-decreasing
functions mapping the unit interval onto itself, hence the
inequality in (5b) is preserved under composition:

Z(W3:) < por(ZW)) 1= g, (95,2 (- 90, (Z(W)) )
)
The channel polarization theorem shows that, with proba-
bility one, after infinitely many combinations and splits, only
perfect or useless channels remain, i.e., either I(W2) =1 or
I(W2) =0 for b € {0,1}°. This is made precise in:

Proposition 1 ([1, Prop. 10]). With probability one, the limit
RV Io(b) := I(W2)) takes values in the set {0,1}: P(I, =
1)=IW)and P(Ioc =0)=1—-I(W).

If the polarization procedure is stopped at a finite block-
length 2™ for n large enough, it can still be shown that the vast
majority of the resulting 2™ channels are either almost perfect
or almost useless, in the sense that the channel capacities
are close to one or to zero (or, that the corresponding Bhat-
tacharyya parameters are close to zero or to one). The idea of

polar coding is to transmit data only on those channels that are
almost perfect: n-fold combining, which employs the matrix
G(n), leads to 2™ virtual channels, each corresponding to a
row of G(n). The channels with high capacity are indicated
by the set F, and the generator matrix of the corresponding
polar code is precisely the submatrix of G(n) consisting of
those indicated rows.

The difficulty of polar coding lies in code construction, i.e.,
in determining which channels/row indices are in the set F.
This immediately translates to the question which sequences
b € {0,1}°° correspond to combinations and splits leading to
a perfect channel (or which finite-length sequences b™ lead to
channels with capacity sufficiently close to one). Determining
the capacity of the virtual channels is an inherently difficult
operation, since, whenever W is not a binary erasure channel
(BEC), the cardinality of the output alphabet increases expo-
nentially in 2" [11, Ch. 3.3], [12, p. 36]. To circumvent this
problem, Tal and Vardy presented an approximate construction
method in [13], that relies on working with reduced output
alphabet channels that are either upgraded or degraded w.r.t.
the real channel. As these upgrading/degrading properties —
mentioned earlier in Korada’s PhD thesis [12] — will play a
fundamental role in this work, we present

Definition 1 (Channel Up- and Degrading). A channel
W=: {0,1} — Z is degraded w.r.t. the channel W (short:
W= < W) if there exists a channel P: Y — Z such that

W™ (zlu) = > W(ylu)P(=ly). ®)

yey

A channel W+: {0,1} — Z is upgraded w.r.t. the channel W
(short: W »= W) if there exists a channel P: Z — ) such
that

W(ylu) =Y W (zu)P(y|2). ©

zEZ
Moreover, W+ = W if and only if W < W,

The upgraded (degraded) approximation remains upgraded
(degraded) during combining and splitting:

Lemma 3 ([12, Lem. 4.7] & [13, Lem. 3]). Assume that
W= W < WT. Then,

(W) < I(W) <I1(W) (10a)
Z(W™) > Z2(W) > Z(WH) (10b)
W< Wy (W (10c)
W) < W < (W) (10d)

It can be shown that the better channel (4b) obtained
from combining and splitting is upgraded w.r.t. the original
channel (as already mentioned in [11, p. 9]). That the worse
channel (4a) is degraded holds at least for the BEC:

Lemma 4. W < Wi. If W is a BEC, then W9 x W < W3.
Proof. The proof of the first part follows by choosing

]-7 if Yy=19y2
0, else.

P(ylyi,u1) —{ (11)
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For the BEC, note that if I/ has erasure probability €, then
W4 is a BEC with erasure probability €2 and WY is a BEC
with erasure probability 2¢ — €2 [1, Prop. 6]. The channel
W4 is an upgrade of W, because it can be degraded to W
by appending a BEC with erasure probability €/(1 + €). The
channel WY is degraded w.r.t. W by appending a BEC with
erasure probability e. O

III. PROPERTIES OF THE SETS G AND B

In this section we develop the properties of the sets of good
and bad channels. For the sake of brevity, we only sketch the
proofs here; complete proofs are given in [14].

Definition 2 (The Good and the Bad Channels). Let G denote
the set of good channels, i.e.,

reGedbe fla): (W) =1; (12)
let B denote the set of bad channels, i.e.,
reBe e fx): I(W)=0. (13)

Proposition 2. For almost all x, there exists a value 0 <
I(x) < 1 such that Z(W) < 9(zx) implies © € G. If W is a
BEC, then additionally Z(W) > 9(x) implies © € B.

Sketch of Proof: This proposition is an adaption of [15,
Lem. 11] to our setting: The lemma states that, for P-
almost every sequence b, there is a threshold 6(b) such that
lim,, —, o0 ppn (2) converges to zero (one) if z is smaller (larger)
than 0(b). The rest follows from Lemma 2. |

Note that if W is not a BEC, it may occur that Z(W) >
J(f(b)) while still I(W2%) = 1. This in turn opens the
question whether the set of good channels is (almost surely)
increasing with decreasing Bhattacharyya parameter: Are there
channels W and W' (from the same family) with good channel
sets G and G’, respectively, such that Z(W) > Z(W') >
O(f(b)), but I(WL) =1 and I(W’'%) = 07 We leave this
question for future research but mention that Proposition 2
answers it negatively for BECs: The set of good channels for
a BEC is also good for any binary-input memoryless channel
with a smaller Bhattacharyya parameter [16].

Example 2. For x € D, ¥(z) = 1: If Z(W) < 1, ie,
if the channel is not completely useless a priori, the non-
terminating expansion of z will make it a perfect channel
(cf. Proposition 3).

Example 3. Let © = 2/3, hence f~!(x) = 101010101 - - -.
The binary expansion is recurring. It thus suffices to consider
exactly one period of the recurring sequence and determine
its fixed points. In this case we get pio(z) = 222 — 2%, Its
fixed point lies at the intersection of pip(z) and z; removing
the trivial intersections at z = 0 and z = 1 leaves two further
roots at (+v/5 — 1)/2. One of these roots lies outside [0, 1]
and is hence irrelevant. The remaining root determines the
threshold: 9¥(2/3) = (v/5 — 1)/2. Now let W be a BEC with
erasure probability e = Z(W) = 1(2/3). Since € = ¥(2/3) is
a fixed point of the iterated function system corresponding to
the recurring binary expansion, one gets Z (W£1<2/ 3)) =e¢

{0,1}. This example illustrates why Proposition 1 holds only
almost surely.

Proposition 3. G N B =D.

Sketch of Proof: The proof is based on the fact that
dyadic rationals admit two possible binary expansions (see Ex-
ample 1): The Bhattacharyya parameter of the non-terminating
expansion a®111---, for a* € {0,1}* an appropriate prefix,
is driven down to zero by squaring Z( 2“:) infinitely often.

The terminating expansion has the same prefix a* with
the last bit inverted. All binary sequences starting with this
prefix lead to a channel that is upgraded w.r.t. the one
corresponding to the terminating expansion (Lemmas 3 and 4).
By Proposition 1, some sequences with this prefix lead to bad
channels, hence the terminating expansion must lead to a bad
channel as well. |

That the intersection of the sets of good and bad channels
is non-empty is a direct consequence of the non-injectivity of
f. Note further that this intersection cannot be larger, since
D is the only set to which f maps non-injectively. Since D,
a common subset of G and B, is dense in [0, 1], both the set
of good channels and the set of bad channels are dense in the
unit interval. But even if dyadic rationals are excluded, results
about denseness can be proved:

Proposition 4. G\ D is dense in [0,1]. If W is a BEC, then
also B\ D is dense in [0, 1].

Sketch of Proof: We sketch only the first part of the
proof, the second part involving BECs follows along the same
lines. The proof is based on the polynomial py(z). Let b
be an arbitrary prefix (corresponding to a dyadic rational),
leading to a Bhattacharyya parameter Z (W2, ). There exists
a sequence a* with one zero and sufficiently many ones such
that p,«(2) < z for all z below a certain threshold z*(a*) >
Z(WL). Tt follows by Lemma 2 that Z(W2'@"a") <
Parar.. (Z(WE)) — 0, hence f(b"aFa®---) € G. Finally,
between any two dyadic rationals a rational can be found with
binary expansion b"aFa” ... that satisfies these properties.
This proves that the good channels are dense even excluding
the dyadic rationals. The inequality in Lemma 2 is the reason
why denseness of bad channels can only be proved for BECs.

|
The proposition states that, at least for the BEC, there is no
interval which contains only good channels. Hence, given a
specific channel WQI’;, it is not possible to assume that a well-
specified subset of channels (e.g., all WO”: @ for a starting with
1) generated from this channel by combining and splitting
will be perfect. The construction algorithm for an infinite-
blocklength, vanishing-error polar code hence cannot stop at
a finite blocklength, as it can be done for a finite-blocklength
polar code, cf. [17].

Proposition 5. G is Lebesgue measurable and has Lebesgue
measure N(G) = I(W). B is Lebesgue measurable and
has Lebesgue measure A\(B) = 1 — I(W). The Hausdorff
dimensions of G and B satisfy d(G) =1 and d(B) = 1.

Sketch of Proof: The proof for the good channels follows
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Fig. 1. The polar fractal for a BEC. The center plot shows the thresholds ¥(x) for « € [0, 1], while the bottom and the top plots show these thresholds for
the scaled and shifted sets [0,0.5] and [0.5, 1], respectively. Hence, the thresholds in the top plot are larger than the thresholds in the center plot, which are
larger than those in the bottom plot. The set G is obtained by setting each value in the plot to one (zero) if the erasure probability e is smaller (larger) than
the threshold.

from the fact that A(G) = A(G \ D), from Definition 2 stating for all n and all k, G, (k) = Gny1(2k — 1) U Gny1(2K) is
quasi self-similar to its right half:

and from Proposition 1; the proof for the bad channels follows Gn (k) C 2Gn+1(2k) = k2 (15

along the same lines. That the Hausdorff dimension of both  Jf W is a BEC, G, (k) is quasi self-similar:

sets is unity follows from the fact that the one-dimensional

Hausdorff measure of a set equals its Lebesgue measure up to 2Gn4+1(2k — 1) — (k= 1)27" C Gu(k) C 2Gn11(2k) — k27"

a constant [18, eq. (3.4), p. 45]. | (16)
Note that dCSpitC the fact that /\(QUB) =1,GUB C [O, 1] Sketch Of Proof: We OIlly prove the result for x ¢ D,

The reason is that convergence to good or bad channels is only

almost sure, and that there may be channels Wé’c which are

v¢Dizege (WL @)=1, (14)

since the dyadic rationals are self-similar and since D C G.

! If b} = biby---b, is the terminating binary expansion of
neither good nor bad (see Exgmple 3). (k — 1)27", every value in [(k — 1)2~",k2"] has a binary
We finally come to the claim that polar codes are fractal. expansion ba for some a € {0,1}>, where b, = 1 if

Following Falconer’s definition [18, p. xxviii], a set is fractal 4 only if (k — 1) is odd. Similarly, and since (2k — 1)
if it is (at least approximately) self-similar and has detail on

arbitrarily small scales, or if its fractal dimension (e.g., its
Hausdorff dimension) is larger than its topological dimension.

is always odd, every value in [(2k — 1)27"71 k27"] has a
binary expansion b}1a’ for some o’ € {0,1}>°. Assume that
a’ = a. Then, by Lemmas 3 and 4, fé " Wé)é“l“ for all

Whether or not the rﬁ:sult shown bjclow will convince the a. Hence, if f(bPa) € G (k). then f(b'1a) € Gps1(2k). The
reader of this property is a mere question of definition; strictly ' : n1 ., noY _ f£(pn

) R A proof follows by showing that 2f (b 1a) — f (b, 1) = f(bRa).
speaking, we can show only quasi self-similarity of G:

For the BEC, the proof follows from the fact that by Lemmas 3
Proposition 6. Let G, (k) := GN[(k—1)2"", k27" for k= and 4, W2 < W2 for all a. n
1,...,2™ G = Go(1) is quasi self-similar in the sense that, In other words, at least for the BEC, G is composed of two
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similar copies of itself (see Fig. 1). Along the same lines, the
quasi self-similarity of B can be shown.

Example 4. By careful computations we obtain J(1/6) ~
0.214, 9(1/3) ~ 0.382, and ¥(2/3) = 0.618. Indeed, if we
consider 1/3 in G, then 1/6 and 2/3 are the corresponding
values in G; (1) and G;(2). Since ¥(1/6) < 9(1/3) < ¥(2/3),
for the BEC we have the inclusion indicated in Proposition 6.

IV. Di1scussiON & OUTLOOK

That polar codes satisfy fractal properties has long been
suspected: Every nontrivial, partly polarized channel W§Z
gives rise, by further polarization, to both perfect and useless
channels, regardless how close I(W.) is to zero or one.
This fact is reflected in our Propositions 3 and 4, which state
that the good channels are dense in the unit interval (and so
are the bad channels for BECs): A partial polarization with
sequence b" corresponds to an interval with dyadic endpoints,
and denseness implies that in this interval there will be both
perfect and useless channels. Proposition 6, claiming the self-
similarity of the sets of good and bad channels, goes one step
further and gives these sets structure: If a channel polarized
according to the sequence b™a is good, then so is the channel
polarized according to b"1a. Proposition 2 is also of interest
in this context: In [14, Prop. 3], we prove that the thresholds
Y(x) are symmetric, in the sense that 9(1 —z) = 1 —9(z), a
fact that is also visible in Fig. 1.

An obvious extension of our work should deal with the
fractal properties of non-binary polar codes. If ¢ is a prime
number, then every invertible ¢ x ¢ matrix with entries from
{0,...,q — 1} is polarizing, unless it is upper-triangular [11,
Thm. 5.2]. The n-fold Kronecker product of one of these
matrices generates £ channels. It should be easily possible to
design a function mapping {0,...,¢ —1}* to [0, 1] (cf. (2)),
admitting an analysis similar to the one presented in this paper.
Since choosing appropriate polarization matrices for non-
binary alphabets is not trivial, we propose to evaluate choices
based on the properties of the corresponding polar fractal
(see Fig. 1). This would, in addition to error probabilities or
polarization rates, present another objective for the design of
non-binary polar codes.

Whether binary or not, it is presently not clear if our infinite-
blocklength results can be carried over to practically relevant
finite-length codes. If this was the case, a possible application
of our results would be code construction, which requires
knowledge about the structure of the set of good channels.
Future work shall investigate this issue.
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Abstract—We consider the problem of sampling a discrete
Gaussian distribution whose support is an n-dimensional lattice.
Fast sampling algorithms for lattices decomposed as a finite
union of cosets are proposed. This includes the low dimensional
lattices with the best coding gains, their duals, and the 24
dimensional Leech lattice. Qur methods are then applied to
assess the performance of recent sampling-based codes for the
AWGN channel, illustrating the gains of the discrete Gaussian
distribution.

In the derivation of our algorithms, a number of results
concerning the theta series of notable lattices will be discussed,
including relations between the theta series and its derivatives to
the power and rate of a lattice Gaussian code.

I. INTRODUCTION

In recent capacity achieving lattice coding schemes for the
AWGN channel [7] and for the semantically secure wiretap
channel [8], the sent vector is drawn from a discrete Gaussian
distribution whose support is a multidimensional Euclidean
lattice, as in Figure 1. Other applications of such a distribution
include some of the state-of-the-art lattice-based cryptographic
models (e.g. [11], [2]), and the generation of information
theoretic secure secret keys [9].

A worth element towards practical implementations of all
aforementioned schemes is the ability of sampling from the
lattice Gaussian distribution. This is not a trivial task, and
even unidimensional samplers for the lattice Z have been
object of research (see [5], [6] and [2, Sec. 5.1]) - in fact,
most multidimensional samplers use them as sub-routines. An
obstacle for these algorithms is sampling over Gaussians which
are not sufficiently flat, i.e., when the variance parameter o is
small or moderate.

In this work we focus on specialized algorithms for lat-
tices commonly used for coding. We propose algorithms for
sampling on lattices obtained from constructions A, B, their
complex versions, and the density doubling construction. This
includes the low dimensional lattices with best coding gain,
their duals, and the 24 dimensional Leech lattice. In the deriva-
tion of our algorithms, a number of results concerning the theta
series of these lattices and their relations to coding parameters
will be discussed. Particularly interesting are closed form
expressions for the power and rate of a lattice Gaussian code
(Prop. 5) in terms of the theta series and its derivative.

Our algorithms output the correct distribution for the spe-
cific lattices and any o, comparing favorably to universal
Markov Chain based algorithms like [14]. For a concrete

example, sampling within statistical distance 10~% from the
centered discrete Gaussian over the Leech lattice Agy in the
worst case o = 1/\/% requires 13434 iterations (cf. [14,
Eq. 26 and Lem. 3]), or 24 x 13434 = 322416 calls of an
unidimensional Z-sampler. In a huge contrast, the number
of calls of the Z-sampler for our tailor-made Leech lattice
sampler is 24. This is the same contrast between universal
decoders (e.g. the sphere decoder) and specialized decoders
for particular lattices (e.g., root lattices, etc.).

The rest of this paper is organized as follows. In Section III
we review unidimensional samplers for cosets of the lattice
Z + c. In Section IV, we describe a general principle for
lattices decomposed as the union of cosets, which is then
applied in Sections V-VII to several lattices obtained from
codes. In Section VIII, we apply our algorithm to assessing
the codeword error probability performance of lattice Gaussian
codes [7] for a code based on the Leech lattice Aoy.

Fig. 1. Distribution obtained from the A sampler (Sec V). Blue and red dots
correspond to points in Z @ V/3Z and Z&/3Z+ (1/2, \/5/2), respecitively.

II. PRELIMINARIES AND NOTATION
A. Lattices

We consider real and complex lattices. A real lattice A
is a discrete additive subgroup of R", whereas a complex
lattice is a discrete additive subgroup of C™. A complex
lattice can be always identified with a real lattice in R2" in
a straightforward way by considering the real and imaginary
parts. For example, when w = —1/2 + /3/2i, the lattice of
Eisenstein integers Zjw] = {a + bw : a,b € Z} is identified
with the real hexagonal plane lattice denote by Ay [4].

There are classical ways of constructing lattices from error
correcting codes. Let C C 3 be a linear code and P, C F3
be the parity-check code. By identifying the elements of [Fo
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as elements of Z we can write the constructions A and B of
C via the“code-formulas”:

AA(C) = 2Z" +C and Ap(C) = 4Z" + 2P, +C. (1)

Alternatively Ap(C) = 2D,, + C, where D,, = Aa(P,). We
can write analogous formulas for complex lattices:

A4(C) = 0Zw]" +C and A(C) = 6*Z[w]™ + 6P, +C, (2)

where 0 € Z[w] is a prime with norm |§|> = pand C C F, is a
linear code. Again, Ag(C) = 0A,, +C, where A,, = A4(P,).

B. Jacobi Theta Functions

Let A be a lattice and ¢ a vector in R"™. The theta series of
A + ¢ is defined as:

@A-‘rc(T) = Z e—ﬂ'THyH2 — Z 6_7r7'HZ+cH2. (3)

yEA+e xEA

The theta series provides useful information about a lattice,
such as its minimal norm, kissing number and determinant
(for undefined terms, see [4]). In Communications, the theta
series bounds the probability of error of a lattice code used for
the Gaussian channel (see, e.g. [4, Ch. 3, Eq. (35)]) and for
the Gaussian wiretap channel [10] among other applications.

The theta series of all lattices discussed in this paper can be
written in terms of the Jacobi theta functions (in what follows,
letq=e"",7>0and z =1ir):

oo ] o, e} o,
03 (E|Z) = § 621m5+7r1zm — § COS(me)eﬂlzm
[e'S) ) e’} )
bo(r)i= Y ()= Y g

Notice that 6(7), and 63(r) are the theta series of the
unidimensional lattice Z and its shift Z + 1/2, respectively.
More generally (see Eq. (2.2.5) of [1]):

o0

0o
®Z+C(T) = E 677”—(/’”7%)2 =72 E eQT&"L”HLC*?T’rnZ/T

m=—oo m=—oo
= 77205 (nclit™Y).

“
For numerical aspects and efficient evaluations of the Jacobi
series the reader is referred to [1, Ch. 2-3].
C. Discrete Gaussian Distributions

. . =) ?
Define the Gaussian function p,(x) = e 2.2

discrete set S C R", let

Po(8) =3 pola).

xzeS

and, for a

The discrete Gaussian distribution over A+ c is defined as the
distribution with support in A + ¢, such that the probability
of choosing a vector y € A + ¢ is proportional to p,(y). We
denote the probability that a random vector drawn according
to the discrete Gaussian distribution is equal to y € A + ¢ by

po(Y) po(x + )

— 5
A1) Orreoe) O

DA+c,o’ (y) =

Some simple but useful properties of Dy (y) are stated
next:

Proposition 1. The lattice Gaussian distribution satisfies:

(1) Da(A+c),ﬂ(ay) = DA+c,o/a (y)
(i) D(A1+01)€D(A2+02) (yla y2) = DA1+01 (yl)D/\2+Cz (y2)'

A lattice Gaussian sampler is an algorithm that outputs a
point y € A + ¢ with probability D¢ »(Y).

III. BUILDING BLOCKS: GAUSSIANS OVER Z + ¢

Unidimensional discrete Gaussians are the building blocks
for the main multi-dimensional samplers, including the ones
described in this paper. Efficient practical samplers over Z can
be found e.g., in [5], [6] and all these methods can be used
as subroutines our algorithms. A theoretical method described
in [2] shows that it is possible to output the exact distribution
Dy . by calling a continuous Gaussian sampler and using a
rejection principle. The expected number of iterations is [2,
Sec. 5.1]) (consider 0 < ¢ < 1 for simplicity):

e’} 1—c
po(€) + pol1 =) + [ pola)da + [1° po(a)de
@ZJr(:(ﬁ) .
Using Equation (4) we can prove that the expected number of
iterations tend to 1 as ¢ — 0 or ¢ — 1. Numericaly evalu-

ations for the probability of acceptance (inverse of expected
iterations) are shown in Fig. 2.

(6)

Fig. 2. Acceptance probability as a function of o for fixed | = 1 (left) and
fixed ¢ = O (right). In the worst case, ¢ = 0 and o ~ 0.412680, the average
number of iterations is no bigger than 1.426764

IV. COSET DECOMPOSITIONS

Suppose that the lattice A can be decomposed as the disjoint
union of cosets A = (J,.o A"+ c. Let p. = Dy o(c+ A’) be
the probability that a point drawn from a discrete Gaussian in
A lies in the coset A’ 4+ ¢. A general principle for sampling A
is the following:

1) Pick a vector ¢ at random, with probability p..

2) Pick a vector from Dysy., and output it.

The procedure outputs a point c+x € ¢+ A’ with the correct
probability peDprtco(c+ @) = Dp (¢ + ). To apply the
general principle we to calculate the probabilities p., samplers
for shifts of the superlattice A’ and a systematic description
of the cosets.

The following table is a collection of results on the theta
series of some lattices constructed from codes. To facilitate
the statements, let

do(T) := 03(7)05(37) + O2(7)02(37),
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d1(7) := 02(7)05(37)+03(7)02(37) =

$o(1/3) — do(7)

do(T) := 3
(¢o and ¢ differ from [4] by a change of variables).

Proposition 2. Letr A = A’ + C be a lattice obtained from
Construction A, B, A, (§ = /=3 or 0 = 2) or B, (0 = \/=3).
The probability of each coset, Dy (A’ + ¢), depends only on
the Hamming weight of c.

Proof. See Table A. The result for Constructions A, B, and
A, followsfrom [4, p. 184], [4, Thm. 15, p. 191] and [12].
The result for Construction B, seems to be unpublished. For
Construction B, § = 2, a result depending on the complete
weight of c is proved in [3]. O

| form (o, B, ..

[ Construction [ Theta Series of a Coset
A 02(41)w03(4T)" W
. /D00 w1
(1/2)03(47)" + (1/2)04(47)"  w =
Ac O =2 61 (A7) o (A7)~
Ac,0 = /=3 $2(37) o (3T)" Y
(1/3)¢2(37) o (3T)" " w>1
Be,=v—3 (1/3)(¢0(37)™ + 2(d0(97) — $2(97))") w =0
TABLE 1
THETA SERIES OF A COSET A’ + ¢, WT(c) = w, FOR SEVERAL
CONSTRUCTIONS

In the constructions listed above, item 1) can be split in two
parts. Let A,, be the number of codewords of weight w in C.
Take any codeword ¢,, and define p,, = Ay DA (A + cy)-

1) Choose w € {0,1,...,n} with probability p,,.

1”) Choose a codeword in C uniformly at random over all
codewords of weight w.

If the code has small cardinality, item 1) can be performed
by listing the codewords and organizing them by weight (this
process can be done ad-hoc, only once for any number of
samples). For some structured higher dimensional codes, we
can explore their symmetries to get around the listing (see
Section VII for the case of the binary Golay code).

V. BASE-LATTICES

Of course one can sample over Z™ + ¢ with complexity n
times the complexity of sampling over Z + c. This is enough
to sample binary Construction A lattices. As it happens, for
sampling Construction B and Construction A. lattices, we
need to know how to sample over shifts of the base lattices
Ay and D,,.

A. The lattice Ao

An efficient sampler for the As lattice is based on the
decomposition of As as the disjoint union of two translates
of a rectangular lattice. This follows from noting that the

%92(7 /4)0(37/4), and rectangular lattice 7 & /37 is a sublattice of Ay of index

2. We can write

Ay = (Z@ﬂZ)U(Z@\[Z—F (2 {))

From this:

03 ( 271'(7'2 )03( 2702 )
63( 2wo? )93( 2mwo? ) + 92(27“72 )92 ( 2mo? )
Note that if ¢ is small, all mass is concentrated in the origin,

hence D AQ,U(Z &) \/§Z) ~ 1, and if o is large, the distribution
is flat, therefore Da, ,(Z @© V/37Z) ~ 1/2.

Da,.(Z®V32) =

B. The lattice D,, and the shift D,, + (o, 3,...,3)

Using Construction A, write D,, = 2Z™ + C, where C is a
parity-check code (n,n — 1)a. For sampling Construction B
we need samplers over a shift of D, lattice, by a vector of the
, ). We begin by calculating the theta series of
the shift via Construction A. Some of these calculations can
be found in [4] for (o, 8) = (0,0),(1/2,1/2), and (1,0).

Proposition 3. Let

Ln—1)/2)
We(X,Y)= > (21 )Y”X"—l—?l and
=0
g1/} ™
A X.Y) = YQZ*an72l
W= S (50))

i=1

be the weight enumerators of the vectors in IFS_I with even
and odd weights, respectively. We have

@Dn—i—(al,ﬁn_l) (Q) = ®Z+% (q4)We(@Z+§ (q4)7 @Z+B# (q4))+
+ @Z+°‘Tﬂ (q4)Wo(ez+§ (q4)7 624_3% (q4))'

The case 5 = a = 1/2 is very particular, since the theta
series of all cosets ¢+ (1/2,...,1/2)+2Z" are equal. Hence,
a simple sampler in this case is obtained by sampling a word
c uniformly at random over all codewords in C and then
sampling over the lattice ¢ + (1/2,...,1/2) 4+ 2Z™. This
procedure was described in [7]. For a = 8 # 1/2, let

w

n ez+ﬁ%(q4)w92+g(q4)n7
P2 = | o ®)

Op,+se(q)

be the probability that a vector drawn from distribution
Dp,, se lies in the coset of a codeword of weight w. Algorithm
7 provides a sampling procedure for Dp, ge. In the algorithm
let Z,, = {1,...,n}.

The case 3 # « is very similar to the previous one, except
that we have to distinguish codewords with ¢; = 0 and ¢; = 1.
Given that a point lies in a coset of a codeword of weight w
the probability that this codeword has ¢; = 0 is given by:

Oz (40, 41 (¢)
O2+4(¢")Oz, 851 (¢*) + 7,2121@Z+a+1( 4)®z+§(q4).

De =
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SamplerD,, (3, o)

: Choose a number [ from 1 to [n/2] with probability po;
Choose uniformly at random a set J C Z,,, with size 2!
For j ¢ J

xj < 2SamplerZ((5 +1)/2,0/2)

For j € T,\J

xj < 2SamplerZ(3,0/2)
Output: x = (x1, 29, ...

N RNy

s Tn).

Thus a modification of Algorithm 7 can be done as follows.
After picking a weight 2! according to the right probability,
we throw a biased coin with probability p. of heads. If the
result is heads, then choose ¢; = 0, choose a set J C Z,,_1
with |Z| = 2 to be the support of (cz,...,cy,) and sample
over 2Z" + ¢, as in steps 3-6 of Algorithm 7. If the result is
tails, set ¢; = 1 and choose J C Z,,—1, with |J| =20 — 1.

VI. CONSTRUCTION B

As in Construction A, the probability of a coset 2D,, + ¢
only depends on the Hamming weight of ¢, since any per-
mutation of coordinates is an automorphism of D,. Let
D, = Dy + (1,0"1). To calculate the probability of a coset
in a suitable way to sampling, consider the decomposition, for
1<w<n:

Dn = (Dw S¥ Dn—w) U(ﬁw Gaﬁn—w)v (9)

which we refer to as the even-even/odd-odd decomposition.
The theta series of 2(D,, + ¢/2) is

Op,+5(¢") =Op, 11 (¢")Op, , (¢")

(10)
+ eDwJ’_(%l,%w—l)(q4)®Dniw+(ll’On—w—l)(q4)

But all the terms in the rhs of (9) are in the form of Section
V-B. Let p, = AwOap,awon-w)(q)/OA(q) and define
Peven,w = D2Dn+c((2Dw + 1w) S2) 2Dn7w)-

A sampling procedure for Construction B lattices works as
follows. Draw a weight w according to the probabilities p,,.
Draw a codeword c uniformly at random over all codewords
with weight w in C. Throw a biased coin with probability
Deven,w Of heads, and if the result is heads sample over the
even-even part of decomposition (9) (formally, if J be the
support of ¢, draw z 7 as from the distribution over 2D,,+(1%)
and wzn gy from the distribution over 2D,_,). Otherwise,
sample over the odd-odd part of D,,.

VII. THE LEECH LATTICE

We provide a sampling algorithm based on the density
doubling construction. Let Go4 be the (24,12, 8), Golay code.
We write half of the Leech lattice as Hay = 2D94 + Gog. Let
a = ((—3/2)%,(1/2)2%). The (scaled) Leech lattice is:

A24:H24U(H24—|—a). (]])

The weight enumerator of Goy is given by

The first half of the Leech is a construction B, hence its theta
series is

Om,.(q) = (1/2)W(02(q"),03(q")) + (1/2)0a(q*)**".

and a sampler is provided by the techniques in Section V-B.
For the other half, an application of Prop. 3 gives us closed
forms. A simpler closed form can be derived from the auxiliary

series:
o0

Z (71)mq(m+1/4)2 and

m=-—o00

a(q) = (12)

L (g1/16) — —
B(q) = Oz41/4(q) = %) gg(q) 6:(9)

Proposition 4. All cosets 2Dsy + ¢ + a have the same theta
series, given by:

Blg")* —algh)*

®2D24+c+a(Q) = B (13)

The other half of the Leech has theta series

211(B(g*)** — a(g)*) = 98304¢° + 8388608¢'% + ...

Proof. First note that any permutation of coordinates is an
automorphism of 2Dy + a. Thus, by permuting coordinates,
we obtain a set isometric to 2Dy + (1%, 0%~ %) +a ~ 2Dqy+
a.For calculating the theta series of 2D94 + a, notice that
a(q)™ takes negative sign in the terms associated to the vectors
x+(1/4%4) € Zos+ (1/4%4), where x has odd weight. Hence
Op,,+1/02(q) = (B(@)** + alqg)®*)/2. This, together with
the equality

(Das + (=3/4)*") U (Day + (1/4)**) = Z** + a/2,
gives us the desired form. O

Let Dp,, o(H24) = Om,,(q)/Onr,,(¢) be the probability
that a point sampled from the distribution in Ay lies in Hoy.
The following procedure outputs a point & € Aoy distributed
according to Dy,, o

Sampler Agy

1: Throw a biased coin with prob. Dp,, »(Ha24) of heads.
2: if the output is heads then

3 Sample « € Hyy from the Construction B sampler
4: else

5: Choose ¢ € Goy uniformly at random

6 Draw « € 2Ds4 4+ a + c using sampler in Sec. V-B.
7: end if
8: Output x.

Step 3 involves sampling the codewords of C according to
its weight and to probabilities p,, (as in Sec.IV item (17)).
In what follows we provide an alternative and more efficient
procedure than listing all the 2'2 codewords.

First, pick a number w € {0,8,12,16,24} according to
probabilities p,,. For w = 0 and 24 there is nothing to

W(X,Y) = X 4759 X 10y8 19576 X 12y 124759 X8V 104V do. For w = 12, a simple rejection algorithm works, since
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2576/4096 = 62% of the codewords in Go4 have weight
12. Thus a rejection algorithms performs an average of ~
1.590062 iterations. However, the same procedure applied to
w = 8 yields over 5 iterations with variance 23.813002. A
“non-rejection” method uses the well-known fact that mini-
mum weight codewords form a S(5, 8, 24) Steiner system [13].
This means that every word of weight 5 in F3* decodes to one
and only one codeword of weight 8 in Gy4. But generating a
word of weight 5 in F2* is a simple “k-out-of-n” procedure
(pick a subset of size 5 in {1,...,24}), and Goy can be
decoded very efficiently. For generating codewords of weight
w = 16, just generate a codeword of weight 8 and add the
vector (1,...,1) € Gay.

VIII. THE LATTICE GAUSSIAN CODING SCHEME

In the scheme of [7], a lattice point x, chosen according to
the distribution Dj ¢, is sent over a Gaussian channel. It is
proven that if A is an AWGN-good lattice and the dimension
n — oo, transmission rates up to the capacity of the channel
can be achieved, provided that snr > e. The transmission rate
and the power are the entropy and variance per dimension
of Da4e,0, and asymptotic formulas for these quantities are
given in [8, Lem. 6-7]. The following proposition shows closed
forms based on the theta series of A and its derivative.

Proposition 5. The rate (in nats per channel use) and power
of a Lattice Gaussian Code are given by

-1 @’A+ (7) T @j\Jr (r) 1
_ - PAteNT) S S ASET. | .
7 Onse(T) and R 1 OnrelT) + - nOx4e(7),
(14)
where 7 = 1/2n02.
Alternatively, we can write
R= = +In(@x (1)) (15)
202

Notice that if we scale the lattice A and o by o > 0 we
increase the power and keep the rate constant. A corollary
of Prop. 5 is that the rate is maximized in the centered
distribution, i.e., when ¢ = 0.

As an application of the Leech Sampler in Sec VII, we
simulate the probability of error of a lattice Gaussian code
scheme, in comparison with a cubic shaped Leech codebook.
The choice o = 0.936797 in this case leads to R = 1.5 bits (or
1.039720 nats) and P = 0.936797. Simulations were based
in 10% samples. Notice that the maximum possible shaping
gain of a Voronoi codebook is ~ 1.53dB, when the dimension
n — oo.
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Abstract—This paper proposes a new method to reduce the
error rate of channel codes over an AWGN channel by renormal-
izing the codewords to a constant energy before transmission and
decoding with the original codebook. Evaluation of the random-
coding error exponent reveals that this normalization technique
approaches the constant-composition error exponent for certain
pairs of rate and signal-to-noise ratio.

1. INTRODUCTION

Given a general coded modulation scheme over an AWGN
channel, we investigate the effect on the error rate of rescaling
the transmitted codewords so that their energy is constant.
We compare the proposed technique with the standard coded
modulation scheme and with constant-composition codes [1],
[2] by means of the respective random-coding error exponents.

The comparison reveals that, for low to moderate SNRs,
codeword rescaling significantly improves the error exponent of
random codes and nearly matches the performance of constant-
composition codes. While constant-composition codes, which
inherently have fixed codeword energy and are known to
achieve the optimum exponent, are difficult to design in
practice, codeword rescaling can be applied to existing practical
codes without increasing their complexity.

In Sect. IT we present the general channel coding model. In
Sect. III we add codeword rescaling to the model and derive an
achievable random-coding exponent. In Sect. IV we introduce
two other well known random-coding exponents and compare
them with the new one by numerical evaluation.

II. MODEL

The channel input sequence = (z1,...,x,) consists of
n symbols z € X, where X is the symbol constellation. We
denote the channel output sequence by y and the channel
law, that is, the conditional probability density of receiving
sequence y when the sequence x has been sent, by W"(y | x).
We represent random variables by capital letters and their
realizations by lowercase letters, e.g. X = (X1,...,X,,) and
Y = (Y1,...,Y,) denote random input and output vectors.
The channel is memoryless and W" (y | ) = [[;—, W (y; | z:),
where W (y|x) is the single-letter channel law.

This work has been funded in part by the European Research Council
under ERC grant agreement 259663, by the European Union’s 7th Framework
Programme (PEOPLE-2011-CIG) under grant agreement 303633 and by the
Spanish Ministry of Economy and Competitiveness under grants RYC-2011-
08150 and TEC2012-38800-C03-03.

We focus on a complex-valued additive white Gaussian noise
(AWGN) channel. The input alphabet X is a finite subset of
the complex numbers and the channel output is given by

yi=VSNRx; +2;, i=1,...,n (D)

where x; are the symbols, y; the channel output values and
SNR is the signal-to-noise ratio. The noise values z; are drawn
from a circularly-symmetric complex-valued Gaussian random
variable with zero mean and unit variance. Therefore, the
symbol channel transition probability is given by

Wly|r) = oo/l @)

The empirical average symbol energy of channel input
sequence x is £(x) = %ELJ%F Let () be a distribution
on the symbols in X'. We require that the constellation X is
chosen such that the identities E[X] = 0 and E[|X|*] = 1
hold, where the expectations are with respect to ().

We use P[A] to denote the probability of an event A, and
E[] is the expectation operator. We denote the Kullback-
Leibler Divergence as D(P||Q), the set of all compositions
on length-n sequences drawn from X as P,, the set of all
distributions on X’ as P and the image of set A under the
function f as f[A].

We denote the channel code by C,,. The code consists of M
codewords x, i.e. C, = {z™), ... )}, and the correspond-
ing code is said to be an (n, M) block code of block length
n. The encoder assigns to each message m € {1,..., M} a
codeword (™ from the codebook C,. We assume that the
message m is drawn according to a uniform distribution. The
rate of a code is defined as R £ °5221

The decoder outputs an estimated message m according to
a maximum-metric rule

3

M = argmax ¢" (2", y),
€M

where ¢" denotes the metric that the decoder uses to estimate
which message m has been sent. We focus on metrics ¢"
that can be expressed in terms of the letter metric ¢ as in
q"(z,y) = [1;—, ¢(x;, ;). Further, we require ¢ to be positive.
An error occurs if the decoder’s estimate differs from the
sent message, i.e. m # m. The error probability of a code C,, is
Pe(Cr) = 37 Yomer PlM # m| m], and we equivalently write
pe(n, M) = p.(C,). Finally, an error exponent E(Q, R) is
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said to be achievable if there exists a sequence of (n, M)-codes
C,, such that

limnf —logpe(C) > F(Q, R). @
n—00
III. CODEWORD RESCALING
A. Rescaling setup
Let a rescaler 7 be a block that performs the operation
n(x) = (@) w s)

on a codeword x; that is, it renormalizes the codeword x such
that the empirical codeword energy is &(n(z)) = 1.

We consider a coded modulation scheme that consists of
an encoder and a rescaler 7. The encoder maps message m
into codeword (™ = ¢(m) using codebook C, the rescaler
outputs an energy-normalized version (™ of the codeword
(™. The rescaling operation can be thought as part of the
encoder’s codebook, so that we use a code C with rescaled
codewords & that consist of symbols Z from an expanded
constellation X'

The decoder outputs the estimate m under the original
codebook C by maximizing the metric ¢". With the choice
of ¢"(x,y) = W"(y|x), we have an instance of mismatched
decoding, since the decoder does not account for the rescaling
operation neither in the codebook C nor in the decoding
metric. We consider a slightly more general choice given
by ¢"(x,y) & Wn(y|Bz), where  may be optimized to
minimize the error probability; however, it cannot depend on
the codeword, and hence it cannot be used to undo the rescaling.
Note that for a practical code, 3 is fixed before deployment and
such a decoding metric can be implemented without additional
computational complexity.

We can build an equivalent model for the rescaling setup
by removing the rescaling block from the transmitter and
reinterpreting it as a channel property. With this model, the
scaling function leads to a new channel law

W"(y [n()).

Note that W™ does not represent a memoryless channel.

Wy |z) = (6)

B. Scaling exponent

We study the i.i.d. random-coding error probability. We
consider an ensemble of codebooks with block length n and
M = 2" codewords. The ensemble consists of codebooks
whose codewords «(¥, ¢ = 1,..., M are randomly generated.
A codeword (9 = (z1,...,zy,) at entry 4 in the random
codebook is generated by drawing its n symbols according
to the distribution Q(x). We are interested in the achievable
random-coding exponent ESCI(Q R) of the ensemble average
of the error probability pe(n, M) = > . P[Cy]pe(Cy).

Theorem 1 (Scaling random-coding exponent): The random-
coding error probability in a rescaling setup satisfies

lim **10g2pe( ,2"%) > EXY(Q, R),

n— oo

)

where the scaling exponent is defined as

EY(Q, R) & EXY(Q.p, s, P)
(QR)= sup glelg s { (@, p,s,
s 0

— pR},

®)

scl,B .

and the corresponding F;™" is defined as

EXP(Q,p, 5, P)

£ D(PQ) -

Elg(X,v)*|Y)’
logQE[q(X7 v)es

X] ©

and the expectations are with respect to

(vaaX)NP( )

(y|E(P)"72)Q(@).

Proof: For the ensemble of codebooks with M codewords
of length n, chosen according to random-coding distribution
Q", transmitted over a channel described by the arbitrary
channel law W™ and decoded according to the metric ¢, the
average ensemble error probability is bounded by the random-
coding union (RCU) bound [4], [5]

reu(n, M)

(10)

. ¢"(X,Y) ‘ }
=E|min<1,(M -1 P{izl X, Y ,
{ ( Plerxy)
(11)
where (X,Y, X) ~ Q"(z)W"(y|z)Q" ().
Weakening (11) by replacing the function z — min{1, z}
with the function z — 2”(® and using Markov’s inequality

with parameter s(x), leads to the definition of a parametrized
upper bound on the the RCU bound

Bl (X)X, v] VO]
FE o) | 02

reu, s(n, M) £ E [(

that holds for all pairs of functions (p(z), s(x)) such that
p[X"] C [0,1] and s[X™] C [0, c0).

We further weaken (12) by applying M — 1 < 2"E, use
the random-coding distribution Q%, = T[], Q(z;) and the
equivalent scaling channel model (6), to obtain

Pe(n, M) < Y 2@RQn (2) " (p(@), s(x), =), (13)
TEX™
where
I"(p,s,x)

@@y
- 7
Z Qud x s dy
o z,y)
14
We split the outer summation over the channel-input se-
quences in (13) into summations over sequences & of compo-
sition P = P, and obtain

pF(n M < Z 2np(P)RZQUd

PEP, zeT(P)

(p(P),5(P), ).

5)
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We also reduced the degrees of freedom for the parameters
p(x) and s(x) such that they only depend on the composition
P = P,. This simplifies the analysis.

The codeword average symbol energy only depends on the
codewords composition. Hence we write £(z) = £(P,) and
use it in (14) to obtain f™(p, s, P, x). This, together with the
product nature of decoding metric, channel law and Q3 , allows
us to factor [ as f"(p,s, P,x) = [[;—, f(p,s, P,z;), where

P
(ZQ ) dy,
TEX

(16)

by invoking the distributive law. For the product in f™, only

the composition of x is relevant, that is, it can be expressed

independent of x as f"(p,s,P) = [[,cx f(p, s, P,z)"P(®,
We use this form in (15) to obtain

flp,s, Px) = /W y|E(P

Y

Pe(n, M)

D>

PEP, 2€T(P)

2P IRTT cx f(p(P), 5(P), Pa)" ")
on(D(PIQ)+H(P))

I

A7)

where we expressed the codeword probability in terms of its
composition as in Qf(x) = 9~ U(D(P=|Q)+H(Pz)) [6].

Since the summand is independent of the codeword = in
(17), we can upper-bound the summation over the codewords by
using the bound on the number of sequences in a composition
class |T(P)| < 2"H(P) [6]. Doing some rearrangements and
bringing all terms on a common exponent base, we obtain

Pe(n, M) Z 2 é(p(P),5(P),PR) (18)
PeP,
where
£(p787P7R) P”Q ZP 10g2 p,s,P,x)—pR.
reX
(19)

A simple upper bound on a sum is obtained by fixing its sum-
mands to the largest one, that is ., a < |A|(max,e4 a).
We weaken (18) with this bound and the fact that the number
of compositions is bounded by |P,,| < (n + 1)I*! [6] and get

Pe(n, M) < (n+ 1)|X| 2—n[minPePn 5(P(P)aS(P)sPaR)} . (20)

The bound (20) is achievable for any pair of parameters
(p(P), s(P)), which we exploit by choosing them such that
the bound gets as tight as possible. By definition of the min
and sup operators, this is the case when we replace ¢ with

&(P,R)= sup &(p,s, P R). 1)

<p<l,s>
That is, place the supremum inside the minimum operator.
Finally, we observe the sub-exponential factor in (20) which
suggests to transform the inequality as

logy(n + 1)

1 —_ nRk : *
— > —
nlogzpe(n,2 )_lyelglng (P,R) — |X|

(22)

and take the limit

lim —flogzpe( 2" (23)

n—oo

nR > : *
) 2 min (P, R).
|

C. Swapped exponent

An inspection by example of the optimization parameters
in (8) shows that ESCLB is not convex in P for fixed values
of p, s and R, which complicates its numerical computation.
Further, note that it is crucial to find the true P* to guarantee
the achievability of E548, since P* is the result of a min-
imization over a variable that is not an arbitrary parameter.
For these reasons, we introduce a lower bound on (8) that is
computationally tractable.

Theorem 2 (Swapped scaling random-coding exponent): The
swapped random-coding error exponent, defined as

EﬁWPvﬁ(Q R) = supmin sup {EQWPB(Q ps S, €) PR}
B>0 €€5 pefo,1]
s>0

(24)

with

ES™P(Q,p, 5, ¢)

, E[o(X,Y)* | V)’

N _ _

_Pnél’/?ns D(PHQ) E 10g2E|: q(XyY)PS X 3
(25)

is a lower bound on E5 ﬂ, where € is optlmlzed over
the interval S = [mmxexlx\ ,maxgex|z|’], the set P, is
{P € P | £(P) = €} and the expectations are according to
(X,Y,X) ~ P(2)W(y| e 22)Q().

Proof: First, let the energy level e denote the expected
symbol energy with respect to P or equivalently ¢ = £(P).
We observe that the probability simplex P can be partitioned
into disjoint subsets P., where a subset consists of all dis-
tributions P that obtain the energy level e, that is, we have
P = U.egPe where P. = {P € P|&(P) = ¢} and
S= [minweﬂx\z, maxme,—y\xﬁ. The subsets P, are compact
and convex since they are intersections of two hyperplanes and
the closed positive orthant [7]. In correspondence with these
observations, we rephrase the scaling exponent (8) in terms of
energy levels and subsets as

E5Y3(Q, R) = min min sup ESClﬁ (Q,p,s,P)—pR}.
( ) e€eS PeP. pelo, 1]{ p —f }
s>0
(26)

We swap the order of the inner two optimization operators
and define E5*P# and ESWp‘ﬂ as in (24) and (25) respectively.
Observing that the minimax inequality

supmin f(z,y) < minsup f(z,y) (27

holds we conclude that swapping the order of optimization
results in a lower bound on (8). |
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E.(R)

R (bits/use)

Fig. 1. Random-coding error exponents for 16QAM and fixed SNRs of 5dB
and 10 dB, respectively.

IV. NUMERICAL RESULTS

We are interested in how the error exponent of channel-
coding with rescaling performs with respect to setups with the
iid and constant-composition exponents [1], [2].

For a discrete-input continuous-output memoryless channel
with ML decoder and input distribution (), the iid exponent is
given by [1]

E(Q, R) = max Ey(p) — pR, (28)
p€0,1]
where
.. 1 1+p
E(Qup) 2 —log, [E[W(y | 07] Tay @9
Yy

is the Gallager function [3]. The expectation is taken with
respect to Q.

For a discrete-input continuous-output memoryless channel
with ML decoder and input distribution (), the constant-
composition exponent is given by [4]

E(Q, R) = max Eg(p) - pR, (30)
p€[0,1]
where
1 1+p
E§°(Q,p) £ sup —logQ/EQ [ W(y| X)X =%a } dy
a() ’
(€20

and ¢, = Eg[a(X)], and the optimization in (31) is over
all real-valued functions a. The expectations are taken with
respect to (X,Y, X) ~ Q(z)W (y | 2)Q(Z).

Fig. 1 compares the error exponents (28), (30) and (24) at
SNRs 5dB and 10dB. It suggests that E5"P-?(R) approaches
the constant-composition exponent.

0.60 0.70 0.80 0.90 1.00 1.10
e ; ; e
40 : : ——
H| —— joM .
35F ]
|--- R |
N , 1.05 ]
3.0 e Riid N
N . s 1
I # 1
- ./~ .
D 2.5 - ]
@ N ]
= r 1
£ 20 ]
= sk :

0.5
0 e A A Ll \
-5 0 5 10 15 20
SNR (dB)
Fig. 2. Relative constant-composition exponent E5¢ for 16QAM.

For a more detailed comparison, we introduce error exponent
ratios with the iid exponent as the baseline. We call these
the relative constant-composition exponent and the relative
swapped scaling exponent, respectively given by

s EF(R) s BYO(R)

Ef(R) £ —s— and EM™(R) £ Eid(R)

B FA(R) . (32)

Our figures show the relative random-coding exponents as
a function of both SNR and the rate R in a single contour
plot for coded modulation with a 16QAM constellation and
a uniform distribution Q. The figures also depict the mutual
information (MI) as a solid line and the critical rate! Riid of the
iid exponent (resp. RcS of the constant-composition exponent)
as a dashed (resp. dotted) line.

1) Constant-composition  exponent: The  constant-
composition exponent’s gain with respect to the iid
exponent provides a benchmark to assess the performance
of the codeword rescaling. The relative exponent is shown
in Fig. 2. The figure reveals that the constant-composition
exponent exhibits the largest gains for low to moderate SNRs.
At high SNRs above 12dB, it is roughly equal to the iid
exponent. A similar tendency is seen at very low SNRs. For
our comparison, the most relevant part of the contour plot is
located between the critical rates and the MI, since below
the critical rate expurgated versions of the exponents lead
to better bounds. The maximal gain with respect to the iid
exponent is roughly 13 % and occurs around SNR = 5.5dB
and R =1.25bits per channel use.

2) Swapped exponent with § = 1: We discuss first the
relative swapped exponent with 8 = 1, which corresponds to

IThe critical rate is defined as the largest rate R at which the optimal p in
the exponent optimization is one.
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Fig. 3. Relative swapped exponent ES"P*? with 8 = 1 for 16QAM.
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the standard decoding rule of maximizing W™. Fig. 3 shows
this relative exponent. We observe two regimes in the relevant
region between the critical rate and the capacity. Below about
7dB, there is a gain with respect to the iid exponent, whereas
above 7dB the swapped exponent is worse.

In the low-SNR region and close to the capacity, the swapped
exponent achieves similar gains as the constant-composition
exponent, namely, about 10 % gain at 3dB and 1.5 bits per
channel use. However, it falls short as the rate approaches the
critical rate. For example, there is no gain at 5.5 dB and 1.25 bits
per channel use, the point where the constant-composition
exponent achieves the highest gain. At high SNRs, especially
around 14 dB, Fig. 3 unveils a large loss compared to the iid
exponent. In this region, we observe not even at capacity a
gain and the loss is up to 35 % close to the critical rate.

3) Swapped exponent with optimal (5: Optimizing over 3
to adapt the mismatched metric leads to respectable gains in
some regions of the SNR-rate plane, as we can see in Fig. 4. At
high SNRs, the swapped exponent with optimized /3 exhibits a
considerable improvement compared to the swapped exponent
with 8 = 1, even though it is still below the iid exponent.

Most notably, for low SNRs, the swapped exponent with
optimized 3 achieves more than 90 % of the gain that the
constant-composition exponent achieves with respect to the iid
exponent. Especially in regions farther away from capacity,
the fully optimized exponent shows a large improvement with
respect to the one with § = 1.
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Abstract—The problem of key reconciliation based on Low-
Density Parity-Check (LDPC) codes and Slepian-Wolf coding for
physical layer key generation is investigated. When using the
channel-state-information (CSI) of a reciprocal wireless channel
for key generation between two legitimate users, independent
noise components, quantization, and synchronization errors at
the end nodes give rise to key differences that need to be corrected
by sending side information. We provide a comparison of three
different quantization schemes in terms of key disagreement
rate and output probability distributions and present the log-
likelihood formulations required by a soft decision LDPC decoder
to perform key reconciliation, for the investigated quantization
methods.

I. INTRODUCTION

While computational security algorithms usually reside in
upper protocol layers and rely on the assumption of limited
processing capabilities of a potential eavesdropper, physical-
layer key generation aims at providing secrecy in the more
information-theoretic sense, as introduced by Shannon [1].
Thus, by sharing a previously known secret key, such as
a one-time pad, two legitimate users, Alice and Bob, are
able to exchange an encrypted message through an unsafe
public channel, without leaking any information to a potential
eavesdropper, Eve. As long as Alice and Bob share a secret
common source of randomness from which they can generate
a long uniformly distributed secret key, perfect secrecy is
achieved, meaning that Eve has the same chances of guessing
the original message with or without the ciphertext, or, in more
theoretical terms, the eavesdropper’s equivocation is equal to
the entropy of the message. It soon became clear that such
a common source of randomness could be provided by the
fluctuating and reciprocal nature of the wireless medium and
that the channel-state information (CSI) can be measured by
both Alice and Bob and used to generate one-time pads, thus
eliminating the problem of previous key distribution.

Since most wireless transmission standards, such as 802.11,
Bluetooth, WIMAX, ZigBee, employ time division duplexing
(TDD), probing in consecutive short time slots the forward
and the reverse channel provides the possibility of obtaining
nearly identical CSI on both sides. Such a method of key
generation, solely based on the reciprocity property of wireless
TDD systems, besides solving the problem of key distribution,
comes with the significant benefit that it does not require the

Alice
e— quantize - gbiaicide - antipodal signaling
binary information binary
analog
estimates l
use as key

channel i

LLRs <«—@ 2aog
estimates

|

LDPC Decoder ® LLRs

Bob

use askey «——

Fig. 1. System model - key reconciliation based on LDPC codes

legitimate channel between Alice and Bob to have an SNR
advantage over the eavesdropper’s channels, such as [8], [9],
nor does it assume Alice and Bob to have information about
the channels to Eve. However, one important aspect that we
address here is that due to independent noise on both ends,
different transceiver circuitry, and quantization errors, key
mismatches are very likely to occur, leading to the necessity
of a key reconciliation scheme.

The current paper is structured as follows: Section II offers
an overview of the system model along with channel charac-
terization aspects. In Section III, the impact of codebook sizes
and possible quantization schemes is discussed in terms of key
disagreement rates for the case when no key reconciliation
takes place between the users. An exact formulation of the
log-likelihood ratios as required, e.g., by LDPC decoding, is
detailed in Section IV, for the quantization schemes analyzed
in the previous section.

II. SYSTEM DESCRIPTION

A point from the channel distribution is measured by both
Alice and Bob, disturbed by different noise components. The
analog value obtained by Alice, is quantized and assumed
to be correct. Employing Slepian-Wolf coding [13], Alice
compresses her vector of quantized key symbols and sends
Bob additional side information (parity or syndrome bits), as
illustrated in Fig. 1. Bob obtains his own vector of channel
estimates, along with the side information, possibly corrupted,
sent by Alice, and proceeds to computing the log-likelihood
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ratios required, e.g., for an LDPC decoder, in order to obtain
the exact same key Alice generated after her quantization step.
Although the reconciliation scheme presented in Fig. 1 shows
an implementation with LDPC codes, the log-likelihood ratios
presented in Section IV can be utilized by any soft decision
non-binary decoder.

For key generation based on the channel-state information
(CSI), a few conditions must be ensured. First, the channel has
to be reciprocal, that is, if we denote by hp a forward channel
sample from Alice to Bob, and by h,4 the corresponding
reverse channel sample from Bob to Alice, then hy = hp.
However, their estimates of the channel, h 4 and ﬁB, might
differ due to independent noise. Reciprocity can be assumed
in the case of TDD systems when the channel is quasi-static,
i.e., the coherence time of the channel is larger than the
measurement time. Thus, the vectors of estimates, h 4 and
hp can be obtained during an initial measurement phase by
sending pilot signals in consecutive TDD time slots.

A second assumption is that the channel follows a bivariate
normal distribution. A Gaussian channel distribution, as shown
in [2], [3], minimizes the number of vulnerable bits. If the
wireless channel is static or a line-of-sight (LOS) channel, the
randomness present is not sufficient such that the central limit
theorem holds, leading to a normal distribution of the CSI,
which would be ideal for key generation. However, since the
wireless channel is also dependent on the radiation patterns of
the antennas, random variations in the channel can be induced
by using reconfigurable aperture antennas (RECAPs) and
changing the capacitive loads at the reconfigurable elements.
It has been shown that for a high number of RECAP antenna
elements (e.g. 24), and a large number of states as discussed
in [2], [7], the channel distribution is very close to a complex
Gaussian, with the real and imaginary parts independent and
identically distributed. Further details on the the validity of this
assumption, RECAP configuration, as well as measurements
description can be found in [4], [5]. For the rest of this
paper, we will assume a circular symmetric Gaussian channel
distribution with zero mean and variance a?h.

A third assumption refers to the antenna separation. Herein,
we assume a sufficient separation between Eve and Alice and
Bob such that the legitimate and the eavesdropper channels
are not correlated. Recent studies [12] have shown that an
antenna separation of half a wavelength is not sufficient, and
that for the rate of the number of vulnerable key bits to the total
number of key bits to go to zero, an eavesdropper separation
of several wavelengths is necessary [15].

III. QUANTIZATION

In order to study the effects of different quantization meth-
ods on the overall key disagreement rate, we first consider the
case when no reconciliation is performed, and each legitimate
user obtains a key by independently quantizing its own analog
noisy CSI measurements. We will refer here to the symbol
mismatch rate as the probability that given one sample mea-
surement h 4 at Alice and the corresponding measurement hp

at Bob, they are not quantized to the same region by both
users.

Points from the channel distribution that are very close
to quantization boundaries are very likely to result in a
key mismatch. If a channel value % falls within a certain
region R;, but very close to a quantization boundary, its
noisy measurements ha and hp might simply jump across
the quantization threshold to a neighboring region. Both the
quantization algorithm and the size of the codebook N,
greatly impact the overall symbol agreement rate between
Alice and Bob.

Rs3 Ra

()

R Ra

Ri

(@) (b) (c)

Fig. 2. Three quantization methods - (a) concentric quantization regions; (b)
circles and slices; (c) Linde-Buzo-Gray algorithm, N, = 4
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Fig. 3. Symbol mismatch probability between Alice and Bob for different
quantization methods (no reconciliation)

We consider three vector quantizations schemes, the first
based on concentric circles, as illustrated in Fig. 2-(a), the
second based on concentric circles and slices, as shown
in Fig. 2-(b), and the third based on the Linde-Buzo-Gray
algorithm [5], [14], leading to the quantization areas shown
in Fig. 2-(c), all for a codebook size of N, = 4. The radii
of the concentric circles in the first method are computed
such that the number of measurement points end up uniformly
distributed across all regions. The exact values are provided
in Table I. While such a method leads to a simplification of
the LLR formulation, as it will be explained in Section IV,
when the codebook size is increased, a severe performance
degradation in terms of symbol-error-ratio (SER), or symbol
mismatch rate, is noticed. This is a direct consequence of
the shape of the quantization regions. The narrower a region
is, the more likely it is that noisy measurements will end
up quantized to neighboring regions. Increasing the number
of regions N, in the first quantization example will lead to
even narrower regions, thus, such quantization method will be
highly sensitive in terms of noise, leading to a high number
of errors even at high signal-to-noise (SNR) ratios.
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TABLE 1

QUANTIZATION LIMITS; Ny = 4; 0 = 4/02, 4+ 0%
METHOD (a) METHOD (b)
Region Tmin; Tmazx; Tmin, Tmaz; eminl omawi
R1 0 0.758 o 0.758 o 0 2w
Ra 0.758 o 1.177 0 | 0.758 o 00 0 27”
Rs3 11770 16650 | 0.758 0 oo 2z i
R4 1.665 0 oo 0.758 0 oo i o

The second quantization method introduces the so-called
“slices” as a way to mitigate this effect and counteract the error
performance degradation. This quantization method also leads
to a uniform distribution of the key symbols, which is desirable
for secrecy concerns, i.e., not to provide any redundancy to
a potential eavesdropper. The boundaries for the four regions
R; illustrated in Fig. 2-(c) are also provided in Table I, in
terms of radii (Tmin,, Tmaz;) and angles (Oin,, Omaz,; ), in
polar coordinates. As seen in Fig. 3, this method shows a
better performance in terms of symbol mismatch probability,
as compared to the previous one, with an error reduction from
17% to 9% at an SNR of 20 dB, and from 1.78% to 0.95%
at 40 dB, for the case of four quantization regions.

The third algorithm for channel quantization is the Linde-
Buzo-Gray (LBG) vector quantization scheme, as described in
[14]. The LBG algorithm is a sample version of the Lloyd-
Max quantizer that does not require a closed form pdf of the
channel distribution, but only the measurement samples. Given
a length M sequence of 2-dimensional channel samples and
the desired number of code vectors N, the algorithm delivers
the final codebook and the corresponding quantization region
for each codeword vector.

The difference in mismatch rate between the first and
third quantization method also becomes much more significant
when increasing the size of the codebook vector. For an
SNR of 20 dB and N, = 32 quantization regions, we
notice a probability of 75% that Alice and Bob quantize to
different regions when using first method (concentric circles),
as compared to 24% when using the LBG algorithm.

Once such partitioning boundaries have been determined, a
Gray-like bit mapping can be assigned to the regions.

A. Key Probability Distribution

The one-time pad perfect secrecy is achieved under two
important assumptions, namely that the pad length is at least
the size of the message to be encrypted, and that the key
is selected at random with a uniform distribution. Thus,
achieving a low SER is not sufficient, provided the uniform
distribution requirement is not entirely satisfied. Since the key
distribution is a parameter that is assumed to be known to the
eavesdropper, a non-uniform distribution will result in some
keys being more probable than others, facilitating potentially
successful analytical attacks. When the output distribution
provided by the quantizer is not uniform, the perfect secrecy
condition requiring the eavesdroppers equivocation to be equal
to the entropy of the message is not satisfied. While the first
two quantization methods are constructed with a circularly
symmetric zero-mean Gaussian input distribution in mind,
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Fig. 4. Distribution of measurement points across Ny = 32 Voronoi regions
resulting from concentric circles quantization and LBG quantization
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Fig. 5. Distribution of measurement points across /N, = 4 Voronoi regions
resulting from concentric circles quantization and LBG quantization

with variance o, and, by construction, deliver a uniform output
distribution of the symbols, regardless of the codebook size',
the LBG algorithm can be used for any arbitrary distribution.
However, we show in Fig. 5 that the LBG quantization fails
to deliver an exact uniform output distribution, even for small
codebook lengths, ie., N, = 4. The non-uniformity of the
distribution becomes even more pronounced for higher alpha-
bets. Figure 4 shows the distribution of measurement points
across 32 Voronoi regions delivered by the LBG algorithm.
The non-uniformity can be expressed as a rate loss which we
have taken into account in Fig. 3 by a corresponding right shift
of the LBG curves. The rate loss corresponds to ideal source
coding to make the distribution uniform. Overall, the best error
performance among the three cases analyzed is provided by
the second quantization method for the case of four regions,
with only a slight advantage over the LBG algorithm.

IV. KEY RECONCILIATION

For notation simplicity, we will denote an analog complex
measurement estimate at Alice, ha, by a = x4 + jya, and a
channel estimate at Bob, hp, by b = 2 + jyg, where (z,vy)
denote the real and imaginary parts, respectively. These values
represent the AWGN-disturbed measurements of the ideal
channel sample ¢ = z.;+jy.h, at Alice and Bob, respectively.
The input to the LDPC decoder consists of two sets of log-
likelihood ratios (LLRs), one for the parity symbols received
from Alice, and one for Bob’s own estimates of the channel,
assuming Alice’s key bits as “correct” reference. In general,

'We only provide here a table of quantization boundaries for four quan-
tization regions, although the limits for higher codebook sizes can be easily
computed by integrating the complex Gaussian input distribution and imposing
equal “volumes® in each region, i.e, uniform output distribution.
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the LLR for a measurement value at Bob can be computed
according to (1), where p(bla € R;) is the probability density
function of Bob’s measurement b given that Alice quantized
its corresponding value a to region R;.

LLR(b) = n P2 € Ri) 1

| plladR)

Previous works, such as [13], consider a noiseless environment
for the transmission of side information, or simply consider
the same formulation for the information bits, as for the parity
(syndrome) bits that are transmitted over the physical channel.
This is, however, inaccurate, and leads to sub-optimum decod-
ing.

While the LLR computation for the parity bits is trivial (2),
since they might just experience a standard AWGN channel
with variance 0%, the calculation of the LLRs for Bob’s
information bits is much more problematic, due to the fact
that Bob’s decoding of the information bits is subject to what
Alice quantized to.

_ (=12
e B 2b
LLR parity(b) =In [ ——5 | = o )
e 2% B

The LLR formulation for the information bits at Bob has
to account for the fact that Alice measures the channel with
error determined by af,, and then quantizes. Nevertheless,
Bob assumes that whatever Alice quantized to represents the
correct key and it has to reconcile with her values. In [6],
we have shown that the general formula for the LLR for the
information symbols, assuming a uniform distribution of the
quantized measurements across N, regions, to be as follows

(N, —1)P(a € Ri|b)

PlagRib) ®

LLR(b) =In

where P(a € R;|b) represents the probability that Alice
quantized its value a to region R;, given current measurement
value b at Bob. In more intuitive terms, Eq. (3) is a measure
of the log-likelihood that given a noisy value of the channel
at Bob, Alice quantized her noisy counterpart to a certain
region R; and not the others. Now, by iterating through all the
possible regions and computing LLRs for b, a vector of LLRs
is produced for every variable node of the LDPC decoder
that is associated with the channel measurements (information
symbols). In [6] we provide a complete derivation of the exact
LLR formulation when the channel distribution is a circularly
symmetric Gaussian.

Equation (4) shows the LLR expression when the concentric
circles quantization is used. For this specific quantization
method, a transformation to polar coordinates, such as the
one shown in Fig. 9, allows us to express parts of the LLR
expression with modified Bessel functions of the first kind (Jp)
as given by (4). Such a simplification leads to a significant re-
duction in the number of numerical integrations. However, this
is only possible for the concentric circles quantization, which
comes with the disadvantage of a worse SER performance
than any of the other two methods. The LLR for the slices
quantization is given in (5), while the one for arbitrary Voronoi
regions is given by (6). The LLRs in (4) — (6) are functions of
b that can be viewed as resulting from the convolution of the
noise and channel densities, and can be computed in advance
by numerical integration, and stored, for a wide range of values
of b values and SNRs, in order to speed up the LDPC decoder.

V. NUMERICAL RESULTS

In this section, we provide some numerical results for the
intrinsic LLRs required by the LDPC decoder on Bob’s side,
necessary for key reconciliation, given the three different types
of quantization discussed.

We show in Fig. 6 the numerical results obtained for the
log-likelihood ratios for the first type of quantization, for an
SNR=14 dB, where the SNR is defined as 02, /o%. Figure 6
shows for every possible value of b, in Cartesian coordinates,
(zp,yp), the probability that Alice quantized to region Rj
and not to any other regions. As expected, for values of b
that would be also in region R3 and fall sufficiently far away
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from any quantization boundaries, the LLR is maximum. As REFERENCES

b takes values closer to the quantization thresholds and into
other regions, the LLR decreases to a minimum. This is the
case for regions R1, R2, and R4. For the second quantization
method (b), Fig. 7 shows the log-likelihood plot for one of
the external slices. Figure 8 shows the log-likelihood for R3,
for the case of the arbitrary Voronoi quantization regions, as
provided by the LBG algorithm. The numbering of the regions
is the one provided in Fig. 2. For our simulations, we used a
discrete grid for b with incremental values of 0.05 between
[—3.5,3.5] for both axes.

VI. CONCLUSION

We have investigated the problem of physical-layer key
generation and reconciliation with Slepian-Wolf coding and
Low-Density Parity-Check (LDPC) codes in a wireless sce-
nario when two users measure a reciprocal channel with
independent noise on both sides. We offered an analysis on
the effect of different quantization schemes on the overall
error rate performance, or key disagreement rate, assuming
imperfect channel measurements. Our results show that for
higher codebook sizes, the Linde-Buzo-Gray quantizer does
not output a uniform distribution of key symbols, which is
of paramount importance for the secrecy aspect, and show
a possible quantization scheme that guarantees a uniform
output distribution and also provides a slightly lower key
disagreement rate than the LBG quantizer. We have further
shown the log-likelihood (LLR) formulation required by a
soft-decision LDPC decoder for key reconciliation, for each of
the quantization schemes analyzed and a circularly symmetric
complex Gaussian channel distribution.

ACKNOWLEDGMENT

This work is supported by the German Research Foundation
(Deutsche Forschungsgemeinschaft — DFG).

[1] C.E. Shannon, “Communication Theory of Secrecy Systems,” Bell System
Technical Journal, 28:656-715, 1949.

[2] R. Mehmood and J. Wallace, “Wireless Security Enhancement Using
Reconfigurable Aperture Antennas,” European Conference on Antennas
and Propagation (EuCAP’11), Rome, Italy, Apr. 12-16, 2011, pp. 1-5.

[3] R. Mehmood and J. Wallace, “MIMO Capacity Enhancement Using Par-
asitic Reconfigurable Aperture Antennas (RECAPs),” IEEE Transactions
on Antennas and Propagation, vol. 60, pp. 665-673, Feb. 2012.

[4] J. Wallace, R. Kurma, “Automatic Secret Keys From Reciprocal MIMO
Wireless Channels: Measurement and Analysis,” IEEE Transactions on
Information Forensics and Security, vol. 5, pp. 381-392, Sept. 2010.

[5] A. Filip, R. Mehmood, J. Wallace, and W. Henkel, “Variable Guard
Band Construction to Support Key Reconciliation,” IEEE International
Conference on Acoustics, Speech, and Signal Processing (ICASSP 2014),
Florence, Italy, May. 4-9, 2014.

[6] O. Graur, N. Islam, A. Filip, and W. Henkel, “Quantization Aspects in
LDPC Key Reconciliation for Physical Layer Security” /0th International
ITG Conference on Systems, Communications and Coding (SCC), Ham-
burg, Germany, February 2-5, 2015.

[7]1 A. Filip, R. Mehmood, J. Wallace, and W. Henkel, “Physical-Layer
Key Generation Supported by RECAP Antenna Structures,” proc. 9th
International ITG Conference on Source and Channel Coding (SCC),
Munich, Germany, 2013.

[8] M. Bloch, J. Barros, “Physical-Layer Security: From Information Theory
to Security Engineering,” Cambridge University Press, 2011.

[9]1 X. Zhou, L. Song, Y. Zhang, “Physical Layer Security in Wireless
Communications,” CRC Press Inc., 2013.

[10] R. Wilson, D. Tse, R. .A. Scholz, “Channel Identification: Secret Sharing
using Reciprocity in Ultrawideband Channels,” IEEE Transactions on
Information Forensics and Security, 2:364-375, Sept. 2007.

[11] C.Y. William Lee, “Mobile Communications Design Fundamentals,”
John Wiley & Sons, Inc.,, New York, NY, USA, 1992, pp. 227-240.

[12] A.J. Pierrot, R. A. Chou, M. R. Bloch, “Experimental Aspects of Secret
Key Generation in Indoor Wireless Environments,” in 2013 [EEE 14th
Workshop on. Signal Processing Advances in Wireless Communications
(SPAWC), 2013, pp. 669673.

[13] X. Sun, X. Wu, C. Zhao, M. Jiang, and W. Xu, “Slepian-Wolf Coding
for Reconciliation of Physical Layer Secret Keys,” proc. IEEE Wireless
Communications and Networking Conference (WCNC), pp. 1-6, 18-21
Apr. 2010.

[14] Y. Linde, A. Buzo, R. M. Gray, “An Algorithm for Vector Quantizer
Design,”IEEE Transactions on Communications, 28:84-95, 1980.

[15] J.W. Wallace and R.K. Sharma, “Automatic Secret Keys from Re-
ciprocal MIMO Wireless Channels: Measurement and Analysis,” IEEE
Trans. Inf. Forensics and Security, vol. 5, no. 3, pp. 381-392, Sep. 2010.

179

202, dO adr AdO.pdren



International Zurich Seminar on Communications (IZS), March 2 -4, 2016

An Importance Sampling Algorithm
for the Ising Model with Strong Couplings

Mehdi Molkaraie
Dept. of Information and Communication Technologies
ETH Zurich
8092 Ziirich, Switzerland
mehdi.molkaraie@alumni.ethz.ch

Abstract—We consider the problem of estimating the partition
function of the two-dimensional ferromagnetic Ising model in an
external magnetic field. The estimation is done via importance
sampling in the dual of the Forney factor graph representing the
model. Emphasis is on models at low temperature (corresponding
to models with strong couplings) and on models with a mixture
of strong and weak coupling parameters.

I. INTRODUCTION

The problem of estimating the partition function of the
finite-size two-dimensional (2D) ferromagnetic Ising model in
a consistent external field is considered. Applying factor graph
duality to address the problem has been investigated in [1]-[4].
It was demonstrated in [1] that Monte Carlo methods based
on the dual factor graph work very well for the Ising model
at low temperature. In contrast, Monte Carlo methods in the
primal/original graph suffer from critical slowing down and
erratic convergence to estimate the partition function in the
low-temperature regime [5]. Monte Carlo methods (based on
uniform sampling and Gibbs sampling) in the dual factor graph
were also proposed in [1] to estimate the partition function of
the 2D Ising model without an external field.

In this paper, we continue this research to extend the
results of [1], [2] to models with a mixture of strong and
weak coupling parameters and in the presence of an external
magnetic field. After defining an auxiliary probability mass
function in the dual Forney factor graph of the model, we
propose an importance sampling algorithm that can efficiently
estimate the partition function. A similar importance sampling
algorithm, designed specifically for models in a strong external
field, was recently proposed in [2].

The paper is organized as follows. We review the Forney
factor graph representation of the 2D Ising model in an
external field in Section II. Section III discusses dual Forney
factor graphs and the normal factor graph duality theorem. The
importance sampling algorithm is described in Section IV. In
Section V, we report numerical experiments.

II. THE ISING MODEL IN AN EXTERNAL MAGNETIC FIELD

Let X1, Xo,..., XN be a set of discrete binary random
variables arranged on the sites of a 2D lattice. We suppose
that interactions are restricted to adjacent (nearest-neighbor)
variables (see Fig. 1). The real coupling parameter Jj , con-
trols the strength of the interaction between adjacent variables

(Xk, X¢). The real parameter H.,,, corresponds to the presence
of an external field and controls the strength of the interaction
between X,, and the field. Each random variable takes on
values in X = {0, 1}. Let x; represent a possible realization
of X;, x stand for a configuration (x1,zs,...,2y), and X
stand for (X1, Xs,...,XnN).

The energy of a configuration x is given by [6]
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where B contains all the unordered pairs (bonds) (k,¢) with
non-zero interactions, and [-] denotes the Iverson bracket [7],
which evaluates to 1 if the condition in the bracket is satisfied
and to 0 otherwise.

In this paper, the focus is on ferromagnetic Ising models
characterized by Ji, > 0 for each (k,¢) € B. The external
field is assumed to be consistent, i.e., it is either assigned to
all positive or to all negative values.

The probability that the model is in configuration x is given
by the Boltzmann distribution [6]
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Z

where the normalization constant Z is the partition function
Z =3 cx~ € P and B is the inverse temperature. In the
rest of this paper, we assume 5 = 1. With this assumption,
large values of J correspond to models at low temperature.
Boundary conditions are assumed to be periodic.

For each adjacent pair (zy,z¢), let x : X2 — Ry

2

Hk,z(l‘k,a:g) = eJk,,Z-([Ik::l'i,]—[ftk;?éfllg]) 3)

and for each z,,, let 7: X — Ry
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We then define f: XN — Ryq as

N
f(x) = H Koo (Tg, T4) H T () (5)

(k,0) e B m=1
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The corresponding Forney factor graph (normal graph) for
the factorization in (5) is shown in Fig. 1, where the boxes
labeled “="" are equality constraints [8], [9]. In Forney factor
graphs variables are represented by edges.

From (5), Z in (2) can also be expressed as

7 = Z f(x) (6)

xeXN

At high temperature (i.e., for small J), the Boltzmann
distribution (2) approaches the uniform distribution. In this
case, Monte Carlo methods for estimating Z usually perform
well in the primal factor graph. Estimating Z in the low-
temperature regime is more challenging [5], [10], [11].

In this paper, we consider models at low temperature (i.e.,
with large J) and models with a mixture of strong and weak
coupling parameters in an external magnetic field. To compute
an estimate of Z in this case, we propose an importance
sampling algorithm in the dual of the Forney factor graph of
the 2D Ising model.

III. THE DUAL FORNEY FACTOR GRAPH

We can obtain the dual of the Forney factor graph in Fig. 1,
by replacing each binary variable x with its dual binary
variable ¥, each factor ry, with its 2D Discrete Fourier
transform (DFT), each factor 7,,, with its one-dimensional (1D)
DFT, and each equality constraint with an XOR factor, cf. [8],
[12]-[14]. Fig. 2 shows the dual Forney factor graph of the 2D
Ising model, where boxes containing “+ " symbols represent
XOR factors as

the small boxes attached to each XOR factor are given by
Ao () = { cosh H,,,,

—sinh H,,,
and the unlabeled normal-size boxes attached to each equality
constraint represent factors as

N 2 cosh Jj,
’)/k(fl'k): { COS. k

2 sinh J,

Here, Jj, is the coupling parameter associated with each
bond. See [1]-[3], for more details on constructing the dual
Forney factor graph of the 2D Ising model.

In the dual domain, we denote the partition function by Zg.
For the models that we study here, the normal factor graph
duality theorem states that (see [13, Theorem 2])

if £, =0
if 2, =1

®)

if 2, =0
ifz, =1

©))

Zq=|xN|Z (10)

In order to design Monte Carlo methods in the dual Forney
graph, we require factors (8) and (9) to be non-negative. In a
2D Ising model, Z is invariant under the change of sign of the
external field [6]. Therefore, without loss of generality, we will
assume H,, < 0 for 1 < m < N. Under the ferromagnetic
assumption Jy , > 0 for (k,¢) € B. With these assumptions,
(8) and (9) will be non-negative.

[]

L]

i

Fig. 1: Forney factor graph of the 2D Ising model in an ex-
ternal field, where unlabeled normal-size boxes represent (3),
small boxes represent (4), and boxes containing “ = ” symbols
are equality constraints.

Fig. 2: The dual Forney factor graph of the 2D Ising model
in an external field, where boxes containing “ 4 ” symbols
represent (7), small boxes represent (8), and unlabeled normal-
size boxes represent (9).

IV. THE IMPORTANCE SAMPLING ALGORITHM

The importance sampling algorithm is described on Fig. 2.
We partition X into X 4 and X, with the condition that X g
is a linear combination (involving the XOR factors) of X 4. In
this set-up, a valid configuration in the dual factor graph can
be created by assigning values to X 4, followed by computing
X B as a linear combination of X A

An example of such a partitioning is shown in Fig. 3,
where X 4 1s the set of all the variables associated with the
thick edges and Xp the set of all the variables associated
with the remaining thin edges. Accordingly, let B4 C B
contain the indices of the bonds marked by thick edges and
Bp = B — B,. For a valid configuration X = (X4,%Xp), let
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x4 = (¥,2), where y contains all the thick edges attached to
the small unlabeled boxes (involved in (8)) and z contains all
the variables associated with the thick bonds (involved in (9)).

We prove that wy(y), the Hamming weight of y, is always
even, where the Hamming weight of a vector is the number
of non-zero components of that vector [15].

Lemma 1. If x is a valid configuration in the dual Forney
factor graph, then wy(y) is even.

Proof. We consider ¢ = @i\; 4+ the component-wise XOR of
y. Each XOR factor imposes the constraint that all its incident
variables sum to 0 in GF(2). Each ¢, in c can thus be expanded
as the XOR of the corresponding variables associated with the
bonds, furthermore, the variables on the bonds each appear
twice in this expansion. Hence ¢ = 0, i.e., wy(y) is even. W

Lemma 1 implies that Z4, and thus Z itself, are invariant
under the change of sign of H,,. Indeed, regardless of the sign
of H,,, i.e., assigned to all positive or to all negative values
fo:l Am (Zm) takes the same positive value, cf. (8).

The importance sampling algorithm works as follows. To
draw % at each iteration ¢, we first draw 5{54@ according to
a suitably defined auxiliary probability mass function on the
bonds (see (13)). We then update 5(53 to create a valid con-
figuration () = (5{% ~(Z)) Updating x53> at each iteration
is easy as Xp is a linear combination of X 4.

Let us define

m=1

Axp) = ] (11)
keBp
N
U(xa) = [[w@) [T AnEm) (12)
kEBA m=1
aza) & X&) g, e ximal (13)
ZCI
where Z, in (13) is available as
N
Zy=> W(xa)=28"exp( Y Jp— > Hn) (14

keBa

Here |B4| is the cardinality of B4. Note that H,,, < 0.
The product form of (12) suggests that to draw a sample
(l) = (79,z®) according to ¢(X%4), two separate subrou-
tlnes are required, one for the y(“)-part, and another for the
7z _part. To draw the ¥ -part, we apply.
repeat

draw ol 0, ol

form=1to N

U|o,1]

if uly) < 1(1+ e2Hnm)
~%) _
else
g =1
end if
end for

until wy(y)) is even

Fig. 3: A partitioning of variables in the dual Forney factor
graph of the 2D Ising model. The thick edges represent X 4
and the remaining thin edges represent X .

The crlterla to accept y©) is based on Lemma 1. The
quantity §(1+ e2%m) is equal to A, (0)/(An(0) + Am(1)).
To draw the z(©)-part, the following subroutine is applied.
draw v ul" .. ‘(l? | U0, 1]
for k =1 to |B4]
if u(z) %(1 +e727k)

5,5“ =0
else
79 =1
end if
end for

Here, §(1+ e~ 27k) is equal to 75 (0)/(7£(0) + v&(1)). We
can then create x X as a concatenation of y*) and z(®.

It is possible to compute the probability of rejection in the
algorithm. E.g., if the model is in a constant external field H

P(wn(¥)is odd) = sinh(N|H|)e NI (15)
The two previous subroutines will provide i.i.d. samg;les
iA ~(2) N%),.,. according to (13). Updating xj;

easy after generating x( ). The created samples are then used
in the following importance sampling algorithm in order to
estimate Zg.

for {=1to L

9]

draw x,’ according to q(X )

update x( )
end for

compute

Zis =

h\N

an

L
Z (Z)
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Lemma 2. ZIS is an unbiased estimator of Zg.

Proof.

Q

B[ Zis] = [%im; ]
=
]

= Z, B, [AXp)
:quxA) A(%XB)
:Zd

|

The estimate of Z4 is then used to compute a Monte Carlo
estimate of Z, as in (6), via the normal factor graph duality
theorem (cf. Section III).

The accuracy of (17) depends on the fluctuations of A(Xp).
If A(Xp) varies smoothly, le will have a small variance. From
(9) and (11), we expect to observe a small variance if Jj is
large for &k € Bp — as for large values of .Ji, each factor (9)
tends to a constant factor. For more details, see [4].

We emphasize that our choice of partitioning in Fig. 3 is not
unique. Fig. 4 shows another example of a partitioning in the
dual Forney factor graph whose corresponding partitioning in
the primal factor graph is not cycle-free. A partitioning which
gives rise to a slightly different importance sampling algorithm
(with no rejections) is discussed in [4].

The proposed algorithm is applicable to the Ising model in
the absence of an external field as well. Indeed, partitionings
in Figs. 3 and 4 are valid even when the external field is not
present. We will consider Ising models without an external
field in our numerical experiments in Section V-A.

That being the case, to observe fast convergence in the dual
domain, not all the coupling parameters need to be strong, but
a restricted subset of them. The method of this paper can thus
be regarded as supplementary to the ones presented in [1]
and [2], where the focus is on models at low temperature
(corresponding to models in which all the coupling parameters
are strong) and on models in a strong external field.

V. NUMERICAL EXPERIMENTS

We apply the importance sampling algorithm to estimate the
log partition function per site, i.e., % In Z, of 2D Ising models.
All simulation results show % In Z vs. the number of samples
for one instance' of the model with periodic boundaries.

We consider 2D ferromagnetic Ising models with spatially
varying (edge-dependent) coupling parameters without an ex-
ternal field in Section V-A We will also compare the efficiency
of the importance sampling algorithm with uniform sampling.
Comparisons with Gibbs sampling and the Swendsen-Wang
algorithm [16] are discussed in [4]. 2D ferromagnetic Ising
models in an external field with spatially varying model
parameters are considered in Section V-B.

'In statistical physics, estimating quantities for a fixed set of couplings
(generated according to some distribution) is called the “quenched average”.

[ ]
+]

OH 1 DiH
+H— ?+H ?
| [IrH ] [

LN
\

Fig. 4: Another example of a partitioning of variables in the
dual Forney factor graph of the 2D Ising model.
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Fig. 5: Estimated log partition function per site vs. the number
of samples for a 30 x 30 Ising model, with J; ~ U[1.0,1.25]
for k € Ba and J, ~ U[1.25,1.5] for k € Bp. The plot
shows five different sample paths obtained from importance
sampling (solid black lines) and five different sample paths
obtained from uniform sampling (dashed blue lines) on the
dual factor graph.

A. 2D Ising models without an external field

We consider a 2D Ising model of size N = 30 x 30

without an external magnetic field. For k: E Ba, we set

J = U[1.0,1.25] and for k € Bp, set J; "= U[1.25,1.5].

Fig. 5 shows simulation results obtained from importance
sampling (solid lines) and from uniform sampling (dashed
lines) in the dual Forney factor graph. From Fig. 5, the
estimated log partition function per site is about 2.503.

We observe that importance sampling outperforms uniform
sampling (with virtually the same amount of computation
time); see also [2], [4].
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Fig. 6: Estimated log partition function per site vs. the number of samples for a 50 x 50 Ising model, with J; ~ ¢/]0.1, 1.0] for
k € B4 and Hy, ~ U[-0.8,—0.2] for 1 < m < N; for k € Bp (left) J, ~ U[1.0,1.2], (middle) Jj, ~ U[1.2,1.4], and (right)
Jy ~ U[1.4,1.6]. Each plot shows ten different sample paths obtained from importance sampling on the dual factor graph.

B. 2D Ising models in an external field

We set N = 50 x 50, Ji “& [0.1,1.0] for k € By, and

H,, '~ U[-0.8,—0.2] for 1 < m < N in all the experiments.

In the first experiment, J i1 U[1.0,1.2] for k € Bp.
Simulation results obtained from importance sampling in the
dual factor graph are shown in Fig. 6 (left). In the second
experiment, J;, "% U[1.4,1.5] for k € Bp. Fig. 6 (middle)
shows simulation results. We set .Jj, '~ U1.4,1.6] fork € Bp
in the third experiment. Simulation results are shown in Fig. 6
(right), where the estimated % In Z is about 2.5518. Notice
that in Fig. 6 from left to right, the range of the y-axis is
0.015, 0.008, and 0.006, respectively.

In agreement with our analysis in Section IV, we observe
that convergence improves as Jj becomes larger for k € Bp.

VI. CONCLUSION

An importance sampling algorithm was presented for esti-
mating the partition function of the 2D ferromagnetic Ising
model in a consistent external magnetic field. The algorithm
is described in the dual Forney factor graph representing
the model. After introducing a partitioning and an auxiliary
importance sampling distribution, the method operates by
first simulating a subset of the variables, followed by doing
computations over the remaining ones. The algorithm can
efficiently estimate the partition function when the model is
at low temperature or when the model contains a mixture of
strong and weak coupling parameters. The proposed algorithm
is applicable to the 3D Ising model and the g-state Potts model
in an external field as well. For duality results in the context
of statistical physics, see, e.g., [17], [18], [19, Chapter 10].
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Abstract—Future generations of cellular networks will have
higher node density, larger number of antennas per node, and
wider bandwidth. This paper develops capacity scaling laws
for such networks by explicitly incorporating the impact of
bandwidth on capacity. The main contribution is a capacity
scaling upper bound for a cellular-type network architecture
without base station cooperation. This upper bound is shown
to be tight, as it provides the same scaling as an infrastructure
multi-hop protocol introduced in previous work. The results
show that large cellular networks transition from bandwidth-
limited to power-limited capacities depending on the scaling of
the bandwidth compared to the scaling of the number of nodes
and that single hop protocols are suboptimal except when the
bandwidth scaling is small.

Index Terms—Wideband, capacity scaling, cellular network.

I. INTRODUCTION

Wireless standardization bodies have begun to consider
deployment of millimeter wave (mmWave) technology with
frequencies in the range 30 — 300GHz, leading to large
amounts of spectrum available for communication [1]. Other
technologies that increase available system bandwidth, such as
carrier aggregation across bands and opportunistic cognitive
reuse of occupied bands, are also being considered for future
generations of cellular networks.

The conventional analysis of a point-to-point wideband
channel exhibits a transition from a high-SNR regime where
rate grows with bandwidth to a low-SNR regime where rate
is power-limited [2]. However, since practical networking
protocols usually divide the available bandwidth among nodes
in some form, the fact that system bandwidth is increasing
does not necessarily imply that a network with large number
of nodes will experience the effects described in the wideband
point-to-point channel model.

While the exact capacity region of a large network is not
known, capacity scaling laws provide a useful framework that
characterizes the growth of the capacity region as the number
of nodes increases [3]. In order to quantify the impact of
increasing bandwidth on network capacity, considered in the
light of other resources that also increase the available degrees
of freedom, this paper provides a scaling law analysis of a
cellular network operating in the wideband regime.

‘Work supported in part by COINS, FPU2012/01319, NSF Grants # 1302336
and 1547332, and NYU WIRELESS.

From an information theoretic perspective, mmWave, carrier
aggregation, massive Multiple Input Multiple Output (MIMO)
and dense cellular deployments are all, in essence, various
ways to increase the fundamental degrees of freedom of the
network: bandwidth, antennas and infrastructure density. To
evaluate the potential value of each of these technologies,
this paper derives an upper bound on the scaling of per node
capacity of cellular networks under parametric scaling of these
dimensions. Our analysis follows along the lines of the classic
scaling laws results [3]-[9], but is applied to cellular networks
rather than ad-hoc networks. Specifically, we consider a large
cellular network with n mobile nodes, with various scalings
in n of parameters such as the bandwidth, area, number of
base stations (BSs) and number of BS antennas. In addition,
we consider that BSs do not cooperate and nodes communi-
cate with their closest BS, creating two traffic flows usually
found in cellular networks, consisting of uplink and downlink
transmissions. This produces different scaling properties than
those in ad-hoc networks with infrastucture assistance [7]-[9].

Considering a deterministic channel model, our main result
determines an upper bound to the throughput capacity scaling
using cut-set arguments, by separating each single BS from
the rest of the network. The cut of the network effectively
forms a combined point-to-point MIMO system that displays
a behavior resembling that of point-to-point channels. The
upper bound meets a lower bound achieved by an infrastruc-
ture multi-hop (IMH) protocol whose throughput scaling was
described for fading channels in [10], thereby establishing the
capacity of cellular networks without BS cooperation, with
two scaling regimes:

o In the bandwidth limited regime, bandwidth grows slower
than the power that can be delivered towards the aggre-
gate network, and throughput scales with the degrees of
freedom of the network.

o In the power limited regime, bandwidth grows faster than
the power transfer, and throughput scales at most with the
power delivered to the nodes.

The rest of the paper is organized as follows. In Section
II we provide a brief overview of the literature on capacity
scaling laws analysis. In Section III we describe our models for
a large cellular network with increasing number of users, and
the channel between terminals. In Section IV we describe the
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upper bound on the throughput capacity, establish the optimal
throughput scaling and discuss different operating regimes.
Finally, Section V concludes the paper.

II. OVERVIEW OF CAPACITY SCALING LAWS

Capacity scaling law analysis started with the seminal work
of Gupta and Kumar [3] where they studied the scaling of the
rate R(n) achieved by each node in an ad-hoc network with n
nodes distributed in a unit area (called dense network). Their
protocols exhibit a scaling of R(n) « 6(%)1. This suggests
that using the protocols in [3] it is not possible to increase
the number of nodes in network arbitrarily without sacrificing
rates. Similar results exist for extended network models [4],
where n users spread over an area ©(n) with constant user
density, instead of a fixed area with user density ©(n).

Ozgur, Lévéque and Tse [4] introduced hierarchical coop-
eration (HC), and showed that HC achieves linear scaling
R(n) = ©(1) in dense networks and improves the Gupta-
Kumar result to ©(n?~%/2) in extended networks with a low
path-loss exponent @ < 3. Under HC, nodes cooperate to
form virtual antenna arrays, and for a sufficiently high number
of layers of cooperation, it would be possible to break the
original limitation and grow the number of nodes arbitrarily
without incurring any rate penalty. However, Franceschetti,
Migliore and Minero [5] pointed out that the physical degrees
of freedom of a signal within a bounded area are finite. It
would be unrealistic to assume that as the number of nodes
increases, all channel coefficients remain independent. Thus
the result in [4] would be an artifact of optimistic indepen-
dence assumptions. Considering these constraints, [5] obtained
an ultimate limitation to scaling of R(n) as @(%)

In [6], Ozgur, Johary, Tse and Lévéque proposed an argu-
ment to harmonize the results of [4] and [5]. Even though
for very high n channels do become dependent, this occurs at
values of n so high that there would exist first a transitory
regime with high, but finite, values of n where the linear
scaling analysis holds. In [6] the same authors also introduced
the concept of operating regimes, by allowing area to scale
with an arbitrary exponent of n, A o n”. A threshold
on exponent v separates two regimes: for small v network
capacity behaves similarly than the dense network model and
for v above the threshold network capacity behaves as in the
extended network model.

Recently, the ability of HC to achieve linear scaling was put
into question in [12]. It was found that under practical limi-
tations, the optimal number of layers in a HC implementation
would be small, contradicting the theoretical analysis where
rate improves with the number of layers and for achieving the
linear scaling a very large number of layers is necessary.

There have been other extensions of scaling law analysis in
ad-hoc networks introducing cooperation, mobility, broadcast,

"We use the standard f(n) = O(g(n)), f(n) = Q(g(n)) and f(n) =
O(g(n)) notations [11] to respectively represent that at sufficiently high n
function f(n) becomes less than or equal than g(n), greater than or equal to
g(n), and identical to g(n) up to a constant factor.

infrastructure or large bandwidth. Readers are referred to [13]
for a comprehensive review.

Most literature on scaling laws follows ad-hoc network
models, which have different traffic demand than a cellular
network. Even though [7]-[9] have modeled ad-hoc networks
with infrastructure support, the use of infrastructure in these
models is only as an intermediary to help the delivery of ad-
hoc type communications. In these works, data always flows
from one node to another, with destinations randomly picked
across the network. More importantly, in such models it is
always possible to fall back to pure ad-hoc protocols ignoring
the presence of infrastructure when this is beneficial.

A. Our Contributions

In this paper, rather than ad-hoc networks supported by
infrastructure, we consider the traffic flows typical in cellular
networks, where each node sustains uplink and downlink data
flows with its closest BS. On the one hand, this reduces the
typical distance between source-destination pairs; on the other
hand, this model may cause rates of many users to concentrate
at the same BS causing bottlenecks that cannot be avoided by
dropping the infrastructure and falling back to pure ad-hoc
protocols. Both our approach and that of [8] have in common
the presence of infrastructure with arbitrary scaling density,
but the difference in the traffic renders the ultimate scaling
limitations very different.

The main innovation of our analysis is including the impact
of very large bandwidths in capacity scaling. This provides
a characterization of a bandwidth threshold beyond which a
large network stops benefiting from the bandwidth increase
and experiences power limitations, mirroring the well-known
fact that point-to-point links become power-limited when
bandwidth is large.

Most scaling analyses [3]-[9] considered a fixed bandwidth.
However, a network with a fixed bandwidth would only
exhibit low SNRs in long-distance links with a high path loss,
scaling with the dimensions of the network and unrelated to
bandwidth. This occurs because it is always possible to slice
the constant bandwidth in small narrowband chunks as the
number of nodes n grows. In order to study large system
bandwidth W, one could have W — oo and then let n grow,
as in [14]. Nonetheless, this method forces the network to be
always power-limited, rather than providing insights on the
bandwidth scaling necessary to enter power-limitation, and its
interplay with network architecture and rates. In our model, the
goal is to investigate what happens between the two extremes;
for this we take limits on W and n increasing to infinity at
the same time, following an exponential relation:

Y= lim log W,
n,W—oo logn

(1
and the cases in the literature correspond to ¢ = 0 and ) = oo.

III. NETWORK AND CHANNEL MODELS
A. Network Model

We consider a sequence of cellular wireless networks in-
dexed by n, where n is the number of single-antenna nodes
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uniformly distributed in an area A. The network is supported
by m BSs that do not cooperate, with ¢ antennas each, and
communication takes place over an increasing bandwidth W.

Table I defines the scaling relation between n and the
different network parameters. Here Wy, Ag, mo, lo, ko are
fixed constants. The exponents of the number of BSs and BS
antennas are taken from [8]. The constraint S+~ < 1 ensures
that the number of infrastructure antennas per node does not
grow without bound. The scaling of the network area is as
proposed by [6] to model a continuum of operating regimes
between dense (v = 0) and extended (v = 1) networks. We
introduce the bandwidth scaling exponent ¢ as shown in (1).
Note that ¢ < 1 represents that bandwidth per node decreases
as the number of nodes increases, while ¢ > 1 represents
asymptotically infinite bandwidth per node.

We consider BSs that are placed at fixed distances of each
other, dividing the network area in regular hexagonal cells
around each BS with radius rcen with asymptotically -+ nodes
each. The downlink from the BS to the nodes and the uplink
from the nodes to the BS operate independently in alternate
time division duplex (TDD) frames. This imposes a % penalty
in rate but otherwise does not alter the scaling of capacity
with n. Note that BSs cannot receive in the downlink phase
or transmit in uplink, while nodes can do both.

Due to random node placement, the rate achievable by any
individual user is a random variable which depends on the
particular downlink or uplink protocol used. The following
definitions are adapted from [3].

Definition 1. A downlink (uplink) rate of Rpy(n) (RuL(n))
bits per second per node is feasible in a realization of the
cellular network if there exists a protocol that achieves in all
nodes.

The feasible rate is evaluated on a realization of the random
node locations, and feasibility of some rates will depend on
distances in a specific layout. In the following definition we
remove the randomness of Def. 1 by requiring a rate scaling
at the frontier of feasible rates with probability one.

Definition 2. The downlink (uplink) per node throughput
capacity scaling Cpr,(n) (Cur(n)) of a set of random cellular
networks is of the order ©(f(n)) bits per second per node if
there are constants ¢; < co such that.

nh—>n;oP (RDL(n) = le(n)) =1 (2)
lim P (RpL(n) =caf(n)) <1 3)

n—oo

Table 1
SCALING EXPONENTS OF NETWORK PARAMETERS

Exponent Range \ Parameter (vs. no. of nodes n)
P [0, 00) Bandwidth W = Won?
v [0,1] Area A = Agn”
B8 [0,1] No. of BSs m = mon”
¥ [0,1 — 8] | No. of BS antennas £ = £on”

B. Channel Model

Between a transmitter ¢ and receiver r, we consider a MIMO
additive white Gaussian noise channel with deterministic full
rank matrix Hy ,. € Ct>t | Each entry of the channel matrix
has unit gain and an arbitrary phase, hg?;.] ) = e2mi %i3, so that
the channel squared norm satisfies |H|?> = £,¢;. The distance
between transmitter and receiver, d, ,., defines the macroscopic
pathloss gain d;_ T% . Average transmission power constraints of
nodes and BSs are P, and Pgg, respectively. Our results can
be extended to random fading models with moderate effort.
The signal at the receiver is given by

“4)

where x; is the signal transmitted by ¢ with period 75 = 1/W,
satisfying E Uxtﬂ < %. Here P, depends on the type of
transmitter and the fraction of its power dedicated towards r.
The thermal noise at the receiver is z, ~ CN (0, NoIy, ).

In practice it is expected that mmWave channels do not have
a rich enough scattering to display full rank channel matrices
in the physical arrays, but our results apply all the same to
these non-full rank channels by appropriately projecting the
dimensions of the antenna arrays to a smaller subspace and a
small-dimensional full rank matrix that captures the equivalent
effective array dimensions. Hereafter, we will use the term
“number of antennas ¢” to refer to the effective independent
antenna array dimensions and represent by ¢; and /. the
effective number of transmit and receive antennas.

The upper bounds developed in this paper consider cuts sep-
arating one transmitter from the rest of the network, applying
this channel model to one virtual transmitter and one virtual
receiver containing all the antennas on each side of the cut.
As we argue in Sec. IV, the upper bound is achievable in a
scaling law sense and, even though we do not consider full BS
cooperation, it represents the scaling with perfect interference
suppression. The achievable schemes that illustrate this were
presented originally for non-coherent fading channels in [10];
here they have been adapted to follow the channel model
(4) with proper modifications to incorporate interference from
other cells.

o
—J 2
y'r - dt,r Ht,'rxt + Zy

IV. CHARACTERIZATION OF CAPACITY SCALING

In this section we first present an upper bound to the
throughput capacity scaling of large cellular networks, and
we next illustrate that an adaptation of the multi-hop protocol
presented in [10] for fading channels to our channel model
achieves this scaling.

Theorem 1. The downlink throughput capacity scaling
Cpr(n) of random cellular networks is upper bounded by

Ie) (n/ﬂvflﬂnin(d),(lfw%)) , (5)
and the uplink throughput capacity scaling Cyr(n) by
1) (nmin(w,(l—u)%)) , (6)

both with probability 1 as n — oo.
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Proof. We introduce the detailed analysis for downlink. Up-
link follows similarly.

Since our network model assumes no cooperation between
BSs, we obtain an upper bound of the sum-rate of the users
served by each BS by considering a cut separating that BS
from the rest of the network. At the receiving side of the
cut there is perfect cooperation among n receiver nodes and
another m — 1 BS transmitters, resulting in perfectly-known
interference that can be canceled.

This reduces the communication problem into a point-to-
point MIMO channel consisting of a single transmitter-receiver
pair with dimensions ¢; = ¢ ¢, = n. We represent the distance
from each node 7 to BS  in a diagonal matrix D, £ {D}’ =
d, 2}, and write the signals from all BSs to all nodes by
ex’tending 4) as

y =DHix, + ) DyHyxy +2 ™
t £t

known to all receivers

where H, refers to the small scale fading channel matrix
between BS ¢ and all receivers. All nodes and the other BSs
cooperate perfectly, canceling the second term and leaving a
non-interfering point-to-point MIMO channel.

Hence, the DL sum rate on the cell of BS ¢ € [1,m], denoted
by Tpr—+(n) is bounded by

1
Tor,—¢(n) < max W log det (In + ——D;H,Q,, H'D! )
x4 WNO )
®)

where we represent by ., the normalized covariance ma-
trix of the transmitted signal x;, with its power constraint
expressed as tr{Q, } < Pgs.

By the assumption that channel matrices are full rank and
¢ < n, following standard arguments in [2, (7.10)], it can be
shown that the upper bound in (8) can be expressed as a power
allocation over the eigenvalues \; of the matrix D:H;

P2
xWZlog 1+WN0 )

We can use the trace of the matrix to upper bound each
eigenvalue separately A2 <Y N2 = u{DHHDI} <
oy d;,. Due to the fact that all terms in this upper
bound are equal and the convexity of the logarithm, the power
allocation P = % maximizes this upper bound. Hence

ﬁ) (10)
=1

Notice that if lim,, N, = 00, then the upper
bound in (10) becomes degrees- of freedom-limited. In this
regime (10) scales as O(W¥).

Conversely, only if all links produce a low power at

P
the same time, satisfying hmn_,ooBSZé1 = 0, the

WN,
network is in the power-limited regime and (10) scales as

O(lPgs > d

TpL—¢(n) <

TDL_t(n) < Wltlog (1 +

PBSZ:L 1d77

The sum ZT 1 d; can be calculated using the exponential
stripping method descrlbed in [15]. Consider a series of con-
centric rings centered at the BS ¢ with inner radius r; = n¥e=
and outer radius 7;_;. Recall that the user density scales as
n'~" and network area as nY, thus the number of nodes
contained in each disc is S; < ne!™? with high probability.
Using this, we can upper bound the sum over n by summing
over these discs and lower-bounding distance in each disc by
the inner radius. Moreover, we have that an area of n*~! is
the smallest that contains one node w.h.p. so the sum ends
at i < |logn| + 1, assigning distance 7“7 to the last term

instead.
n [logn|+1
QA< ) S
r=1
o) _ _
< Z net~inVEet | fenmE (11)
<n7vs lognelJr log(")} +n-Yse
< (logn —|— Dn—35e
where the third inequality is due to etz < emax()3
Examining Table I this leads to
O (n7t¥) P < 2(1—v)
Tor._+(n) = " -2 12
prL—t(n) {@ (W +50-D) s a1 ) (12)

Now, by symmetry, each of the m single-BS cuts gives the
same upper bound to the rate of the users served by that BS.
By the requirement that feasible rate is guaranteed to all users,
the throughput capacity of the network is upper bounded by

Rou(n) < ™ min Tpy—i(n) = ©(n+7-Hmin(0-01)
completing the proof of Theorem 1 for DL.

A similar set of arguments lead to the bound for the uplink.
In this case we consider n cuts, each separating one user node
from the rest of the network. In this cut, all the BSs and
the remaining n — 1 nodes are receivers, and their mutual
interference canceled. Due to the fact that the transmitting
node has a single antenna (eigenvalue), the degrees of freedom
are O(W); and the sum term over all receiving devices
(equivalent of (11)) is

n—1 m
S dir+0Y dit=0(n
r=1 r=1

Then the upper bound on uplink feasible rate becomes

(17u)%).

RUL( ) < mlnTUL t( ) 6 (nmin(w,(l—u)%)> (13)

O

The next theorem shows that, after adapting the throughput

scaling to the channel model in this paper, the Infrastructure

Multi-Hop (IMH) protocol introduced in [10, Th. 2] can
achieve the upper bound.
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Theorem 2. The IMH protocol achieves the upper bound in
Theorem 1 and characterizes downlink throughput capacity as

Cpr(n) = © (nF+1-min(v0-0%)) (14)

and when 8+~ = 1 the uplink throughut capacity as
Cur(n) = © (nn(»0-18)) (15)

The downlink rate of
(ISH) using direct transmissions
e) n6+7—1+min(w»(6—l’)%)

Infrastructure ~ Single-Hop
[10, Th. 1] is only
) for the channel model used in
this paper, and only achieves capacity if the single-receiver
power at cell edge is high, when ¢ < (8 — v)§, or in
the particular case of maximum BS density 5 = 1. Both
achievable schemes and the capacity scaling upper bound
are compared in Fig. 1 for downlink transmission. A similar
relation between the protocols and the bound exists for
uplink.

Comparing the two cases of the capacity scaling on Theo-
rem 2, we can distinguish two operating regimes.

Bandwidth limited regime: If ) < §(1 — v), the network
capacity grows with W. It must be noted that this regime
of the capacity scaling relies on the received power at all
nodes in the network at once, and does not guarantee that any
specific single node can receive a high-SNR in the absence of
receiver cooperation. Indeed, as we argue above, the use of
independent direct transmissions as in ISH protocol does not
always achieve capacity scaling.

Power limited Regime: If ¢ > §(1 — v), the network
capacity does not grow with W. Network capacity scaling is
bounded by the power that can be transfered from one BS to
all nodes in the network at once. The distances between BSs
and the nodes are sufficiently far that the SNR in (10) goes to
zero. In this regime no node can receive degrees-of-freedom
limited rates even with cooperation.

Finally, note that these scaling laws make intuitive sense
because, with probability 1 as n — oo, a disc with radius
G(n(@ )) around a BS contains one node, which combined
with array gain n” gives the best-case transfer of power
between a single BS and the rest of the network. Also, the
degrees of freedom of the cellular network cannot exceed
O (Wm).

V. CONCLUSIONS

As cellular networks evolve, the node density, number of BS
antennas and bandwidth increase. Wireless network capacity
scales with these increasing degrees of freedom only if re-
ceived power is not overspread. In this paper we have provided
a characterization of cellular capacity scaling that exhibits a
bandwidth-limited and a power-limited regime. Moreover, only
in a fraction of the first regime capacity is achievable using
independent non-cooperative direct transmission between the
BS and each node in its cell, whereas for sufficiently large
bandwidth cooperation or multi-hop is essential to achieve
throughput capacity scaling. While traditional cellular net-
works typically operate in the bandwidth-limited regimes,

= A ;
2| Bandwidth limited | Power limited
« Upper Bound
BAy =14 (1 = 1) o |
2 IMH
«
BAy—14(B—v)z [y ‘ ;
! ( 2 i g ISH
P
Bry-1 Pl > ¥ =log, W
\ \
< <
e e

Figure 1. Exponents of downlnk rates vs bandwidth.

future cellular networks with large bandwidth could experience
power-limited scaling regimes, therefore necessitating multi-
hop communications.
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Abstract—The two-user Z-interference channel with an ad-
ditional secrecy constraint is considered. The two transmitter-
receiver pairs wish to reliably transmit their messages; however
the transmission of the first pair both interferes with the
transmission of the second pair and is also required to be
completely secure from the second receiver. The focus here is
on the capacity region of the above Z-interference channel in
the Gaussian case under the standard power constraints. The
maximum rates of the two users in this setting are described, and
although the maximum rate of the transmission of the first pair
has a single-letter expression, due to Wyner’s secrecy capacity
expression, its maximization is non-trivial. The significance of a
stochastic encoder for the second transmitter, encoding a message
which is not required to comply with any secrecy constraints, is
noted. It is shown explicitly that constraining this encoder to
be deterministic reduces the capacity region. Finally, a Sato-
type outer bound on the capacity region is obtained under this
additional deterministic encoder constraint.

[. INTRODUCTION

The interference channel is a central open problem in
multi-user information theory. Understanding the effect of
interference is critical to the understanding of the limitations of
communication and essentially the interactions in any network.
The basic aspects of interference appear already in the simplest
setting - the two-user Z-interference channel. This channel
comprises two independent inputs (X1, X5) and two outputs
(Y1,Y2) (throughout the paper bold letters denote length n
random vectors) with a channel conditional distribution of the
following form:

PY17Y2|X1,X2 :PY1\X1PY2|X11X2' (1)

The open question for this channel is: given two independent
messages Wi € [1,2"R1] and Wy € [1,2"R], what are the
rates R; and Ro that can be reliably transmitted through this
channel? Due to the importance of this problem it had attracted
considerable attention throughout the years. Many results have
been obtained; however, in general, the problem is still open.
We refer the reader to recent overviews of the problem given
in the introductory sections of [1] and [2].

The difficulty of this problem lies in the fact that we do
not have a good understanding of the effect of a transmission
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on other (unintended) users. Moreover, as can be seen in
the additive Gaussian white noise (AWGN) setting there is
a rivalry between the two users [3], meaning that when one
transmits at its maximum rate it also causes the maximum
disturbance on the other user (a phenomenon known as the
“worst additive noise” result [4]).

In this work we place an additional requirement on the in-
terfering signal. Beyond its reliable decoding at its receiver we
also require complete secrecy of this message at the interfered-
with receiver. This additional requirement is relevant to many
practical settings, in which our transmission can both be
received by other, unintended receivers, but still we would
like it to remain secure. As will be shown here this additional
requirement provides interesting observations and many open
questions.

We begin by formally stating the complete secrecy require-
ment:

.1
lim =1 (Wy;Y32) =0 2)

n—o0o N
which assures complete secrecy of the interfering message at
Y 5. Note that due to this complete secrecy constraint we may
consider only “weak interference”. Figure 1 depicts the model.

(¢ >y W

W, X, L, W, ¥

Fig. 1. The Z-Interference channel with a complete secrecy constraint for
the interfering message at the interfered-with reciever.

This initial work focuses on the AWGN setting; however, as
will be evident, many of the claims can be extended to discrete
memoryless channels. Thus, we consider the following model
for a single use of the channel:

Yl = \/snrle + N1
Y5 = \/snry X5 + Jasnri X1 + No 3)

where N7 and N, are standard additive Gaussian noise terms
which can be assumed to be independent of each other and

190



International Zurich Seminar on Communications (IZS), March 2 — 4, 2016

from channel use to channel use. They are also independent
of the transmissions of the two users X; and X5 which
are independent of each other (no cooperation between the
transmitters). We assume a € [0,1) which is the “weak
interference” regime. There is also an average power constraint
of 1 on both channel inputs.

In this work we distinguish between two scenarios. First, we
do not limit either encoder, and allow stochastic encoders at
both transmitters. Under this assumption we first examine the
bounding box of the capacity region, that is, the maximum
possible rates either user can obtain. This proves to be an
interesting problem for which we can show, using the methods
in [3] and [5] that the rate of the interfering message can
increase beyond that obtained by simply having the interfered-
with transmitter transmit Gaussian noise. Second, we consider
a very probable case in which the interfered-with transmitter
which has no secrecy requirements of its own is limited to a
deterministic encoder. We observe that this limitation reduces
the capacity region and provide a Sato-type [6] outer bound
on its capacity region.

II. STOCHASTIC ENCODERS - CAPACITY REGION
BOUNDING B0ox

The first question that comes to mind when considering
the above problem concerns the bounding box of its capacity
region. That is, we wish to know what is the maximum rate for
either W or Wy regardless of the rate of the other user. For
Wy if we take Ry = 0 we comply with the secrecy constraint in
the trivial sense (no information is transmitted), and in addition
there is no interference; thus Ry = log(1 + snry) can be
achieved, which is, of course, the maximum possible rate. On
the other hand, the maximum value of R is an open problem.
Examining (3) we can see that Y, is a degraded version of
Y’y (since a € [0,1)), and thus we have that X; —Y; — Y
is a Markov chain regardless of the distribution of X 5. Using
the wiretap result for a degraded channel [7] we have a single-
letter expression

Rimax = max {I(X;;V1) -~ 1(Xi;Y2)) (@)
Px, Px,
where the maximization is over both distributions, as Y5
depends on X5 as well.

Note that if Py, is a Gaussian distribution then the optimal
choice for Py, is also Gaussian due to the “worst additive
noise” lemma [4]. However, there is a dependence between
the two distributions and they must be optimized jointly. In
order to break this dependence one can invoke the entropy
power inequality (EPI), which provides an upper bound that
is attained with equality if and only if both X; and X, are
Gaussian. However, attempting to optimize this upper bound
results in a Gaussian distribution for X but not for X5. This
observation leads us to the next result following the approach
of Abbe and Zheng [5], a proof of which is given in the
appendix.

Theorem 1. For any snry > 0,snro > 0 and any a € [0,1),
Ri,max is obtained by non-Gaussian distributions in (4),

meaning

1 1 asnrq
R1,max S| 1 — 1+—. 5
L > S10g(1+ snr1) 2og( +1+5m2> )

III. DETERMINISTIC INTERFERED-WITH ENCODER

In this section we restrict the encoder of the interfered-
with transmitter to the class of deterministic encoders. Note
that this transmitter has no secrecy constraints on its message,
thus making this a very reasonable assumption. The advantage
of this restriction is in allowing us to follow the approach
of Sato [6] and Costa [8] and provide a good outer bound
on the capacity of this channel. However, as we will show,
this restriction, although reasonable from a practical viewpoint,
reduces the capacity region of this channel.

We begin this section with the following result that extends
the result of Costa [8] to our setting:

Lemma 1. The Gaussian Z-Interference channel with secrecy
constraint and a deterministic encoder for the message W,
meaning H(X2|Ws) = 0, is equivalent, in the sense that
they have the same capacity region, to the degraded Gaussian
interference channel:

=X+
'2 = /snrnX+

where N1 is as defined above, standard additive Gaussian

noise, whereas IN 4 is additive Gaussian noise of variance
l—a
—

X,+ N+ N, (6)

Proof: Following the proof of Costa [8] we refer to
[8, Figure 6]. Note that the equivalence between [8, Figure
6-(a)] and [8, Figure 6-(c)] holds for the same reasons as
in [8]. The equivalence to [8, Figure 6-(d)], the degraded
Gaussian interference channel requires more delicacy. Note
that as claimed in [8, Appendix A] the capacity region of [8,
Figure 6-(a)] contains the capacity region of [8, Figure 6-(d)],
with the additional secrecy constraints. This is due to the fact
that Y'; is a better version than the equivalent output in the
[8, Figure 6-(d)]. The reverse claim follows if we assume that
H(X3|W3) = 0 by following the proof in [8, Appendix Al].
|
The above equivalence is limited to the case of deterministic
encoders for the interfered-with transmitter. This transmitter
is not the one transmitting a message that is required to be
completely secure. Nonetheless, we will now show that this
restriction limits the capacity region and is thus a sub-region
of the capacity region of the original problem.

Theorem 2. By restricting the encoder of the interfered-with
user to a deterministic encoder we strictly reduce the capacity
region.

Proof: In order to show the above we show that the
capacity region given the restriction to a deterministic encoder
for the interfered-with transmitter does not contain a point
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that can be achieved without this restriction. The point that
we consider is the one obtained by Ry = 0, where X5 is
simply Gaussian noise (random noise created ad-hoc in the
transmitter, which is an “empty” stochastic encoder). Given
that this is our choice of X it is evident that

asnry

1 1
Ry = ~log(1 ~ Clog (14 -2 7
1= plog(l +snr) 2°g( +1—|—snr2> ™

is achievable using a standard optimal code sequence for the
Gaussian wiretap channel.

We now need to show that this is not attainable when
we limit the encoder of the interfered-with transmission to a
deterministic encoder. This observation also provides us with
the exact bounding box of the capacity region of this limited
case. Note that by limiting to a deterministic encoder and due
to the fact that we have reliable communication of Wy to
Y >, we have the following equality in the limit, due to the
requirement of complete secrecy:

R1,max = IIIIDIC[ (X1;Y1) —I(X1;Y2)] (3)
= i [[(X3:¥) — 1 (X1:Y5]X0)
+I(X9;Y2|X1) —I(X2;Y2)]
= i [[(X:Y) — 1 (XY |X0)]

=nlgrolo[ (X154/snr X1 + Nyp)

—I (Xl; vasnri X1 + NQ)]

where the second equality is due to reliable communication of
W5 and the deterministic encoder restriction Wy — X 5. The
last transition is due to the independence of X; and X5 (no
cooperation). Maximizing the above expression over Px, (it
no longer depends on Px,) gives us the maximum rate

(€))

which is strictly less than (7). Thus, for this setting we know
the bounding box is defined by the above and Ry = llog(1 +
snry). Moreover, according to the results in [2] Ry = §Iog(1 +
snry) is obtained when Ry = 0, since reliable decoding of Xy
is required for the maximum R,, and thus complete secrecy
cannot be attained. In other words, the pair (0, 3log(1+snr))
is a corner point of the capacity region in this setting. This
concludes the proof. |

Given the above equivalence we have a degraded Gaussian
interference channel. For this channel we wish to provide
a Sato-type outer bound, meaning we wish to follow the
approach in [6]. The approach in [6] was to observe that the
degraded Gaussian interference channel is upper bounded by
the Gaussian broadcast channel (BC) capacity since in the
Gaussian BC the two transmitters cooperate and only have
a general power constraint (may split the power between
themselves as they wish). Thus, the specific power split of
the degraded Gaussian interference channel is a special case
of the Gaussian BC.

Our approach is to follow the same logic and employ the

1 1
Ri,max = ilog(l +snry) — ilog(l + asnry)

known results of the Gaussian BC with confidential messages
(BCC), for which we have the capacity region [9]. This leads
to the following result:

Theorem 3. The capacity region of the Gaussian Z-
interference channel with a secrecy constraint on the interfer-
ing message and a deterministic encoder at the interfered-with
transmitter is contained in the following region:

(1 14 B(snry +snry/a)
(R1,R2) = <§Iog <1 + Ba(snry + snrg/a))

}Io < 1+ a(snry +snry/a) )>
2 1+ Ba(snry + snry/a)
Ri < %log (14snry) — %Iog(l + asnry)
Ry < %Iog (1+snrsy) (10)
for some B € [0,1].
As discussed in the proof of Theorem 2, the point

(0, 3log (1 4 snry)) is a corner point of the capacity region.
However this is not a point on the above outer bound. Assume
that

1
Ry = ilog(l + snry) (11)

then
asnry

(asnry + snry)(1 + snrg)

Substituting the above in the bound on R; we obtain

1 snry 1 asnrq
R, = =1 1+——) — =l 1+——— ). (13
! 20g< Jr1—|—snr2> 20g( +l—ﬁ—snr2> (13

The other corner point of the above outer bound is when

B =

12)

1 1
Ry = ilog (14snry) — ilog(l + asnry) (14)
for which
B(asnry + snry) = asnry. (15)
Substituting the above in the bound on Ry we obtain
1 snry
Ry = —I 1+ ——. 16
? 20g< +1+asnr1> (16)

This, of course, is an attainable point by using for W; a
Gaussian wiretap code sequence, and for W, a Gaussian
point-to-point code sequence. At Y, we first consider X; as
additive Gaussian noise and decode X o (W5). After removing
it, we still have for W; a Gaussian wiretap code sequence
designed for complete secrecy at Ys.

In order to get a better feeling for the above outer bound,
we compare it with three possible inner bounds. The first most
basic inner bound is obtained by time-sharing between the two
schemes that attain the corner points of the capacity region
mentioned above. The second bound is the time/frequency
division multiplexing (TDM/FDM) bound given in Lemma
2 and the third bound, given in Lemma 3, improves on the
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TDM/FDM bound by allowing the interfered-with transmitter
to transmit over both subbands.

Lemma 2. The set of non-negative rate pairs (Ry,Ry) satis-
fying
A snry A asnry
< Z )=
R < g|og(1+ ) - Glg(1+ =), am
Snro
Ry < 2| (1 —) 1
2 < Hlog(1+ X (18)

in which 0 < A\ < 1 and A = 1 — )\ is achievable for the
Gaussian Z-Interference channel with secrecy constraint and
a deterministic encoder.

Proof: This region is the TDM/FDM region. To achieve
this region we divide the available time/frequency into two or-
thogonal parts, respectively proportional to A and \. Then, let
user 1 be the only active user for \ fraction of time/frequency.
As a result, we will have a degraded Gaussian wiretap channel
and the achievable rate of secure communication is given by
(17). Note that the average SNR of transmitter 1 in the A-
subband is equal to 5™ Similarly, let user 2 transmit only for
A fraction of time/frequency. Then, (18) gives the achievable
rate. |

We can improve the TDM/FDM inner bound of Lemma 2
by allowing the interfered-with transmitter to split its power
over both subbands.

Lemma 3. The set of non-negative rate pairs (Ry,Rz) satis-

fying
Ry < 2o (1 + S’”i) ~ (1 + “S"”) (19)
1= 9 g )\ 9 gi )\ ’
A snroy A
< = T e Z
Ry < 2Iog(l—i— 1+a%> + 2Iog(l—&—snrgg), (20)

in which 0 < X <1, A =1— ), and Asnra; + Asnrag = snry
is achievable for the Gaussian Z-Interference channel with
secrecy constraint and a deterministic encoder.

Proof: Similar to the TDM/FDM inner bound, we di-
vide the available time/frequency into two orthogonal parts
proportional to A and A. The main difference here is to split
Snro into snro; and snreg such that Asnro; -+ Asnres = snroy
and let user 2 consume them in the A and )\ fraction of
time/frequency, respectively. However, user 1 transmits only
in the A-subband. Therefore, in the A-subband both users
are active. Clearly, (19) is still achievable for user 1 since
receiver 1 is free of interference. The achievable rate of
user 2 has two terms, each corresponding to one of the
subbands. In the A-subband receiver 2 treats interference as
noise to achieve Ry; = Llog(1 + oy ). In the A-subband
user 2 is the only active user and thus the interference-
free rate Rog = %Iog(l + snrgg) is achievable. Therefore,
Rs = AR31 + ARgs is obtained for user 2 in (20). [ |

Figure 2 depicts both the Sato-type outer bound (dashed)
and the three possible inner-bounds.

0.35 T
Inner bound
‘ e TDM/FDM
03f e Trm el —— Time-sharing {
T el -~ Outer bound
0.25} Tl i
0.2 9
“
o
0.15f q
0.1p 1
0.05f b
0 .
0 0.2 0.4 0.6 0.8 1
R,
Fig. 2. The Sato-type outer bound (dash-dot line), the basic time-sharing

inner bound (dashed), the TDM/FDM inner bound (dotted) and the improved
TDM/FDM inner bound (solid).

APPENDIX

Sketch Proof of Theorem 1: We follow the approach
proposed by Abbe and Zheng in [5] which examines the
optimality of the Gaussian inputs by analysis of the infor-
mation theoretic equation in the vicinity of the Gaussian
input distributions using permutations depicted by Hermite
polynomials.

The single-letter expression which we are considering is the
following:

I(X13Y1) — 1 (X1;Ys) =
I (Xy;4/snri Xy + Np)—1I (Xq;+/asnri Xy + y/snraXs + No) .
Similar to [5] we denote the above function using
Sa,snrl ,snrz,p(Xh XQ)
:h(\/snrle + Nl) — h(Nl)
—h(y/asnr; X1 + y/snraXo + No) + h(y/snraXs + Na),

where p is defined below. Now the idea is to examine the
following function:

@n

(22)

oo 2
gl_r)% elg% ? [S(L,snrl,snrz,p(leXQ) - Sa,,snrl,snrz,p(X1G7 Xza)]

where X1G ~ Gps XQG ~ gp, X1~ gp(1 + eﬁ]k) and Xy ~
gp(1 —eH, ) with H i defined in [5, Lemma 2] as a function of
H ,[Cp I (and the 6 H 4[1112] correction term), the normalized Hermite
polynomials for the Gaussian distribution having variance p,
gp- Recall from [5] that {H [,p ]}kzo is an orthonormal basis
for Ly(gp; ). Moreover, H and H) perturb a Gaussian
distribution into another Gaussian distribution with a different
first and second moments, respectively. For & > 3 the
permutations move away from the Gaussian distribution. To
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simplify notation we denote the Hermite polynomials as Hj,
whenever the variance p is clear from context.

Given the above we wish to analyze the behavior of the
function Fj(a,snry,snry, p) for k > 3. We have three differ-
ential entropies to consider. We begin with h(,/asnriX; +
\/snraXo + Na). As shown in [5, Equation (20)] the density
of y/asnr; Xy + /snro X + N is given by

gasnrlp(1 +e€ [Hk + 5H4kD *gsnrgp(l — € [Hk - 6H4k]) * g1
(23)

where * denotes the convolution operator. From [5, Theo-
rem 1] the above is equal to

k
asnrip 2
. 1 H
Yasnriptsnrap+1 te (asnrlp T snrap + 1) kT
asnrip 2k
0 H
<asnr1p+snr2p+ 1) 1
X
3
7 snrap H,
asnrip + snrop + 1
snr 2k
-5 2p Huye| —eL 4)
asnrip +snrop + 1

where
_ Gasnrip [Hk + §H4k:] * Gsnrap [Hk - 5H4k] * g1

gasnr1p+snr2p+l

L (25)

Using [5, Lemma 3] one can show that L is a linear
combination of several Hermite polynomials H, of power
asnrip + snragp + 1 with ¢ > 2k. Thus, the density of
yasnri Xy + /snra X5 + No can be written as a Gaussian
Jasnrip+snrop+1 perturbed by the direction Hj, on the order of
e and several H,’s with ¢ > 2k on the order of €. Using [5,
Lemma 2] and denoting Y, = /asnri Xy + /snry Xs + No
and Y& = \Jasnn X + /snra X§ + Na, we have

h,(\/asnrle + \/snrQXQ + N2) =
h(y/asnr X + \/snra XS + No) — D(Ya||[Ys)

and using [5, Lemma 1] we have

(26)

D(Ya|Y) = S 0(9)

+ < ((asnr)t — snr?)’ L "o
— ((asnry)2 — (snr
2 asnn 2 asnrip +snragp + 1

Following similar steps we have that h(,/snri X7 + Np) is

k
vsmixe + 8 - 5 (220} 4 Sos) 29
and h(y/snraXs + No) is
€ snrap S
h(y/snraX§ + Nyp) — 5 <W> + 50(5). 29)
Putting everything together we have that
Sa,p(XlaX2) - Sa~p(X1GaX2G)

(30)

snrip

2 k k
_€ n snrap
2 <snr1p—|—1) (snrgp—i—l)

_ ((asml)% _ (snr2)§)2 < P )k + §0(5).

asnrip +snragp + 1

As noted above, the condition for a non-Gaussian distribution
to improve on the Gaussian one is that there exists some k > 3
for which

snrip \© snrop \©
- + -
snrip+1 snrop + 1
2
— ((asnrl)g - (snrg)%> ( p

k
> 0.
asnrip +snrap + 1

Moreover, since we have snr; and snro we can take p = 1 in
the above. Examining this expression (with p = 1) we observe
that we can lower bound it with

snrq k snry k aFsnrk + snrk
— ] + -~ B
snry + 1 snro + 1 (asnry + snry + 1)F

Noticing that

k
snra snr
— >0 31
(snr2 + 1) (asnry +snrg + 1)k — (31
and for any a € [0, 1] also
ken ok
snrq afsnr}
_ >0 32
<snr1 + 1> (asnry +snry + 1)k — (32)

as it is a monotonically decreasing function in a € [0, 1] and
for a = 1 it is non-negative. Thus, we can conclude that for
any set of parameters snr; > 0O,snro > 0 and a € [0,1) a
non-Gaussian distribution would outperform the Gaussian one
in the maximization problem given in (4). This concludes the
proof. u
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