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Abstract

Ensuring software correctness is a challenging task to accomplish with the
increasingly large and complex functional as well as non-functional requirements
of modern software systems. Achieving correctness is becoming especially
challenging as concurrent and multi-threaded programs are becoming more
prevalent with the widespread adoption of multi-core machines. Anomalies
associated with concurrent software are notoriously hard to detect and debug
because they manifest in low probability interleavings of the program threads.
Concurrent anomalies surface in executions that do not correspond to a sequential
execution of the program statements. In addition to the same problems that
exist when analysing sequential programs, software development tools for parallel
systems must handle the large number of execution engines (cores) that result
in different (possibly non-deterministic) schedules for different executions of the
program.

The goal of this dissertation is to provide a foundation for the debugging of
parallel software to uncover rare anomalies that appear in program executions.
The techniques presented as part of this dissertation are based on analysing the
dynamic behaviour of software systems. Although dynamic analysis is limited to
analysing a single execution instance on a given input, however, it offers diagnostic
precision. This dissertation presents techniques for detecting functional as well
as non-functional anomalies in concurrent software. The techniques are able to
identify and localise anomalies to a small part of the program code that may be
inspected by programmers. The technique for detecting functional concurrency
bugs employs dynamic control flow information to detect and consequently localise
anomalous behaviour to a small part of the program code, while requiring a
single failing execution of the program. The technique for detecting non-functional
anomalies is able to detect performance issues in large scale software by utilising
the amount of time consumed by different parts of the program. Experimental
evaluation of both the functional and non-functional concurrency bug detection
techniques show that the techniques are effective in detecting anomalies in well
known large-scale software systems.

This dissertation contributes towards a better understanding of the
manifestation conditions for real-world concurrency bugs.






Zusammenfassung

Die Erstellung korrekter Software ist eine herausfordernde Aufgabe vor allem
in Anbetracht der zunehmenden Grosse und Komplexitat der funktionalen
und  nicht-funktionalen = Anforderungen an moderne Softwaresysteme.
Diese Korrektheit wird immer schwieriger zu erreichen, da durch die
grossflachige Verbreitung von Multicore-Prozessoren auch die Verbreitung
von Programmen mit nebenlaufigen oder parallelen Ablaufen ebenfalls
rasant zunimmt. Anomalien, die im Zusammenhang mit nebenlaufiger
Programmausfilhrung stehen, sind sehr schwer zu entdecken und einzugrenzen,
da sie oft nur unter bestimmten Verschachtelungen der nebenlaufigen
Programmablaufe auftreten und das Auftreten dieser Verschachtelungen
meist eine tiefe Wahrscheinlichkeit hat. Diese nebenlaufigen Anomalien
treten in solchen Programmausfuhrungen auf, welche nicht einer sequentiellen
Programmausfuhrung entsprechen. Entwicklungswerkzeuge mussen nun nebst
zu den bereits existierenden Funktionen zum Analysieren von sequentiellen
Programmen, auch die unterschiedlichen, moglicherweise nichtdeterministischen
Ausfuhrungsreihenfolgen der nebenlaufigen Programme beherrschen.

Das Ziel dieser Dissertation ist eine Grundlage fur die Fehlersuche in
nebenlaufigen Programmen zu schaffen, welche ermoglicht selten auftretende
Anomalien in Programmablaufen aufzudecken. Die Techniken, welche als
Teil dieser Dissertation prasentiert werden, basieren auf der Analyse des
dynamischen Verhaltens von Softwaresystemen. Eine dynamische Analyse,
obschon limitiert auf die Analyse einer einzigen Ausfiuhrung per Eingabe,
bietet eine diagnostische Prazision. Diese Dissertation prasentiert Techniken
fur die Erkennung von funktionalen und nicht-funktionalen Anomalien in
nebenlaufigen Programmen. Diese Techniken sind fahig Anomalien zu identifizieren
und diese auf einen kleinen Teil des Quellcodes genau zu einzugrenzen,
so dass dieser dann durch den Programmierer untersucht werden kann.
Die Technik um funktionale Nebenlaufigkeitsfehler zu erkennen verwendet
dynamische Kontrollflussinformationen. Aufgrund dieser kann das fehlerhafte
Verhalten auf einen kleinen Teil des Quellecodes genau eingegrenzt werden.
Dazu wird eine fehlerhafte Ausfuhrung des Programms benoétigt. Die Technik um
nicht-funktionale Anomalien zu erkennen ist fahig Performanceprobleme in grossen
Softwaresystemen zu erkennen, indem der Zeitverbrauch der unterschiedlichen
Programmteile gemessen und ausgewertet wird. Die experimentelle Auswertung
dieser beiden Techniken zeigt deren Effektivitat im Erkennen von Anomalien
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anhand grossen, bekannten Softwaresystemen.

Diese Dissertation leistet einen Beitrag zum besseren Verstandnis der
Bedingungen unter denen sich Nebenlaufigkeitsfehler in Software manifestieren.
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Introduction

The need for better engineered and correct software is ever greater as software
systems have become ubiquitous. Software controls a wide array of systems,
including medical, aviation, industrial, and running inside the controls of more
personal and safety-critical systems, such as the cars we drive, or the airplanes
and trains we take for journeys. Programming errors that lead to software failure
in such systems could have detrimental consequences.

The term “software engineering” was coined almost five decades ago when
the software industry set out to search for a silver bullet to slay the monsters of
missed deadlines, blown budgets and flawed products [97]. Nearly fifty years later,
this search is still on, and software troubles continue to haunt us. The software
community has been actively involved in researching new testing methodologies to
counter the problems, however, errors still manage to slip into published software.

Software testing and debugging is an indispensable part of software
development. It is a labour-intensive and financially expensive activity that
consumes up to 50 percent of the elapsed time and more than 50 percent of the
total software development costs [87]. According to a recent report from the
National Institute of Standards and Technology, software bugs are so prevalent,
and at the same time so detrimental that they cost the U.S. economy an estimated
$59.5 billion annually, or about 0.6 percent of the gross domestic product of the
country [92]. Software bugs can remain undetected in deployed systems for a long
time as Knuth mentions in his volume on Sorting and Searching [64]. He points
out that even though the first binary search was published in 1946, it took fourteen
more years before the first version of binary search that worked correctly for all
N was published. The story of binary search does not end there. More than four
decades later, towards the end of 2004, it was discovered that the implementation
of binary search in the Java Development Kit contained a bug [128]. The algorithm
for the implementation was proven and tested to be correct in widely used and
accredited books on how to write programs correctly [12]. The bug comes from
computing the midpoint for binary search when deciding on whether to search the
left or right sub-half of the list for a given search item. The incorrect statement to
calculate the mid point in a list as it appeared in the binary search implementation
for the Java Development Kit is as follows:
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int mid = (low + high) / 2;

Calculating the midpoint (variable mid in the code snippet) in such a manner
may cause an integer overflow if the sum of the two indices is larger than a
value that can fit in a 32 bit integer. In the case when the addition produces a
number larger than 32 bits and causes an overflow, the resulting value for midpoint
is erroneously calculated as a negative number. The program then attempts to
access a non-existent index in the list and causes the program to fail. The bug
manifests itself for lists with 23° or more elements. Lists with such a large number
of elements were perhaps inconceivable a few decades ago when the algorithm for
binary search was written and tested, however, with the growing requirements for
data processing and computational needs, such lists are commonplace.

Software correctness has become more difficult to realise with the vast array of
programming languages, hardware, and software platforms that have proliferated
over the years. Specifically with the reality of multicore hardware, even ordinary
desktop machines are capable of tackling computation-intensive problems that
would previously require specialised high-performance mainframes. However, the
advancement in technology comes at a price. The advent of multi-core processors
has often been blamed for the degradation in reliability of software systems [38].
The rapid growth in multi-core platforms pronounces the ever greater need for
programmers to write concurrent and multi-threaded programs to utilise the
available resources more efficiently. Writing multi-threaded program is hard. As
a consequence, concurrent software systems are known to be error prone, because
it is difficult to reason about the behaviour and correctness of such systems [16].
Programmers tend to think sequentially and are prone to making mistakes
when writing concurrent applications [76]. Further, the non-determinism that is
inherent in concurrent programs renders the task of writing correct programs
extremely challenging. Concurrent programs often exhibit wrong behaviour due
to unintended interference among the multiple threads of a program [116].

1.1 Motivation

Concurrency bugs widely exist in production software as is evident from the
numerous bug reports and software related incidents. Concurrency bugs give birth
to problems ranging from financial losses to the loss of human life in the case of
safety critical systems [41, 63]. Some of the more well known concurrency bugs
include a bug in NASDAQ'’s software systems which appeared during their initial
public offering of Facebook and ended up costing NASDAQ over 13 Million US
dollars in payments [115]. The northeast blackout bug in 2003 affected over 55
million people in parts of the United States and Canada, causing power outage
for over two days [107]. A more deadly consequence of concurrency bugs can be
traced back to the radiation overdose bug with Therac-25. The machine delivered
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a higher than prescribed dose of radiation to a number of patients and ended up
causing severe injury, or in some cases even the loss of life [70].

Concurrency bugs such as data races, deadlocks, ordering bugs, and atomicity
violations are notoriously hard to find. The difficulty in detecting concurrency
bugs stems from the non-deterministic behaviour of concurrent applications.
Concurrency bugs may appear only under rare circumstances, such as a rare
interleaving of the program threads, and may require exercising every possible
interleaving of threads in the program. Exercising every possible permutation
of the interleaving between program threads to uncover concurrency bugs may
turn out to be an infeasible problem for even small to medium scale applications.
Ideally, programmers would like to test every possible state of a program, however
in practice, it is infeasible and impractical to do so, if not impossible. The number
of schedule permutations and consequently, the number of program states for even
a seemingly simple program can be quite large in practice. Further, a program
may have a large number of possible input and output combinations that follow
different paths through the program and lead to different schedules of the program
threads [87]. Attempts to unearth some anomalous behaviour in a concurrent
program may in practice require testing all possible states in the program, which
is a computationally intractable problem [76, 91]. The number of possible states
at a program point increases exponentially with the number of threads executing
at that point, as the memory operations in one thread may be interleaved with
those in other threads in every possible permutation of the threads. In practice this
permutation of thread interleaving can be astronomically large for any medium to
large scale software system.

For an approach to be practical for detecting concurrency bugs, ideally, it must
be able to deal with the non-deterministic behaviour of concurrent systems in a
manageable way, i.e., without incurring a high overhead both in space and time.
A practical approach must avoid or minimise reporting false positive alarms to the
end user. Further, for large-scale software systems any practical approach must
be able to identify a small part of the program code that exhibits the anomalous
behaviour, for inspection.

1.2 Thesis statement

The primary objective of this thesis is to find effective techniques for identifying
anomalies in concurrent software. Anomalies in software may be categorised as
functional and non-functional anomalies. Functional anomalies are programming
errors that affect the intended function of a software system and may cause it
to crash or exhibit unintended and incorrect behaviour. Non-functional anomalies
are those programming errors that affect the quality characteristics of a software
system, such as the speed or responsiveness of the system. Depending on the
properties and requirements of a software system, non-functional aspects like
speed may also be treated as functional requirement (e.g., as is the case of hard
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realtime systems). Software anomalies need to be detected and eliminated early in
the life of a software system, so that the system may perform its intended functions
correctly.

The non-determinism that is inherent in concurrent software makes it difficult
for programmers to reason about the behaviour of such applications. In a
concurrent setting program threads may execute and interleave statements of the
application in an arbitrary manner. Testing or exercising every possible interleaving
of the program threads is not possible for any large scale real-world application.
Program threads may interleave execution of statements due to a number of
reasons — ranging from the affects of execution environment, current system
load, to the affects of supplied program input. Application programs may display
anomalous behaviour as a result of such a rare interleaving of the program threads,
and it may be hard to reproduce the behaviour during debugging. Further, the
non-deterministic interaction of the program threads in concurrent software makes
it extremely challenging to find the source of anomalies in large-scale applications.

Most approaches in literature are limited in their scope of detecting the different
types of concurrency bugs. This dissertation argues that concurrency bug detection
techniques must not be limited in their scope to a certain type of bugs. A practical
approach should be able to detect concurrency bugs regardless of whether the type
of bug is a data race, an ordering bug, or an atomicity violation.

These considerations motivate the following thesis statement:

“Techniques for detecting rare anomalies in concurrent software
need to account for the effects of non-determinism and should not be
limited in scope to certain programming models, or environments. Such
techniques are able to satisfy queries regarding dynamic behaviour
of the software system without incurring significant performance
overhead.”

1.3 Terminology

1.3.1 General terms

The dissertation makes use of the term programming error, anomaly, or bug
interchangeably. All of the aforementioned terms refer to unintended program
behaviour (either in the functional or the non-functional sense).  The term
unintended behaviour of a program is also used interchangeably with the term
deviant behaviour.

Next, we present definitions for terms that are employed in this dissertation.

Definition 1 (Functional anomalies): In the functional sense an anomaly or bug is
a programming error that produces unexpected results or causes the program to
exhibit unintended behaviour (e.g., crash or fail). The following are examples of a
functional bug or anomaly:
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» A program is supplied with some specific input to produce a specific expected
output as a result of the execution, but an output other than that expected is
produced.

e A program crashes unexpectedly or fails to perform its intended operations as
a result of some program input or interaction of the program threads.

Definition 2 (Non-functional anomalies): In the scope of this dissertation a
non-functional anomaly is a programming error that negatively affects the speed
or responsiveness of the software system. An example of non-functional anomaly
could be a program taking a large amount of time to perform a task that would
otherwise take less time, if all other aspects remained the same (i.e., the program
is supplied with the same input and execution conditions).

Definition 3 (Program input): The term program input used in the context of this
dissertation may refer to either supplied program inputs like a file(s) to compress,
or a specific interleaving of the program threads, or a combination of both a
supplied program input and an interleaving of the program threads.

Definition 4 (Basic block): A basic block is a sequence of consecutive statements
in which flow of control enters at the beginning and leaves at the end without halt
or possibility of branching except at the end [2].

Definition 5 (Program point): In the context of this thesis, a program point refers
to a conditional jump in the program’s control flow that marks the beginning of one
basic block, and consequently, the end of another.

Definition 6 (Bug manifestation point): We define bug manifestation point as
a program point where the program’s control flow path deviates from that of
observed successful program executions, i.e., the program point where the bug
has visible effect on program execution.

Definition 7 (Deviant program point): A deviant program point is a measure of
control flow similarity between executions of the program with the same program
input. A program point that deviate from expected behaviour (i.e., the majority of
executions) is referred to as deviant program point.

Definition 8 (Program profile): A program profile records the number of times
certain program events occur during a program execution [8]. For example, a
statement-level profiler may count the number of times each statement is executed
in program executions. Profiling may be performed at the level of a whole file, a
procedure, a basic block, or even individual machine instructions.

Definition 9 (Completeness): A debugging technique is considered complete if it
does not report any false negatives, i.e., every true error is reported according to
the domain of errors being addressed by the technique.

Definition 10 (Soundness): A technique is considered sound if it only reports true
errors, i.e., the reported error is confirmed by some observed execution behaviour
of the program and is not a mere false positive.
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1.4 Summary and contributions

This dissertation identifies effective techniques for detecting anomalies in
concurrent software, as outlined in the thesis statement. In pursuit of this objective,
we present two different techniques for identifying functional and non-functional
anomalies respectively. Further, we present the design of a framework to identify
the root-causes of non-functional anomalies in concurrent software. The proposed
framework builds upon and extends the techniques and ideas from our functional
and non-functional anomaly detection approaches.

The central idea of this thesis is detecting anomalies by investigating anomalous
program behaviour. In the context of this thesis program behaviour refers to
properties of the dynamic execution of the program. These dynamic program
properties include the program’s control flow path, the CPU execution time
consumed, as well as stall cycles and cache misses incurred in different parts of the
program. The anomalous behaviour of program is referred to as deviant behaviour
in the rest of this thesis. In essence, anything that is out of the “ordinary” is
considered deviant behaviour. The key idea is that a program’s dynamic execution
behaviour reveals a representative set of its most common behaviour. A program’s
representative set of behaviour may be utilised as a reference for comparing
against when the program behaves in a different manner, to determine whether
the execution behaviour is deviant.

The approaches implementing the aforementioned ideas can account for effects
of non-determinism and are not limited in scope to a single programming model
or environment. The approaches are able to satisfy queries regarding the dynamic
execution behaviour of the program being tested. The performance overhead of
the online analysis for the approaches may not be low enough to be deployed
in a production environment; however, it is not prohibitively high for in-house
testing infrastructures and is in fact orders of magnitude times better than most
state-of-the-art approaches in the literature (see Section 3.6.3 in Chapter 3 and
Section 4.5.5 in Chapter 4).

This dissertation makes the following contributions to the state-of-the-art in
anomaly detection:

* Functional anomalies: We present an infrastructure for detecting and
localising functional anomalies in concurrent software. The infrastructure
utilises dynamic control flow information from executions of the program
to detect concurrency bugs in real-world applications. The approach can
detect concurrency bugs that affect the program’s control flow path, and can
localise bugs to a small part of the program code. The approach does not
require multiple failed executions of the program as is the case with most
state-of-the-art approaches in literature. In most cases we can detect and
localise software bugs by utilising just a single failing execution profile of
the program. The approach offers a wider scope for bug detection and is
agnostic to not only the types of bugs (i.e., data races, atomicity violations,
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ordering bugs, deadlocks), but also to the synchronisation model of the
programming language used in the implementation of the application under
test. Experimental results show that the approach suffers low run-time
overhead as compared to other approaches in literature and it is effective
in detecting the different types of concurrency bugs. The approach can cope
with the effects of non-determinism that is inherent in concurrent software to
prune out false positives.

* Non-functional anomalies: We present the details of an approach
for detecting non-functional anomalies concerned with the speed and
responsiveness of software systems. Experimental results demonstrate
the effectiveness of the approach and show that the approach can detect
previously unknown bugs in concurrent software. Fixing the reported bugs
leads to orders of magnitude improvement in performance of the application.
The approach can report about rare resource contention scenarios that would
otherwise go unnoticed. The rare resource contention scenarios are identified
by utilising multiple execution profiles. Analysing multiple execution profiles
provides an overall picture of the resource consumption across a wide range
of program inputs. The approach can filter out those parts of the program
that are always slow on all observed executions and only reports dynamically
observed deviant behaviour. The approach is precise and does not report any
false positives.

* Root-cause detection for non-functional anomalies: We present the
detailed design for a framework that can detect the root causes of
non-functional anomalies in concurrent software. The proposed framework
can detect anomalies by using the non-functional aspects of execution time,
cache misses, and stall cycles. Once an anomaly is identified, the framework
can also locate the root-cause for each of the identified non-functional
anomalies in the software under test. We report the detected performance
anomalies along with their associated root causes to programmers for
verification.

1.5 Outline

The rest of this dissertation is organised as follows:

Chapter 2 presents an overview of the background knowledge necessary for a
better understanding of the topics discussed in the later parts of the dissertation.
The discussion involves definitions and descriptions of the different types of bugs
plaguing concurrent software, as well as a discussion of the non-determinism
inherent in concurrent systems.

Chapter 3 presents a framework for detecting and localising concurrency bugs.
The approach works by detecting dynamic control flow changes in executions of the
program. The approach can handle the non-deterministic behaviour of concurrent
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programs and can successfully prune false positives. The chapter presents results
of the experimental evaluation of the approach, along with its shortcomings and
scope of bug detection.

Chapter 4 presents a framework that introduces a profiling technique for
detecting performance bugs in concurrent software. The approach can identify
previously unknown performance bottlenecks in real-world software using a hybrid
of dynamic and post-mortem analysis techniques. The chapter presents an
experimental evaluation of the approach along with it’s shortcomings and a
discussion of possible extensions to the work.

Chapter 5 presents detailed description for a framework to identify the
root causes of performance anomalies in concurrent software. The proposed
infrastructure can detect performance anomalies and identify the probable root
causes of such anomalies in parallel applications.

Chapter 6 presents a survey of the work related to this dissertation,
including a discussion of the different approaches to concurrency bug detection
in the literature. The chapter provides an overview of the different techniques
for detecting both functional and non-functional anomalies along with the
shortcomings of each approach.

Chapter 7 provides a short summary of the works presented in this dissertation.
The discussion ends with some concluding remarks and future directions to extend
the work of this dissertation.



Background

This chapter presents a discussion of the related concepts and background
knowledge essential for a better understanding of the work presented in later
parts of this dissertation. The discussion includes a high-level overview of the
manifestation conditions of anomalies in concurrent software, and provides a
description of non-determinism in practice.

2.1 Software anomalies

In the context of this dissertation software anomalies (or bugs) are programming
errors that cause applications to exhibit unintended behaviour, leading to either
an incorrect result or degradation in performance. Programming errors may be
introduced into software due to a number of oversights on the part of programmers
or bugs in the compiler employed during software development. Mistakes that
lead to programming errors include wrong assumptions about program behaviour,
misconceptions about the problem definition, and errors in algorithm design or
in selecting the wrong data structures [12]. Avoiding or correcting programming
errors requires a good understanding of the problem statement and knowledge
of the problem domain. Programmers must develop a clear understanding of
the problem and design algorithms accordingly, while choosing the right data
structures as dictated by the problem statement.

Software bugs may be classified as functional and non-functional anomalies.
Non-functional anomalies are those programming errors that affect certain
attributes or properties of the system. In the scope of this dissertation, these
programming errors refer to anomalies that negatively affect the speed or
responsiveness of a software system. As an example of a non-functional anomaly,
consider a program that takes a large amount of execution time for some specific
program input on some executions, but not all (i.e., the program completes its
task in significantly less amount of time for the same program input on other
executions). Figure 2.1(a) shows a simplified version of such a non-functional bug
from Mozilla. *

The bug from the Draw() method for Mozilla, as shown in Figure 2.1(a), was

1Bug ID 6646 at https://bugzilla.mozilla.org/show bug.cgi?id=66461

9
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nsimage:Draw(..) { nsimage:Draw(..) {
bug fix if (mlsTransparent)
//render the input image return;

}

//render the input image

}

(a) Bug 66461: stretched transparent (b) Bug fix checks whether the image
GIFs should not eat CPU time. is transparent before rendering it.

Figure 2.1: Simplified version of a non-functional bug from Mozilla

discovered when web developers started using transparent GIFs as spacers in
their HTML documents. The Draw method performs the scaling, compositing, and
rendering functions for images. These operations led to a waste of computation
cycles for transparent images. The fix for this bug shown in Figure 2.1(a) is a simple
check for images to see if they are transparent before initiating the rendering
process, as shown in Figure 2.1(b).

Functional anomalies are programming errors that produce unexpected results,
or cause the program to exhibit unintended behaviour (e.g., to crash or fail). As an
example of functional bugs, consider that a program is supplied with some constant
input, and it does not produce a predefined expected output, or the program
crashes. The next section presents various cases of functional anomalies that
plague concurrent software, including data races, atomicity violations, ordering
bugs and deadlocks.

2.1.1 Concurrent anomalies

Concurrent software suffers from the same anomalies as its sequential counterpart.
In addition, programmers writing concurrent software must also deal with the
idiosyncrasies of various operating system schedulers, programming and memory
models as well as hardware platforms. Anomalies in concurrent software may be
further categorised according to the specific properties and conditions under which
these bugs manifest.

Concurrency bugs are a result of unintended interactions between program
threads that transition the program into an undesirable or incorrect state. Some
concurrency bugs are a result of sequential thinking on part of the programmers,
because it is hard to think about the states of multiple concurrent threads of
execution. Concurrency bugs take on a number of different forms depending on the
program state and manifestation conditions. The most common concurrency bugs
include data races, atomicity violations, ordering bugs, and deadlocks. Next, we
explain each of the aforementioned concurrency bugs and show the manifestation
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main ()
t1 t2
x =0 x =0
: var = 1
v
var = 1
static int var = 0;
void run () {
int x = var;
var = ++x;
}
public static void main(...) {

Thread tl = new Buggy();
Thread t2 = new Buggy();
tl.start();
t2.start();

Figure 2.2: Simplified version of a data race

scenarios of each. Afterwards, we show how non-determinism works in practice
using a simplified example.

Data races are concurrency bugs that result from uncoordinated access to
shared memory in parallel programs. More specifically, a data race occurs when
two or more program threads (or tasks) concurrently access the same shared
memory location without holding a common lock or any other form of coordination
and when at least one of the accesses is a write operation. Figure 2.2 shows
an example of such a data race where the program threads are accessing the
shared state var without any protection. The resulting program behaviour is
non-deterministic, and depending on the order of execution of the threads, one
thread might overwrite the updates from another thread.

Deadlocks result in a wastage of computational resources, and the program
is unable to make progress. Deadlocks occur when two or more program
threads circularly wait for each other to release the resources they have acquired.
Figure 2.3 depicts such a situation where the two threads obi and kenobi will
deadlock waiting for each other to release their respective locks. The program
is stuck waiting forever, unable to make progress.

Atomicity violations are caused by an programmer’s incorrect assumptions
about non-atomic code regions to be executed atomically. A block of code in
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main ()
obi kenobi
lock (obi) lock (kenobi)
obi.remove (flathat) kenobi.remove (slippers)
lock (kenobi) lock (obi)

3

w

Transaction {
void transfer (to, item) {
synchronized (this) {
this.remove (item) ;
synchronized (to) {
to.insert (item)

4

}

}

public static void main(...) {
Transaction obi, kenobi;

obi.transfer (kenobi, “flathat”);

kenobi.transfer (obi, “slippers”);

Figure 2.3: Example of a deadlock

a program is atomic if for any parallel execution of the program, there is an
equivalent execution with the same overall program behaviour in which the
block is executed sequentially. Any interleaving of the program threads in these
assumed-to-be-atomic regions will cause an atomicity violation. Figure 2.4 shows
a simplified version of an atomicity violation. The functions are all synchronized
(i.e., protected with locks), however, the program is still prone to behaving
non-deterministically if the three function calls within process() are interleaved
among program threads. In the given example (shown in Figure 2.4), Threadl gets
scheduled first and performs the function calls to reset(), and load(); however, it
gets de-scheduled before it can make the call to compile() the loaded file. At this
moment Thread?2 gets scheduled and resets the currentFile pointer; however, it too
is not able to make much progress, and Threadl gets rescheduled to complete its
call to compile(). The function call to compile() within Threadl fails with an error
because Thread2 has already reset the currentFile pointer, and this causes the
program to crash. Depending on the order of operation between the two threads,
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process (file)

l Threadl Thread2
reset ()
load (file)

: reset ()

v l
compile () v

class ProcessFile{
static File currentFile;
synchronized void load(File file) {
currentFile = file;

}

synchronized wvoid compile () {
//compile currentFile

}

synchronized boolean reset () {
currentFile = null;

}

static void process (file) {
reset () ;
load (file) ;
compile () ;

}

Figure 2.4: Atomicity violation in the presence of synchronisation

the program will act non-deterministically and produce an unexpected result, even
though the functions are protected with locks. In the given example, depending
on how the operations are interleaved between program threads, the program
behaviour may vary from expected behaviour, to a program crash, to compiling
an altogether different file.

Ordering bugs are triggered when the execution order between statements
executing in different threads is violated. In contrast to atomicity violations and
data races, these bugs cannot be fixed by enforcing locks. The programmers
in this case assume that one group of statements must always execute before
the other group. An example of an ordering bug from Mozilla is depicted in
Figure 2.5. Correctness of the program depicted in Figure 2.5 depends on the
order of operations performed by the program threads. Executions that perform
the operations in Thread2 before those in Threadl lead to program failure because
the program tries to access uninitialised memory.



14 Chapter 2. Background

Thread 1 Thread 2
void init(...) { void mMain(...) {
o correct order
mThread = mState =
PR CreateThread (mMain, ...); " mThread->State;
Y. .
} *~.._ Incorrectorder _.---~ }

~< -

Figure 2.5: Simplified version of an ordering bug from Mozilla

2.1.2 Non-determinism in practice

Concurrent programs are highly non-deterministic in nature. A simplified version
of a concurrent program is shown in Figure 2.6. The resulting non-deterministic
behaviour of this program based on how the program threads get scheduled, is
depicted in Figure 2.7.

Thread 1 Thread 2

x
i n
x
+
[
x
LIl
x
w

Figure 2.6: Example of non-deterministic behaviour based on scheduling

The program in Figure 2.6 has two threads, both executing two
instructionsprogra. Threadl increments the program variable x by one twice,
whereas Thread 2 multiplies x by the constant value of three twice. The resulting
schedules shown in Figure 2.7 depicts that depending on how the program
threads are scheduled/interleaved, the program may exhibit different behaviour
on different executions of the program. In Figure 2.7 the solid bars represent
execution (i.e, the thread is currently executing program instructions), whereas,
the dotted bars represent inactivity (i.e., the thread is currently waiting in the
scheduling queue). The numbers on top of the solid bars represent the resulting
values for the shared field x as the two threads execute the program. The
last column shows the final output of the program, depending on the different
schedules/interleavings of the program threads. Understanding and/or debugging
the resulting thread schedules for programs with such non-deterministic behaviour
becomes especially troublesome in large-scale software with millions of lines of
code, executing a large number of program threads.
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Thread Program
Schedules output
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Figure 2.7: Representation of non-determinism in concurrent programs

2.2 Related concepts

2.2.1 Dynamic analysis

The approaches presented in this dissertation are based on dynamic analysis of
the runtime behaviour of client programs. Dynamic analysis is concerned with
analysing the runtime properties of a program as it executes to detect violations
of certain properties as well as to provide information about the behaviour of
the program. Dynamic analysis derives program properties that hold for one or
more executions of the program by examining or recording the runtime behaviour.
Tools or approaches that employ dynamic analysis usually make observations about
properties of the running program by employing program instrumentation [8].
Instrumentation adds code to a program. The added code may sometimes refer
to instrumentation code as well as analysis code. Instrumentation code is a set
of instruction for deciding on when and where to instrument/insert analysis code.
Analysis code is the set of instructions inserted by the instrumentation code at
predefined instrumentation points in the client program. Instrumentation may be
performed either statically (i.e., without executing the program) or dynamically
(i.e., as the program executes). Further, instrumentation may be performed either
at the source code level or at the binary level. Binary instrumentation involves
analysing programs at the level of machine code, and analysis is performed at
the level of executable intermediate representations such as byte-codes or specific
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instruction set architectures.

The program properties observed or recorded by using dynamic analysis provide
precise analysis information. The information is precise because instrumentation
can be tuned to collect only the information required for the problem domain. The
program properties derived via dynamic analysis are true for the observed set of
executions; and may not hold for all executions of the program. However, dynamic
analysis does not suffer from the problem of infeasible paths (paths that can never
execute), as is the case with static analysis, because dynamic analysis examines
actual program executions. On the other hand, dynamic analysis covers fewer
execution paths through the program as compared to static analysis because the
information collected via dynamic analysis is input-centric in the sense that the
properties derived with dynamic analysis are dependent on the program input being
used and may change if the program is executed with a different input.

One of the major concerns with dynamic analysis is the performance overhead
incurred by client programs. Since dynamic analysis must make on-line
observations about the runtime behaviour of the program, the performance
overhead incurred by applications depends on two pieces of detail. First, the
overhead is dependent on the granularity of the analysis and instrumentation
routines. For example, collecting analysis information about every instruction of
the program may incur a higher overhead compared to collecting information at
the higher granularity of an entire procedure. Second, the overhead associated
with the instrumentation framework being employed for analysis also makes
considerable contribution to the overall performance penalty suffered by the client
applications. Generally, the client program must be executed under the control
of the instrumentation framework, which implies that the client program must be
loaded into the framework. The instrumentation framework typically intercepts
the execution of client executables and generates new code to be executed in a
just-in-time fashion. The original client code is usually not executed and is used
only for reference. The process of intercepting client instructions and generating
new code contributes to the performance overhead.

This dissertation employs binary instrumentation to perform dynamic analysis
of the client programs. Dynamic binary instrumentation has the advantage that it
usually does not require altering or re-compiling the client program and does not
require access to program source code. The instrumentation and analysis tools
presented in this dissertation are based on Pin [77], which is a dynamic binary
instrumentation framework for IA-32 and x86-64 instruction set architectures. Pin
tools insert code written in C/C++ into arbitrary places in the program binary. The
analysis code is injected into the client program at runtime by the instrumentation
code that is grafted onto the client program. The code is added dynamically as the
program executes.
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2.2.2 Post-mortem analysis

The frameworks presented in this dissertation perform post-mortem analysis of
the recorded dynamic behaviour of client programs for the observed executions.
Post-mortem analysis is a secondary step that follows after a client program
has finished performing some task. The analysis involves utilising the recorded
information about dynamic program behaviour as observed during program
execution(s). The observed/recorded information about dynamic properties of
the program serves as post-mortem evidence of the program behaviour. The
post-mortem analysis performed as part of the infrastructures presented in this
dissertation consists of offline analyses, i.e., they don not affect the execution or
performance of the client program. The idea is that rare concurrency bugs are hard
to reproduce, so once a failure has occurred, post-mortem analysis can deduce the
actions that led to the error, without the need for re-execution to reproduce the
error.

2.2.3 Hardware performance counters

Part of the work that we present relies on the use of hardware performance
counters for obtaining statistics about the execution behaviour of client programs.
Hardware performance counters are a set of special-purpose registers built into
most modern microprocessors. These special-purpose registers are dedicated to
monitoring and recording various hardware-related events such as cache misses
or taken branches. The number of special-purpose registers is usually small;
however, these registers may be programmed to monitor any of the large number
of supported hardware-related events at runtime. A common counter, for example,
is the number of instructions committed since the counter was enabled. When
these counts are made available to software, they can be used to find and remove
software inefficiencies [125]. Most modern processors, including all x86 CPUs, are
equipped with hardware performance counters. Accessing information regarding a
counter involves polling the pre-configured counter register periodically, or during
the handling of a counter-overflow interrupt. Accessing hardware performance
counters incur low overhead since performance counters are provided at the
hardware level.

There are a variety of software tools that provide high-level interface and
analysis capabilities for performance monitoring hardware. The Performance
Application Programming Interface (PAPI) tool suite [126] provides a common
interface to performance monitoring hardware for many different processors
including PowerPC, Pentium, MIPS, Cray, and Itanium. Similarly, Intel’s VTune
Performance Analyzer [112] supports the performance monitoring hardware of all
Intel Pentium and Itanium processors.






Detecting and localising
concurrency bugs

In this chapter we introduce an approach for detecting and localising concurrency
bugs. The approach works by detecting control flow changes in program
executions. The idea is that if the input is fixed, then the control flow path taken
by the program should not change for executions of the program under different
interleavings of the program threads. The approach can handle the inherent
non-deterministic behaviour of concurrent programs and can successfully prune
out false positives.

3.1 Overview

The non-deterministic nature of concurrency bugs makes it challenging to find and
correct these bugs. One reason is that such bugs may be triggered under rare
circumstances, such as a low probability interleaving of the program threads. Once
a failing execution of the program is observed, ideally we should be able to decipher
from that failing run, a location in the program where the bug manifests, i.e., makes
an observable impact on the behaviour of the program.

In this chapter we present an approach for detecting rarely occurring
concurrency bugs and show how to localise them to a small part of the program
code. The key idea is that buggy executions may deviate from the control flow
path for correct executions. Our approach can detect this deviation from expected
behaviour by identifying Deviant Program Points (DPPs). The approach employs
dynamic binary instrumentation to record the number of conditional branches that
are entered over different executions (while keeping the same input). Binary
instrumentation provides a reliable way to monitor the execution of conditional
branches. This information is mapped back to the source program to allow the user
to understand the detected problem in source language terms. When applied to
real-world concurrency bugs, our tool can pinpoint the location(s) in code where
program’s behaviour deviates from that of a correct execution. Our approach
eliminates false positives and localises a deviant program point with a high level of
accuracy by using a single failed program run. Our approach is orders of magnitude
faster than state-of-the-art detection techniques for concurrency bugs.
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3.2 Introduction

Concurrency bugs have been consistently surfacing in real world software for
more than three decades. These bugs go back as far as the deadly Therac 25
radiation overdose bug in 1985 [70]. Some more recent examples of concurrency
bugs include the famous Northeast blackout bug in 2003 [107] and a bug in the
IPO software of NASDAQ’s that appeared during their initial public offering for
Facebook in 2012 [115]. Each of these bugs has had serious consequences, ranging
from the loss of human life, to over 55 million people remaining without electricity
for days, to a $10 million penalty. In a survey conducted at Microsoft to assess the
state of the practice of concurrency [44], two-thirds of the respondents reported
that they had to deal with concurrency issues and/or fix bugs on at least a monthly
basis. It is further reported that fixing these bugs took at least a few days —
accounting for "thousands of days of work" in aggregate [101]. This problem
has been considerably exacerbated by the widespread adoption of concurrent
and multi-threaded programs. Multi-threaded programs are needed for efficient
utilisation of the multi-core processors of today. These processors are not limited
to high-end servers and desktop machines anymore, but are also present in most
modern handheld devices like smartphones. The widespread use of multi-core
processors is enforcing the need for writing concurrent software. As a result,
concurrent software is becoming more pervasive, however, writing concurrent
programs is hard because programmers are used to sequential ways of thinking.
Programmers frequently assume non-atomic code to be executed atomically without
explicitly enforcing it, which results in buggy code.

Detecting concurrency bugs is challenging, but it is equally hard to localise
them, i.e., to identify the part of program code where the bug manifests itself or has
a visible effect on the execution of the program. Fixing a bug is not straightforward,
either. Once a bug is "fixed", it is hard to ascertain if the right bug has indeed
been resolved. This uncertainty arises because the programmer could accumulate
false confidence in the system after observing only successful program runs. The
non-deterministic nature of concurrent programs makes it difficult to repeat these
bugs during diagnosis. Ideally, we would like to make sure that once a bug is
triggered, we can identify those locations in the program where the bug affects its
execution. Afterwards, these bug-affected program points may be further analysed
to find out the root cause of the bug.

The approach presented in this chapter is based on the strategy of identifying
deviant program points. That is, once a buggy program execution is observed,
it is possible to compare it to a correct execution of the program and to figure
out the program point(s) where the buggy execution deviates from the expected
behaviour. However, merely identifying differences in execution are usually not
enough. These differences in execution could be false positives because of the
non-determinism prevalent in concurrent programs. Narayanasamy et al. describe
it a challenging activity to eliminate false positives. They report that only around
10% of data races are harmful and could lead to software failures. The remaining
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90% are false positives and must be eliminated to avoid overwhelming developers
with false alarms [90]. Furthermore, any system that aims to detect and localise
concurrency bugs must ensure two properties: First, such a system must minimise
the number of reported false positives; And second, the amount of performance
overhead must remain within reasonable bounds. Most prior concurrency bug
detection tools either have high overheads [114], or require specialised hardware
to circumvent the high overheads [149].

As a motivating example of a concurrency bug, we present the simplified version
of a reported bug in Pbzip2 version 0.9.4. The bug is shown in Figure 3.1. We later
show (in Section 3.6) how this bug can be detected and localised with our technique.
In Pbzip, the program spawns consumer threads to perform compression, and it
spawns output threads for writing the compressed data to file. The main thread
issues a join() for all output threads, but at Line 13 Figure 3.1 it does not issue a
join for any of the consumer threads. When the main thread frees resources, it is
possible that some consumer threads are still not done (Line 5 in Figure 3.1). This
means that on Line 18 in Figure 3.1, when the main() function frees fifo—mut by
invoking the queueDelete() function, some of the consumer threads may be still
active. If these active consumer threads attempt to execute the fifo—+mut unlock
statement, the program crashes with a segmentation fault.

3.2.1 Background

Concurrency bugs most frequently manifest as atomicity violations, data races,
ordering bugs, or deadlocks. Each of these classes of concurrency bugs has distinct
properties that must be exploited to detect and localise them. A large body of work
has been dedicated to static and dynamic approaches for exposing concurrency
bugs. Some of the early work on detecting data races includes the lockset and
happens-before based approaches [96, 114]. The lockset-based approaches and
their happens-before counterparts maintain and dynamically update a set of locks
that are required to access each shared memory location in the program. Zhou
et. al propose a hardware implementation of the lockset-based approach in their
tool HARD [149], in which they use bloom filters to circumvent the high overhead
associated with lockset-based approaches. However, the need for specialised
hardware, and a the problem of reporting a high number of false positives as
well as false negatives, remains a problem due the nature of bloom filters and
the lockset-based approach. Others have focused on detecting deadlocks [32, 60],
while recently the focus has shifted towards detecting atomicity violations. Early
work on detecting atomicity violations relies on the developer to explicitly annotate
atomic code regions to help the approach identify faults either statically or
dynamically [38, 40].

The work presented in this chapter does not suffer from the aforementioned
shortcomings. First, our approach does not require special hardware, neither
is it plagued by false positives. Second, our work does not require any explicit
annotations by the user — the only value that the user may supply is a pruning



©C OO U WN -

22 Chapter 3. Detecting and localising concurrency bugs

void main(...) {

for (i = 0; i < numCPU; i++) {
ret = pthread_create(&con, NULL, consumer, fifo);

}
ret = pthread_create(&output, NULL, fileWriter, OutFilename);

// start reading in data
producer(..., fifo);

// wait for all output threads to finish
pthread_join(output, NULL);

fifo->empty = 1;

// reclaim memory
queueDelete(fifo);
fifo = NULL;

}

void xconsumer(void *q) {
for (;;) {
pthread_mutex_lock(fifo->mut);
while (fifo->empty) {
if (allDone == 1) {
pthread_mutex_unlock(fifo->mut);
return NULL;

Figure 3.1: An atomicity violation bug in pbzip2-0.9.4.

threshold value used for eliminating false positives. ! And, finally, the approach

is not limited to a single type of concurrency bug, but it can detect any bug that
causes changes in the program’s control flow path.

A precondition for detecting and localising concurrency bugs is that the bug
must be triggered. Furthermore, two conditions must be met to trigger a
concurrency bug: First, a bug-triggering input must be supplied, and, second, a bug
triggering interleaving must be forced in the program. The first condition of bug
triggering input is not unique to concurrent programs. Generating Bug triggering
input has been the subject of ample research [98, 99, 118]. These approaches
are able to generate a wide range of input for testing corner cases and provide
better code coverage. The second condition of forcing bug triggering interleavings
is unique to concurrent programs. The approach generally employed to provide

1For details about the pruning threshold value see Section 3.4.2.
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interleaving coverage is to control access to shared memory and/or control how the
threads are scheduled at different points in the program. Both controlling access to
shared memory and thread scheduling may be performed in a random or systematic
manner [16, 30].

Generally, when a bug is triggered or identified developers must manually
localise the bug to identify its source in the program [58, 101]. Other approaches
try to relieve developers of this burden by logging and analysing data to
automatically localise these bugs. The analysis of logged data includes: looking
for recorded branch outcomes [58], or bug patterns [101]. These approaches
then assign scores to the detected predicates/patterns depending on how often
the predicates/patterns appear in failed and successful program runs. To perform
their ranking of suspiciousness, these approaches must observe and record a high
number of failed program executions beforehand. Our approach, on the other hand,
is able to detect and localise bugs as soon as a single failed execution of the program
is observed.

Some of the more recent work on detecting and localising atomicity violations
and ordering bugs take a step further. These approaches try to record the exact
memory accesses that are involved in the manifestation of the bug. The recorded
potential bugs are then assigned a statistical rankings of suspiciousness in the case
of Falcon [101], whereas, in the case of LOCON [132] an attempt is made to match
the potential bugs against a set of bug patterns. In the case of LOCON three
different test procedures are executed to ensure that both single and multi-variable
atomicity violations are eliminated. Both these techniques monitor all shared
memory accesses that are performed in a program online to detect and record
conflicting access patterns. The monitoring of all accesses to shared memory in
these approaches results in a runtime overhead that is directly proportional to the
size of the program being tested.

Our approach circumvents the high overhead incurred by Falcon and LOCON
by recording only the control flow decisions taken by the program instead of
monitoring and recording every shared memory access. The approach does not
require multiple procedures to detect the different types of concurrency bugs. Our
use of control flow information has the advantage of low overhead and enables our
approach to detect any concurrency bug that may change the program’s control
flow path, as opposed to a single class of bugs.

3.2.2 Contributions

Generally with concurrent programs it is hard to collect many failing executions
of the program for rarely occurring bugs. These rare bugs only appear under
certain low probability interleavings of the program threads. Therefore, once a
failing execution of the program is observed, ideally we should be able to decipher
a location in the program, where the bug actually manifests. To show that this
is a real problem, we point to two Mozilla bug reports and a bug in the Apache
httpd server. In the first instance we look at Mozilla bug report #73291, where
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developers initially gave up on the bug and closed the bug report because they
could not reproduce the bug, while in another instance (bug #72599), developers
gave up on repeating the bug and simply submitted a patch based on their
"guessing" [76]. Similarly, for an atomicity violation bug from Apache web server
presented in [102], the authors report that it took 22 hours on an 8-core machine
for the bug to manifest, while running Apache with a bug-triggering input.

The technique presented in this chapter attempts to eliminate the need for
this aforementioned guesswork by identifying and reporting the exact point(s) in
the program where execution deviates from the behaviour of a correct program
execution. The technique is able to accurately identify sub-conditionals inside a
potentially complex conditional that is responsible for the deviant behaviour of
the program. We show in Section 3.6 with the bug from StringBuffer presented
in Figure 3.8, how our technique is able to precisely assign blame to the
sub-conditional (srcEnd < 0) at Line 21 for the bug. Our technique is able to identify
these sub-conditionals even when a compiler implements short-circuited booleans
- as is the case with most modern compilers. We refer to the identified program
points as Deviant Program Points. Our definition for a Deviant Program Point (DPP
for short) is presented in Section 1.3.1 in Chapter 1. DPP refers to a program point
that is not observed during all of the recorded executions of the program. The
combination of whether a conditional branch is taken during execution, along with
the number of times that the branch is taken, is considered in conjunction when
reporting a program point as deviant.

Most of the statistical approaches in literature [58, 101, 102] require
observing/capturing multiple failed executions of the program to facilitate their
ranking or sampling mechanisms. Current approaches for detecting and localising
concurrency bugs focus on a single type of concurrency bug or have multiple
procedures that need to be separately executed for detecting a small subset of
these bugs [101, 102, 132]. In contrast, the technique presented in this chapter can
detect and localise any bug that changes the program’s control flow path, offering
a wider scope. Furthermore, our technique requires only a single failed execution
to find the DPPs as opposed to the need for capturing multiple failed runs of the
program.

In summary, this chapter makes the following contributions:

* We present a dynamic approach to detect concurrency bugs by identifying
Deviant Program Points (DPPs). The DPPs are used to localise bugs to a small
part of the program code where the bugs manifest. The approach requires a
single failed execution to identify DPPs and is agnostic to not only the kind of
bugs but also the synchronisation model being used - offering a wider scope
of bug detection.

* Our approach can eliminate false positives by accounting for non-determinism
that is inherent in concurrent programs, load balancing, as well as filtering out
DPPs that point to libc and other libraries that are outside the scope of the
program being tested.
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 The approach performs orders of magnitude faster than the most recent
approaches for concurrency bug detection and localisation. It also scales
better to larger programs, since it only monitors the conditional branches
that are executed in a program.

* Lastly, we present a prototype implementation of our approach to demonstrate
its effectiveness and scalability. We present an evaluation using a number of
micro benchmarks, as well as bugs in Aget, PBZIP2, Apache httpd web server,
and an implementation of StringBuffer from jdk 1.4.

3.3 Bug detection and localisation conditions

The technique presented in this chapter views bug detection and bug localisation as
separate, but related issues; with localisation being dependent on detection. That
is to say, that a bug must be triggered and consequently detected first, before it can
be localised to a part of the code that is responsible for the bug.

3.3.1 Bug triggering

The approach is primarily concerned with detecting concurrency bugs, and not
triggering them. Bug triggering may be achieved by executing the program against
input supplied by the user, or supplied by a separate program to generate test
inputs. There is extensive literature on test generation [16, 31, 72, 81, 99, 110],
but the topic is beyond the scope of this chapter. However, to help the scheduler
induce a degree of non-determinism in the program, the approach may delay
random accesses to shared memory in the program under test. The delays are
caused by injecting sleep into the program binary for a random amount of time
(in microseconds). Delays are meant to influence the scheduler and increase the
chance of a rare interleaving of the program threads to occur our system. The
program binary is instrumented at runtime to inject delays.

3.3.2 Bug detection

The approach is able to detect bugs by executing a program multiple times and
observing/recording changes in the control flow path that is followed by the
program during the current run as compared to a previous run (either failed or
successful). The program input for the recorded executions must remain the same
for the approach to work. In the context of our approach, If the program input is
fixed and the effects of any non-deterministic behaviour (e.g., reading a random
value, or time of day) on control flow are eliminated, then, any changes in the
control flow path of the program may point to a potential bug.
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3.3.3 Bug localisation

Localising a bug that is detected using our approach is achieved by identifying
the exact deviant program point(s) where the detected bugs manifest 2. Bug
localisation identifies the locations inside program code that are pointed to by the
identified DPPs.

Both bug detection and bug localisation requires at least one failed and one
successful execution of the program to work. The list of DPPs is compiled by
comparing branch decisions taken during successful and failed program runs.
Multiple DPPs may be identified as potential bugs, based on any changes that may
be observed in the control flow path of the program. However, not all of the DPP
may represent a bug in the program. A DPP may be the result of some inherent
non-deterministic behaviour of the program. For example, the program might make
control flow decisions based on reading a random value, or performing operations
based on the size of some buffer. This non-deterministic behaviour of the program
may lead to reporting potential bugs that are false positives.

3.3.4 Bug replay

The approach is not concerned with replaying/reproducing concurrency bugs.
There are numerous approaches in literature for record and replay frameworks [23,
54, 84, 89, 103] that may be used for this purpose. In general, record and replay
tools are needed to find the exact location of a bug, however, these approaches
are orthogonal to our technique. The reason that our approach does not require
replaying or reproducing a bug that is triggered is that once a bug is triggered, it
is recorded in the logs generated by our dynamic analysis and becomes part of the
record. The bug record/log may then be utilised in any way that the offline analysis
requires.

3.3.5 Eliminating false positives

The elimination of false positives is achieved by collecting and observing the
execution behaviour of other program runs (while keeping the same input). These
further program runs may be either successful or failing ones, depending on which
one is more deterministic to reproduce. That is to say that we may run into cases
such that: a bug is highly non-deterministic, and as a consequence a failing program
execution of the program is observed rarely compared to a successful one, or the
other way around for when bugs are deterministic. In the first case we may need
one failing execution profile and a few® successful runs to be able to eliminate
most false positives. In the later case, the situation is reversed, and we may need
one successful and a few failing program runs. In either of the aforementioned

2Note the definition of bug manifestation from Section 3.2.
3In our experiments with a bug in Aget, four successful execution profiles against one failed one
were enough to localise the bug with only five false positives.



3.4. Methodology 27

cases our goal is to detect deviations from the "normal", i.e., expected behaviour
of the program. A distinction between failing and successful program runs is not
required by our approach, since the approach relies on detecting differences in the
program’s control flow path. The downside is that one may perform the analysis
without recording any failing program run and miss a bug, however, the situation
may be avoided if test cases to trigger a failure are available.

3.3.6 Scope of bug detection

The approach presented in this chapter offers a wider scope as compared to earlier
approaches in literature that are limited in scope to a single type of concurrency
bug [16, 101], or have multiple modes (or procedures) [132] that must be separately
executed to detect each type of bug. The approach is able to detect any bug that
causes a change in the control flow path followed by the program. If an execution
(successful or failed) takes a different control flow path (or takes only a portion of
the path - in the case of crashes), then our technique will detect this and identify the
DPPs involved in the anomalous behaviour. Table 3.1 on Page 38 lists the different
categories of bugs that the tool has been able to detect and report successfully.

3.4 Methodology

Our approach works in two phases. The two phases consist of dynamic analysis of
the program at runtime and an offline post-mortem analysis of the profiled data.
The high-level architecture of the approach is presented in Figure 3.2. The analysis
phases involved are explained in more depth next.

3.4.1 Online phase

In the first phase, the program to be tested is executed multiple times under control
of our tool to try and capture a failing program run. Our system logs and keeps
a record of all the conditional branches that are taken by the program during
execution for both the successful and failing runs. Once a failing run is observed
— either by a human operator or a test case, the process may be stopped. Our
system keeps track of the execution counts for all conditional branches that are
taken during program execution by each thread. The final execution count for each
conditional branch is calculated by summing up the individual execution counts
from each program thread. The reason why it is important to calculate the sum
total is to deal with issues of load balancing within the application. The observation
is that load balancing in an application could result in different numbers of thread to
execute within a program in different executions. This implies that under different
system loads, a different number of threads may attempt to execute a conditional
branch. Therefore, for a conditional branch the individual execution counts for
threads may be inconsistent in different program runs. The key idea is that if the
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Figure 3.2: High-level overview of the system architecture.

program input is fixed and the execution is deterministic based on input, then the
total number of times that a branch is executed (entered) must remain constant *.
For the observation to hold in reality, no changes to user or network input must be
tolerated, since these may cause changes to the control flow path of the program.
However, in practice program executions are not always deterministic based on
input, which may lead our technique to report false positives. The procedure to
eliminate false positives is laid down in Algorithm 2 and further explained in the
later part of this section. Every execution of the program creates an execution
profile of the program being tested. The execution profile for a program contains
individual execution counts for each program point (i.e., conditional branch) in the
program that gets executed. Once our system has observed at least one failing
execution of the program, the process may be stopped to start the second phase.

3.4.2 Post-mortem analysis phase

The second phase of our approach is concerned with performing a post-mortem
analysis of the data collected in the online phase. In this phase a list of DPPs is
compiled from the recorded execution profiles. Algorithm 1 shows how the list of
DPPs is generated from the execution profiles recorded in the first phase. The list of

“The situation with spin locks or signal/wait synchronisation is addressed in the section on
pruning algorithm on Page 33.
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input : eProfiles - List of execution profiles for a single program input
loaded from disk
output: fSet - A map of DPPs containing false positives

1 while eProfiles has more elements do
2 | currProfile < eProfiles.next() ;
3 for record in currProfile do
4 if record.pPoint in fSet then
5 count < record.pPoint.count;
6 if count in fSet.pPoint.brCountSet then
7 ‘ fSet.pPoint.count. freq + + ;
8 end
9 else
10 | fSet.pPoint.add{count : 1} > Execution Count:Observed frequency
11 end
12 end
13 else
14 | fSet.add{pPoint : {count : 1}};
15 end
16 end
17 end

return fSet;

[y
=)

Algorithm 1: Generating the list of DPPs from execution profiles.

DPPs is generated by comparing the control flow path followed by the program in a
failing execution of the program with the control flow path(s) followed in successful
execution(s). The comparisons are performed on execution profiles collected for
a single program input. A single DPP in the list corresponds to a program point
that appears in only some but not all execution profiles of the program. The list of
compiled DPPs represents the changes that are detected between the control flow
path (i.e., execution profile) for failing program executions compared to successful
ones. The list of DPPs may be compiled with or without any pruning of false
positives (explained below). Finally, a list of DPPs is reported to developers that
may be further inspected to ascertain whether they are true bugs.

Pruning phase

The second phase our technique may include an optional pruning sub-phase. This
sub-phase uses a pruning threshold value.

Definition 11 (Pruning Threshold value): A pruning threshold value is used for
removing those DPPs from profiled data that our approach deems uninteresting to
report. All those DPP for which the execution frequency has a high variance, or
whose execution frequency is above the specified threshold are uninteresting to
our approach. A high pruning threshold value implies less pruning, while a lower
value implies aggressive pruning of the profiled data. The default pruning threshold
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value of 5% for our technique eliminates all entries that are common to 95% of the
recorded executions.

The pruning threshold value is used for eliminating false positives from the list of
DPPs collected during the first phase. Figure 3.3 shows an example of the pruning
process for 10 executions of the program (the n value). Figures 3.3a to 3.3c show
the effect of choosing a low (30%) and high (90%) pruning threshold value. In 3.3b
a threshold value of 30% is chosen instead of the default 5% because of the small
n value. In Figure 3.3b ProgramPointl and ProgramPoint5 are removed because
their execution counts are highly non-deterministic (by Line 8 of Algorithm 2), while
ProgramPoint3 and ProgramPoint6 are removed because their execution frequency
is highly deterministic (by Line 12 of Algorithm 2). ProgramPoint7 is a special case,
where the compiler reverses the conditional, so that not executing the instruction
is buggy behaviour. An example of a situation where the compiler reverses the
conditional is the code snippet shown in Figure 3.5 on Page 34. Compiling the
program code in Figure 3.5 with the g++ compiler from the GNU Compiler
Collection (version 4.8.2) produces identical assembly jump instructions for both
of the if conditionals in the two threads, although the conditional in Thread?2 is
a negation of that in Threadl. The generated code performs a logical exclusive
disjunction of the flag being tested in Thread2 with the constant number one (the
value for logical true) to make the code behaviour identical. As a consequence,
this bug only appears in the list of reported DPPs if we choose a high pruning
threshold value. In Figure 3.3c a high pruning threshold value 90% is chosen,
i.e., only the most deterministic branches are eliminated and everything that is
non-deterministic in the slightest is left out. The problem with choosing a high
pruning threshold value is that we may end up reporting false positives. In the
case of Figure 3.3c, the report will include the probable false positive referring
to ProgramPoint6, since the execution counts for the program point appear to be
deterministic (i.e., it does not refer to a rare bug).

The Pruning threshold value is used to eliminate both highly deterministic and
non-deterministic false positives from the list of compiled DPPs.

All DPPs or their individual execution counts in the countset that are above the
pruning threshold value are eliminated. The countset for a DPP is a set containing
the different observed execution counts for that DPP and the number of times
that the executions counts appear in the recorded executions profiles. The default
pruning threshold value for our technique eliminates all conditional branches that
are common to 95% of the recorded executions. The pruning threshold value may
be optionally specified by developers using the system. After performing pruning,
the final list of DPPs is compiled and reported to the user for inspection. The details
of our pruning algorithm are shown in Algorithm 2.

Pruning algorithm: Pruning of execution profiles is performed to eliminate
any false positives that may appear in the full list of DPPs compiled in Algorithm 1.
False positives are a consequence of the non-determinism inherent in concurrent
programs. While performing pruning of false positives, all the DPPs that are
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DPP list before pruning

Program point | Recorded execution frequencies (countset)

ProgramPoint 1 [{10:20%}, {9:10%}, {6:10%)}, {20:10%)}, {7:10%}, {5:10%)}, {8:10%}, {11:20%}]
ProgramPoint 2 [{50:70%)}, {43:30%}]

ProgramPoint 3 [{500:100%}]

ProgramPoint 4 [{20:10%)}, {27:90%]}]

ProgramPoint 5 [{39:20%}, {35:20%}, {37:20%}, {31:10%}, {34:20%}, {36:10%)}]
ProgramPoint 6 [{50:50%)}, {60:50%]}]

ProgramPoint 7 [{200: 80%}]

-~

[{observed execution freqeuncy : observed frequency instance}, ...]

(a) DPPs list with highly deterministic and non-deterministic false positives.
DPP list after pruning at 30%

Program point  Recorded execution frequencies (countset)

ProgramPoint 2 [{43:30%]}]
ProgramPoint 4 [{20:10%}]

(b) At a pruning threshold of 30% ProgramPoint7 is missed.
DPP list after pruning at 80%

Program point  Recorded execution frequencies (countset)

ProgramPoint 2 [{50:70%}, {43:30%}]

ProgramPoint 4 [{20:10%}]

ProgramPoint 5 [{39:20%}, {35:20%}, {37:20%)}, {31:10%}, {34:20%}, {36:10%!}]
ProgramPoint 6 [{50:50%}, {60:50%}]

ProgramPoint 7 [{200:80%}]

(c) At a pruning threshold of 80% false positive Program Point 5 & 6 are
reported.

Figure 3.3: Pruning of false positives with number of executions (n) = 10.
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input : fset - A map of DPPs containing false positives from Algorithm 1
input : pThreshold - An optional pruning threshold value
output: pSet - A map of DPPs with false positives pruned

pSet < fSet ;
if pThreshold not set then
‘ pT hreshold < numberO f Executions * 0.05;

end

while fSet has more elements do

read next DPP in fSet ;

brVolatility < length(DPP.brCountSet) ;

if brVolatility >= pThreshold then

remove(pSet.DPP) ;

else

for countValue in DPPbrCountSet do
if countValue > pThreshold then

remove(pSet.DPP.brCountSet[branch][count])

end

end

end

end

end

return pSet;
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Algorithm 2: Pruning out of false positives.

“non-interesting” to our analysis are eliminated, leaving out only the “interesting”
ones to be reported. The DPPs that are of interest to our technique include
the ones with rare non-deterministic branch execution counts. This means those
DPPs that are non-deterministic but at the same time their occurrence is rarely
observed during program executions. This approach is based on the observation
that concurrency bugs that are rare are the hardest to detect and debug, and
precisely why our approach focuses on these bugs in the second phase. However,
non-rare bugs that have caused a change in the control flow path of the program
are also available for inspection in the non-pruned logs. The non-rare bugs may
be inspected by turning off pruning altogether or by specifying a higher pruning
threshold value. By default, if no pruning threshold value is provided, our approach
is to prune everything that’s common to 95% of the observed executions (line 3 of
the algorithm). Almost all false positives may be eliminated if a pruning threshold
value equal to the number of failing program runs (observed in the first phase)
is specified. If the pruning threshold value is specified in this manner, then our
technique only reports DPPs with volatility value equal to the number of failing
runs.

Definition 12 (Volatility): The volatility value for a DPP is dependent on the
number of elements in its countset compared against the specified pruning
threshold value. A DPP is considered highly volatile if its execution countset has a
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higher number of elements than the specified pruning threshold (i.e., its execution
count keeps changing every few runs of the program). The execution countset
contains the observed execution frequencies for each program point in the program
under test.

Definition 13 (Deterministic DPP): A deterministic DPP for our approach refers
to a program point that has a lower volatility than the specified pruning threshold
value. The execution counts for a deterministic DPP are stable, i.e., the program
point is executed in every execution of the program.

Definition 14 (Non-deterministic DPP): A non-deterministic DPP refers to a
program point that has a higher volatility than the specified pruning threshold
value. A non-deterministic DPP has different associated execution counts every
few executions of the program, i.e., the program point is executed in an arbitrary
fashion depending on the execution conditions for different program executions.

The non-interesting DPPs are those that are either highly deterministic or highly
non-deterministic. Our technique eliminates the highly deterministic DPPs (Line 14
of Algorithm 2) because of two reasons: First, highly deterministic bugs should
be relatively easier to debug compared to the rare ones, and second, we do not
want to overwhelm developers with a long list of DPPs to inspect. The highly
non-deterministic DPPs are eliminated (Line 9 of Algorithm 2) because they may
introduce false positives in the list of DPPs to be reported. As an example of this
type of false positive, consider a producer/consumer example, where the consumer
wakes up to check if a condition is satisfied (e.g., the buffer is a certain size)
and decides to either continue or go back to sleep based on the outcome of the
observed condition. This would introduce false positives since in this case the
execution count for conditionals belonging to the consumer threads are highly
non-deterministic and may change every few runs of the program. However, since
any log pruning performed by our system involves a threshold, we can report the
non-rare bugs as well if we are willing to sacrifice accuracy, i.e., accept a higher
chance for false positives to appear in the final list of DPPs to be inspected.

The final list of DPPs that are reported to developers for inspection refers to
specific variables that belong to conditionals in the program being tested. The
approach reports variables that belong to conditionals branches because that is
where a program’s control flow may diverge. The approach ensures that the
recorded DPPs refer to conditionals by instrumenting every conditional branch
within the program under test. These reported conditionals must be inspected
to arrive at a conclusion regarding their truth. The size of the list of reported
DPPs depends on the pruning threshold specified during the second phase or
our approach. The pruning threshold may be adjusted as desired. A low
pruning threshold value means a slightly higher number of DPPs to inspect and
consequently, a higher chance for false positives to sneak into the reported list,
whereas a higher pruning threshold value is suitable for bugs that appear rarely
during program execution. The variables that are reported might not be involved
in the bug by themselves, but are affected by the bug and definitely involved in
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Thread 1 Thread 2
11... 1
2 |if(status == ‘‘r'’): o iy,
3 do f00(): 2 |status = r'’;
3 ...
4 |else: 4 |status = “'w'’;
5 do bar(); '
5
6
Figure 3.4: Type 1 - An example of a data race.
Thread 1 Thread 2
1]... 1]...
2 |lock(ml) 2 | lock(ml)
3 fill_up(cache); 3 consume(cache);
4 |unlock(ml) 4 |unlock(ml)
5 ... 5 ...
6 | lock(m2) 6 | Llock(m2)
7 if(isEmpty): 7 if(!isEmpty):
8 isEmpty = False; 8 isEmpty = True;
9 (unlock(m2) 9 [unlock(m2)
10 10

Figure 3.5: Type 2 - An example of an atomicity violation.

its manifestation. Therefore, they provide a good starting point to figure out what
could cause that particular conditional or sub-conditional to be either flipped or
be executed a certain(different) number of times in a different execution of the
program.

3.5 Implementation

We have implemented a prototype of our approach in C++ to evaluate the
effectiveness, accuracy, and scalability of our technique. We employ Pin [77]
to perform dynamic binary instrumentation of the program under test to collect
the conditional branches that are executed at run-time. Every conditional branch
that is recorded also has an associated counter with it, which is used to record
the number of times each conditional branch is taken during program execution.
We consolidate the execution counts for all threads to account for load balancing
(i.e., the sum total of counters for all the threads is considered and not that of
an individual thread). Binary instrumentation provides a reliable low-cost way to
monitor the execution of conditional branches. This information is mapped back to
the source language program to allow the user to understand the detected problem
in source language terms. The focus of our implementation is mainly to detect and
localise concurrency bugs, not trigger them. However, to influence the scheduler
and increase the chance of a rare thread interleaving to occur our system may delay
random shared memory accesses for a small amount of time. The accesses to be
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Thread 1
) Thread 2
2 |lock(m) 1 ...
3 process = True; 2 |lock(m)
4 while(process): 3 process = False;
5 w = True; 4 if(w):
6 wait(cond,m); 5 signal(cond);
7 w = False; 6 |unlock(m)
8 |unlock(m) 7
9

Figure 3.6: Type 3 - An ordering violation bug.

Thread 1 Thread 2
1 ... 1 ...
2 |lock(ml) 2 | lock(m2)
3 varl = True; 3 var2 = True;
4 |junlock(ml) 4 |unlock(m2)
5 ... 5 ...
6 [if(varl and var2){ 6 |if(varl and var2) {
7 7
8 |} 8 |}
9 |... 9 (...

Figure 3.7: Type 4 - A data race involving multiple variables.

delayed are chosen in an entirely random fashion. Delays are caused by injecting
calls to sleep inside the program binary for a small random amount of time (in
microseconds) before random memory reads and writes. The Pin tool provides
the functionality to determine memory read/writes using generic inspection API.
In general our approach complements techniques for triggering bugs and may
be combined with these schemes to form an effective bug finding strategy. This
coupling of our approach with other bug triggering techniques could ensure that
once a bug is triggered, it may be localised precisely to a small part of the program
without overwhelming developers with a large number of false positives.

The final set of DPP logs produced by our approach are minimal, capturing
only the most relevant information. The logs may be further pruned to remove the
effects of any inherent non-determinism in the program by adjusting the pruning
threshold value. The information presented in these logs is concise and includes
only the function name, the image that this function belongs to, the data location
for the disassembled instruction, and a list of attached frequencies for the number
of times that this branch is taken along with how often each frequency is observed
in the recorded executions. This list of reported DPPs is usually quite small in
practice, and we have observed that it is no more than ten DPPs in the experiments
we performed. The experimental results of our implementation are presented in
the next section.
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3.6 Evaluation

Our initial evaluation focuses on a number of C/C++ programs as there are many
concurrent applications written in these languages; however, the approach is not
language-specific and can be employed with other compilers as well. To evaluate
the prototype implementation of our approach we selected a number of constructed
test programs written in C/C++. These programs are quite small (around 100 lines
of code), however, they serve to illustrate the representative bugs in concurrent
programs. A simplified version of the bug in each of the constructed representative
programs is shown in Figures 3.4 - 3.7. Apart from these constructed examples, we
also evaluated against a bug in the data compression utility PBZIP2, an atomicity
violation in the multi-threaded download accelerator Aget, as well as a bug in
the Apache httpd web server, and an implementation of StringBuffer that mimics
its buggy behaviour from jdk 1.4. The aforementioned applications have been
constantly utilised in literature for the purpose of evaluating software systems,
however, we gathered their details from Yu et. al, and Flanagan et. al [40, 142]. The
experiments performed with these applications serve to illustrate the effectiveness,
accuracy and scalability of our technique.

1 |public synchronized StringBuffer append((char *str) {
2 .
3 int len = sb.length();
4 .
5 //Another thread may remove characters from sb before the next
6 //statement executes, and render the current len value stale.
7 //The next call to getChars(...) will throw an outOfBoundsException
8 .
9 sb.getChars(0, len, value, count);
10
11 |}
12
13 |public synchronized int length() {
14 return count;
15 |}
16
17 |public synchronized void getChars(...) {
18 if (srcBegin < 0) {
19 throw exception;
20 }
21 if ((srcEnd < 0) || (srcEnd > count)) {
22 throw exception;
23 }
24 if (srcBegin > srcEnd) {
25 throw exception;
26 }
27 System.arraycopy(...);
28 |}

Figure 3.8: A concurrency bug in stringBufer from jdk 1.4.

In our experiments with these benchmark programs, we succeed to detect these
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bugs even with a single failed program run with a high level of accuracy in most

cases.

These benchmark applications are listed in Table 3.1.

The first column

lists the application names. The second column show the category for each bug
according to the class of concurrency bugs that it belongs to. The third column
shows the effect that each bug has on the application when the bug is triggered
during an execution. The last column provides a short description of each bug. The
experimental results for the benchmarks programs are presented in Table 3.2.

Table 3.1: The different types of bugs along with description of each

Application

Bug Type

Bug Effect

Bug Description

Typel

Data Race

May report
wrong result

A data race on the variable
status. Depending on the order
of operations between Threadl and
Thread2, either the if() or else part
of the statements in Threadl may
be executed, leading to its buggy
behaviour.

Type?2

Atomicity
Violation

Data
corruption /
loss of data

The program expects the two
different locks within the same
thread to be acquired without any
interruption from other threads. A
violation of this assumption causes
the bug.

Type3

Ordering
Violation

Indefinite
wait

An example of an ordering violation
leading to a lost wake up signal.
If the statements in thread2 are
executed before those in Threadl,
then Threadl waits forever for a
signal that never arrives.

Typed

Data Race,
Multi-variable

May report
wrong result

A data race involving multiple
variables, where each of the
individual variable 1is accessed
using different locks, but later both
of the variables are used together to
perform some operation.

pbzip2

Order
Violation

Segmentation
Fault / Crash

An order violation between the
main thread and the consumer
threads. The consumer threads
are expected to terminate before
the main thread releases the mutex
fifo->mut. However, when this order
is violated, the application crashes
with a segmentation fault.

Continued on next page
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Table 3.1 - Continued from previous page

Application | Bug Type Bug Effect Bug Description \
StringBuffer| Atomicity Array out | An atomicity violation (shown
Violation of Bounds | in Figure 3.8). Triggered when

Exception append() on Line 3 calls the

synchronized method length()
on some buffer sb, another thread
could remove characters from
this buffer, making the previously
calculated length of the buffer
stale. This culminates in a call
to getChars() method on Line 9
with invalid arguments (i.e., wrong
length) and results in the bug.

Apache Data Race Garbage in | The data race surfaces after a
error logs graceful restart is requested by user
with Apache httpd 2.2.15. The child
thread closes all its listeners (with
dummy connection), returns from
pr _poliset poll with the socket and
calls Ir->accept func(). However,
the child process has already
set die now and has closed the
listeners. The server logs an error,
reporting a bad file descriptor.

Aget Atomicity Inconsistent | A mix of data race and atomicity
Violation logs and | violation on the variable bwritten.
download The bug occurs when user cancels

the download by issuing ctrl+c from
the console. The signal handler
then attempts to save progress
by calling save log(), where the
variable bwritten is accessed
without holding the mutex lock. In
such a scenario, it is likely that the
downloaded file and the log file are
inconsistent.

3.6.1 Accuracy

To evaluate the accuracy of our approach, we executed each of the benchmark
programs listed in Table 3.2 n=100 times under the control of our tool. In the
context of our work, we define accuracy as under:

Definition 15 (Accuracy): The accuracy for our system refers to the ratio of true
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Table 3.2: The pruned list of DPPs reported for all failed runs.

Application Distinct branches | Full DPP | Pruned
Typel 9 4 2
Type?2 8 2 0
Type3 8 5 2
Type4 11 2 1
pbzip2 422 5 1
Aget 172 6 5
stringBuffer 245 12 6
Apache httpd 344 6 6

bugs as compared to the reported false positives i.e., a lower false positive rate
when compiling the list of DPPs that are involved in the manifestation of a bug.

For the experiments performed as part of the evaluation, a value of 100 is chosen
for n. However, choosing a lower or higher value for n would produce similar
results, since our pruning algorithm would prune out the non-interesting events.
For a small value of n the pruning threshold may need to be adjusted accordingly to
a higher value (as demonstrated by the example in Figure 3.3, where the pruning
threshold is set to 30% for the n value of 10). The value for n has no special
relationship with accuracy in this case. We use n=100 to show the performance
of our offline analysis. In practice one may stop as soon as a failing execution of
the program is observed and at least one or more successful executions are logged
(or vice versa). This observation is confirmed by our experiments with Aget, where
a value of 5 was chosen for n. In each of the listed cases, only a single failing
execution profile of the application under test is used. The use of a single failing
execution profile confirms that our tool is able to localise bugs accurately without
requiring multiple failed executions profiles, as is the case with most current
approaches in literature. Table 3.2 shows the results of our experiments with the
aforementioned parameters. The first column lists the types of applications that
were tested, the second column gives a rough idea of the scale of these applications
by listing the number of branches that are executed for a single input. The third
column lists the DPPs that are reported in the full log files®, while the last column
shows the number of DPPs that are reported after executing our pruning technique
to eliminate the highly non-deterministic DPPs.

As we can see from Table 3.2, for StringBuffer, when it is executed 100 times
with no failing runs the total reported DPPs that are executed by the application
are around 245. Out of the total collected DPPs, six are executed in a highly
non-deterministic fashion. When the same 100 executions were analysed with just a
single failing run added to the mix, the number of DPPs reported comes out to be 12
(out of which six non-deterministic DPPs come from successful executions). When
these logs are pruned with the 95% default pruning threshold value, the six highly

SThis list excludes the highly deterministic DPPs. The execution counts for these deterministic
DPPs never change in the observed execution profiles.
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non-deterministic DPPs are not reported any more. The DPPs that are reported are
the ones that are involved in the manifestation of the bug. These reported DPPs are
otherwise highly deterministic on successful executions of the program, i.e., their
count is constant for 100 executions but only different for a single program run.
Further inspection reveals that out of these six DPPs that are reported, one belongs
to the test harness that is used to trigger the bug, while two of these belong to the
append() method, which calculates the length for stringbuffer. The remaining three
DPPs belong to conditionals performing bounds checks for the getChars() method,
which — when called with a wrong value for length — causes the bug and throws an
exception. The case for bugs that follow the pattern of Type2 is slightly special as
shown in the example of Figure 3.3 in Section 3.4.2. In the case for bugs of Type2
the compiler reverses the conditional, so that not executing that branch is buggy
behaviour. This bug only appears in the list of reported DPPs if we increase the
pruning threshold to 99% (i.e., we only eliminate the most deterministic branches
and report everything that is non-deterministic in the slightest). This applies to
our case, since we have a single failing program run, so with our default pruning
threshold, this DPP is pruned out and is not reported to the user. This DPP is
reported if an extremely high pruning threshold value is specified, or no pruning is
performed and the full list of two DPPs is inspected.

Similarly for pbzip2, the total number of branches that are executed for a
particular input comes out to be around 400. The report consists of five DPPs out of
which only four are non-deterministic. These non-deterministic DPPs are a result
of the producer/consumer model that the application follows. More specifically,
pbzip launches producer threads that read in blocks of data for compression, and
puts them on a queue for the consumer threads to later read and perform the
compression. The consumer threads perform a conditional timed wait for producer
threads to put data on the queue and notify them. The conditional timed wait
implies that consumer threads must wait for a certain amount of time (one second
in this case) for the producer threads to signal that more data are available for
processing. If the consumer threads do not receive a signal within the specified
time, they will go ahead and check the queue anyway to see if there is some
data available for processing. This non-deterministic behaviour of the consumer
threads causes certain conditional checks to be performed non-deterministically,
and depending on the outcome of the condition either compression is performed,
or the consumer threads go back to a state of conditional waiting. Checking for
the bug with our approach, while using just a single failing run, we are able
to determine the location in the program where it deviates from its expected
behaviour and to report only a single DPP with our default pruning threshold. This
DPP correctly points to the if condition on Line 5 of Figure 3.1, which is the branch
where this bug actually manifests itself.

The bug in Apache httpd and Aget are slightly different compared to the rest of
the bugs that we used for the experimental evaluation of our approach. The bugs
in Apache httpd and Aget do not change the control flow path of the program, and
therefore, our approach is not able to detect these bugs.
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In the case of Aget the five extra DPPs that are reported are a result of the
non-deterministic nature of the application. The results for Aget are based on
five executions of the program that includes one failing run. A small number of
executions are recorded in the case for Aget to show that our technique does not
require a large number of recorded program executions to work. The false positive
DPPs that are reported for Aget are successfully pruned out when further successful
program runs are collected. The false positive DPPs belong to code regions that
deal with updating the progress bar and depend on the buffer size as well as the
download speed. The aforementioned dependencies render the execution of the
false positive DPPs highly non-deterministic.

The constructed examples that we present are small programs compared to the
rest but serve to illustrate that our approach can detect every type of concurrency
bug that causes any change to control flow path of the program. Furthermore, the
experiments confirm that our technique is not affected by the size of applications,
as we have clearly shown with Apache and pbzip. The approach scales to larger
applications like Apache httpd web server without requiring any further effort and
is able to detect any of the patterns described in Figures 3.4 - 3.7.

3.6.2 Scalability

The applications selected to evaluate the scalability of our approach are of varying
sizes. The size of selected applications range from roughly two thousand lines of
code to two hundred thousand lines of code in the case of Apache. The constructed
programs and the stringBuffer from Java’s JDK are between 100 and 200 lines of
code large, and are therefore not included in the experiments for evaluating the
performance of our technique.

Our results with Apache confirm our claim that our system is not affected by the
scale of applications being tested. For smaller programs like pbzip our approach
adds more overhead compared to Apache because apart from the constant time
overhead of loading everything into Pin, the size of pbzip compared to Apache
is quite small. Furthermore, for pbzip the number of conditional branches that
are executed and consequently instrumented is roughly around 400, whereas for
Apache the number of these branches is roughly 1000 (including those for wget). If
we compare these numbers to the size of the application in each case, we can see
that our technique is not affected by how large an application is (i.e., two thousand
vs two hundred thousand lines of code).

3.6.3 Performance

To evaluate the performance of our online profiling tool, we show the runtime
overhead incurred by the profiler in Table 3.3. These experiments are performed
on a desktop machine with an Intel core i7 3.50GHz processor and 16GB of
memory, running Ubuntu desktop 14.04 operating system. In all of the cases
our technique performs much better than even the most recent bug localisation
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approaches. All the experiments are repeated 500 times to make sure that the data
are reproducible. In the experiments for pbzip, a test input file is provided to be
compressed. In the case for Apache web server, the server is first started, then an
image file is downloaded from the server. After the download is completed, the file
is deleted and the server is restarted. The downloaded file is a 43MB Jpeg image
file. In the case of Aget the experiment includes downloading the same 43MB Jpeg
file from our local server and removing the file before repeating the experiment.

Table 3.3: Normalised overhead of our offline and online analysis compared against
other approaches.

Application | Offline Analysis | Online Profiling || LOCON | Falcon
pbzip2 0.065 seconds 17.12x 19.96x | 17.85x
Apache 0.091 seconds 3.97x || 43.75x | 44.25x%
Aget 0.067 seconds 2.75x || 41.34x | 49.52x

The results of these experiments are listed in Table 3.3. In each case we can
see that our tool clearly outperforms both Falcon® [101] and LOCON [132]. In
the case of pbzip, Falcon and LOCON report an overhead of 17.85x and 19.96x
respectively, whereas the overhead with our system is 17.12x. In the other two
instances, with both Apache and Aget we are between 11x to 18x faster than
LOCON and Falcon. The reason why we are almost 11 x faster is that both of these
tools need to instrument and collect information at every shared memory access,
and therefore the overhead is proportional to the size of the program being tested.
In our case our tool only instruments and collects data at every conditional branch
that is entered, and therefore our approach incurs a lower overhead.

The offline analysis of our approach that is performed in the second phase
depends on the number of executions recorded in the first phase. We present these
numbers in the first column of Table 3.3. We select 100 log files to analyse as this
is the same number used for localising bugs in majority of the cases in Table 3.2.
The overhead includes pruning of logs with the default pruning threshold of 95%.
Our experiments show that this overhead is quite low. Even when the number of
log files to be analysed is pushed up to 500, the overhead comes to around 0.22
seconds in the case of pbzip. A similar story is repeated in the case of Apache when
the number of executions to analyse is increased to 500, the total time spent is 0.31
seconds.

3.6.4 Threats to validity

Concurrency bugs such as data races, atomicity violations or ordering bugs may
or may not affect the control flow of a program. If a bug does not change the
control flow of a program, then our approach may miss this bug. In such a
situation where the control flow remains unchanged, programmers may be lured
to false positives. However, if the number of failing program runs (or successful

6We use the performance numbers mentioned in [132] for their C++ implementation of Falcon.



3.7. Concluding remarks 43

ones) is known beforehand, then this trap may be avoided by specifying a pruning
threshold accordingly. That is, specifying a pruning threshold equal to the number
of observed failing program runs. Further, since our log pruning procedure uses
a threshold and we prune logs aggressively to avoid reporting false positives, our
technique might end up pruning a DPP that has a low volatility but still points
to a bug. This can happen in cases where the bug manifests itself when the
program does not execute a conditional branch, i.e., the branch is always executed
on successful runs but never on failed runs. This means that if we have only a
single failed run, then this lowers the volatility for the branch that is not executed,
and it may results in that branch getting pruned, even though it is pointing to
a bug. To avoid this situation, we have two options: either we can collect more
failing runs, which may be quite difficult in practice, or we can use a lower
pruning threshold during the second phase of our approach. The second option
of lowering the pruning threshold works out quite well in practice. For example,
even if we prune the highly deterministic DPPs (requiring an extremely low pruning
threshold), leaving only the list of non-deterministic DPPs to be examined, this list
is still quite small. In the case for stringbuffer this list shows only 12 DPPs, six of
which are false positives, and only five DPPs in the case for pbzip2, out of which
four are false positives. Even in the case of a large application like apache, only
five false positive DPPs are reported. The low false positive rate makes it feasible
to confirm whether a DPP points to a bug or is merely a false positive.

3.7 Concluding remarks

We have presented a technique for detecting and localising concurrency bugs and
an evaluation using a prototype implementation. The technique can detect and
localise concurrency bugs without any discrimination of the type of bug involved.
In most cases this technique has a high level of accuracy, i.e., it points the user
to program code where the bug has an impact on the execution profile. We have
shown that these bugs can be localised with only a single buggy execution. Our
approach can guide the user to a point in the program’s source code that reflects
where the behaviour deviates from that of a successful program execution. The
technique is scalable, as we have shown by localising a bug in pbzip2 as well with
our experiments of Apache. Although our initial focus has been C/C++ applications,
this approach is language-agnostic and can be applied to other languages as well.

The technique is not influenced by the size of the applications or the number of
threads. Furthermore, our system can cope with the effects of load balancing and
the inherent non-determinism in applications, since these two aspects lead to false
positives. We have shown that we are able to successfully prune all false positives
in most cases. However, there are cases where false positives may be reported
as a consequence of specifying a higher pruning threshold. The number of these
reported false positives is still quite small and may require little effort to confirm.

The approach employs binary rewriting to collect data about a program’s
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execution. Binary instrumentation, although it incurs an overhead, nevertheless
results in better performance than other approaches and allows the use of this
technique in realistic settings. The overhead is probably too high to allow the
system to be used by default, but the low overhead compared to other approaches
(and the fact that a single buggy execution is needed) allows its use as soon as a
problem is suspected.

The decision to use conditional branch counts in the prototype implementation
is based on the fact that current support for monitoring the execution behaviour
of programs is limited, especially for multi-threaded programs. Other options
(e.g., to replace binary instrumentation by a compiler framework to keep track
of the conditional branches that are executed and to directly use the processor’s
program monitoring unit) are possible and worthy of further investigation.
However, the difficulties to obtain valuable data about a program’s execution
points to the need for better program monitoring units. Given the proliferation of
multicore processors, and the ability to provide additional functionality in processor
implementations, architects of future processors should pay more attention to the
needs of tools that help software engineers isolate and understand program defects.



Profiling for detecting
performance bugs

This chapter introduces a profiling technique for detecting performance bugs
in concurrent software. The approach can identify performance bottlenecks
in real-world software using a hybrid of dynamic and post-mortem analysis
techniques.

4.1 Overview

Identifying and understanding performance problems is difficult for concurrent
software but is an essential part of the software development process for
parallel systems. In addition to the same problems that exist when analysing
sequential programs, software development tools for parallel systems must handle
the large number of execution engines (cores) that result in different (possibly
non-deterministic) schedules for different executions. Understanding where
exactly a concurrent program spends its time (especially if some aspects of the
program paths depend on input data) is the first step towards improving program
quality. Most state-of-the-art profilers, however, aid developers in performance
diagnosis by providing hotness information at the level of a class or method
(function) and usually report data for a single program execution [145].

The approach introduces a profiling and analysis technique that consolidates
execution information for multiple program executions. Currently, our tool’s focus
is on execution time (CPU cycles), but other metrics (stall cycles for functional
units, cache miss rates) are possible, provided such data can be obtained from the
processor’s monitoring unit. To detect the location of performance anomalies that
are worth addressing, we take into account the average amount of time spent inside
a code block along with the statistical range of the minimum and maximum amount
of time spent.

The technique identifies performance bottlenecks at the fine-grained level of
a basic block. It can indicate the probability of such a performance bottleneck
appearing during actual program executions. The technique utilises profiling
information across a range of inputs and tries to induce performance bottlenecks
by delaying random memory accesses. The approach is evaluated by performing

45
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experiments on the data compression tool pbzip2, the multi-threaded download
accelerator axel, the open source security scanner Nmap and the Apache httpd web
server. An experimental evaluation shows the tool to be effective. Modifications
in the block that is identified by the tool result in performance improvement of
over 2.6x in one case, compared to the original version of the program. The
performance overhead incurred by the tool is a reasonable 2-7x in majority of
cases, however, in the case of pbzip it goes up to 28x.

4.2 Background

Performance problems are becoming more prevalent in modern software
systems [56, 62, 75, 85, 127] as software grows in size. The widespread adoption of
multi-core processors and the use of concurrent and multi-threaded programming
to utilise these machines have contributed heavily to performance problems.
Software correctness and safety constraints in the presence of concurrency
may exacerbate the situation even further and lead to performance anomalies
in released software. These performance anomalies render software slow and
unresponsive. Performance problems may lead to poor user experience, lower
system throughput, and a waste of computational resources [14]. Software that
is slow may not only frustrate end users but also cause financial losses [56].
Following the convention adopted by other researchers in dealing with performance
issues [56, 95, 124], we consider an anomaly to be a performance bug if it
affects the speed or responsiveness of a program and relatively simple source
code changes may lead to significant improvement in performance while preserving
functionality.’

Performance anomalies exist widely in production software. For example,
Jin et al. [56] report that Mozilla developers have fixed 5-60 performance bugs
reported by users every month over the past 10 years. There are many sources of
inefficiency (e.g., poor design or inefficient data structures), and these problems
may plague sequential programs, as well. Concurrent software is subject to the
same issues, but a software developer must in addition deal with unexpected
or rare resource contention scenarios involving multiple program threads. The
rare resource contention scenarios cause performance anomalies in programs and
may only manifest under rare circumstances, such as a unique interleaving of
the program threads. Furthermore, safety/correctness and performance are two
goals for software developers that sometimes exert contradicting pressures. The
goal of correctness requires programs to be thread-safe — and as a consequence
may require additional synchronization; the goal of fast execution may encourage
developers to minimize synchronization in a program.

Performance bugs have only rarely been the focus of research on software

1Our goal is to identify possible performance anomalies but possible transformations to address
the performance issue are outside of the scope of this chapter. We expect a user to analyse the
situation and to modify the source code, or to employ a different data structure, or to use a different
algorithm.
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defects. There are a number of reasons why performance bugs have received
considerably less attention than their functional counterparts. First, developers can
check for functional correctness by relying on well established testing techniques
for detecting functional bugs [16, 37, 60, 132]. Second, there exist formal
approaches to software verification and testing based on symbolic execution,
which allow (some degree of) automation [19, 20]. Third, most approaches for
performance modelling of parallel and distributed systems offer limited support for
performance oriented software engineering, or they are capable of dealing with
only small programs [21, 106]. Lastly, performance bugs are hard to diagnose
because of their non-failure semantics, i.e., they do not cause failures or program
crashes. Furthermore, existing approaches for detecting software performance
problems are limited in their functionality and report on resource consumption for
a single program execution. The resource consumption of a program is usually
dependent on the efficiency of the algorithm being used and the size of the
program input. Concurrent programs further complicate matters because of their
non-deterministic nature and large number of possible thread schedules. Different
program inputs or thread schedules may lead to different program behaviour.
The state-of-art for performance bug diagnosis is the use of profiling tools (e.g.,
oprof or gprof [46, 71]). However, profiling tools are generally limited in their
functionality. CPU time profilers usually report performance bugs at the level of
hot methods/routines for a single program execution. These reported methods can
be arbitrarily long. Locating the source of these computationally intensive and
time-consuming code regions inside a method can prove to be a challenging task in
large software systems.

Profiling tools often fail to discover dormant performance problems that may
appear under rare circumstances. Similarly, compilers might miss optimising a
routine that has (real or assumed) side-effects, and identifying the places where
cycles are wasted is far from easy. One of the key reason for the lack of
better profiling and detection tools for performance bugs is that developers focus
on removing functional bugs, and because better tool support is available for
functional bugs. In contrast to procedures and tools for detecting functional bugs,
tools and procedures for performance bugs lack functionality.

4.2.1 Contributions

Although current software tools for profiling performance anomalies are useful,
they still lack functionality. One of the major problems with software profiling
techniques is that they provide information only about a specific program run.
However, in realistic settings, it is quite likely that different executions of a program
with different inputs and/or different thread schedules may lead to different
execution profiles of the program. (The program still computes the intended
result — otherwise there is a functional bug as well.) The approach presented
in this chapter detects performance bottlenecks by dynamically collecting profiling
information about program executions. The approach aggregates information from
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multiple executions to detect non-deterministic or rare performance bottlenecks.
Rare bottlenecks require some specific program input and/or environment
conditions to manifest. Performance bottlenecks that are deterministic are detected
and localised with a single profiling run of the program.

In short, the approach presented in this chapter makes the following key
contributions.

* We present an approach that combines multiple execution profiles of the
program to provide an overall picture of the resource consumption for a wide
range of inputs. The use of multiple execution profiles enables our approach
to report on rare resource contention scenarios. Our profiler does not rely
on hotness information for a single input alone. Instead, the profiler uses
information about the amount of CPU execution time taken by a basic block
for a range of inputs during different executions.

* The approach provides information about performance bugs at a finer-grain
level than earlier tools by identifying the relevant basic block(s) instead
of reporting an entire function or class. In certain cases modifying the
identified basic block leads to an improvement in program performance of
more than 2.6x (details in Section 4.5). The approach is not prone to report
false positives since it reports those basic blocks whose contribution to the
execution time exceeds the given threshold (i.e., percentage of the program’s
total execution time). Our approach eliminates false positives that always take
a large amount of time by using the statistical range of the CPU execution time
spent inside a basic block.

4.3 Approach and methodology

The approach for obtaining basic blocks that contribute most to the overall
execution time of a program is divided into two phases. These two phases are
summarised in Algorithm 3 and Algorithm 4.

The first phase of our approach is concerned with on-line profiling of the
program. In this phase, the program under test is executed multiple times with
different inputs.? For each execution of the program, our tool records hotness
information and the amount of CPU execution time taken by every basic block. In
the context of our tool, hotness of a basic block refers to how often (i.e., frequently)
a basic block is executed during a given program execution. The execution
frequency of a basic block contributes to its hotness, i.e., the more frequently a
basic block is executed, the hotter it becomes. The tool records and maintains the
minimum, maximum, and average amount of CPU execution time for each basic
block in the program under test. The average time is calculated by maintaining a
moving average of the CPU execution time, which makes it possible to capture the

’Inputs can be supplied by the user or a separate program to generate test input. See the
extensive literature on test generation, but this topic is beyond the scope of this chapter.
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effects of non-deterministic events (e.g., a call to sleep() for some random amount
of time) and to eliminate outliers. The diversity of inputs to the program as well
as the number of times the program is to be executed is for the user to decide. In
this phase the tool tries to influence the scheduler to cause different schedules of
the executing program threads. Influencing the scheduler makes it possible for the
tool to unearth rare resource contention scenarios that may otherwise go unnoticed
during normal testing. Influencing the scheduler is achieved by delaying random
shared memory accesses for a small amount of time. At the end of this phase,
the profiled information for each execution is written to disk and is available for
analysis in the second phase of our approach.

input : PUT - Program under test
output: profile - A log file containing hotness and timing information per
basic block

instrument(PUT) ;
while PUTisAlive do

1

2

3 for each BB in PUT do

4 execTime=BB.exitTime-BB.entryTime;

5 if BB.execFreq >1 then

6 BB.avgTime= (execTime +
(BB.avgTime*BB.execFreq))/(BB.execFreq+1);

7 BB.minTime = min(BB.minTime, execTime);

8 BB.maxTime = max(BB.maxTime, execTime);

9 end

10 else

11 \ BB.avgTime = BB.minTime= BB.maxTime = execTime;

12 end

13 BB.execFreq+=1;

14 end

15 end

16 WriteProfileLog(PUT);
Algorithm 3: Phase 1: On-line profiling of the programs under test

The second phase of our approach is outlined in Algorithm 4. This phase
performs off-line analysis of the data recorded during the first phase. In this
phase, the recorded information is analysed to identify potential performance
bottlenecks. The bottlenecks correspond to basic blocks inside the program under
test. Performance bottlenecks for our approach are those basic basic blocks where
the program spends a large® portion of its overall execution time. The overall
execution time is the total CPU execution time taken by the entire program in
a single execution. If the portion of execution time spent in a basic block and
the statistical range of the execution time spent in that basic block are above
a certain threshold (i.e., percentage of the total execution time), then the basic

3The programmer decides what is to be considered large by specifying a threshold.
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input : profileLog - A log of profiled data from Algorithm 3

input : eT'hreshold - A threshold percentage value of total program execution
time

output: pbList - A list of potential performance bottlenecks

totalExecTime = readProfile(profileLog) ;

eThreshold < (totalExecTime*eThreshold)/100;

bbList < empty ;

while more profileLog exist do

read(profileLog);

for each BB in profileLog do

if bbList.exists(BB) then

prevAvg = bbList.BB.avgTime;

prevFreq = bbList.BB.execFreq;

prevMin = bbList.BB.minTime;

prevMax = bbList.BB.maxTime;
bbList.BB.avgTime = max(BB.AvgTime, prevAvg);
bbList.BB.execFreq = max(BB.execFreq, prevFreq);
bbList.BB.minTime = min(BB.minTime, prevMin);
bbList.BB.maxTime = max(BB.maxTime, prevMax);
end

bbList.add(BB);

end

19 end

20 for each BB in bbList do

21 bbSig +— BB.execFreq * BB.avgTime;

22 bbRange < BB.maxTime - BB.MinTime;

23 if bbSig >= eThreshold and bbRange >= eThreshold then
24 ‘ pbList.add(BB);

25 end

26 end

27 Report(pbList);

Algorithm 4: Phase 2: Off-line analysis and reporting of performance bottlenecks
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block is reported as a potential performance bottleneck. The threshold value of
the total execution time may be optionally specified by the user, to override the
default value of five percent that our tool uses. Any basic block for which the total
execution time and the statistical range of execution times is equal to or above the
threshold specified by the user is reported for further inspection. For a basic block
to be reported as a performance bottleneck, its significance value as well as range
must be higher than the specified threshold. The significance value is a product
of the observed average time and the execution frequency for a basic block in the
recorded program executions (line 20 of Algorithm 4). The statistical range is the
difference between the lowest and highest amount of CPU execution time observed
in the recorded executions (line 22 of Algorithm 4). Execution frequency refers the
number of times a basic block is executed during a single program run.
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To perform the pruning of false positives and to identify potential performance
bottlenecks, our approach chooses the highest recorded value for the execution
frequency, the average and maximum amount of execution time, and the lowest
recorded value for minimum execution time when aggregating these values
from multiple profiled program executions. Selecting recorded values in the
aforementioned fashion may be important because non-deterministic execution
scenarios involving contention for resources leading to performance bugs may be
of more concern to programmers than just average values.

The final step in the second phase of our approach reports potential performance
bottlenecks to programmers. The performance bottlenecks report consists of (for
each potential bottleneck) the recorded execution frequencies of the basic block in
the profiled program runs, as well as the average, minimum, and maximum amount
of CPU execution time recorded for each basic block. The execution frequencies
for a basic block signify its hotness across different program inputs as well as
whether the basic block is executed in a deterministic/non-deterministic fashion
in the recorded program executions. The minimum and maximum CPU execution
times show the range of time spent in a basic block for different program inputs,
while the average amount of CPU times show the average time spent in a basic
block in all the recorded execution of the program. The reported values may
be further analysed by using a box plot for the reported values, or the standard
deviation for the values may be computed before further investigation.

4.4 Implementation

The prototype implementation of our approach wuses dynamic binary
instrumentation using the Pin [77] instrumentation framework to collect run-time
information about the execution behaviour of the program. At run-time, the tool
keeps track of the hotness for each basic block by keeping track of how often the
basic block is executed during a single program run. Basic blocks are delineated
by conditional branches taken by the program (i.e., executing a conditional jump in
the program creates a new basic block). Figure 4.1 shows the process of collecting
dynamic execution profiles of the program under test. For each basic block our
tool stores the minimum and maximum amount of CPU time consumed by each
basic block, and computes and stores a moving average of the time spent in the
basic block during a single execution. For each execution of the program with the
same or different input, this information is stored permanently and written to a file
on disk. Storing information in a permanent location (disk) ensures that profiling
information is not lost, since our profiling procedure takes a large portion of the
total analysis time. At the end of the profiling phase, the log files containing the
recorded information from several executions of the program are available for the
analysis phase.

During the analysis phase the tool reads the information from log files containing
the profiling information and feeds it into the analysis engine. During this phase
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Profile 1 Profile 2

Execution 1 Execution 2

bri-br2: 1506 391 867 391 bri-br2: 1506 394 21259 411

br2-br2: 7472 394 1014 394 br2-br2: 7472 394 837 394

br2-br3: 1038 407 1037 423 br2-br3: 1308 388 843 391

br3-br4: 3155 388 828 388 br3-br4: 3155 391 887 393

Execution n-1 Execution n

bri-br2: 1506 426 1147 426 br1-br2: 1506 394 840 409

br2-br2: 7472 388 661 388 br2-br2: 7472 426 31072 437

br2-br3: 1308 391 811 391 br2-br3: 1308 404 849 394

br3-br4: 3155 426 30872 435 br3-br4: 3155 391 1132 391

Figure 4.1: Samples of captured dynamic program profiles (Profiles 1 and 2 as well
as (n-1) and n are shown)

occurrence probabilities are calculated for each basic block. The occurrence
probability for a basic block indicates the likelihood for a basic block to be executed
during actual program runs. The analysis keeps track of the overall minimum and
maximum amount of CPU time, as well as the maximum value for the frequency
and the average in all of the recorded executions. Figure 4.2 graphically depicts
the process of selecting these aforementioned values that are later used to perform
pruning of basic blocks that are below the threshold specified by the user.

The analysis phase makes use of a threshold value to judge whether a basic block
is a potential performance bottleneck. The threshold corresponds to a percentage
portion of the total execution time of the program. For example, the programmer
might be concerned about a basic block that takes more than a certain portion
of the execution time. For each basic block, the tool compares the product of its
hotness and average amount of CPU time as well as the statistical range of the CPU
time spent in the basic block with the threshold value. If the product and the range
are higher than or equal to the threshold value, then the basic block is reported to
the programmer. Otherwise, it is removed from the list of reported basic blocks.
The format for the report containing potential performance bottlenecks which is
presented to the user is shown graphically in Figure 4.3. The analysis utilises the
product of maximum average time profiled in all executions of the program, and
the maximum frequency for a basic block to ensure that basic blocks consuming
a high portion of the program execution time are identified. However, the basic
blocks identified using the product of average time and frequency may very well be
a consequence of the algorithm being used by the program. The analysis therefore
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bri-br2: 15061 |391 21259 426
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Figure 4.2: Program profile to prune out basic blocks below the threshold.

utilises the statistical range of the time spent in a basic block in conjunction
with the aforementioned product value to ensure that non-deterministic events or
contention for resources are accounted for and reported.

The reported information is mapped back to the original program, so that it may
be understood in source language terms for programmer inspection.

4.5 Evaluation

We applied the tool implementing our approach to real-world applications written
in C/C++. The selected applications include the pbzip2 data compression tool
(version 0.9.4) [42], the Nmap security scanner for network exploration and audits
(version 6.49) [78], and the axel download accelerator (version 2.3) [140]. The
results are presented in Table 4.1 and 4.2. The data in Table 4.1 show the results
for experiments performed with a single execution profile, while data in Table 4.2
show the results for a setup in which multiple profiles of the program under test
are recorded and analysed.

4.5.1 pbzip2

The experiments for pbzip2 using a single execution profile reveal that it spends
around 5% of its total execution time inside a for loop in the block sorting algorithm
of the bzip2 utility. Bzip2 is the non-parallel data compression part of the pbzip2



C = Number of times code block executed
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brX-brY:
Frequencies: {C1:01, C2:02,...,Cn:On}

Min Times: {T1:01, T2:02....,Tn:On }
Max Times: {T1:01, T2:02....,Tn:On }

Avg Times: {T1:01, T2:02....,Tn:On }

T = CPU cycles
O = number of observed instances

Figure 4.3: Format of the report for each identified basic block.

utility. The block sorting algorithm in the application uses Knuth’s sequence of
increments as part of its sorting algorithm that uses a Shell Sort [122]. The
algorithm uses three increment copies. However, the third copy fails to execute
most of the time and program execution breaks off back to the main loop, in
order to select a new increment. This execution behaviour suggests that the
sorting algorithm could be performed without using the code for selecting the
third increment. Although this modification may have little impact on improving
the performance of the program, it may nevertheless improve code readability
and conciseness. We performed the experiments again with the same input, after
modifying the bzip2 implementation to remove the third copy that never executed.
These experiments revealed a slightly over 0.24% increase in performance with
a few inputs. However, this behaviour may need to be investigated further and
with more inputs, before we can arrive at any conclusions. To further validate the
technique, an artificial workload was introduced inside of pbzip. The experiments
were run again to find out if the newly inserted artificial bottleneck is detected,
and whether the tool would point to the exact basic block. The artificial workload
consisted of a while loop involving some basic arithmetic. The workload added
slightly over 5% performance overhead to the original version of the program. The
threshold execution portion was set to 5% of the total execution time of the program
as before. The bottleneck was correctly identified and localised to the inserted
while loop using logs from just one execution profile. The bottleneck identified in
the original version of the program also appeared in the list of reported bottlenecks
as expected. Recording and analysing multiple execution profiles for pbzip2 report



4.5. Evaluation 55

another 3 bottlenecks that point to the compression process inside of bzip2.

4.5.2 axel

Our experiments with axel* reported four potential performance bottlenecks. The
bottlenecks belong to a for loop and the if conditionals inside it, that are used for
displaying download progress and speed. Since progress is to be displayed and
updated continuously, on a per kilobyte basis, the procedure takes a major chunk of
the overall program execution. To validate the experiment, the progress and speed
reporting routine was changed from per kilobyte to per megabyte. These minor
changes led to a significant improvement in performance. Although we realise
that reporting download progress per megabyte might not be suitable for smaller
download sizes, but for larger files, per kilobyte reporting is probably a nuisance.
In our experiments with the modified version of the program, we used the program
to download a large file.®> We then compared the average amount of time (averaged
over 100 executions) taken by the modified version of the program against the
original version. The comparison revealed a performance improvement of 2.6 x as
compared to the original version of the program. Six new bottlenecks are reported
for axel when multiple execution profiles are analysed. All six of the bottlenecks
correspond to the main loop inside the axel do(...) method. The reported basic
blocks correspond to conditionals that belong to non-deterministic events that deal
with making a connection to the server.

Table 4.1: Number of performance bottlenecks for a single execution of the

program
Application Profiles | Bottlenecks | Threshold
pbzip2 - original 1 1 5%
pbzip2 - workload 1 2 5%
axel - original 1 4 5%
Apache httpd start 1 3 5%
Nmap - original 1 6 5%

4.5.3 Nmap

Our experiments with Nmap report six bottlenecks. The bottlenecks mostly belong
to basic blocks inside of library routines for the scripting engine used by Nmap.
The code regions belong to library routines for the programming language Lua,
which is used for Nmap’s scripting engine. These code regions include a loop
performing the hash inside the hashing library function and conditionals belonging
to the String library routines of the Lua programming language/environment.

4The file to be downloaded is served by a local machine to avoid perturbation of the results by
wide-area network delays.

5The downloaded file is a CD image (iso) file containing the Debian operating system, and it has
a size of 627 MB.
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Table 4.2: Number of performance bottlenecks reported for multiple executions of
the program

Application Profiles | Bottlenecks | Threshold
pbzip2 - original 100 4 5%
pbzip2 - workload 100 5 5%
axel - original 100 10 5%
Apache httpd start 100 3 5%
Nmap - original 100 11 5%

When 100 execution profiles are recorded and analysed, the number of reported
potential bottlenecks almost doubles. Inspection of the five newly reported possible
bottlenecks include a few more basic blocks in the Lua programming language’s
library routines and two basic blocks belonging to the traceroute system utility.
Overall, while using a threshold of 5% we did not identify any bottlenecks in Nmap.

4.5.4 Apache httpd web server

Next, we applied our tool to the latest version of Apache httpd web server (version
2.4.16). Our experiments were performed on the startup routine of the web server.
These experiments report three bottlenecks at a pruning threshold of 5%. The three
reported bottlenecks belong to basic blocks inside a string utility used by Apache.
The routine is invoked multiple times when reading configuration settings from the
configuration files on disk. The routine itself probably has little opportunity for
further optimisation, since the routines perform basic string operations. However,
the experiments illustrate the effectiveness of our tool in successfully identifying
these time-consuming portions of the program.

The experiments performed using our tool serve to validate the effectiveness
and usefulness of our approach. The key insight gained from these experiments
is that our approach succeeds in identifying locations in the program where it
spends a significant portion of its execution time. The locations are identified at a
fine-grained level, making it possible to inspect and improve program performance
without much effort. For deterministic performance bugs, a single execution
profile should usually suffice. However, to unearth non-deterministic performance
bugs multiple executions of the program, and different inputs may be needed.
Although our approach makes an effort to exercise different interleavings of the
program threads, there are no guarantees that this will work in practice. Further
investigation in the direction of scheduling is outside the scope of our work and was
not explored.

4.5.5 Performance

The performance overhead of both the on-line and off-line analysis of our approach
is presented in Table 4.3. These experiments were performed on a machine with an
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Intel core i7 3.5GHz processor, having 16 GB of memory, and running the desktop
version 12.04.5 of Ubuntu operating system. The selected applications range in
size from a few thousand lines of code to over 400,000 lines of code in the case for
Nmap. The first phase of our approach has a higher performance overhead than
the second phase. The second phase analyses the profiling data collected in the
first phase and is very fast, as can be seen from the fourth column in Table 4.3. The
advantage of our two-phase approach is that once all the data is collected in the
first phase, the user is free to conduct more off-line analysis. The collected data
are never invalidated by the off-line analysis. Since the off-line analysis is fast, the
user has the advantage of experimenting with different threshold values during the
second phase. To fairly judge the performance of the off-line analysis engine, 100
profiling runs were analysed, to ensure that the data are reproducible.

Table 4.3: Performance overhead of the on-line profiling and off-line analysis

routine.
Application Profiles | Offline Analysis | Online Profiling | Threshold
pbzip2 100 0.100 seconds 28.71x 5%
Apache Httpd 100 0.591 seconds 3.38x 5%
axel 100 0.0464 seconds 1.97x 5%
Nmap 100 1.07 seconds 7.01x 5%

The overhead incurred by the on-line analysis is presented in the last column of
Table 4.3. The overhead is averaged over 100 executions to allow a fair analysis
of the implementation. The overhead is slightly larger in the case of pbzip2,
but it is orders of magnitude less for larger applications like Apache Httpd and
Nmap. There are a couple of reasons for the high overhead for pbzip2. First,
since pbzip2 is a smaller application, the set up time required by our framework
to load and start the application adds significant overhead to the execution time.
Second, pbzip2 uses many conditionals for its size, and the number of times that
these conditionals are executed is fairly high, in part because of the sorting and
compression algorithms that are used by pbzip2. Since our profiling engine collects
data at each conditional branch, this setup leads to higher overhead for smaller
programs with more conditionals. Experiments using the larger applications
Apache and Nmap serve to validate our claim that the overhead remains reasonable
as applications grow in size.

4.5.6 Threats to validity

There are a number of issues to consider when dealing with performance bugs for
concurrent programs. First, concurrent programs are inherently non-deterministic,
and the number of possible thread schedules is astronomically large for most
medium to large-scale applications. If the program is not properly synchronized
and access is not properly guarded, then different thread schedules may lead
to different program behaviour — regardless of the supplied input. Second,
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performance bugs in concurrent programs behave the same way as concurrency
bugs, i.e., they appear only under rare circumstances. These rare circumstances
can be a rare interleaving of the program’s threads or a particular program input,
that may lead to contention for resources. The approach described here attempts
to discover performance bugs from execution profiles that are collected at runtime.
If a performance bug does not appear during the recorded program executions,
then it will be missed by our approach. The tool presented in this chapter tries
to influence the scheduler by delaying random memory accesses, but there are no
guarantees that this will cause a rare resource contention scenario to surface.

The technique presented here is not prone to false positives because it reports
events that are above the user-specified threshold. However, these events could
very well be legitimate program statements and it may not be possible to remove
them for certain programs. The use of a threshold value means that our approach
relies on the user’s intuition of what they perceive to be a performance bug. For
example, certain users might not consider a basic block that takes 5% of the total
program execution time to be a performance bug. The approach only reports
information according to the criteria that are specified by the programmer, and
is based on profiling information collected during program executions.

4.6 Related work

Apart from some work in the high performance computing community, performance
bugs have largely been ignored in previous research on software defects. Many
research efforts on software defects focus on functional rather than performance
bugs. A recent empirical study by Jin et al. on performance bugs presents a
good overview of a wide range of bugs collected from real-world applications. The
study provides guidance for performance bugs detection; the authors explore a
rule-based performance bug detection technique to uncover previously unknown
performance problems [56].

Most work on detecting performance bugs focuses on identifying code locations
that take a long time to execute in certain program executions. Profilers like oprof
and gprof [46, 71] periodically sample the program counter during execution of the
program. These tools then propagate the samples through the call graph during
post-processing to arrive at estimates on how much of the total running time was
spent in each function of the program. Using such profilers is the standard way
to find optimisation opportunities for improving the performance of a program.
Recently, profiling techniques involving dynamic analysis to detect excessive
memory usage have been proposed. These include techniques for optimising the
creation of similar data structures over the lifetime of a program [136], as well
as techniques that track the life-time of objects to uncover run-time inefficiencies
in programs [138]. Other profiling techniques work on recording memory access
behaviour of programs that use recursive data structures [111] by capturing the
run-time behaviour of the individual instances of structures such as lists and
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trees. More recently, work by Nistor et al. [95] presents a technique for detecting
code loops whose computation has repetitive and partially similar memory-access
patterns across loop iterations. Nistor et al. suggest that performing such
repetitive work is likely to be unnecessary and may be performed faster by caching
the repetitive behaviour. Mitchel et al. [83] focus on analysing data structures at
runtime to find their execution cost. Xio et al. track data structures to perform
post-mortem analysis of the collected information and suggest improvements to
the design of data structures [135] . Pradel et al. [108] suggest a performance
regression testing technique for thread-safe classes. The technique works by
generating multi-threaded performance tests and comparing two versions of a class
to detect performance gains.

A body of research work also focuses on techniques for identifying the root
cause of a performance bugs within applications. An example is a tool like
X-ray [5]. X-ray is built using techniques of dynamic information flow analysis and
deterministic record and replay. X-ray uses performance summarisation techniques
to automatically diagnose the root causes of performance bugs. The tool assigns
costs to each basic block within the program using metrics like CPU utilisation or
network activity (by using binary instrumentation). The tool then records intervals
of program execution to analyse. The execution recorded by X-ray may then be
replayed during analysis.

More recently there has been research work carried out to suggest fixes
for performance bugs based on dynamic analysis. These include tools,
like Memiozelt [127], which searches for memiosation opportunities within
applications. The tool performs dynamic analysis for identifying methods that
repeatedly perform the same computation. These computations are identified
by comparing the input and outputs of method calls. Memiozelt then suggests
caching opportunities in profiled code to improve program performance along with
hints on how to implement the memiosation. After ensuring their effectiveness,
the fixes suggested by Memiozelt may be applied by the programmer. Similarly
the performance tuning framework called AutoTune [80] offers to automate both
analysis and optimisation for performance and energy efficiency tuning in parallel
applications. Autotune is based on Periscope [11] — a tool for online distributed
performance analysis that detects performance bottlenecks in parallel applications.
The tuning framework performs instrumentation and static analysis of the program
source code. The tool’s search for a tuned versions involves iteratively selecting
plugins according to the tuning objectives (such as program runtime or energy
consumed). As the tuning objective for a single node heterogeneous manycore
architecture; the tuning of a high-level pipeline pattern as explained by Bajrovic
et al. [7] is presented by the authors. The process involves continuously selecting
plugins based on their tuning strategy and transforming the tuning parameters,
followed by an experimental evaluation. Autotune generates a tuning report to
present the recommended tuning actions in the form of changes to the source code
that must be incorporated into the application by developers.

Profiling techniques for detecting performance bugs that utilise multiple
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program runs include techniques like algorithmic profiling [145]. Algorithmic
profiling works by automatically determining an approximate cost function based
on multiple program runs. Goldsmith et al. focus on calculating empirical
computational complexity of programs by running a program with several inputs,
and fitting the costs to a curve for determining performance as a function of
workload size [45]. Maddukrishna et.al [85] present an automated approach
for extracting task-based performance information from OpenMP programs to
diagnose performance problems.

Our work combines the approach used by state-of-the-art profilers and
those approaches that analyse multiple executions of the program for detecting
performance bugs. Our approach can identify those basic blocks where program
executions spend most, but not all, of their time i.e., the non-deterministic
cases. Furthermore our approach is not limited to any specific software or
hardware architecture and offers a wider scope for detecting performance bugs
in applications.

4.7 Extensions

Our experimental results reveal certain aspects that would benefit from further
investigation. First, the main factor contributing to our high overhead is the
number of conditional branches that are executed in a single program run. The
approach relies on collecting profiling information for basic blocks at the boundary
of conditional branches. Thus, the overhead incurred by our approach is directly
proportional to the number of conditional branches executed for some program
input. One way to reduce the overhead would be to collect profiling information at
a higher granularity than a basic block. The granularity could be that of defined
paths through the program, e.g., using ideas from the path profiling algorithm
presented by Ball et a. [9]. Instrumentation need not occur at every conditional
branch. Implementing programs at a higher granularity, or leveraging a statistically
fair sampling strategy might help reduce the overhead of the first phase in our
approach. Furthermore, if profiling information at the class or method level is
available, then it could be used to mask monitoring the execution of those parts of
a program that contribute less to the program’s execution time.

Second, our approach currently collects profiling information about the hotness,
the minimum, maximum, and the average amount of CPU time spent in a basic
block. The approach would benefit from collecting more information at these code
regions, including information regarding cache misses and stall cycles.

4.8 Chapter summary

Performance bugs are hard to fix, and the tools to aid programmers in detecting
these bugs are scarce or lacking in functionality. This chapter presents an
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approach for detecting and localising performance bugs. We present a prototype
implementation of the approach to conduct an experimental evaluation of the
system. The tool profiles and detects performance problems in applications using
profiled execution information. Our evaluation of the approach shows that the tool
indeed detects performance problems in real-world applications, and that we are
able to localise the problem to the level of a basic block.

We use binary rewriting to collect data about a program’s execution. Although
binary instrumentation incurs a high overhead, it nevertheless allows the use of
this technique in realistic settings. The overhead is probably too high to allow the
system to be used by default, but the overhead is low enough to allow its use as
soon as a problem is suspected.

Our decision to use basic blocks bounded by conditional branches as analysis
points in the prototype is based on the fact that current support for monitoring
execution behaviour is limited, especially for multi-threaded programs. Other
options (e.g., replacing binary instrumentation by a compiler framework to track
conditional branches that are executed, and directly using the processor’s program
monitoring unit) are worthy of further investigation. However, the difficulties to
obtain valuable data about a program’s execution point to the need for better
program monitoring units. Given the proliferation of multi-core processors and the
ability to provide additional functionality in processor implementations, architects
of future processors should pay more attention to the needs of tools to help software
engineers isolate and understand program performance defects.






Identifying root causes for
performance bugs

This chapter presents the detailed description of a methodology for identifying
the root causes of performance anomalies in concurrent software. As part of
the framework, we suggest improvements and extensions to the work presented
in Chapters 3 and 4. The aim of the framework is to combine and improve
upon ideas from the work presented in those chapters. The framework can
identify the probable root cause of performance anomalies in parallel applications.
The framework is can detect performance bugs using techniques borrowed from
Chapter 4 with some improvements. Once a performance bug is detected, the
infrastructure can find the probable root-cause of the detected bug by using a
modified version of the approach presented in Chapter 3.

5.1 Overview

Researchers are mostly in agreement with regards to the major steps involved in
troubleshooting/debugging of anomalous program behaviour. The first step towards
debugging a bug that is triggered is to detect that the program has exhibited
anomalous behaviour. Once a bug is detected, the second step involves identifying
the root-cause for the behaviour, and finally as the last step, the bug may be patched
manually or an automatic patch may be generated that could be applied to fix the
problem.

Most prior research work as well as the work presented in Chapter 4 explores
ideas for dealing with the aforementioned first step in the debugging process, i.e.,
detecting that the program has exhibited anomalous behaviour. However, working
towards the first step of detecting anomalous behaviour solves only one half of
the debugging problem. The second half identifying the root cause for such an
anomaly is yet to be fully explored. The state-of-the-art in performance debugging
is that once some anomalous program behaviour is detected, programmers must
manually inspect the part of program that exhibits the anomalous behaviour. The
work presented in Chapter 4 can aid in detecting anomalous program behaviour,
and provides programmers with a small part of the code to inspect. The code to
inspect is in the form of one or more basic blocks. The reported basic block(s)
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are symptom blocks, i.e., they are where the anomalous behaviour of the program
manifests itself and makes an impact on the execution behaviour of the program.
Programmers must then try to infer the root cause for the behaviour by inspecting
and debugging starting at the identified symptom basic blocks. However, the root
cause for a performance anomaly may be at a code location that is far away from
its symptom (i.e., the place where the anomaly makes a visible impact on the
performance of the program), and may in fact be in an entirely different but related
component of the software system. As an example, consider the situation where
we identify a symptom for poor program performance in a basic block where the
program spends most of its execution time. However, the identified basic block
may not contain the root cause for the observed behaviour, i.e., the reason why the
program exhibits the anomalous behaviour.

The framework presented in this chapter combines the ideas discussed in
Chapters 3 and 4 for building a system that is able to identify the root causes
of performance anomalies in concurrent software. The work on performance
anomaly detection can identify those basic blocks where some executions spend
most, but not all, of their time. Detecting concurrency bugs employs dynamic
binary instrumentation to identify changes in the control flow path. Here we
present a framework that improves upon the two approaches presented in the
aforementioned chapters to identify the root causes of performance anomalies.
The key insight is that if we can identify code regions where the program spends
most, but not all, time on some runs, then, we may identify the root cause of
this anomalous behaviour by looking at the control flow path on the two different
executions. The idea is based on the intuition that the control flow path followed by
the program in executions where the anomalous behaviour manifests itself may not
be the same as the control flow path followed by other executions. Thus, we may
be able to identify the probable root cause by comparing the control flow paths.
We show in Chapter 4 that these performance anomalies may only appear on rare
occasions, i.e., only for some program inputs. Therefore, comparing the control
flow path from an anomalous execution to any other execution where the anomaly
does not appear may reveal the part in the program that is responsible for the
behaviour.

5.2 Background

Debugging performance problems in large-scale software is a challenging task and
has recently become the focus of much work [26, 56, 61, 80, 94, 143, 144]. There
are a number of research studies on performance bugs that provides an overview
of performance problems in programs, and these studies aid in developing a deeper
understanding of the different types of performance bugs that appear in released
software. These studies provide an excellent synopsis of the types of performance
bugs that exist in released software, the sources that introduce these bugs, and
some root cause analysis. Furthermore, these studies help in identifying patterns
that may assist in performance bug analysis. The aforementioned research studies
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reveal that performance bugs are indeed a real problem, and they are prevalent in
most modern software.

Most existing research approaches, including ours (from Chapter 4), focus on
identifying the bottleneck symptoms in software systems. Although there are a
large portion of the approaches in the literature that are helpful in aiding the
debugging process for performance anomalies, however they are unable to assign
blame to specific code segments for causing the behaviour. Profiling tools like
VTune [112] use hardware performance counters to determine program regions
that incur a large number of cache misses or branch mispredictions. The profiled
information relates to frequently executed loops as well as those parts of the
program that account for the most misses. The information, although useful, cannot
uncover the reason for the cache misses, or why a large portion of time spent
in a code region. For example, the tool may report that the program spends a
large portion of its time inside some loop of a compression algorithm. However,
timing information alone is less likely to be useful for any optimisation since the
compression algorithm may have already been heavily optimised. As an example,
for the experimental results with pbzip2 presented in Chapter 3, most of the basic
blocks that get reported (when log pruning is turned off) belong to sorting and
compression algorithms. Similarly, most libraries dealing with string manipulation
are highly optimised but still take a large portion of the execution time for some
applications. We argue that execution time, although an important aspect, is not
sufficient alone to determine whether a code region is a potential performance
bottleneck. This is because most commercial applications are highly optimised,
and merely identifying hot code paths or regions that take a significant fraction of
the overall execution time may not be enough.

The execution time information combined with cache misses and stall cycles
may present a better picture of the overall behaviour of the program. The reason
cache misses are an important piece of information is because processors can
consume data much faster than off-chip memory can supply it. Although on-chip
caches and prefetching can help somewhat in this regard, programs still spend a
significant fraction of their time waiting for memory. The problem is exacerbated
by multicore chips because they increase the demand for data and may cause even
more misses due to contention for shared data. There are a number of reasons for
cache misses [49, 105]: cold misses are cache misses when a location is read for the
first time; capacity misses are caused when the cache cannot contain all the blocks
needed during program execution, and blocks have to be replaced and retrieved
again when needed; conflict misses occurs in a set-associative or direct-mapped
cache when multiple blocks compete for the same set (or cache line). Similarly stall
cycles are an important aspect in determining program performance because it too
affects CPU execution time. We deems cache misses to be a critical component
beside stall cycles and CPU execution time for improving performance of a system.
Together, the three aspects including cache misses, stall cycles, and execution time
may provide a more complete picture of the performance of a software system.

Recently a research study by Yin et al. reported that up to 20% of the
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class ExpandoMetaClass {
private boolean initialized;

class ExpandoMetaClass { synchronized void initialize() {
private boolean initialized; if ('isInitialized()) {
synchronized void initialize() { setInitialized(true);
if (!this.initialized) { }
this.initialized = true; }
} synchronized boolean isInitialized() {
} return this.initialized;
boolean isInitialized() { }
return this.initialized; synchronized boolean setInitialized
} (boolean b) {
} this.initialized = b;
(a) Initial version of the class that is not } !

thread-safe, since access to initialized

is not protected. (b) Patch is applied to fix the functional

bug, introduces a performance bug in
October 2007.
class ExpandoMetaClass {
private volatile boolean initialized;
synchronized void initialize() {
if (!isInitialized()) {
setInitialized(true);

}
}

boolean isInitialized() {
return this.initialized;

}

boolean setInitialized (boolean b) {
this.initialized = b;
}
}
(c) Two years later, the performance bug
is fixed in September 2009 by replacing
the synchronized methods with a volatile
variable.

Figure 5.1: How a performance bug was introduced in Apache Groovy [50] while
fixing a functional bug.

misconfigurations submitted for developer support are the ones that result in
severe performance degradation [141]. Further, Attariyan et al. claim that this
reported number of misconfigurations is significantly higher than that reported
by Yin et al [5] . The main reason cited for such a high number of reports is
that troubleshooting performance anomalies focuses on what (i.e., the symptoms)
behaviour is exhibited by the program and not why (i.e., the root-cause) the
program exhibits such behaviour. An example of a real-world performance bug
is presented in Figure 5.1 !. This example is interesting because it shows how a

lwe gather the details for this bug from Pradel et al. [108].
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performance bug is introduced while trying to fix a functional bug in the program.
Initially the code is not thread-safe, since access to the initialized flag field is not
protected. Developers make an attempt to fix the thread-safety issue by adding two
synchronized methods to guard access to the shared flag. However, this change has
a significant negative impact on performance. Two years later, the performance
problem was localised to the same code. This time the developers come up with
the right fix by making the field volatile to avoid unnecessary synchronisation.
An interesting comment to note here is that the developers did not treat the
performance issue as a real bug. One of the developer commented: "I reduced
the priority to ‘major’, because this is not really a critical bug. Also it is no real
bug because it just works. So I changed it into ‘improvement’".? The comment
proposes that performance bugs are not real bugs but rather an improvement to
software. Perhaps this attitude towards performance bugs may not be justified but
goes to show that these bugs do not receive the same recognition as functional
bugs. Consequently, this lack of attention translates to a lack of work to address
performance bugs in the same way as their functional counterparts. The example in
Figure 5.1 reveals just one source of performance bugs (i.e., over synchronisation)
and goes on to show that performance bugs may remain in software for a long time
(almost two years in this case).

The task of identifying the root cause of performance bugs becomes a
challenging activity when dealing with large-scale software systems. Root cause
identification becomes especially challenging in a concurrent setting, where
program behaviour is non-deterministic. This non-determinism may not only be
based on program input but also on the order in which program threads are
scheduled. The number of possible thread schedules are large in practice for
any reasonably sized software system. A rare interleaving of program threads
could cause a schedule that is hard to reproduce. In practice, exercising every
possible interleaving is a computationally intractable problem, and is perhaps
one of the reason why rare software bugs remain dormant for a long time.
Therefore, once a rare thread interleaving is observed, a testing infrastructure
should be able to satisfy queries regarding the program behaviour for the observed
execution. Our infrastructures share this objective, i.e., to be able to satisfy queries
regarding observed program behaviour. Next, we present the detailed design of our
infrastructure.

5.3 Design and implementation details

Our infrastructure focuses on the first two steps of the debugging procedure outline
in Section 5.1, i.e., to detect that the program has exhibited anomalous behaviour
and then to find the root-cause for that behaviour. The approach can localise
the anomalous behaviour to a basic block. The high-level design is depicted in
Figure 5.2. The process of identifying the root-cause follows a two-phase approach.

2Comment by a developer on bug 3557 from the Groovy database.
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The first phase is concerned with dynamic analysis to collect profiling information
about execution behaviour. The second phase involves a post-mortem, offline
analysis of the collected information to identify deviant behaviour and then discern
the root cause of the problem. The offline phase first identifies the bottlenecks
within the program, followed by a step to find the probable root-cause for each of
the identified bottleneck region. The confirmed bottleneck regions along with the
probable root causes identified by the infrastructure are then reported to the user
for inspection. A detailed description of the online analysis steps are presented
next, followed by a description of the offline analysis phase.

Online phase Offline Phase
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Figure 5.2: The online profiling phase is followed by an offline analysis of the
information to determine root causes of anomalies.

5.3.1 Online analysis

The online analysis technique builds on our work from Chapter 4. Parts of the
online technique for root-cause detection are similar to the approach presented
in Section 4.3, Algorithm 3. As in previous technique, the infrastructure must
collect online profiling information to identify the bottleneck code regions first.
The procedure for the online profiling technique employed here is laid out in
Algorithm 5. The online phase involves collecting timing information for every code
region. Although, non-functional properties like timing information are important
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and provide a good overview of program performance, however it is not the only
piece of information that may reveal non-functional problems in a program. To
this end the proposed infrastructure also collects profiling data regarding cache
misses (Line 11 of the algorithm) and stall cycles (Line 10 of the algorithm) as well,
apart from timing and hotness information for code regions that get executed. The
algorithm calculates a rolling average for both the stall cycles and cache misses
per code region to average out any outliers. At the end of the online phase, the
recorded profiling information may be stored permanently to be utilised during the
post-mortem analysis phase.

input : PUT - Program under test
output: profile - A log file containing hotness and timing information per
basic block

1 instrument(PUT) ;

2 while PUT.isAlive do

3 for each CRin PUT do
4 CR.execFreq+=1;
5

6

7

execTime=CR.exitTime-CR.entryTime;
if CR.execFreq >1 then
CR.avgTime= (execTime +
(CR.avgTime*CR.execFre(q))/(CR.execFreq+1);

8 CR.minTime = min(CR.minTime, execTime);
9 CR.maxTime = max(CR.maxTime, execTime);
10 CR.stalls= (stalls + (CR.stalls*CR.execFreq))/(CR.execFreq+1);
11 CR.misses= (misses + (CR.misses*CR.execFreq))/(CR.execFreq+1);
12 end
13 else
14 \ CR.avgTime = CR.minTime= CR.maxTime = execTime;
15 end
16 end
17 end

18 WriteProfileLog(PUT);
Algorithm 5: The online profiling phase of the programs under test.

The work presented in Chapter 4, incurs a significant amount of performance
overhead during its online analysis phase. The proposed infrastructure could
improve upon the performance overhead incurred during the online analysis phase
by improving upon the approach and employing better tools. There are two
main source of performance overhead associated with the approach presented in
Chapter 4. First, the binary instrumentation framework used during the online
analysis phase, and second, the our data collection procedure for each basic
block. The proposed infrastructure may avoid the overhead that is associated with
binary instrumentation by exploiting the information readily available via hardware
performance counters for profiling the required information. The implementation
to accommodate these changes should be quite straightforward. Profiling data may
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need to be collected at clearly marked code regions. As in our previous approaches,
profiling at the level of a basic block may be too fine-grained for some applications.
As an example, applications involving compression or sorting algorithms usually
have a large number of conditional jumps (which end a basic block in our case),
and these applications may suffer a high overhead because of such fine-grained
profiling. The online profiling overhead may be reduced by profiling at a higher
granularity by borrowing ideas from Ball et. al [9]. Further, we propose the use of a
lightweight instrumentation framework such as the Bursty tracing framework [52],
or some low overhead process tracing utility like the Linux Trace Toolkit [137] that
already exists to collect the profiling information. Profiling information may be
collected directly from the processor’s process monitoring unit by using hardware
performance counters. The runtime overhead of using hardware performance
counters is almost negligible since the information is readily available by accessing
a register of the processor.

5.3.2 Offline phase

The offline analysis phase uses the profiling information collected during the online
analysis phase. We report two pieces of information in this phase: First, we report
the identified bottleneck code regions and, second, the probable root-cause for the
identified regions. The approach works in two steps to report on the two pieces of
information. Next, we explain the details of our bottleneck identification procedure.

Bottleneck identification step

The algorithmic details of the first offline analysis task for identifying the bottleneck
code regions are laid out in Algorithm 6. The algorithm follows most of the steps
outlined in Section 4.3, Algorithm 3 with some modifications to include profiling
information regarding cache misses and stall cycles, along with the average time
and statistical range of the minimum/maximum time spent in the code region. The
algorithm works by generating an aggregate profile from the recorded executions
of the program. The aggregate profile is a representative profile of the observed
behaviour of the program. The aggregate program profile contains the maximum
amount of average time spent in a code region (Line 16 of Algorithm 6), the
maximum hotness value for the code region, i.e., how many times was the code
region executed in a single execution (Line 17), the maximum of the average cache
misses (Line 20), and stall cycles (Line 21) that were ever recorded for the code
region in all the executions, and the absolute minimum time (Line 18) that was
ever spent in a code region along with the absolute maximum time (Line 19).

As in the approach of Chapter 4 the algorithm makes use of threshold value
for eliminating false positives. The algorithm requires three different threshold
values: first, a threshold value for the amount of time consumed by a code region
as a percentage of the total execution time, second for the number of percentage
cache misses and, third for the number of stall cycles. The threshold values must be
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input

input
input
input

: programProfiles - List of program profiles collected in the online
phase.

: timeT hreshold - Threshold percentage value of total execution time.

: missT hreshold - Threshold percentage value of total cache misses.

: stallThreshold - Threshold percentage value of total stall cycles.

output: bottleneckC RList - List of potential performance bottlenecks.

totalE

xecTime = readProfile(profileLog) ;

totalMisses = readProfile(profileLog);
totalStalls = readProfile(profileLog);
eThreshold + (totalExecTime*eThreshold)/100;

crList
while

end

— empty ;
more profileLog exist do

read(profileLog);
for each CR in profileLog do

if crlList.exists(CR) then

prevAvg = crList.CR.avgTime;
prevFreq = crList.CR.execFreq ;
prevMin = crList.CR.minTime;
prevMax = crList.CR.maxTime;
prevMisses = crList.CR.misses;
prevStalls = crList.CR.stalls;
crList.CR.avgTime = max(CR.AvgTime, prevAvg);
crList.CR.execFreq = max(CR.execFreq, prevFreq);
crList.CR.minTime = min(CR.minTime, prevMin);
crList.CR.maxTime = max(CR.maxTime, prevMax);
crList.CR.misses = max(CR.misses, pervMisses);
crList.CR.stalls = max(CR.stalls, pervStalls);
end
else

| crList.add(CR);
end

end

for each CR in crList do

end

CRTSig + CR.execFreq * CR.avgTime ;

CRRange <+ CR.maxTime - CR.MinTime ;

CRStallsSig <— CR.execFreq * CR.stalls;

CRMissSig + CR.execFreq * CR.misses;

if CRSTig >= eThreshold and CRRange >= eThreshold then

if CRStallsSig >=stallThreshold or CRMissSig >=missThreshold then
‘ bottleneckC RList.add(CR);
end

end

Algorithm 6: Finding the bottleneck code regions within a program.
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specified as a percentage of the total in each case. For example, in the case of the
threshold value for time, it is the percentage of the total execution time consumed
by the program. The algorithm uses the three threshold for reporting bottlenecks
(Lines( 29 to 35) for the next step of root-cause identification. The algorithm uses
timing information in two ways: First, the product of the number of times that a
code region is executed and the average maximum time it took for this bottleneck
to execute must be higher than the specified threshold for time, and second, the
statistical range of the minimum and maximum time spent in a basic block must
be greater than the threshold for time. The check for statistical range of the time
spent, helps in identifying those code regions where the time spent is higher (or
lower) for some inputs/schedules of the program as compared to others. After these
two timing conditions are met, the algorithm checks whether the consumed time
was because of cache misses or stall cycles before marking the code region as a
bottleneck. We regard the time spent in a code as the main condition for reporting
bottlenecks, because both cache misses and stall cycles are bound to affect timing
of the program. If the cache misses and stall cycles are both low, then the code
region is not marked as bottleneck. The intuition is that if the cache misses and
stall cycles are low, then the high amount of time spent in the basic block may be an
inherent property of the algorithm and cannot be helped. The identified bottleneck
code regions are fed into the next step of finding the root-cause for each of these
bottleneck regions.

Root-cause identification

Once the list of potential bottlenecks is identified, we generate the end user
report. The user report contain two key pieces of information: First, the identified
bottleneck regions, and second, for each code region we report the probable root
cause of the bottleneck. The probable root cause points to a code location where
the control flow path deviates from an execution where the bottleneck does not
appear. The approach ensures that both of these program profiles are available,
otherwise no bottleneck is reported.

The details of our root-cause identification procedure are presented in
Algorithm 7. Concretely, to find the bottleneck profile, the approach utilises
a program profile that has the largest value for the recorded maximum time
for the identified bottleneck region from Algorithm 6. The action of selecting
the bottleneck profile is performed at Line 2 of Algorithm 7 by invoking the
getBottleneckProfile procedure.

Once the bottleneck program profile has been selected, it is then compared
against all recorded profiles to find one that may contain the probable root cause for
the selected bottleneck. The profile containing the probable root-cause is referred
to as deviantProfile in the algorithm. The deviant profile is identified by compareCF
procedure of the algorithm. The procedure identifies the deviant program profile
by comparing the control flow path of bottleneck profile against the path for other
program profiles, up to the reported bottleneck code region. The profile that has
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recorded a control flow that deviates from the bottleneck profile is selected as the
deviant profile and is believed to contain the probable root-cause for the bottleneck.
The root-cause for the bottleneck is the point where the two control flow paths
diverge. The intuition is that rare bottleneck blocks may also affect the control flow
path of the program. Algorithm 6 ensures that only those bottlenecks are reported
that do not appear on all of the program executions, i.e., they appear for only some
program inputs or thread interleavings, but not all.

The bottlenecks verified in this way are then reported to the programmer for
inspection, along with the probable root-cause. The root-cause is reported to
be the conditional branch where the control flow path of the program deviates
for the two execution profiles being compared. The idea is that a program may
follow different control flow paths for different inputs of the program, or it may
do so because of a harmless data race within the program under test. In both the
aforementioned cases, if the changes in control flow path have an effect on program
performance, and this effect is significant enough to be detected in the first step of
the offline analysis, then it must be reported to developers for inspection. The
final report contains the two profiles with the deviant control flow paths along
with the bottleneck code region and a probable root-cause for the bottleneck in
the form of a conditional branch where the two control flow paths deviate. The
reported bottleneck and root-cause information may then be mapped to source code
to confirm the truth of the reported bottleneck.

5.4 Related work

The issue of root-cause detection for performance bugs has received considerable
attention recently. Hardware performance counters have been utilised for detecting
functional bugs in programs including detecting data races [47, 123] as well as
atomicity and order violations [4]. However, there has been little use of hardware
performance counters for performance bug detection. Research work that utilises
performance counters for detecting performance problems include variational
path profiling [104] for discovering performance optimisation opportunities, and
DProf [105] - a tool for locating cache performance bottlenecks using profiling data.

The work that is most closely related approach to the technique presented in
this chapter is variational path profiling [104] for finding performance optimisation
opportunities. Variational path profiling attempts to find the acyclic control flow
paths that vary the most in execution time (i.e., the time it takes to execute
each occurrence of that path). The technique samples the time it takes to
execute frequent paths using hardware performance counters. The idea is that
acyclic program paths that have the highest net variation in their execution time
are candidates for significant optimisation opportunities. The net variation is
determined by finding the smallest execution time for a path and then summing
up the additional time it took to execute each invocation of that path over its
smallest execution time. A path with high net time variation implies that there
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input : profileLogs - List of program profiles from Algorithm 6.
input : bottleneckC RLust - List of bottleneck code regions Algorithm 6.
input : normalRange - Normal time range value from Algorithm 6.
output: bottleneck : rootCause - A tuple of bottleneck code regions and the
probable root-cause.

for each bottleneckCR in bottleneckCRList do
bottleneckProfile = getBotlleneckProfile(bottleneckCR) ;
report.bottleneckProfile <— bottleneckProfile;
while more profileLog exist do
currentProfile < readNextProfile();
deviant, deviantPoint = compareCF(currentProfile, bottleneckProfile);
if deviant then

report.bottleneck < bottleneckCR;

report.rootCause < deviantPoint;

report.deviantProfile <— currentProfile;
end
end
end

procedure getBotlleneckProfile(bottleneckCR)
maxTime < bottleneckCR.maxTime ;
for each profile in ProfileLogs do
currMaxTime < profile.bottleneckCR.maxTime;
if maxTime <= currMaxTime then
maxTime < currMaxTime;
bottleneckProfile < profile;
end
end
return bottleneck Profile
end procedure

procedure compareCF(currentProfile, bottleneckProfile)
deviant < false;
for each bBranch in bottleneckProfile, currBranch in currentProfile do
if bBranch != currBranch then
deviant < true;
deviantPoint < currBranch;
end
end
return deviant, deviant Point
end procedure
Report(report);
Algorithm 7: Identifying root causes for the bottleneck code regions identified in
Algorithm 6.
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are certain executions of that path that took significantly more time to execute
than other executions of the program. They argue that every dynamic invocation
of a path should be able to only take the minimal sampled execution time assuming
that stalls on the time consuming invocations can be removed with optimisations.

DProf [105] aims to aid programmers in eliminating cache misses in a
program. DProf uses performance monitoring hardware to accumulate traces of
the program’s references to memory addresses. It then categorises the cache
misses as either associativity misses, true sharing misses, false sharing misses and
capacity misses 3. After the categorisation process, DProf attempts to identify the
actual types of data participating in the cache misses and presents the data to
programmers in a number of pre-defined views for different representations.

Other interesting research work on detecting performance problems include
magpie [10] - an online modelling service for performance debugging and
anomaly detection in distributed systems, X-ray [5] - a performance summarisation
technique for automatically diagnosing the root-causes of performance problems,
and the work of Aguilera et. al [1] on performance debugging for distributed
systems of black boxes. Magpie proposes a modelling service which collates
detailed traces from multiple machines, extracts request-specific audit trails, and
constructs probabilistic models of request behaviour. Magpie employs black-box
instrumentation of the program binary and end-to-end tracing to track aggregate
statistics as well as an individual request’s path through the system. X-ray uses
a performance summarisation technique to automatically diagnose the root-causes
of performance problems. It focuses on attributing performance issues to specific
root causes in the form of configuration settings and program inputs. X-ray
uses metrics such as CPU utilisation, file system activity, or network usage to
measure performance costs. It then produces a list of root causes ordered by
the likelihood that each cause has contributed to poor performance during the
monitored execution. X-ray’s performance summarisation technique attributes
performance costs to each user-level instruction and all system calls that are
executed by the application. It uses dynamic information flow analysis to associate
each such event with a ranked list of probable root causes and then summarises the
cost of each root cause over all events. X-ray produces a list of root causes ordered
by performance costs. The work of Aguilera et. al seeks to infer causal paths
between application components of a distributed system and attributes delays to
specific nodes. The authors tackle the problem by passively tracing communication
between different nodes of the distributed system and some offline analysis of the
collected traces.

Our approach differs from X-ray in a number of ways. Our approach attempts
to identify control flow paths through the program that are responsible for the
anomalous program behaviour, whereas, X-ray focuses on attributing performance
issues to configuration settings or program inputs. Our approach aims to combine
ideas from both variational path profiling and Dprof. Similar to our approach,

3Details of the different categories of misses are laid out in [49, 105].
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variational path profiling bases its decision on execution time. The technique
used in variational path profiling records the execution time for frequent acyclic
control flow paths using hardware performance counters. This allows variational
path profiling to identify locations in the program code where there are significant
optimisation opportunities for speedup by focusing on the control flow paths that
vary the most in execution time. However, the work does not attempt to identify the
root-cause for this variance in execution time. The work presented in this chapter
goes a step beyond what variational path profiling attempts to achieve. First, the
work presented here does not rely on variations in execution time alone, but also
uses information about cache misses and stall cycles in those code regions. Second,
once a bottleneck code region is identified, our technique attempts to pinpoint the
probable root cause for the bottleneck. Identifying the root-cause for a bottleneck
has a number of advantages compared to applying a patch without knowing the
root-cause for a performance bug. First, it enables programmers to apply an
optimisation patch with more confidence by addressing the root of the problem (i.e.,
the why part of of the problem) and not just the symptom (i.e. the what part of
the problem). Second, once the root-cause of a problem is identified, programmers
can be confident that the optimisation patch is not introducing new bugs and may
thus avoid situations like the one presented in Figure 5.1. Furthermore, our work
does not make any assumptions about optimising out stall cycles for the analysis to
work, rather, we utilise stall cycles in addition to execution time and cache misses
like Dprof to identify the bottleneck code regions.

5.5 Threats to validity

The infrastructure proposed in this chapter monitors the runtime behaviour of a
program. The idea is that monitoring actual program behaviour is perhaps more
useful than speculating about the possible behaviour via static analysis. However,
dynamic analysis too has its own shortcomings. First and foremost, a program may
never exhibit anomalous behaviour if it is not supplied with specific bug-triggering
input. The issue of generating bug-triggering program inputs has been dealt with
extensively in literature. The work presented in this chapter assumes that the
program is supplied with a diverse set of input or test cases, to guide the program
towards anomalous behaviour. However, the assumption may not hold if either the
program input set or the set of test cases are not diverse enough to trigger dormant
software bugs. The approach requires at least one execution profile of the program
where it’s behaviour deviates * from the rest of the recorded execution profiles.
The deviant behaviour does not necessarily need to be anomalous behaviour; i.e., it
only needs to be different as compared to what has been observed in the rest of the
execution profiles. If the program does not exhibit behaviour that is different than
what has been observed so far, then the approach will not work and may increase

4An example of deviant behaviour in this case may be for a code region to consume either a
significantly large or small amount of time, or a difference in the number of observed cache misses,
or stall cycles in the program.
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false confidence in the system.

Further, the idea behind our root-cause identification technique is based on
dynamic control flow information. The analysis looks for deviant behaviour by
looking for changes in the dynamic control flow path followed by the program.
The idea is that if program exhibits different behaviour as compared to previous
executions (such as a large amount of time/cache misses/stall cycles consumed by
a code region) then we may be able to find out the root-cause by examining the
control flow path followed by the program in each case. However, if the behaviour
of the program does not affect the control flow path of the program, then the
approach will not be able to identify a root-cause for some given bottleneck.

5.6 Chapter summary

This chapter proposed an infrastructure that is able to detect the root-cause
of performance bottlenecks in parallel programs. The approach uses timing
information for code regions, along with cache misses and stall cycles to identify
bottleneck code regions. The idea is that rare bugs only appear under some but
not all executions of the program, and under specific circumstances like a a certain
program input or a specific interleaving of the program threads. The approach
monitors the runtime behaviour of the program to find code regions where the
program behaves suspiciously (e.g., the program spends a large amount of time in
a code region in some executions of the program but not all) and logs this behaviour
for offline analysis. The root-cause identification procedure makes use of program
control flow information to find the root cause for the identified code regions that
exhibit suspicious behaviour. The root-cause for an identified bottleneck is a point
in the control flow path of the program where it deviates from the control flow path
for program executions where the bottleneck does not appear. The idea is that
hard-to-find bottlenecks only appear rarely and on some executions of the program
with certain inputs or interleavings of the program threads. Therefore, conducting
a differential analysis of the control flow path being followed by the program may
shed some light on the root-cause for a bottleneck. The identified bottlenecks along
with the probable root-cause for that bottleneck are then reported to developers
for further inspection. The approach may not work in all the cases but has the
potential to find rare performance bugs along with its probable root-cause. The
chapter borrows ideas from the previous two chapters and suggests extensions to
the works the work presented in previous chapters.

The suggested extensions include low overhead profiling techniques and
recommendations for lightweight instrumentation frameworks. The previous
approaches may improve performance if profiling data is collected by using
the suggested process tracing utilities or a lightweight binary instrumentation
frameworks. The use of such a lightweight framework may prove helpful in avoiding
the high runtime overhead that is associated with dynamic binary instrumentation.






Related Work

This chapter provides a survey of previous work on improving software quality and
dependability with a focus on concurrent software. The discussion focuses on both
functional and non-functional concurrency bugs.

6.1 Detection techniques

Concurrency bug detection has been the focus of a number of techniques involving
static, dynamic, and post-mortem analysis, as well as approaches that employ
model checking. Each of the aforementioned approaches has a number of distinct
properties that make them suitable for specific circumstances.

Dynamic approaches (also referred to as on-the-fly techniques) involve
augmenting the program to detect and report data races as they occur during actual
executions of the program. Dynamic techniques must maintain additional runtime
information about the program state to determine when a conflicting access has
occurred. Techniques based on dynamic analyses report only feasible data races
(i.e., those races that have been observed during program execution and there
exists a path and number of execution steps that lead to the data race). As a
consequence, dynamic analysis techniques are only able to detect errors on a small
number of executed paths and interleavings of the program threads, which are
representative of a small portion of the whole software system. The number of
feasible paths and interleavings of program threads in a program may be quite
large in practice. Thus, dynamic analysis techniques may miss bugs that manifest
only when a rare program path or interleaving of program threads is exercised.
Further, dynamic analysis usually suffers from a high runtime overhead, and may
not be suitable for programs with strict timing requirements.

Software model checking is a software verification technique that involves the
algorithmic analysis of programs to prove properties of the program execution.
Model checking may be viewed as very close to dynamic analysis approaches.
Model checking approaches do not scale well with software size. These approaches
require a specification of the software system to perform testing. Writing
specifications for a large software system can be a tedious and error-prone task.
Although approaches based on model checking have considerably improved, they
may still run into state-space explosion problems for large scale software systems.
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Post-mortem approaches analyse logs or traces of data recorded dynamically.
These approaches are used in conjunction with dynamic analysis to lower the
overhead incurred by online processing of the profiled data. Approaches based
on post-mortem analysis are able to significantly lower the runtime overhead
associated with dynamic analysis by processing of data offline. However, these
approaches have to pay the cost of some space overhead for storing profiled data,
to lower the runtime overhead.

Approaches that are based on static analysis are at the opposite spectrum
from tools based on dynamic analysis. Static analysis does not require executing
program code. Static approaches rely on dependence analysis of program
instructions to determine if different references may refer to the same shared
memory location. These approaches report all potential data races that could
happen during program executions. Thus, static approaches may suffer from a
large number of false positives, and may not work well in the presence of pointers
and dynamically allocated memory.

Definition 16 (False Positives): A false positives is a potential flaw identified by
program analysis that may never occur in actual program executions.

Some approaches combine static analysis with symbolic execution to overcome
some of the challenges. Symbolic execution is typically used to explore as many
different paths in the program as possible in a given amount of time. For each path
that is exercised, symbolic execution generates a set of concrete input values that
exercise the path. Generating useful test inputs for programs that use complex
operations, such as pointer manipulations and non-linear arithmetic operations,
is a challenging task. Symbolic execution generally does not scale well for large
programs and ends up running into the same problems as model checking.

Next, we explain a number of the aforementioned types of approaches
(i.e., static, dynamic, model checking and post-mortem) in literature related to
functional anomaly detection, followed by those approaches that focus on detecting
non-functional anomalies.

6.2 Functional concurrency bugs

Software testing techniques for detecting functional concurrency bugs have
received considerable attention in the last couple of decades. A number of
effective techniques employing dynamic as well as static analysis have been
proposed to detect and avoid concurrency bugs. Some notable techniques
include work on instrumentation frameworks [25, 34], static inter-procedural flow
analysis for detecting data races and deadlocks [32], static analysis to infer code
points where synchronisation is needed to avoid data races as well as atomicity
violations [129], model checking to ensure functional correctness [130], dynamic
analysis for detecting the different types of concurrency bugs including atomicity
violations [36, 38] and data races [96, 114], approaches for testing and exposing
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anomalous schedules of the program, including systematically generating feasible
schedules of the program [16, 55, 139], as well as generating schedules in a
randomised manner [30], and partial-order sampling techniques that attempt to
uniformly exercise program schedules [116].

Most of the prior work on concurrency bug detection attempts to either achieve
completeness or soundness !. Those approaches that focus on soundness try
to suppress false warnings, i.e., to be correct in whatever is reported, and in
the process they may ignore some actual bugs. As a consequence, most sound
approaches may lead to false negatives, resulting in a false confidence in the
system. At the opposite end of the spectrum are those approaches that report on all
suspected interactions within the program and end up causing a significant number
of false alarms - they may overwhelm the user with false warnings. The seminal
work on the lockset approach to detecting data races introduced by Savage et
al. [114] forms the basis for most of the work that chooses to focus on completeness
for detecting data races in concurrent programs. Tools that aim for soundness
mostly make use of techniques based on the happens-before relation. They usually
end up eliminating actual defects from the list of reported bugs in their effort to be
correct. Sound approaches may compromise on reporting actual defects because
these approaches have limited coverage over interleavings of the program threads.
As a result tools that aim for sound analysis techniques usually result in more
false negatives than tools aiming for completeness which in turn suffer from false
positives.

Almost all concurrency bug detection techniques suffer from either the
lack of soundness or completeness. Those tools that aim for soundness and
completeness [25, 38] too acknowledge missing defects hidden in certain schedules
of the program. The reason is that the specific interleaving of threads that causes
some bugs to surface may never happen in the observed executions of the program.
Tools that aim for completeness, including Atomizer [36], Eraser [114] and most
tools based on method described in [96], produce an overwhelmingly large number
of false alarms.

Most of the approaches described in literature either direct their efforts to
detecting a single type of concurrency bug, or have multiple procedures that
must be followed to detect each specific type of bug. The different approaches to
concurrency bug testing may be broadly categorised as those that focus on either
data races, ordering bugs, deadlocks, or atomicity violations, and those that try
to force the program into some anomalous interleaving of the program threads.
These aforementioned classes of concurrency bugs are addressed in literature
using either static or dynamically program analysis techniques.

The next few sections explain some of the approaches in literature that are used
in detecting the aforementioned classes of concurrency bugs either statically or
dynamically.

INote definitions of soundness and completeness from Chapter 1, Section 1.3.1
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6.2.1 Data races and ordering bugs

Research on data races and ordering bugs may be categorised as works that argue
for avoiding these anomalies altogether by design, and those that work towards
detecting them - either statically or dynamically.

Data race avoidance based works argue for designing programming languages
in such a way that data races are impossible by definition. Some of the early work
on avoiding data races includes the pioneering concept of a monitor, introduced by
C. A. R. Hoare in 1974. A monitor is a group of shared variables along with the
procedures that are allowed to access them, all bundled together and protected
with a single anonymous lock that is automatically acquired and released at entry
and exit of the procedures. The monitors provide a static, compile-time guarantee
that accesses to shared variables are serialised and therefore, free from any data
race. However, these monitors do not protect against data races in programs with
dynamically allocated shared memory. Other works on data race avoidance include
approaches based on compile-time analysis to avoid data races [6, 35]; however,
researchers [113, 131] argue that most approaches are not viable in practice due
to the prohibitively high runtime overhead associated with their technique.

Several dynamic analysis based approaches on data race detection [96, 116,
120] are inspired from Lamport’s happens-before causality [66]. Lamport’s
happens-before relation is a partial order on the events of all threads in a
concurrent execution. Within any single thread, events are ordered according to
the same order in which they appear, whereas amongst threads they are ordered
according to the properties of the synchronisation objects they access. The
"happens before" relation defines the order of access to a synchronisation object
between threads. An access form some thread x is defined to happen before another
thread y if accesses from x always appear before access from y. The example in
Figure 6.1 depicts the happens-before ordering between two different threads with
respect to how they acquire the common synchronisation object. The ordering
between threads is depicted by happens-before edge in the form of a solid arrow in
the figure.

In the absence of any happens-before relation between threads, accesses
from threads are said to happen simultaneously and could lead to opportunities
for data races. Most race detectors using the happens-before relation are
based on the observation that the access order of every data reference and
synchronisation operation may be monitored to check for conflicting accesses to
shared data. There are some significant drawbacks of approaches that employ the
happens-before relation. First, the approaches using happens-before relation must
record per-thread information about concurrent accesses to each shared-memory
location. Recording per-thread information for every single access from all threads
is a computationally intensive task and results in a high overhead. Second, the
effectiveness of such approaches is highly dependent on the interleaving produced
by the scheduler. A race can only be detected if the specific buggy interleaving
is triggered during an observed execution of the program. For example, looking
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Thread 1 Thread 2
x =x + 1;
lock (obj) {

i =1+ 1;

—— happens-before edge
----» thread currently descheduled

Figure 6.1: The program allows a data race on x, but the error is not detected by a
happens-before race detector in every execution interleaving

back at the code snippet in Figure 6.1, an approach employing the happens-before
relation might miss the data race in most executions of the program. The race may
be detected only if the scheduler is able to produce an interleaving in which the
fragment of code for Thread?2 is executed before the code for Threadl.

A number of dynamic approaches for data races detection, including [13, 33, 65,
96, 117, 131], are inspired from the lockset based approach for uncovering data
races [114]. Lockset based approach improves data race detection as compared
to happens-before relation based approaches. The lockset approach extends and
improves upon the work by Dinning et al. [29], however, it discards the underlying
happens-before apparatus used in their work. The lockset algorithm detects data
races by maintaining a candidate set of locks for each shared memory location.
The candidate set of locks are those locks that have protected the shared memory
location for the computation performed in the program up to that point. When a
shared memory location is accessed, the algorithm updates the candidate set of
locks by performing an intersection of the candidate set of locks with locks being
held by the current thread. If the intersection results in an empty candidate set
then a warning is issued, indicating a possible data race for the shared memory
location being accessed. A major problem with lockset based approaches is the
significant number of false warnings about potential data races that may never
happen in practice, i.e., there may be no feasible execution path that could lead to
the data race.

Other dynamic techniques employ a hybrid of the happens-before and lockset
based approach. O’Callahan et al. [96] have attempted a hybrid of the
happens-before and lockset based approach claiming significant improvements in
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accuracy, fewer false positives, and reduced overhead. They argue that detection
accuracy may be improved upon by applying limited happens-before checks to a
lockset based approach. Accuracy may improve in the aforementioned situation
because the data races reported by a full happens-before relation based tool are
a subset of the races that are reported by a lockset based one. False positives
are still reported, however, these are smaller in number compared to the ones
reported by a lockset based tool. ThreadSanitizer [121] also employs a hybrid
of the happens-before and the lockset based approach to detect data races.
ThreadSanitizer introduces the use of a pre-defined set of dynamic annotations
to overcome reporting false positives. A major limitation of the lockset based
techniques is that these approaches check for violations of a specific locking
discipline, and will fail to work if an application uses another synchronisation model
or other complex locking disciplines.

While some works employ a pure static-analysis-based approach to detecting
concurrency bugs [32, 88], other approaches use a combination of static and
dynamic analysis. For example, the Conseq tool [148] utilises static analysis based
on control and data dependencies, followed by dynamic behaviour monitoring.
Conseq works by statically identify failure sites in a program binary, followed by
static slicing to identify critical read instruction that may affect any of the identified
failure sites. Finally, the approach monitors a dynamic execution of the program to
identify any suspicious interleaving that may cause an incorrect program state.

Some more approaches for discovering data races propose hardware assisted
detection. These approaches either modify the L1 cache and cache coherence
protocol messages [82, 109] to include timestamps, or propose modifying the
underlying hardware to include modules that would keep track of memory accesses
by all processor cores to detect access conflicts [86], or works that implement the
lockset based approach in hardware using bloom filters [149].

6.2.2 Inducing anomalous thread-interleaving

Traditional methods of testing concurrent programs to uncover anomalies involves
repeatedly executing the program. The insight is that repeatedly executing a
program may end up triggering a rare anomalous interleaving of the program
threads in some executions, and expose a buggy schedule of the program. The
main problem with such approaches of stress testing a software system is that rare
concurrency bugs are a result of thread interleaving that may only appear under
rare circumstances, such as under specific system loads or in a particular execution
environment. Moreover, stress testing usually relies on the underlying operating
system or virtual machine for thread scheduling. Repeated executions that do not
attempt to explicitly influence thread schedules may end up executing the same
interleaving of the program threads many times. There are a number of interesting
techniques in literature that try to overcome the aforementioned shortcomings by
influencing the scheduler in some way. Approaches that influence the scheduler
employ a host of random or statistical techniques to uncover concurrency bugs.
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A discussion of some notable approaches in literature that attempt to uncover
functional concurrency bugs by influencing the scheduler is presented in the
following text. CCI [58] is an instrumentation framework that is able to detect
data races and atomicity violations. CCI tracks interleaving-related predicates (i.e.,
memory accesses) at runtime and uses statistical models to process the aggregated
information from many executions of the program. It computes suspiciousness
scores of the memory accesses, and assigns them suspiciousness scores in
decreasing order. It employs random sampling to circumvent the high overhead
associated with dynamic analysis. Weeratunge et al. introduce a dual slicing
technique [134] that compares program schedules from execution traces. Dual
slicing is a technique that compares two executions (a passing and failing one) and
produces a slice that contains only those differences between the two executions
that are responsible for some observably different behaviour. Dual slicing computes
a set of dynamic dependencies from program executions according to a given
slicing criterion that identifies some output differences between two executions.
Burckhard et al. argue for a randomised scheduling algorithm [16] that is able to
schedule program threads randomly for a test harness. The tool implementing
the algorithm uses fine-grained priority control by implementing a user-mode
scheduler. It employs binary instrumentation to insert calls to the scheduler
after every instruction that accesses shared memory or makes a system call. The
scheduler ensures that a thread makes progress only when all threads with higher
priorities are already blocked. A problem with the scheduler is that it may starve
certain threads if a high priority thread spins waiting for a lower priority one, and
the program may end up in a live lock situation.

Other approaches to finding bugs by influencing thread schedules include
model checking and verification, but these do not scale well for large programs.
Model checkers systematically control the thread scheduler to explore all possible
behaviour of a program and, hence, run into the well-known state-explosion
problem. The number of possible interleavings of program threads in any
mid to large-scale software system can be quite large in practice. To
overcome the state-explosion problem, partial order reduction methods have
been suggested [43]. The technique performs static analysis of the program to
determine the interacting/dependent instructions. However, due to the limitation
of static analysis in the presence of pointers and heap memory, these methods
usually fail to achieve a significant reduction for real-world programs. Flanagan
et al. [39] propose a partial-order reduction technique for model checking
software that employs dynamic analysis. The technique is based on dynamically
tracking interactions between concurrent processes/threads and then exploiting
the captured information to identify backtracking points where alternative paths in
the state space need to be explored. However, when using these methods in the
presence of cycles in the state space, the depth of the search has to be bounded by
some arbitrary bound.
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6.2.3 Atomicity violations

Atomicity is a fundamental correctness properties for parallel programs. A code
block is considered atomic if the program’s behaviour is semantically similar to a
serial execution of the atomic blocks without any interference from other threads.
The behaviour of atomic blocks of code may be understood and reasoned about
according to their sequential semantics, since no parallel operation can interfere
with the execution of a sequentially executed block of code. A variety of dynamic
analysis techniques have been proposed in literature to check for violations of
atomicity property of code blocks. Checking of atomicity violations while avoiding
false positives is surprisingly difficult and time consuming. As a consequence, most
approaches end up reporting a large number of false positives.

A number of approaches for detecting atomicity violations have been
proposed [18, 38, 39, 57, 102, 116]. Some of these approaches do fairly well
in suppressing false warnings [38], however, due to the nature of dynamic
analysis they may miss if a violation does not occur in the observed program
executions. Atomizer [39] employs the Lockset algorithm [96], as well as ideas
from Lipton’s theory of reduction [73]. Atomizer suffers from some limitations
including reporting false positives and being limited to synchronisation model
based on mutual-exclusion locks. Further, Atomizer requires the users to manually
annotate code blocks as atomic for the analysis to work, making it difficult
to adapt in practice. Velodrome [38] improves upon the work of Atomizer by
eliminating false positives in most cases. Velodrome uses happens-before relations
for synchronisation, communication and thread ordering, and reports an error if
and only if the observed trace is not conflict serialisable. An execution trace is
considered conflict-serialisable if it can be transformed into an equivalent serial
trace by commuting adjacent, non-conflicting operations of different threads.
However, Velodrome too requires programmers to write atomicity specifications for
programs to be tested beforehand. Other atomicity violation detection tools [100,
102] attempt to explore low probability interleaving of the program threads by
using random sleep delays, and are able to detect violations involving a single
variable only. Some more approaches [15, 18, 146] argue for detecting atomicity
violations via semantic linearizability [51]. Some of these approaches attempt to
numerate the many linearizations of each execution by limiting them to executions
with few operations, while others require programmer annotated linearization
points to reduce the exponential number of possible linearizations.

More recently, techniques have been proposed for fixing atomicity violations that
involve a single variable [57, 59]. These tools work by utilising bug reports from
existing concurrency bug detection tools. The techniques utilise static analysis
and code transformations to analyse the code locations that are surrounding the
reported concurrency bugs, and insert synchronisation constructs (protected by
locks) in an attempt to eliminate the bug. The suggested patch is then applied
and tested against software specifications to ensure correctness and performance.
However, these techniques have a major limitation in that the fix does not provide
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any guarantees about program semantics. The approaches ensure that accesses
are not concurrent by using mutual exclusion or pairwise ordering, however, there
are no guarantees that the actual bug has been fixed and that no new bugs have
been introduced. The patch-testing process usually relies on existing concurrency
bug detection tools to ensure correctness.

6.2.4 Record and replay frameworks

Record and replay frameworks are an effective way of capturing dynamic properties
of a program for a better understanding of its runtime behaviour. Since rare
concurrency bugs are extremely hard to reproduce, record and replay frameworks
offer a convenient solution. These frameworks record program execution into
traces that can be replayed to mimic the exact dynamic behaviour of the program
that led to its buggy behaviour. Generally, the overhead (in both space and time)
associated with these frameworks is prohibitively high to be utilised in production
environment, however, they serve as an excellent tool for in-house testing once a
problem is suspected. Moreover, another nuisance associated with most record
and replay frameworks is that they either require special execution environments
or modifications to the operating system.

Record and replay frameworks have been utilised in debugging of parallel
programs for more than three decades. Some of the earliest replay frameworks
include [22, 69]. In the time since the early replay frameworks, researchers have
come a long way and proposed many improvements to circumvent the overhead
and limitations associated with these frameworks. Some of the more notable and
recent record and replay frameworks include [53, 54, 74, 90, 103, 119, 133]. The
detailed description of some of these aforementioned record and replay frameworks
are presented in the text that follows.

Rerun [54] is a memory race detection tool and works by logging dynamic
sequence of instructions that execute without interacting with other threads.
The length of each such sequence of instructions is logged along with the order
between sequences. It uses Lamport’s clocks [66] to establish a causal order
between the recorded sequences. A re-player then uses the recorded information
about the sequence’s duration and ordering to reconstruct an execution with the
same semantic behaviour. Rerun requires modifications to the memory system
architecture to work. The record and replay tool PinPlay [103] employs the
dynamic binary instrumentation tool Pin [77] for both recording and replaying
of programs. PinPlay consists of a logger tool that captures the initial state
and non-deterministic events during program execution, and a re-player tool that
uses the logged information to repeat program execution. It is able to log all
inter-thread dependencies to achieve a parallel replay and guarantees to preserve
the order of accesses between program threads to shared memory. PinPlay
implements a software based approach, without requiring any modifications to the
underlying hardware, however, the runtime overhead may be prohibitively high in
some cases. A more recent deterministic record and replay tool DrDebug [133]
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is based on PinPlay and provides a set of record/replay tools with support
for deterministic cyclic debugging for multithreaded programs in an interactive
manner. Jalangi [119] is an instrumentation and dynamic analysis framework that
incorporates selective record and replay as well as shadow values and shadow
execution to enable writing of heavyweight dynamic analyses. Jalangi is able to deal
with non-deterministic schedules and program inputs. It employs instrumentation
and external proxies to record the timing of events and inputs. Some of the
more recent techniques for record and replay of concurrent programs include
Light [74] and rdb [53]. rdb guarantees exact replay of the observed program
behaviour. The tool achieves exact replay by using hardware assisted record and
replay frameworks, while keeping two versions of the application’s executable.
One version of the binary contains the added debug code, while the other one
is kept identical to the original program binary. The runtime system of rdb then
replays the application and invokes the necessary debug code at appropriate
program points. Light [74] proposes a technique that guarantees determinism
and as a consequence is able to reproduce concurrent bugs. Light argues that
recording flow dependences is the necessary and sufficient condition to reproduce
a concurrent bug. The flow dependences, together with the thread local orders
that are automatically inferred, are encoded as scheduling constraints. Light
attempts to reduce run-time overhead by recording only the cross-thread write-read
dependences. As a result, Light requires offline constraint solving to replay an
execution of the program, and is therefore, able to support only an offline replay of
the program behaviour.

6.3 Performance bug detection

Software is growing in size to keep up with the increasingly complex functional
as well as non-functional requirements of modern systems. The complexity of
concurrent and parallel software platforms to efficiently utilise the multicore
hardware of today add to the ever-growing complexity of software systems. One
of the major benefit of utilising concurrent and parallel systems is that they offer
higher performance throughput. Parallel software attempts to efficiently utilise
the multiple cores that are available in modern systems to increase performance,
however, if software is not carefully designed parallelism can have the reverse
effects and may even degrade system performance. Further, the ever increasing
cost of energy dictates that software systems should optimise their use of hardware
more efficiently to lower energy consumption. There are a number of techniques
that aid programmers in designing better software by allowing them to debug
system performance at an early stage, however, performance problems are still
prevalent in modern systems. Jin et al. [56] provide a comprehensive survey of
performance problems in a range of deployed software systems. The findings
of the aforementioned study provides a good overview of performance anomalies
for a better understanding of the common characteristics of these anomalies by
observing the patches that are applied to fix them. Similarly, Nistor et al. [94]
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provide a study of how performance bugs are discovered, reported to developers
and fixed as compared to functional bugs in popular software systems. The study
argues that fixing performance bugs requires more effort as compared to fixing
functional software bugs, since the former lacks better tool support.

A number of techniques have been recently proposed for dealing with
performance problems in software. These include several profiling techniques
that try to find asymptotic inefficiencies in software as a function of the input
size [27, 45, 145] and attempt to provide hints on how to reduce the computational
complexity of certain computations within a software system. Other approaches
have suggested techniques for tracking computation intensive loops and proposes
source code transformations to fix performance anomalies [93, 95]. Malik et
al. [79] provide a case study for detecting deviations in performance based on load
tests comparison. Others suggest techniques that attempt to detect performance
problems as well as issues with energy consumption by generating tests that
exercise anomalous program behaviour with respect to performance [17, 24, 48,
147].

Recently, several techniques have been proposed that offer automatic fixes
for performance anomalies in software systems [3, 28, 67, 68, 93, 127]. These
approaches utilise a wide variety of approaches to suggest automatic fixes for
performance problems, including the use of genetic programming [67, 68] to offer
patches for repairing particular bugs, or suggesting memiosation patches based
on dynamic program anlaysis [127], static analysis offering source level fixes for
loop related conditions [93], using instrumentation to collect data from failing and
successful tests and using an SMT to arrive at source code level patches [28], or
a differential technique that attempts to repair a target function according to the
semantic difference between that target function and a reference function [3]. Most
of the aforementioned approaches may not be well suited for detecting anomalies
in concurrent or parallel software systems.






Conclusions

This dissertation presented techniques for detecting and localising functional
as well as non-functional concurrency bugs. The implementation details are
presented along with an experimental evaluation of the prototype implementation
to demonstrate the effectiveness of these techniques. Further, the detailed
description and design of an infrastructure to identify the root-causes for
non-functional concurrency bugs is provided.

Multicore machines have been widely adopted in almost every walk of life. The
number of CPU cores in computer systems will continue to grow in the future,
leading to systems with a large number of cores performing general purpose
computing. To keep up with the growing number of cores, programmers must
utilise concurrency and multi-threading in their programs to fully utilise the
performance potential that multicore systems have to offer. Writing multi-threaded
programs is hard, and writing correct ones is doubly so. Programmers must
therefore, test their programs thoroughly for the presence of bugs, however,
software testing is a time-consuming and financially expensive activity. As a
consequence, researcher must find better and effective techniques for testing
concurrent software. The work presented in this dissertation is an effort in the
same direction towards the goal of better quality software.

7.1 Summary and contributions

7.1.1 Functional bugs

The infrastructure to detect and localise functional concurrency bugs utilises
dynamic control flow information about the client software to detect any
deviations from expected behaviour. The infrastructure employs dynamic binary
instrumentation to record the control flow path followed by client applications.
The technique at the heart of the infrastructure is able to detect any deviations
from the expected behaviour by tracking changes in the control flow path followed
by applications. The detection and localisation of bugs works in two phases:
an online phase data collection phase to record information about the control
flow path followed by the program, and a post-mortem analysis phase to identify
key properties of the program behaviour. The idea is that if the input to a
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program is fixed, and the infrastructure is able to deal with the effects of harmless
non-determinism that is inherent in concurrent programs, then, the control flow
path followed by a program may provide valuable information about its dynamic
behaviour. The concurrency bug detection infrastructure presented in this thesis
is adheres to the aforementioned idea, and is able to account for harmless
non-determinism that may affect the control flow path followed by a program.
Further, the infrastructure is able to localise the effects of the bug to a basic block
in the program code where the bug manifest by causing a deviation in the program’s
control flow path.

The prototype implementation of the technique is successful in detecting and
localising a wide variety of anomalies in concurrent software. The prototype
is evaluated against a number of hand-crafted micro benchmarks that are
representative of the types of concurrency bugs found in practice, as well as,
against bugs in large scale software systems. The technique is able to detect
all the bug patterns that are part of the hand-crafted micro benchmarks, as well
as bugs in real-world applications including apache, aget, pbzip2, and a bug in
Stringbuffer implementation of the java developer kit. Further, honouring the
statement of this thesis, the approach requires only a single failed execution of
the program and is able to handle the affects of harmless non-determinism that is
inherent in concurrent programs. Requiring a single failed execution is important
since it may not be possible to reproduce or record multiple failed executions
for rare concurrency bugs. The technique is not affected by the synchronisation
model followed by applications and offers a wider scope to include any bugs that
may affect the control flow path followed by a program, including data races,
single and multi-variable atomicity violations, and ordering bugs. The performance
overhead of the approach is low and performs orders of magnitude times better
than state-of-the-art approaches for concurrency bugs detection for large-scale
software systems.

7.1.2 Non-functional bugs
Identifying performance problems

This dissertation presented two infrastructures for detecting non-functional
concurrency bugs. First, an infrastructure is presented for detecting non-functional
bugs dealing with performance problems in concurrent systems, and second, the
description and design details for an infrastructure that is able to identify the root
cause of performance problems is presented.

The infrastructure for identifying performance problems in concurrent systems
utilises dynamic information about the execution time consumed by different parts
of a applications to identify potential performance anomalies. The approach utilises
profiling information about multiple executions of the program, to generate an
aggregate execution profile. The generated aggregate profile is representative
of the overall observed behaviour of the program and provides a better outlook
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on resource consumption in the program across a wide array of program inputs.
Program executions are then compared against the generated aggregate execution
profile to detect performance bottlenecks. The approach works by detecting rare
performance bottlenecks, i.e., program behaviour that is spurious or uncommon.
The infrastructure records profiling information at the level of a basic block to
provide information about program behaviour at a fine-grain level. The technique
does not report on code blocks that always take a large amount of execution
time, because not every time-consuming code region may lead to a performance
problem that can be fixed. Some code regions may involve computations that
always take a large amount of time as a property of the algorithm being used and
may be un-avoidable. The approach attempts to eliminate such false positives by
comparing the statistical range of the maximum and minimum amount of execution
time consumed by a basic block.

The prototype implementation of the technique for detecting performance
anomalies is evaluated against a number of real-world applications including
apache web server, a network security scanner called nmap, axel - the
multithreaded download accelerator and the file compression utility pbzip. In
certain cases modifying the identified basic block with little effort leads to almost
three orders of magnitude improvement in application performance.

Identifying root causes of performance problems

The dissertation proposes an infrastructure that is able to identify the root-causes
of performance anomalies in concurrent software. The detailed description for
the proposed infrastructure is presented and the design details are laid out. The
proposed framework is an extension of the works on functional and non-functional
concurrency bugs presented in this dissertation. The framework combines ideas
from, and improves the work presented in previous parts of this dissertation.

The proposed technique suggest an online analysis phase to profile information
about program properties including timing information, cache misses and stall
cycles. A number of suggestions are made for lightweight dynamic profiling of
the aforementioned information to avoid a heavy performance hit at runtime.
The information may be profiled at the granularity of a basic block as before,
or at a slightly higher granularity by using the suggested improvements. The
online profiling phase is followed by a post-mortem analysis phase of the recorded
information. The post-mortem analysis consist of further two steps. The first step is
concerned with identifying potential performance bottlenecks as before, but using
the additional information of cache misses and stall cycles. The second step of the
post-mortem analysis attempts to identify the probable root-cause for each of the
identified potential bottlenecks. The root-cause identification technique boroughs
ideas from the functional bug detection work that is part of this dissertation. For
each identified bottleneck the root-cause identification procedure attempts to find
points in the program where program execution diverges with respect to the control
flow path being followed. The key insight is that if a code region consumes a
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large amount of time on only some executions of the program, but not all, then,
executions where the code region consumes less time may contain information
about this divergent behaviour of the program. The list of potential bottlenecks
along with the root-cause for each are reported for inspection and may need to be
verified manually by programmers.

7.2 Concluding remarks

The work of this dissertation offers an insight into some of the issues surrounding
the correctness of concurrent and multi-threaded programs. The task of writing
correct programs is challenging, especially in a concurrent setting. Programmers,
as well as the industry in general may benefit from better tool support for
ensuring correctness of their software. Current debugging support for concurrent
programmes is limited. There’s a greater need for better techniques and tools
to ensure timely and cost-effective debugging of concurrent programs. The need
for better debugging support is going to be critical as software becomes more
ubiquitous, especially in safety critical environments.

This dissertation makes a small contribution to the wider, more general problem
of software correctness for parallel programs. Ensuring functional, as well as,
non-functional correctness of parallel program is hard but necessary with the
growing need for software. This dissertation attempts to address anomalies
relating to both functional and non-functional correctness of concurrent software.
The work on functional correctness presented as part of this dissertation offers
a technique that detects deviations from expected behaviour by observing the
control flow path followed by programs. The technique is general enough to
detect all concurrency bugs that cause a change in the control flow path follow
by the program, however, it may miss those bugs that do not affect the program’s
control flow path. Similarly, the work on non-functional correctness works by
examining code regions that consume a large portion of the total execution time
of the program on some but not all executions of the program. The dissertation
demonstrates the effectiveness of both the functional and non-functional anomaly
detection techniques by offering the results of experimental evaluation of the
prototype implementation of these approaches. Further, the dissertation also
proposes detailed design for a framework that is able to identify the root-causes
of non-functional anomalies dealing with performance of software systems.

The ideas and tools that are part of this dissertation are a small part of the effort
towards accomplishing the dream of functionally correct and bug-free software
systems.
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